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Introduction to the Cisco ASA FirePOWER
Module

The Cisco ASA FirePOWER module® is a module that can be deployed on Cisco ASA5506-X,
ASAS5506H-X, ASA5506W-X, ASA5508-X, ASA5512-X, ASA5515-X, ASA5516-X, ASAS5525-X,
ASAS5545-X, ASAS5555-X, ASA5585-X-SSP-10, ASA5585-X-SSP-20, ASAS5585-X-SSP-40,
ASA5585-X-SSP-60. The module is designed to help you handle network traffic in a way that complies
with your organization’s security policy—your guidelines for protecting your network. A security policy
may also include an acceptable use policy (AUP), which provides employees with guidelines of how they
may use your organization’s systems.

This guide provides information about onbox configuration of the features and functionality of the ASA
FirePOWER module, accessible via ASDM. The explanatory text, diagrams, and procedures in each
chapter provide detailed inVMwareformation to help you navigate the user interface, maximize the
performance of your system, and troubleshoot complications.

Note  If you enable command authorization on the ASA that hosts the ASA FirePOWER module, you must log
in with a user name that has privilege level 15 to see the ASA FirePOWER home, configuration, and
monitoring pages. Read-only or monitor-only access to ASA FirePOWER pages other than the status
page is not supported.

The topics that follow introduce you to the ASA FirePOWER module, describe its key components, and
help you understand how to use this guide:

e Introduction to the ASA FirePOWER Module, page 1-1
¢ ASA FirePOWER Module Components, page 1-2
e License Conventions, page 1-3

e [P Address Conventions, page 1-4

Introduction to the ASA FirePOWER Module

The ASA FirePOWER module runs on an ASA device installed on network segments monitor traffic for
analysis.

Deployed inline, the system can affect the flow of traffic using access control, which allows you to
specify, in a granular fashion, how to handle the traffic entering, exiting, and traversing your network.
The data that you collect about your network traffic and all the information you glean from it can be used
to filter and control that traffic based on:
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e simple, easily-determined transport and network layer characteristics: source and destination, port,
protocol, and so on

e the latest contextual information on the traffic, including characteristics such as reputation, risk,
business relevance, application used, or URL visited

e Microsoft Active Directory LDAP users in your organization

Each type of traffic inspection and control occurs where it makes the most sense for maximum flexibility
and performance. For example, reputation-based blacklisting, because it uses simple source and
destination data, can block prohibited traffic early in the process, while detecting and blocking intrusions
and exploits is a last-line defense.

ASA FirePOWER Module Components

The topics that follow describe some of the key capabilities of the ASA FirePOWER module that
contribute to your organization’s security, acceptable use policy, and traffic management strategy:

e Access Control, page 1-2
e Intrusion Detection and Prevention, page 1-2
¢ Advanced Malware Protection and File Control, page 1-3

e Application Programming Interfaces, page 1-3

Access Control

Access control is a policy-based feature that allows you to specify, inspect, and log the traffic that can
traverse your network. An access control policy determines how the system handles traffic on your
network.

The simplest access control policy handles all traffic using its default action. You can set this default
action to block or trust all traffic without further inspection, or to inspect traffic for intrusions.

A more complex access control policy can blacklist traffic based on Security Intelligence data, as well
as use access control rules to exert granular control over network traffic logging and handling. These
rules can be simple or complex, matching and inspecting traffic using multiple criteria; you can control
traffic by security zone, network or geographical location, port, application, requested URL, ISE
attribute, and user. Advanced access control options include decryption, preprocessing, and
performance.

Each access control rule also has an action, which determines whether you monitor, trust, block, or allow
matching traffic. When you allow traffic, you can specify that the system first inspect it with intrusion
or file policies to block any exploits, malware, or prohibited files before they reach your assets or exit
your network.

Intrusion Detection and Prevention

Intrusion detection and prevention is the system’s last line of defense before traffic is allowed to its
destination. Intrusion policies are defined sets of intrusion detection and prevention configurations
invoked by your access control policy. Using intrusion rules and other settings, these policies inspect
traffic for security violations and, in inline deployments, can block or alter malicious traffic.
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If the system-provided policies do not fully address the security needs of your organization, custom
policies can improve the performance of the system in your environment and can provide a focused view
of the malicious traffic and policy violations occurring on your network. By creating and tuning custom
policies you can configure, at a very granular level, how the system processes and inspects the traffic on
your network for intrusions.

Advanced Malware Protection and File Control

To help you identify and mitigate the effects of malware, the ASA FirePOWER module’s file control and
advanced malware protection components can detect, track, capture, analyze, and optionally block the
transmission of files (including malware files and nested files inside archive files) in network traffic.

File Control

File control allows devices to detect and block your users from uploading (sending) or downloading
(receiving) files of specific types over specific application protocols. You configure file control as part
of your overall access control configuration; file policies associated with access control rules inspect
network traffic that meets rule conditions.

Network-Based Advanced Malware Protection (AMP)

Network-based advanced malware protection (AMP) allows the system to inspect network traffic for
malware in several types of files.

Regardless of whether you store a detected file, you can submit it to the Collective Security Intelligence
Cloud for a simple known-disposition lookup using the file’s SHA-256 hash value. Using this contextual
information, you can configure the system to block or allow specific files.

You configure malware protection as part of your overall access control configuration; file policies
associated with access control rules inspect network traffic that meets rule conditions.

Application Programming Interfaces

There are several ways to interact with the system using application programming interfaces (APIs). For
detailed information, you can download additional documentation from either of the following Support
Sites:

e Cisco: (http://www.cisco.com/cisco/web/support/index.html)

License Conventions

The License statement at the beginning of a section indicates the license required to use the feature
described in the section, as follows:

Protection

A Protection license allows devices to perform intrusion detection and prevention, file control, and
Security Intelligence filtering.

Control

A Control license allows devices to perform user and application control. A Control license requires
a Protection license.
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URL Filtering

A URL Filtering license allows devices to use regularly updated cloud-based category and
reputation data to determine which traffic can traverse your network, based on the URLSs requested
by monitored hosts. A URL Filtering license requires a Protection license.

Malware

A Malware license allows devices to perform network-based advanced malware protection (AMP),
that is, to detect, capture, and block malware in files transmitted over your network. A Malware
license requires a Protection license.

Because licensed capabilities are often additive, this documentation only provides the highest required
license for each feature. For example, if a feature requires Protection and Control licenses, only Control
is listed. However, if functionality requires licenses that are not additive, the documentation lists them
with a plus (+) character.

An “or” statement in a License statement indicates that a particular license is required to use the feature
described in the section, but an additional license can add functionality. For example, within a file policy,
some file rule actions require a Protection license while others require a Malware license. So, the License
statement for the documentation on file rules lists “Protection or Malware.”

IP Address Conventions

You can use IPv4 Classless Inter-Domain Routing (CIDR) notation and the similar IPv6 prefix length
notation to define address blocks in many places in the ASA FirePOWER module.

CIDR notation uses a network IP address combined with a bit mask to define the IP addresses in the
specified block of addresses. For example, the following table lists the private IPv4 address spaces in

CIDR notation.

Table 1-1 CIDR Notation Syntax Examples

CIDR Block IP Addresses in CIDR Block Subnet Mask |Number of IP Addresses
10.0.0.0/8 10.0.0.0 - 10.255.255.255 255.0.0.0 16,777,216
172.16.0.0/12 172.16.0.0 - 172.31.255.255 255.240.0.0 1,048,576
192.168.0.0/16 192.168.0.0 - 192.168.255.255 255.255.0.0 65,536

Similarly, IPv6 uses a network IP address combined with a prefix length to define the IP addresses in a
specified block. For example, 2001:db8::/32 specifies the IPv6 addresses in the 2001:db8:: network with
a prefix length of 32 bits, that is, 2001:db8:: through 2001:db8:ffff: ffft: ffff: ffff: ffff: frft.

When you use CIDR or prefix length notation to specify a block of IP addresses, the ASA FirePOWER
module uses only the portion of the network IP address specified by the mask or prefix length. For
example, if you type 10.1.2.3/8, the ASA FirePOWER module uses 10.0.0.0/8.

In other words, although Cisco recommends the standard method of using a network IP address on the
bit boundary when using CIDR or prefix length notation, the ASA FirePOWER module does not require
it.
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Managing Reusable Objects

For increased flexibility and ease-of-use, the ASA FirePOWER module allows you to create named
objects, which are reusable configurations that associate a name with a value so that when you want to
use that value, you can use the named object instead.

You can create the following types of objects:

¢ network-based objects that represent IP addresses and networks, port/protocol pairs, security zones,
and origin/destination country (geolocation)

e objects that help you handle unencrypted and decrypted traffic, including Security Intelligence feeds
and lists, application filters, URLs, file lists, and intrusion policy variable sets

You can use these objects in various places in the ASA FirePOWER module, including access control
policies, network analysis policies, intrusion policies and rules, reports, dashboards, and so on.

Grouping objects allows you to reference multiple objects with a single configuration. You can group
network, port, and URL, and public key infrastructure (PKI) objects.

In most cases, editing an object used in a policy requires redeploying your configuration for your
changes to take effect.

For more information, see the following sections:
e Using the Object Manager, page 2-2
e Working with Network Objects, page 2-3
e  Working with Security Intelligence Lists and Feeds, page 2-4
e Working with Port Objects, page 2-9
¢ Working with URL Objects, page 2-10
e Working with Application Filters, page 2-10
e Working with Variable Sets, page 2-13
e Working with Sinkhole Objects, page 2-27
e Working with File Lists, page 2-28
e Working with Security Zones, page 2-32
e Working with Cipher Suite Lists, page 2-32
e Working with Distinguished Name Objects, page 2-33
e Working with PKI Objects, page 2-35
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¢ Working with Geolocation Objects, page 2-42
e Working with Security Group Tag Objects, page 2-43

Using the Object Manager

License: Any

Create and manage objects, including application filters, variable sets, and security zones, using the
object manager (Configuration > ASA FirePOWER Configuration > Object Management). You can group network,
port, and URL and PKI objects; you can also sort, filter, and browse the list of objects and object groups.

For more information, see:
e Grouping Objects, page 2-2
e Browsing, Sorting, and Filtering Objects, page 2-3

Grouping Objects

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

License: Any

You can group network, port, PKI, and URL objects. The system allows you to use objects and object
groups interchangeably. For example, anywhere you would use a port object, you can also use a port
object group. Objects and object groups of the same type cannot have the same name.

When you edit an object group used in a policy (for example, a network object group used in an access
control policy), you must redeploy the configuration for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

Deleting a group does not delete the objects in the group, just their association with each other.
Additionally, you cannot delete a group that is in use. For example, you cannot delete a URL group that
you are using in a URL condition in a saved access control policy.

To group reusable objects:

Choose Configuration > ASA FirePOWER Configuration > Object Management.

Under the type of Network, Port, URL, PKI, or Distinguished Name object you want to group, choose Object
Groups.

Click the Add button that corresponds with the object you want to group.

Enter a Name for the group. You can use any printable standard ASCII characters except curly braces

({1)-
Choose one or more objects and click Add.
e Use Shift and Ctrl to choose multiple objects, or right-click and Select All.

e Use the filter field (-4 ) to search for existing objects to include, which updates as you type to
display matching items. Click the reload icon ( % ) above the search field or click the clearicon ( * )
in the search field to clear the search string.

¢ Click the add icon (i&)) to create objects on the fly if no existing objects meet your needs.

Click Store ASA FirePOWER Changes.
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Browsing, Sorting, and Filtering Objects

Step 1

Step 1

License: Any

The object manager displays 20 objects or groups per page. If you have more than 20 of any type of
object or group, use the navigation links at the bottom of the page to view additional pages. You can also
go to a specific page or click the refresh icon ( €& ) to refresh your view.

By default, the page lists objects and groups alphabetically by name. However, you can sort each type
of object or group by any column in the display. An up ( & ) or down (* ) arrow next to a column
heading indicates that the page is sorted by that column in that direction. You can also filter the objects
on the page by name or value.

To sort objects or groups:

Click a column heading. To sort in the opposite direction, click the heading again.

To filter objects or groups:

Enter your filter criteria in the Filter field.

The page updates as you type to display matching items. The field accepts one or more asterisks (*) as
wild cards.

Working with Network Objects

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

License: Any

A network object represents one or more IP addresses that you can specify either individually or as
address blocks. You can use network objects and groups (see Grouping Objects, page 2-2) in various
places in the ASA FirePOWER module, including access control policies, network variables, intrusion
rules, reports, and so on.

You also cannot delete a network object that is in use. Additionally, after you edit a network object used
in an access control or intrusion policy, you must redeploy policies for your changes to take effect.

To create a network object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under Network, choose Individual Objects.
Click Add Network.

Enter a Name for the network object. You can use any printable standard ASCII characters except curly
braces ({}).

For each IP address or address block you want to add to the network object, enter its value and click Add.

Click Store ASA FirePOWER Changes.
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Step 7

If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

Working with Security Intelligence Lists and Feeds

Note

License: Protection

The Security Intelligence feature allows you to, per access control policy, specify the traffic that can
traverse your network based on the source or destination IP address. This is especially useful if you want
to blacklist — deny traffic to and from — specific IP addresses, before the traffic is subjected to analysis
by access control rules. Similarly, you can add IP addresses to the whitelist to force the system to handle
their connections using access control.

If you are not sure whether you want to blacklist a particular IP address, you can use a “monitor-only”
setting, which allows the system to handle the connection using access control, but also logs the
connection’s match to the blacklist.

A global whitelist and global blacklist are included by default in every access control policy, and apply
to any zone. Additionally, within each access control policy, you can build a separate whitelist and
blacklist using a combination of network objects and groups as well as Security Intelligence lists and
feeds, all of which you can constrain by security zone.

Comparing Feeds and Lists

A Security Intelligence feed is a dynamic collection of IP addresses that the system downloads from an
HTTP or HTTPS server at the interval you configure. Because feeds are regularly updated, the system
can use up-to-date information to filter your network traffic. To help you build blacklists, the ASA
FirePOWER module provides the Intelligence Feed, which represents IP addresses determined by the
VRT to have a poor reputation.

Although it may take a few minutes for a feed update to take effect, you do not have to deploy policies
after you create or modify a feed, or after a scheduled feed update.

If you want strict control over when the system downloads a feed from the Internet, you can disable
automatic updates for that feed. However, Cisco recommends that you allow automatic updates.
Although you can manually perform on-demand updates, allowing the system to download feeds on a
regular basis provides you with the most up-to-date, relevant data.

In contrast with a feed, a Security Intelligence /ist is a simple static list of IP addresses that you manually
upload to the system. Use custom lists to augment and fine-tune feeds and the global whitelist and
blacklist. Note that editing custom lists (as well as editing network objects and removing IP addresses
from the global whitelist or blacklist) require you to redeploy the configuration for your changes to take
effect.

Formatting and Corrupt Feed Data

Feed and list source must be a simple text file no larger than S00MB, with one IP address or address
block per line. Comment lines must start with the # character. List source files must use the. txt
extension.

If the system downloads a corrupt feed or a feed with no recognizable IP addresses, the system continues
using the old feed data (unless it is the first download). However, if the system can recognize even one
IP address in the feed, it updates the addresses it can recognize.
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Internet Access and High Availability

The system uses port 443/HTTPS to download the Intelligence Feed, and either 443/HTTP or 80/HTTP
to download custom or third-party feeds. To update feeds, you must open the appropriate port, both
inbound and outbound, on the device. If your system does not have direct access to the feed site, it can
use a proxy server.

Note  The system does not perform peer SSL certificate verification when downloading custom feeds, nor does

the system support the use of certificate bundles or self-signed certificates to verify the remote peer.
Managing Feeds and Lists
You create and manage Security Intelligence lists and feeds, collectively called Security Intelligence
objects, using the object manager’s Security Intelligence page.
Note that you cannot delete a custom list or feed that is currently being used in a saved or applied access
control policy. You also cannot delete a global list, although you can remove individual IP addresses.
Similarly, although you cannot delete the Intelligence Feed, editing it allows you to disable or change
the frequency of its updates.
Security Intelligence Object Quick Reference
The following table provides a quick reference to the objects you can use to perform Security
Intelligence filtering.

Table 2-1 Security Intelligence Object Capabilities

Intelligence
Capability Global Whitelist or Blacklist |Feed Custom Feed Custom List Network Object

method of use

in access control policies by |in any access control policy as either a whitelist or blacklist object
default

can be constrained |no yes yes yes yes
by security zone?
can be deleted? no no yes, unless currently being used in a saved or applied

access control policy

object manager edit |delete IP addresses only disable or fully modify upload a fully modify
capabilities change update modified list

frequency only
requires yes when deleting (adding IP |no no yes yes
configuration addresses does not require
redeployment when |redeploy)
modified?

For more information on creating, managing, and using Security Intelligence lists and feeds, see:
e Working with the Global Whitelist and Blacklist, page 2-6
e Working with the Intelligence Feed, page 2-6
e Working with Custom Security Intelligence Feeds, page 2-7
e Manually Updating Security Intelligence Feeds, page 2-7
¢ Working with Custom Security Intelligence Lists, page 2-8
e Blacklisting Using Security Intelligence IP Address Reputation, page 5-1
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Working with the Global Whitelist and Blacklist

Step 1

Step 2

Step 3
Step 4

License: Protection

The system’s global whitelist and blacklist are included by default in every access control policy, and
apply to any zone. You can opt not to use these global lists on a per-policy basis.

You do not have to redeploy your configuration after adding an IP address to a global list. Conversely,
after you delete IP addresses from the global whitelist or blacklist, you must redeploy your configuration
for your changes to take effect.

Note that although you can add network objects with a netmask of /0 to the whitelist or blacklist, address
blocks using a /0 netmask in those objects are ignored and whitelist and blacklist filtering does not occur
based on those addresses. Address blocks with a /0 netmask from security intelligence feeds is also
ignored. If you want to monitor or block all traffic targeted by a policy, instead of security intelligence
filtering, use an access control rule with the Menitor or Block rule action, respectively, and a default value
of any for the Source Networks and Destination Networks.

To remove IP addresses from the global whitelist or blacklist:

On the object manager’s Security Intelligence page, next to the global whitelist or blacklist, click the
edit icon (& ).

Next to the IP addresses you want to remove from the list, click the delete icon ( [ ).

To delete multiple IP addresses at once, use the Shift and Ctrl keys to choose them, then right-click and
choose Delete.

Click Store ASA FirePOWER Changes.

If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

Working with the Intelligence Feed

Step 1

Step 2

License: Protection

To help you build blacklists, the ASA FirePOWER module provides the Intelligence Feed, which is
comprised of several regularly updated lists of IP addresses determined by the VRT to have a poor
reputation. Each list in the feed represents a specific category: open relays, known attackers, bogus IP
addresses (bogon), and so on. In an access control policy, you can blacklist any or all of the categories.

Because the intelligence feed is regularly updated, the system can use up-to-date information to filter
your network traffic. Malicious IP addresses that represent security threats such as malware, spam,
botnets, and phishing may appear and disappear faster than you can update and deploy new policies.

Although you cannot delete the Intelligence Feed, editing it allows you to change the frequency of its
updates. By default, the feed updates every two hours.

To modify the intelligence feed's update frequency:

On the object manager’s Security Intelligence page, next to the Intelligence Feed, click the edit icon

(L"' )'
Edit the Update Frequency.
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You can choose various intervals from two hours to one week. You can also disable feed updates.

Click Store ASA FirePOWER Changes.

Working with Custom Security Intelligence Feeds

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

License: Protection

Custom or third-party Security Intelligence feeds allow you to augment the Intelligence Feed with other
regularly-updated reputable whitelists and blacklists on the Internet. You can also set up an internal feed.

When you configure a feed, you specify its location using a URL; the URL cannot be Punycode-encoded.
By default, the system downloads the entire feed source on the interval you configure.

Optionally, you can configure the system to use an md5 checksum to determine whether to download an
updated feed. If the checksum has not changed since the last time the module downloaded the feed, the
system does not need to re-download it. You may want to use md5 checksums for internal feeds,
especially if they are large. The md5 checksum must be stored in a simple text file with only the
checksum. Comments are not supported.

To configure a Security Intelligence feed:

On the object manager’s Security Intelligence page, click Add Security Intelligence.

Enter a Name for the feed. You can use any printable standard ASCII characters except curly braces ({}).
From the Type drop-down list, specify that you want to configure a Feed.

Specify a Feed URL and optionally, an MD5 URL.

Specify an Update Frequency.

You can choose various intervals from two hours to one week. You can also disable feed updates.

Click Store ASA FirePOWER Changes.

The Security Intelligence feed object is created. Unless you disabled feed updates, the system attempts
to download and verify the feed. You can now use the feed object in access control policies.

Manually Updating Security Intelligence Feeds

Step 1
Step 2

Step 3

License: Protection

Manually updating Security Intelligence feeds updates all feeds, including the Intelligence Feed.

To update all Security Intelligence feeds:

On the object manager’s Security Intelligence page, click Update Feeds.
Confirm that you want to update all feeds.
The system warns that it can take several minutes for the update to take effect.

Click OK.
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After the system downloads and verifies the feed updates, it begins filtering traffic using the updated
feeds.

Working with Custom Security Intelligence Lists

Step 1
Step 2
Step 3
Step 4

Step 5

License: Protection

A Security Intelligence list is a simple static list of IP addresses and address blocks that you manually
upload. Custom lists are useful if you want to augment and fine-tune feeds or one of the global lists.

Note that netmasks for address blocks can be integers from o to 32 or 0 to 128, for IPv4 and IPv6,
respectively.

For example, if a reputable feed improperly blocks your access to vital resources but is overall useful to
your organization, you can create a custom whitelist that contains only the improperly classified IP
addresses, rather than removing the Security Intelligence feed object from the access control policy’s
blacklist.

Note that to modify a Security Intelligence list, you must make your changes to the source file and
upload a new copy. For more information, see Updating a Security Intelligence List, page 2-8.

To upload a new Security Intelligence list:

On the object manager’s Security Intelligence page, click Add Security Intelligence.

Enter a Name for the list. You can use any printable standard ASCII characters except curly braces ({}).
From the Type drop-down list, specify that you want to upload a List.

Click Browse to browse to the list. txt file, then click Upload.

The list is uploaded. The pop-up window displays the total number of IP addresses and address blocks
that the system found in the list.

If the number is not what you expected, check the formatting of the file and try again.

Click Store ASA FirePOWER Changes.

Updating a Security Intelligence List

Step 1

Step 2
Step 3

License: Protection

To edit a Security Intelligence list, you must make your changes to the source file and upload a new copy.
You cannot modify the file’s contents using ASDM. If you do not have access to the source file, you can
download a copy using the ASDM interface.

To modify a Security Intelligence list:

On the object manager’s Security Intelligence page, next to the list you want to update, click the edit
icon (& ).

If you need a copy of the list to edit, click Download, then follow the prompts to save the list as a text file.

Make changes to the list as necessary.
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Step 4

Step 5
Step 6

Working with Port Objects

On the Security Intelligence pop-up window, click Browse to browse to the modified list, then click
Upload.

Click Store ASA FirePOWER Changes.

If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

Working with Port Objects

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

License: Any
Port objects represent different protocols in slightly different ways:

e For TCP and UDP, a port object represents the transport layer protocol, with the protocol number in
parentheses, plus an optional associated port or port range. For example: Tcp (6) /22.

e For ICMP and ICMPv6 (IPv6-ICMP), the port object represents the internet layer protocol plus an
optional type and code. For example: 1cmp (1) :3:3.

e A port object can also represent other protocols that do not use ports.

Note that the system provides default port objects for well-known ports. You can modify or delete these
objects, but Cisco recommends that you create custom port objects instead.

You can use port objects and groups (see Grouping Objects, page 2-2) in various places in the ASA
FirePOWER module, including access control policies and port variables.

You cannot delete a port object that is in use. Additionally, after you edit or delete a port object, if an
active policy references the object, you must redeploy your configuration for the changes to take effect;
see Deploying Configuration Changes, page 4-12.

Note that you cannot add any protocol other than TCP or UDP for source port conditions in access
control rules. Also, you cannot mix transport protocols when setting both source and destination port
conditions in a rule.

If you add an unsupported protocol to a port object group used in a source port condition, the rule where
it is used does not apply on policy deploy. Additionally, if you create a port object containing both TCP
and UDP ports, then add it as a source port condition in a rule, you cannot add a destination port, and
vice versa.

To create a port object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under Port, choose Individual Objects.
Click Add Port.

Enter a Name for the port object. You can use any printable standard ASCII characters except curly braces

().
Choose a Protocol.

You can quickly choose TCP, UDP, IP, ICMP, or IPv6-ICMP, or you can use the Other drop-down list to choose
either a different protocol or All protocols.

Optionally, restrict a TCP or UDP port object using a Port or port range.
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Step 7

Step 8

Step 9

You can specify any port from 1 to 65535 or any to match all ports. Use a hyphen to specify a range of
ports.

Optionally, restrict an ICMP or IPV6-ICMP port object using a Type and, if appropriate, a related Code.

When you create an ICMP or IPv6-ICMP object, you can specify the type and, if applicable, the code.
For more information on ICMP types and codes, see
http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml and
http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml. You can set the type to
any to match any type or set the code to any to match any code for the specified type.

Optionally, choose Other and a protocol from the drop-down list. If you choose All protocols, enter a port
number in the Port field.

Click Store ASA FirePOWER Changes.

Working with URL Objects

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

License: Any

Each URL object you configure represents a single URL or IP address. You can use URL objects and
groups (see Grouping Objects, page 2-2) in access control policies. For example, you could write an
access control rule that blocks a specific URL.

Note that to block HTTPS traffic, you can enter the URL from the Secure Sockets Layer (SSL) certificate
for the traffic. When entering a URL from a certificate, enter the domain name and omit subdomain
information. (For example, type example.com rather than www.example.com.) If you block traffic based
on the certificate URL, both HTTP and HTTPS traffic to that website are blocked.

You cannot delete a URL object that is in use. Additionally, after you edit or delete a URL object, if an
active policy references the object, you must redeploy your configuration for the changes to take effect;
see Deploying Configuration Changes, page 4-12.

To create a URL object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under URL, choose Individual Objects.
Click Add URL.

Enter a Name for the URL object. You can use any printable standard ASCII characters except curly
braces ({}).

Enter the URL or IP address for the URL object.
Click Store ASA FirePOWER Changes.

Working with Application Filters

License: Any
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Tip

Working with Application Filters

When the ASA FirePOWER module analyzes IP traffic, it attempts to identify the commonly used
applications on your network. Application awareness is crucial to performing application-based access
control. The system is delivered with detectors for many applications, and Cisco frequently updates and
adds additional detectors via system and vulnerability database (VDB) updates.

Application filters group applications according to criteria associated with the applications’ risk,
business relevance, type, categories, and tags. Using application filters allows you to quickly create
application conditions for access control rules because you do not have to search for and add applications
individually; for more information, see Matching Traffic with Application Filters, page 8-3.

Another advantage to using application filters is that you do not have to update access control rules that
use filters when you modify or add new applications. For example, if you configure your access control
policy to block all social networking applications, and a VDB update includes a new social networking
application detector, the policy is updated when you update the VDB. Although you must redeploy the
changed configuration before the system can block the new application, you do not have to update the
access control rule that blocks the application.

If the system-provided application filters do not group applications according to your needs, you can
create your own filters. User-defined filters can group and combine system-provided filters. For
example, you could create a filter that would allow you to block all very high risk, low business relevance
applications. You can also create a filter by manually specifying individual applications, although you
should keep in mind those filters do not automatically update when you update the module software or
the VDB.

As with system-provided application filters, you can use user-defined application filters in access control
rules.

You use the object manager (Configuration > ASA FirePOWER Configuration > Object Management) to create and
manage application filters. Note that you can also create an application filter on the fly while adding an
application condition to an access control rule.

The Application Filters list contains the system-provided application filters that you can choose to build
your own filter. You can constrain the filters that appear by using a search string; this is especially useful
for categories and tags.

The Available Applications list contains the individual applications in the filters you select. You can also
constrain the applications that appear by using a search string.

The system links multiple filters of the same filter type with an OR operation. Consider a scenario where
the medium risk filter contains 100 applications and the high risk filter contains 50 applications. If you
choose both filters, the system would display 150 available applications.

The system links different types of filters with an AND operation. For example, if you choose the
medium and high risk filters and the medium and high business relevance filters, the system displays the
applications that have medium or high risk, and also have medium or high business relevance.

Click an information icon (@) for more information about the associated application. To display
additional information, click any of the Internet search links in the information pop-up.

After you determine the applications you want to add to the filter, you can add them either individually,
or, if you chose an application filter, All apps matching the filter. You can add multiple filters and multiple
applications, in any combination, as long as the total number of items in the Selected Applications and
Filters list does not exceed 50.

After you create the application filter, it is listed on the Application Filters page of the object manager.
The page displays the total number of conditions that comprise each filter.
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

For information on sorting and filtering the application filters that appear, see Using the Object Manager,
page 2-2. Note that you cannot delete an application filter that is in use. Additionally, after you edit or
delete an application filter object, if an active policy references the object, you must redeploy your
configuration for the changes to take effect; see Deploying Configuration Changes, page 4-12.

To create an application filter:

Choose Configuration > ASA FirePOWER Configuration > Object Management.

Click Application Filters.

Click Add Application Filter.

Enter a Name. You can use any printable standard ASCII characters except curly braces ({}).

Optionally, use system-provided filters in the Application Filters list to narrow the list of applications you
want to add to the filter:

¢ Click the arrow next to each filter type to expand and collapse the list.

¢ Right-click a filter type and click Check All or Uncheck All. Note that the list indicates how many
filters you have selected of each type.

e To narrow the filters that appear, enter a search string in the Search by name field; this is especially
useful for categories and tags. To clear the search, click the clear icon ( * ).

e To refresh the filters list and clear any selected filters, click the reload icon (% ).
e To clear all filters and search fields, click Clear All Filters.

The applications that match the filters you select appear in the Available Applications list. The list
displays 100 applications at a time.

Choose the applications that you want to add to the filter from the Available Applications list:

e Choose All apps matching the filter to add all the applications that meet the constraints you specified
in the previous step.

e To narrow the individual applications that appear, enter a search string in the Search by name field.
To clear the search, click the clear icon ( * ).

e Use the paging icons at the bottom of the list to browse the list of individual available applications.

e Use Shift and Ctrl keys to choose multiple individual applications. Right-click to Select All currently
displayed individual applications.

e To refresh the applications list and clear any selected applications, click the reload icon ( (% ).
You cannot choose individual applications and All apps matching the filter at the same time.
Add the selected applications to the filter. You can click and drag, or you can click Add to Rule.
The result is the combination of:

e the selected Application Filters

e cither the selected individual Available Applications, or All apps matching the filter

You can add up to 50 applications and filters to the filter. To delete an application or filter from the
selected applications, click the appropriate delete icon ( 7] ). You can also select one or more
applications and filters, or right click to Select All, then right-click to Delete Selected.

Click Store ASA FirePOWER Changes.
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Working with Variable Sets

Tip

License: Protection

Variables represent values commonly used in intrusion rules to identify source and destination IP
addresses and ports. You can also use variables in intrusion policies to represent IP addresses in rule
suppressions, adaptive profiles, and dynamic rule states.

Preprocessor rules can trigger events regardless of the hosts defined by network variables used in
intrusion rules.

You use variable sets to manage, customize, and group your variables. You can use the default variable
set provided by the ASA FirePOWER module or create your own custom sets. Within any set you can
modify predefined default variables and add and modify user-defined variables.

Most of the shared object rules and standard text rules that the ASA FirePOWER module provides use
predefined default variables to define networks and port numbers. For example, the majority of the rules
use the variable sHoME_NET to specify the protected network and the variable $EXTERNAL_NET to specify
the unprotected (or outside) network. In addition, specialized rules often use other predefined variables.
For example, rules that detect exploits against web servers use the $HTTP_SERVERS and $HTTP_PORTS
variables.

Rules are more effective when variables more accurately reflect your network environment. At a
minimum, you should modify default variables in the default set as described in Optimizing Predefined
Default Variables, page 2-13. By ensuring that a variable such as suoMeE_NET correctly defines your
network and $HTTP_SERVERS includes all web servers on your network, processing is optimized and all
relevant systems are monitored for suspicious activity.

To use your variables, you link variable sets to intrusion policies associated with access control rules or
with the default action of an access control policy. By default, the default variable set is linked to all
intrusion policies used by access control policies.

See the following sections for more information:
e Optimizing Predefined Default Variables, page 2-13
¢ Understanding Variable Sets, page 2-15
e Managing Variable Sets, page 2-17
e Managing Variables, page 2-18
¢ Adding and Editing Variables, page 2-20
e Resetting Variables, page 2-25
e Linking Variable Sets to Intrusion Policies, page 2-26
e Understanding Advanced Variables, page 2-27

Optimizing Predefined Default Variables

License: Protection

By default, the ASA FirePOWER module provides a single default variable set, which is comprised of
predefined default variables. The Vulnerability Research Team (VRT) uses rule updates to provide new
and updated intrusion rules and other intrusion policy elements, including default variables. See
Importing Rule Updates and Local Rule Files, page 46-9 for more information.
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A

Because many intrusion rules provided by the ASA FirePOWER module use predefined default
variables, you should set appropriate values for these variables. Depending on how you use variable sets
to identify traffic on your network, you can modify the values for these default variables in any or all
variable sets. See Adding and Editing Variables, page 2-20 for more information.

Caution

Table 2-2

Importing an access control or an intrusion policy overwrites existing default variables in the default
variable set with the imported default variables. If your existing default variable set contains a custom
variable not present in the imported default variable set, the unique variable is preserved. For more

information, see Importing Configurations, page B-3.

The following table describes the variables provided by the ASA FirePOWER module and indicates
which variables you typically would modify. For assistance determining how to tailor variables to your

network, contact Professional Services or Support.

Variables Provided by the ASA FirePower Module

Variable Name

Description

Modify?

$SAIM_SERVERS

Defines known AOL Instant Messenger (AIM) servers, and is used
in chat-based rules and rules that look for AIM exploits.

Not required.

$DNS_SERVERS

Defines Domain Name Service (DNS) servers. If you create a rule
that affects DNS servers specifically, you can use the $DNS_SERVERS
variable as a destination or source IP address.

Not required in current rule set.

SEXTERNAL_NET

Defines the network that the ASA FirePOWER module views as the
unprotected network, and is used in many rules to define the
external network.

Yes, you should adequately
define $HoME_NET and then
exclude ¢HoME_NET as the value
for $EXTERNAL_NET.

SFILE_DATA_PORTS

Defines non-encrypted ports used in intrusion rules that detect files
in a network stream.

Not required.

$FTP_PORTS Defines the ports of FTP servers on your network, and is used for |Yes, if your FTP servers use
FTP server exploit rules. ports other than the default ports
(you can view the default ports in
the module interface).
$GTP_PORTS Defines the data channel ports where the packet decoder extracts the |Not required.
payload inside a GTP (General Packet Radio Service [GPRS]
Tunneling Protocol) PDU.
$HOME_NET Defines the network that the associated intrusion policy monitors, |Yes, to include the IP addresses

and is used in many rules to define the internal network.

for your internal network.

SHTTP_PORTS

Defines the ports of web servers on your network, and is used for
web server exploit rules.

Yes, if your web servers use ports
other than the default ports (you
can view the default ports in the
module interface).

SHTTP_SERVERS

Defines the web servers on your network. Used in web server
exploit rules.

Yes, if you run HTTP servers.

SORACLE_PORTS

Defines Oracle database server ports on your network, and is used
in rules that scan for attacks on Oracle databases.

Yes, if you run Oracle servers.

$SHELLCODE_PORTS

Defines the ports you want the system to scan for shell code

exploits, and is used in rules that detect exploits that use shell code.

Not required.
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Variables Provided by the ASA FirePower Module (continued)

Working with Variable Sets

Variable Name

Description

Modify?

$SIP_PORTS

Defines the ports of SIP servers on your network, and is used for
SIP exploit rules.

Not required.

$SIP_SERVERS

Defines SIP servers on your network, and is used in rules that
address SIP-targeted exploits.

Yes, if you run SIP servers, you
should adequately define
$HoME_NET and then include
$HOME_NET as the value for
$SIP_SERVERS.

$SMTP_SERVERS

Defines SMTP servers on your network, and is used in rules that
address exploits that target mail servers.

Yes, if you run SMTP servers.

$SNMP_SERVERS

Defines SNMP servers on your network, and is used in rules that
scan for attacks on SNMP servers.

Yes, if you run SNMP servers.

$SNORT_BPF

Identifies a legacy advanced variable that appears only when it
existed on your system in a ASA FirePOWER module software
release before Version 5.3.0 that you subsequently upgraded to
Version 5.3.0 or greater. See Understanding Advanced Variables,
page 2-27.

No, you can only view or delete
this variable. You cannot edit it
or recover it after deleting it.

$SQL_SERVERS

Defines database servers on your network, and is used in rules that
address database-targeted exploits.

Yes, if you run SQL servers.

$SSH_PORTS

Defines the ports of SSH servers on your network, and is used for
SSH server exploit rules.

Yes, if your SSH servers use
ports other than the default port
(you can view the default ports in
the module interface).

$SSH_SERVERS

Defines SSH servers on your network, and is used in rules that
address SSH-targeted exploits.

Yes, if you run SSH servers, you
should adequately define
$HOME_NET and then include
$HOME_NET as the value for
$SSH_SERVERS.

STELNET_SERVERS

Defines known Telnet servers on your network, and is used in rules
that address Telnet server-targeted exploits.

Yes, if you run Telnet servers.

$USER_CONF

Provides a general tool that allows you to configure one or more
features not otherwise available via the module interface. See
Understanding Advanced Variables, page 2-27.

A

Caution  Conflicting or duplicate $user_coNr configurations will
halt the system. See Understanding Advanced Variables,

page 2-27.

No, only as instructed in a
feature description or with the
guidance of Support.

Understanding Variable Sets

License: Protection

Adding a variable to any set adds it to all sets; that is, each variable set is a collection of all variables
currently configured on your system. Within any variable set, you can add user-defined variables and

customize the value of any variable.
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Initially, the ASA FirePOWER module provides a single, default variable set comprised of predefined
default values. Each variable in the default set is initially set to its default value, which for a predefined
variable is the value set by the VRT and provided in rule updates.

Although you can leave predefined default variables configured to their default values, Cisco
recommends that you modify a subset of predefined variables as described in Optimizing Predefined
Default Variables, page 2-13.

You could work with variables only in the default set, but in many cases you can benefit most by adding
one or more custom sets, configuring different variable values in different sets, and perhaps even adding
new variables.

When using multiple sets, it is important to remember that the current value of any variable in the default
set determines the default value of the variable in all other sets.

Example: Adding a User-Defined Variable to the Default Set

The following diagram illustrates set interactions when you add the user-defined variable var1 to the
default set with the value 192.168.1.0/24.

Custom Set 1 Default Set (origim Custom Set 2

varl custormizec valle
(192.168.2.0024)

reset &
Y

YWarl custormized valle
(192 168.1.0024)

Warl current cefaul sotvalile
(192 168.1.024)

reset 2
Y

Warl defaultvalle
Carn)

Yarl curtent defzut sot valle
(192168.1.0/24)

Optionally, you can customize the value of var1 in any set. In Custom Set 2 where varl has not been
customized, its value is 192.168.1.0/24. In Custom Set 1 the customized value 192.168.2.0/24 of
varl overrides the default value. Resetting a user-defined variable in the default set resets its default
value to any in all sets.

It is important to note in this example that, if you do not update var1 in Custom Set 2, further
customizing or resetting var1 in the default set consequently updates the current, default value of vari
in Custom Set 2, thereby affecting any intrusion policy linked to the variable set.

Although not shown in the example, note that interactions between sets are the same for user-defined
variables and default variables except that resetting a default variable in the default set resets it to the
value configured by the system in the current rule update.

Examples: Adding a User-Defined Variable to a Custom Set

The next two examples illustrate variable set interactions when you add a user-defined variable to a
custom set. When you save the new variable, you are prompted whether to use the configured value as
the default value for other sets. In the following example, you elect to use the configured value.
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Custarmn Set 1 {arigin Diefault Set Custom Set 2
Warl custormized valle | Eggigt_i _ Warl customized valle
(182 168.1.0/24) at creation (192 1681 0024 b
reset | recet |
currert default st valle clefaulit valle cuUrtent cefaul satvalle
C192.168.1.00 24 1 fan) r 92 168.1.0024

Note that, except for the origin of var1 from Custom Set 1, this example is identical to the example above
where you added var1 to the default set. Adding the customized value 192.168.1.0/24 for var1 to
Custom Set 1 copies the value to the default set as a customized value with a default value of any.
Thereafter, var1 values and interactions are the same as if you had added var1 to the default set. As with
the previous example, keep in mind that further customizing or resetting varl in the default set
consequently updates the current, default value of var1 in Custom Set 2, thereby affecting any intrusion
policy linked to the variable set.

In the next example, you add var1 with the value 192.168.1.0/24 to Custom Set 1 as in the previous
example, but you elect not to use the configured value of var1 as the default value in other sets.

Custom Set 1 forigin Ciefault Set Custom Set 2

Varl custorized value [|not copied |
(192 168.1.0024) at creation |

reset i

curient oefault set valle Warl defaut valie curtent cefaul sof value

fary) Larny LAy}
I gl

This approach adds var1 to all sets with a default value of any. After adding var1, you can customize
its value in any set. An advantage of this approach is that, by not initially customizing var1 in the default
set, you decrease your risk of customizing the value in the default set and thus inadvertently changing
the current value in a set such as Custom Set 2 where you have not customized vari.

Managing Variable Sets

License: Protection

When you choose Variable Sets on the Object Manager page (Configuration > ASA FirePOWER Configuration >
Object Management), the object manager lists the default variable set and any custom sets you created.

On a freshly installed system, the default variable set is comprised only of the default system-provided
variables.

Each variable set includes the system-provided default variables and all custom variables you have added
from any variable set. Note that you can edit the default set, but you cannot rename or delete the default
set.

The following table summarizes the actions you can take to manage your variable sets.
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Table 2-3 Variable Set Management Actions

To... You can...

display your variable sets choose Configuration > ASA FirePOWER Configuration > Object Management, then choose Variable Set.

filter variable sets by name |begin entering a name; as you type, the page refreshes to display matching names.

clear name filtering click the clear icon ( * ) in the filter field.

add a custom variable set click Add Variable Set.

For your convenience, new variable sets contain all currently defined default and customized

variables.
edit a variable set click the edit icon (& ) next to the variable set you want to edit.
Tip You can also right-click within the row for a variable set, then choose Edit.

delete a custom variable set |click the delete icon ( [7] ) next to the variable set, then click Yes. You cannot delete the default
variable set. Note that variables created in a variable set you delete are not deleted or otherwise
affected in other sets.

Tip You can also right-click within the row for a variable set, choose Delete, then click Yes.
Use the Ctrl and Shift keys to choose multiple sets.

After you configure variable sets, you can link them to intrusion policies.

To create or edit a variable set:

Step 1 Choose Configuration > ASA FirePOWER Configuration > Object Management.
Step2  Choose Variable Set.
Step3  Create a variable set or edit an existing set:

e To create a variable set, click Add Variable Set.

e To create a variable set, click the edit icon (5 ) next to the variable set.

See Adding and Editing Variables, page 2-20 for information on adding and editing variables within a
variable set.

Step4  If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

Managing Variables

License: Protection

You manage variables on the new or edit variables page within a variable set. The variables page for all
variable sets separates variables into Customized Variables and Default Variables page areas.

A default variable is a variable provided by the ASA FirePOWER module. You can customize the value
of a default variable. You cannot rename or delete a default variable, and you cannot change its default
value.

A customized variable is one of the following:

e customized default variables
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When you edit the value for a default variable, the system moves the variable from the Default
Variables area to the Customized Variables area. Because variable values in the default set determine
the default values of variables in custom sets, customizing a default variable in the default set
modifies the default value of the variable in all other sets.

e user-defined variables

You can add and delete your own variables, customize their values within different variable sets, and
reset customized variables to their default values. When you reset a user-defined variable, it remains
in the Customized Variables area.

The following table summarizes the actions you can take to create or edit variables.

Table 2-4

Variable Management Actions

To...

You can...

display the variables page

on the variable sets page, click Add Variable Set to create a new variable set, or click the edit
icon (s ) next to the variable set you want to edit.

name and, optionally, describe
your variable set

enter an alphanumeric string including spaces and special characters in the Name and
Description fields.

add a variable

click Add.
See Adding and Editing Variables, page 2-20 for more information.

edit a variable

click the edit icon (& ) next to the variable you want to edit.

See Adding and Editing Variables, page 2-20 for more information.

reset a modified variable to its
default value

click the reset icon ( =) next to a modified variable. A shaded reset icon indicates that the
current value is already the default value.

delete a user-defined
customized variable

click the delete icon ( [7] ) next to the variable set; if you have saved the variable set since
adding the variable, then click Yes to confirm that you want to delete the variable.

You cannot delete default variables, and you cannot delete user-defined variables that are
used by intrusion rules or other variables.

save changes to a variable set

click Store ASA FirePOWER Changes, then click Yes if the variable set is in use by an access
control policy to confirm that you want to save your changes.

Because the current value in the default set determines the default value in all other sets,
modifying or resetting a variable in the default set changes the current value in other sets
where you have not customized the default value.

To view the variables in a variable set:

Step 1
Step 2
Step 3

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Choose Variable Set.

Create a variable set or edit an existing set:

e To create a variable set, click Add Variable Set.

e To create a variable set, click the edit icon (&~ ) next to the variable set.

Step 4

Create a variable or edit an existing variable:

e To create a variable, click Add.

e To edit a variable, click the edit icon () next to the variable.
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See Adding and Editing Variables, page 2-20 for information on adding and editing variables within a
variable set.

Adding and Editing Variables

License: Protection
You can modify variables in any custom set.

If you create custom standard text rules, you might also want to create your own user-defined variables
to more accurately reflect your traffic or as shortcuts to simplify the rule creation process. For example,
if you create a rule that you want to inspect traffic in the “demilitarized zone” (or DMZ) only, you can
create a variable named $pmz whose value lists the server IP addresses that are exposed. You can then
use the $pmz variable in any rule written for this zone.

Adding a variable to a variable set adds it to all other sets. With one exception as explained below, the
variable is added to other sets as the default value, which you can then customize.

When you add a variable from a custom set, you must choose whether to use the configured value as the
customized value in the default set.

e Ifyoudo use the configured value (for example, 192.168.0.0/16), the variable is added to the default
set using the configured value as a customized value with a default value of any. Because the current
value in the default set determines the default value in other sets, the initial, default value in other
custom sets is the configured value (which in the example is 192.168.0.0/16).

e If you do not use the configured value, the variable is added to the default set using only the default
value any and, consequently, the initial, default value in other custom sets is any.

See Understanding Variable Sets, page 2-15 for more information.

You add variables within a variable set on the New Variable page and edit existing variables on the Edit
Variable page. You use the two pages identically except that when you edit an existing variable you
cannot change the variable name or variable type.

Each page consists mainly of three windows:
e available items, including existing network or port variables, objects, and network object groups
e networks or ports to include in the variable definition
e networks or ports to exclude from the variable definition

You can create or edit two types of variables:

e network variables specify the IP addresses of hosts in your network traffic. See Working with
Network Variables, page 2-23.

e port variables specify TCP or UDP ports in network traffic, including the value any for either type.
See Working with Port Variables, page 2-24.

When you specify whether you want to add a network or port variable type, the page refreshes to list
available items. A search field above the list allows you to constrain the list, which updates as you type.

You can select and drag available items the list of items to include or exclude. You can also select items
and click the Include or Exclude button. Use the Ctrl and Shift keys to choose multiple items. You can use
the configuration field below the list of included or excluded items to specify literal IP addresses and
address blocks for network variables, and ports and port ranges for port variables.

A list of items to include or exclude can be comprised of any combination of literal strings and existing
variables, objects, and network object groups in the case of network variables.
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The following table summarizes the actions you can take to create or edit your variables.

Table 2-5 Variable Edit Actions

To...

You can...

display the variables page

on the variable sets page, click Add to add a new variable, or click the edit icon (&)
next to an existing variable.

name your variable

in the Name field, enter a unique, case-sensitive alphanumeric string that includes no
special characters other than the underscore character (_).

Note that variable names are case-sensitive; for example, var and var are each unique.

specify a network or port variable

choose Network or Port from the Type drop-down list.

See Working with Network Variables, page 2-23 and Working with Port Variables,
page 2-24 for detailed information on how you can use and configure network and port
variables.

add an individual network object so
you can then choose it from the list of
available networks

choose Network from the Type drop-down list, then click the add icon (I&)). See
Working with Network Objects, page 2-3 for information on adding network objects
using the object manager.

add an individual port object so you
can then choose it from the list of
available ports

choose Port from the Type drop-down list, then click the add icon ({3)).

Although you can add any port type, only TCP and UDP ports, including the value any
for either type, are valid variable values, and the list of available ports only displays
variables that use these value types. See Working with Port Objects, page 2-9 for
information on adding port objects using the object manager.

search for available port or network
items by name

begin entering a name in the search field above the list of available items; as you type,
the page refreshes to display matching names.

clear name searching

click the reload icon ( ¢% ) above the search field or the clear icon (
field.

) in the search

differentiate between available items

look for items next to the variables icon (
(), and object group icon (=).

), network object icon (5g2!), port icon

Note that only network groups, not port groups, are available.

choose objects to include or exclude
in the variable definition

click the object in the list of available networks or ports; use the Ctrl and Shift keys to
choose multiple objects.

add selected items to the list of
included or excluded networks or
ports

drag and drop selected items. Alternately, click Include or Exclude.

You can add network and port variables and objects from the list of available items.
You can also add network object groups.

add a literal network or port to the list
of networks or ports to include or
exclude

click to remove the prompt from the literal Network or Port field, enter the literal IP
address or address block for network variables, or the literal port or port range for port
variables, then click Add.

Note that you cannot enter domain names or lists; to add multiple items, add each
individually.

add a variable with the value any

name the variable and specify the variable type, then click Store ASA FirePOWER Changes
without configuring a value.
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Table 2-5 Variable Edit Actions (continued)

To...

You can...

delete a variable or object from the |click the delete icon ( [7] ) next to the variable.

included or excluded list

save a new or modified variable click Store ASA FirePOWER Changes; if you are adding a variable from custom set, then

click Yes to use the configured value as the default value in other sets, or No to use a
default value of any.

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Tip

Step 7

After you edit a variable, if an active policy references the object, you must redeploy your configuration
for the changes to take effect; see Deploying Configuration Changes, page 4-12.

See the following sections for more information:
¢ Working with Network Variables, page 2-23
e Working with Port Variables, page 2-24

To create or edit a variable:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Choose Variable Set.
Create a variable set or edit an existing set:

e To create a variable set, click Add Variable Set.

e To edit an existing variable set, click the edit icon (s ) next to the variable set.
Create a new variable or edit an existing variable:

e To create a new variable, click Add.

e To edit an existing variable, click the edit icon (5 ) next to the variable.
If you are creating a new variable:

e Enter a unique variable Name.

You can use alphanumeric characters and the underscore (_) character.
¢ Choose the Network or Port variable Type from the drop-down list.

Optionally, move items from the list of available networks or ports to the list of included or excluded
items.

You can choose one or more items and then drag and drop, or click Include or Exclude. Use the Ctrl and
Shift keys to choose multiple items.

If addresses or ports in the included and excluded lists for a network or port variable overlap, excluded
addresses or ports take precedence.

Optionally, enter a single literal value, then click Add.

For network variables, you can enter a single IP address or address block. For port variables you can add
a single port or port range, separating the upper and lower values with a hyphen (-).

Repeat this step as needed to enter multiple literal values.
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Step8  Click Store ASA FirePOWER Changes to save the variable. If you are adding a new variable from a custom
set, you have the following options:

e Click Yes to add the variable using the configured value as the customized value in the default set
and, consequently, the default value in other custom sets.

¢ Click No to add the variable as the default value of any in the default set and, consequently, in other
custom sets.

Step9  When you have finished making changes, click Store ASA FirePOWER Changes to save the variable set, then
click Yes.

Step10 If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

Working with Network Variables

License: Protection

Network variables represent IP addresses you can use in intrusion rules that you enable in an intrusion
policy and in intrusion policy rule suppressions, dynamic rule states, and adaptive profiles. Network
variables differ from network objects and network object groups in that network variables are specific
to intrusion policies and intrusion rules, whereas you can use network objects and groups to represent
IP addresses in various places in the ASA FirePOWER module, including access control policies,
network variables, intrusion rules, reports, and so on. See Working with Network Objects, page 2-3 for
more information.

You can use network variables in the following configurations to specify the IP addresses of hosts on
your network:

e intrusion rules

Intrusion rule Source IPs and Destination IPs header fields allow you to restrict packet inspection to
the packets originating from or destined to specific IP addresses. See Specifying IP Addresses In
Intrusion Rules, page 30-5.

e suppressions

The Network field in source or destination intrusion rule suppressions allows you to suppress
intrusion event notifications when a specific IP address or range of IP addresses triggers an intrusion
rule or preprocessor. See Configuring Suppression Per Intrusion Policy, page 27-25.

e dynamic rule states

The Network field in source or destination dynamic rule states allows you to detect when too many
matches for an intrusion rule or preprocessor rule occur in a given time period. See Adding Dynamic
Rule States, page 27-28.

e adaptive profiles

The adaptive profiles Networks field identifies hosts in the network where you want to improve
reassembly of packet fragments and TCP streams in passive deployments. See Tuning Preprocessing
in Passive Deployments, page 25-1.

When you use variables in the fields identified in this section, the variable set you link to an intrusion
policy determines the variable values in the network traffic handled by an access control policy that uses
the intrusion policy.

You can add any combination of the following network configurations to a variable:
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e any combination of network variables, network objects, and network object groups that you select
from the list of available networks

See Working with Network Objects, page 2-3 for information on creating individual and group
network objects using the object manager.

¢ individual network objects that you add from the New Variable or Edit Variable page, and can then
add to your variable and to other existing and future variables

e literal, single IP addresses or address blocks

You can list multiple literal IP addresses and address blocks by adding each individually. You can
list IPv4 and IPv6 addresses and address blocks alone or in any combination. When specifying IPv6
addresses, you can use any addressing convention defined in RFC 4291.

The default value for included networks in any variable you add is the word any, which indicates any
IPv4 or IPv6 address. The default value for excluded networks is none, which indicates no network. You
can also specify the address : : in a literal value to indicate any IPv6 address in the list of included
networks, or no IPv6 addresses in the list of exclusions.

Adding networks to the excluded list negates the specified addresses and address blocks. That is, you
can match any IP address with the exception of the excluded IP address or address blocks.

For example, excluding the literal address 192.168.1.1 specifies any IP address other than 192.168.1.1,
and excluding 2001:db8:ca2e: : fadc specifies any IP address other than 2001:db8:ca2e::fadc.

You can exclude any combination of networks using literal or available networks. For example,
excluding the literal values 192.168.1.1 and 192.168.1.5 includes any IP address other than
192.168.1.1 or 192.168.1.5. That is, the system interprets this as “not 192.168.1.1 and not 192.168.1.5,”
which matches any IP address other than those listed between brackets.

Note the following points when adding or editing network variables:

e You cannot logically exclude the value any which, if excluded, would indicate no address. For
example, you cannot add a variable with the value any to the list of excluded networks.

e Network variables identify traffic for the specified intrusion rule and intrusion policy features. Note
that preprocessor rules can trigger events regardless of the hosts defined by network variables used
in intrusion rules.

e Excluded values must resolve to a subset of included values. For example, you cannot include the
address block 192.168.5.0/24 and exclude 192.168.6.0/24. An error message warns you and
identifies the offending variable, and you cannot save your variable set when you exclude a value
outside the range of included values.

For information on adding and editing network variables, see Adding and Editing Variables, page 2-20.

Working with Port Variables

License: Protection

Port variables represent TCP and UDP ports you can use in the Source Port and Destination Port header
fields in intrusion rules that you enable in an intrusion policy. Port variables differ from port objects and
port object groups in that port variables are specific to intrusion rules. You can create port objects for
protocols other than TCP and UDP, and you can use port objects in port variables and access control
policies. See Working with Port Objects, page 2-9 for more information.

You can use port variables in the intrusion rule Source Port and Destination Port header fields to restrict
packet inspection to packets originating from or destined to specific TCP or UDP ports.
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When you use variables in these fields, the variable set you link to the intrusion policy associated with
an access control rule or policy determines the values for these variables in the network traffic where the
system applies the access control policy.

You can add any combination of the following port configurations to a variable:
e any combination of port variables and port objects that you cboose from the list of available ports

Note that the list of available ports does not display port object groups, and you cannot add these to
variables. See Working with Port Objects, page 2-9 for information on creating port objects using
the object manager.

¢ individual port objects that you add from the New Variable or Edit Variable page, and can then add
to your variable and to other existing and future variables

Only TCP and UDP ports, including the value any for either type, are valid variable values. If you
use the new or edit variables page to add a valid port object that is not a valid variable value, the
object is added to the system but is not displayed in the list of available objects. When you use the
object manager to edit a port object that is used in a variable, you can only change its value to a valid
variable value.

e single, literal port values and port ranges

You must separate port ranges with a dash (-). Port ranges indicated with a colon (:) are supported
for backward compatibility, but you cannot use a colon in port variables that you create.

You can list multiple literal port values and ranges by adding each individually in any combination.
Note the following points when adding or editing port variables:

e The default value for included ports in any variable you add is the word any, which indicates any
port or port range. The default value for excluded ports is none, which indicates no ports.

Je

Tip To create a variable with the value any, name and save the variable without adding a specific value.

* You cannot logically exclude the value any which, if excluded, would indicate no ports. For
example, you cannot save a variable set when you add a variable with the value any to the list of
excluded ports.

¢ Adding ports to the excluded list negates the specified ports and port ranges. That is, you can match
any port with the exception of the excluded ports or port ranges.

e Excluded values must resolve to a subset of included values. For example, you cannot include the
port range 10-50 and exclude port 60. An error message warns you and identifies the offending
variable, and you cannot save your variable set when you exclude a value outside the range of
included values.

For information on adding and editing port variables, see Adding and Editing Variables, page 2-20.

Resetting Variables

License: Protection

You can reset a variable to its default value on the variable set new or edit variables page. The following
table summarizes the basic principles of resetting variables.
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Note

Table 2-6 Variable Reset Values

Resetting this variable type... In this set type... Resets it to...

default default the rule update value

user-defined default any

default or user-defined custom the current default set value
(modified or unmodified)

Resetting a variable in a custom set simply resets it to the current value for that variable in the default set.

Conversely, resetting or modifying the value of a variable in the default set always updates the default
value of that variable in all custom sets. When the reset icon is grayed out, indicating that you cannot
reset the variable, this means that the variable has no customized value in that set. Unless you have
customized the value for a variable in a custom set, a change to the variable in the default set updates the
value used in any intrusion policy where you have linked the variable set.

It is good practice when you modify a variable in the default set to assess how the change affects any
intrusion policy that uses the variable in a linked custom set, especially when you have not customized
the variable value in the custom set.

When the customized value and the reset value are the same, this indicates one of the following:
e you are in the custom or default set where you added the variable with the value any

e you are in the custom set where you added the variable with an explicit value and elected to use the
configured value as the default value

Linking Variable Sets to Intrusion Policies

License: Control

By default, the ASA FirePOWER module links the default variable set to all intrusion policies used in
an access control policy. When you deploy an access control policy that uses an intrusion policy,
intrusion rules that you have enabled in the intrusion policy use the variable values in the linked variable
set.

When you modify a custom variable set used by an intrusion policy in an access control policy, the
system reflects the status for that policy as out-of-date on the Access Control page. You must deploy the
configuration to implement changes in your variable set. When you modify the default set, the system
reflects the status of all access control policies that use intrusion policies as out-of-date, and you must
redeploy the configuration to implement your changes.

See the following sections for information:

e To link a variable set other than the default set to an access control rule, see the procedure in
Configuring an Access Control Rule to Perform Intrusion Prevention, page 11-4.

¢ To link a variable set other than the default set to the default action of an access control policy, see
Setting Default Handling and Inspection for Network Traffic, page 4-4.

¢ To deploy access control policies, including policies that link variable sets to intrusion policies, see
Deploying Configuration Changes, page 4-12.
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Understanding Advanced Variables

A

License: Protection

Advanced variables allow you to configure features that you cannot otherwise configure via the module
interface. The ASA FirePOWER module currently provides only two advanced variables, and you can
only edit the USER_CONF advanced variable.

USER_CONF

USER_CONEF provides a general tool that allows you to configure one or more features not
otherwise available via the module interface.

Caution

Do not use the advanced variable USER_CONF to configure an intrusion policy feature unless you are
instructed to do so in the feature description or by Support. Conflicting or duplicate configurations will
halt the system.

When editing USER_CONPF, you can type up to 4096 total characters on a single line; the line wraps
automatically. You can include any number of valid instructions or lines until you reach the 8192
maximum character length for a variable or a physical limit such as disk space. Use the backslash
(V) line continuation character after any complete argument in a command directive.

Resetting USER_CONF empties it.

Working with Sinkhole Objects

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

License: Protection

A sinkhole object represents either a DNS server that gives non-routeable addresses for all domain
names within the sinkhole, or an IP address that does not resolve to a server. You can reference the
sinkhole object within a DNS policy rule to redirect matching traffic to the sinkhole. You must assign
the object both an IPv4 address and an IPv6 address.

You cannot delete a sinkhole object that is in use. Additionally, after you edit a sinkhole object used in
a DNS policy, you must redeploy the configuration for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

To create a sinkhole object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Choose Sinkhole from the list of object types.
Click Add Sinkhole.
Enter a Name.
Enter the IPv4 Address and IPv6 Address of your sinkhole.
You have the following options:
e If you want to redirect traffic to a sinkhole server, choose Log Connections to Sinkhole.

e If you want to redirect traffic to a non-resolving IP address, choose Block and Log Connections to
Sinkhole.

Cisco ASA with FirePOWER Services Local Management Configuration Guide g



Chapter2  Managing Reusable Objects |

I Working with File Lists

Step 7

Step 8

If you want to assign an Indication of Compromise (IoC) type to your sinkhole, choose one from the Type
drop-down.

Click Store ASA FirePOWER Changes.

Working with File Lists

A

License: Malware

If you use network-based advanced malware protection (AMP), and the Collective Security Intelligence
Cloud incorrectly identifies a file’s disposition, you can add the file to a file list using a SHA-256 hash
value to better detect the file in the future. Depending on the type of file list, you can do the following:

e To treat a file as if the cloud assigned a clean disposition, add the file to the clean list.
e To treat a file as if the cloud assigned a malware disposition, add the file to the custom detection list.

Because you manually specify the blocking behavior for these files, the system does not perform
malware cloud lookups, even if the files are otherwise identified as malware by the cloud. Note that you
must configure a rule in the file policy with either a Malware Cloud Lookup or Block Malware action and a
matching file type to calculate a file’s SHA value. For more information, see Working with File Rules,
page 35-9.

The system’s clean list and custom detection list are included by default in every file policy. You can opt
not to use either or both lists on a per-policy basis.

Caution

Do not include files on this list that are actually malware. The system does not block them, even if the
cloud assigned the file’s a Malware disposition, or if you added the file to the custom detection list.

Each file list can contain up to 10000 unique SHA-256 values. To add files to the file list, you can:
¢ upload a file so the system calculates and adds the file’s SHA-256 value.
e enter a file’s SHA-256 value directly.

e create and upload a comma-separated value (CSV) source file containing multiple SHA-256 values.
All non-duplicate SHA-256 values are added to the file list.

When you add a file to a file list, edit a SHA-256 value in the file list, or delete SHA-256 values from
the file list, you must redeploy the configuration for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

For more information on using file lists, see the following topics:
e Uploading Multiple SHA-256 Values to a File List, page 2-28
e Uploading an Individual File to a File List, page 2-30
e Adding a SHA-256 Value to the File List, page 2-30
¢ Modifying Files on a File List, page 2-31

e Downloading a Source File from a File List, page 2-31

Uploading Multiple SHA-256 Values to a File List

License: Malware
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Working with File Lists

You can add multiple SHA-256 values to a file list by uploading a comma-separated value (CSV) source
file containing a list of SHA-256 values and descriptions. The system validates the contents and
populates the file list with valid SHA-256 values.

The source file must be a simple text file with a .csv file name extension. Any header must start with a
pound sign (#); it is treated as a comment and not uploaded. Each entry should contain a single SHA-256
value followed by a description of up to 256 alphanumeric or special characters and end with either the
LF or crR+LF Newline character. The system ignores any additional information in the entry.

Note the following:
e Deleting a source file from the file list also removes all associated SHA-256 hashes from the file list.

¢ You cannot upload multiple files to a file list if the successful source file upload results in the file
list containing more than 10000 distinct SHA-256 values.

¢ The system truncates descriptions exceeding 256 characters to the first 256 characters on upload. If
the description contains commas, you must use an escape character (\,). If no description is
included, the source file name is used instead.

e [If afile list contains a SHA-256 value, and you upload a source file containing that value, the newly
uploaded value does not modify the existing SHA-256 value. When viewing captured files, file
events, or malware events related to the SHA-256 value, any threat name or description is derived
from the individual SHA-256 value.

e The system does not upload invalid SHA-256 values in a source file.

e If multiple uploaded source files contain an entry for the same SHA-256 value, the system uses the
most recent value.

e If a source file contains multiple entries for the same SHA-256 value, the system uses the last one.

¢ You cannot directly edit a source file within the object manager. To make changes, you must first
modify your source file directly, delete the copy on the system, then upload the modified source file.
See Downloading a Source File from a File List, page 2-31 for more information.

To upload a source file to a file list:

Choose Configuration > ASA FirePOWER Configuration > Object Management.

Click File List.

Click the edit icon (s ) next to the file list where you want to add values from a source file.
Choose L.ist of sHas from the Add by field.

Optionally, enter a description of the source file in the Description field.

If you do not enter a description, the system uses the file name.

Click Browse to browse to the source file, then click Upload and Add List to add the list.

The source file is added to the file list. The SHA-256 column lists how many SHA-256 values the file
contains.

Click Store ASA FirePOWER Changes.

If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

After configuration deployment, the system no longer performs malware cloud lookups on files in the
file list.
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Uploading an Individual File to a File List

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

License: Malware

If you have a copy of the file you want to add to a file list, you can upload the file to the system for
analysis; the system calculates the file’s SHA-256 value and adds the file to the list. The system does not
enforce a limit on the size of files for SHA-256 calculation.

To add a file by having the system calculate its SHA-256 value:

On the object manager’s File List page, click the edit icon (& ) next to the clean list or custom detection
list where you want to add a file.

Choose Calculate SHA from the Add by field.

Optionally, enter a description of the file in the Description field.

If you do not enter a description, the file name is used for the description on upload.
Click Browse to browse to the source file, then click Calculate and Add SHA to add the list.
Click Store ASA FirePOWER Changes.

If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

After configuration deployment, the system no longer performs malware cloud lookups on files in the
file list.

Adding a SHA-256 Value to the File List

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

License: Malware

You can submit a file’s SHA-256 value to add it to a file list. You cannot add duplicate SHA-256 values.

To add a file by manually entering the file’'s SHA-256 value:

On the object manager’s File List page, click the edit icon (5 ) next to the clean list or custom detection
list where you want to add a file.

Choose Enter SHA Value from the Add by field.

Enter a description of the source file in the Description field.

Enter or paste the file’s entire SHA-256 value. The system does not support matching partial values.
Click Add to add the file.

Click Store ASA FirePOWER Changes.

If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

After configuration deployment, the system no longer performs malware cloud lookups on files in the
file list.
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Modifying Files on a File List

Step 1

Step 2

Tip

Step 3
Step 4
Step 5
Step 6

License: Malware

You can edit or delete individual SHA-256 values on a file list. Note that you cannot directly edit a source
file within the object manager. To make changes, you must first modify your source file directly, delete
the copy on the system, then upload the modified source file. See Downloading a Source File from a File
List, page 2-31 for more information. To edit a file on a file list:

On the object manager’s File List page, click the edit icon (. ) next to the clean list or custom detection
list where you want to modify a file.

Next to the SHA-256 value you want to edit, click the edit icon (5 ).

You can also delete files from the list. Next to the file you want to remove, click the delete icon ( [1 ).

Update the SHA-256 value or Description.
Click Save.
Click Store ASA FirePOWER Changes.

If an active policy references your object, deploy configuration changes; see Deploying Configuration
Changes, page 4-12.

After configuration deployment, the system no longer performs malware cloud lookups on files in the
file list.

Downloading a Source File from a File List

Step 1

Step 2
Step 3
Step 4

License: Malware

You can view, download, or delete existing source file entries on a file list. Note that you cannot edit a
source file once uploaded. You must first delete the source file from the file list, then upload an updated
file. For more information on uploading a source file, see Uploading Multiple SHA-256 Values to a File
List, page 2-28.

The number of entries associated with a source file refers to the number of distinct SHA-256 values. If
you delete a source file from a file list, the total number of SHA-256 entries the file list contains
decreases by the number of valid entries in the source file.

To download a source file:

On the object manager’s File List page, click the edit icon (5 ) next to the clean list or custom detection
list where you want to download a source file.

Next to the source file you want to download, click the view icon (-4 ).
Click Download SHA List and follow the prompts to save the source file.

Click Close.
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Working with Security Zones

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7
Step 8
Step 9

License: Any
Supported Devices: Any

A security zone is a grouping of one or more ASA interfaces that you can use to manage and classify
traffic flow in various policies and configurations. You can configure multiple zones on a single device.
This allows you to divide the network into segments where the system can apply various policies. You
must assign at least one interface to a security zone to match traffic against that security zone, and each
interface can belong to only one zone.

In addition to using security zones to group interfaces, you can use zones in access control policies. For
example, you could write an access control rule that applies only to a specific source or destination zone.

The Security Zones page of the object manager lists the zones configured on your ASA FirePOWER
module.

You cannot delete a security zone that is in use. After you add or remove interfaces from a zone, if an
active policy references your object, you must deploy the configuration to see your changes take effect;
see Deploying Configuration Changes, page 4-12.

To create a security zone:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Choose Security Zones.
Click Add Security Zone.

Enter a Name for the zone. You can use any printable standard ASCII characters except curly braces ({})
and pound signs (#).

Choose an interface Type for the zone.
After you create a security zone, you cannot change its type.
Choose one or more interfaces.

Use the Shift and Ctrl keys to choose multiple objects. If you have not yet configured interfaces, you can
create an empty zone and add interfaces to it later; skip to step 9.

Click Add.
Repeat steps 6 through 8 to add interfaces on other devices to the zone.

Click Store ASA FirePOWER Changes.

Working with Cipher Suite Lists

License: Any

A cipher suite list is an object comprised of several cipher suites. Each pre-defined cipher suite value
represents a cipher suite used to negotiate an SSL- or TLS-encrypted session. You can use cipher suites
and cipher suite lists in SSL rules to control encrypted traffic based on whether the client and server
negotiated the SSL session using that cipher suite. If you add a cipher suite list to an SSL rule, SSL
sessions negotiated with any of the cipher suites in the list match the rule.

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide



| Chapter2 Managing Reusable Objects

Note

Step 1
Step 2
Step 3
Step 4
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Working with Distinguished Name Objects

Although you can use cipher suites in the ASDM interface in the same places as cipher suite lists, you
cannot add, modify, or delete cipher suites.

You cannot delete a cipher suite list that is in use. Additionally, after you edit a cipher suite list, if an
active policy references your object, you must redeploy the configuration for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

To create a cipher suite list:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Choose Cipher Suite List.
Click Add Cipher Suites.

Enter a Name for the cipher suite list. You can use any printable standard ASCII characters except a pipe
(]) or curly braces ({}).

Choose one or more cipher suites and click Add.
e Use Shift and Ctrl to choose multiple cipher suites, or right-click and Select All.

e Use the filter field (- ) to search for existing cipher suites to include, which updates as you type to
display matching items. Click the reload icon ( ¢ ) above the search field or click the clearicon ( * )
in the search field to clear the search string.

Click Store ASA FirePOWER Changes.

Working with Distinguished Name Objects

License: Any

Each distinguished name object represents the distinguished name listed for a public key certificate’s
subject or issuer. You can use distinguished name objects and groups (see Grouping Objects, page 2-2)
in SSL rules to control encrypted traffic based on whether the client and server negotiated the SSL
session using a server certificate with the distinguished name as subject or issuer.

Your distinguished name object can contain the common name attribute (CN). If you add a common name
without “cn=" then the system prepends “cn="" before saving the object.

You can also add a distinguished name with one of each attribute listed in the following table, separated
by commas.

Table 2-7 Distinguished Name Attributes

Attribute Description Allowed Values

C Country Code two alphabetic characters

CN Common Name up to 64 alphanumeric, backslash (/), hyphen (-),
0 Organization quotation ("), or asterisk (*) characters, or spaces
ou Organizational Unit
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Step 2
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Step 4

Step 5
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You can define one or more asterisks (*) as wild cards in an attribute. In a common name attribute, you
can define one or more asterisks per domain name label. Wild cards match only within that label, though
you can define multiple labels with wild cards. See the following table for examples.

Table 2-8 Common Name Attribute Wild Card Examples

Attribute

Matches

Does Not Match

CN="*ample.com”

example.com

mail.example.com
example.text.com

ampleexam.com

CN="exam*.com”

example.com

mail.example.com
example.text.com

ampleexam.com

CN="*xamp*.com”

example.com

mail.example.com
example.text.com

ampleexam.com

CN="*.example.com”

mail.example.com

example.com
example.text.com

ampleexam.com

CN="* com”

example.com

ampleexam.com

mail.example.com

example.text.com

CN="**.com”

mail.example.com

example.text.com

example.com

ampleexam.com

You cannot delete a distinguished name object that is in use. Additionally, after you edit a distinguished
name object, if an active policy references your object, you must deploy the configuration for your
changes to take effect; see Deploying Configuration Changes, page 4-12.

To create a distinguished name object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.

Under Distinguished Name, choose Individual Objects.

Click Add Distinguished Name.

Enter a Name for the distinguished name object. You can use any printable standard ASCII characters
except a pipe (|) or curly braces ({}).

In the DN field, enter a value for the distinguished name or common name. You have the following

options:

¢ If you add a distinguished name, you can include one of each attribute listed in Table 2-7 on

page 2-33 separated by commas.
e If you add a common name, you can include multiple labels and wild cards.
Click Store ASA FirePOWER Changes.

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide



| Chapter2 Managing Reusable Objects

Working with PKI Objects

Working with PKI Objects

License: Any

PKI objects represent the public key certificates and paired private keys required to support your SSL
inspection deployment. Internal and trusted CA objects consist of certificate authority (CA) certificates;
internal CA objects also contain the private key paired with the certificate. Internal and external
certificate objects consist of server certificates; internal certificate objects also contain the private key
paired with the certificate. Using these objects in SSL rules, you can decrypt:

e outgoing traffic by re-signing the server certificate with an internal CA object
e incoming traffic using the known private key in an internal certificate object
You can also create SSL rules and match traffic encrypted with:
e the certificate in an external certificate object
e a certificate either signed by the CA in a trusted CA object, or within the CA’s chain of trust

You can manually input certificate and key information, upload a file containing that information, or in
some cases, generate a new CA certificate and private key.

When you view a list of PKI objects in the object manager, the system displays the certificate’s Subject
distinguished name as the object value. Hover your pointer over the value to view the full certificate
Subject distinguished name. To view other certificate details, edit the PKI object.

Note  The ASA FirePOWER module encrypts all private keys stored in internal CA objects and internal
certificate objects with a randomly generated key before saving them. If you upload private keys that are

password protected, the appliance decrypts the key using the user-supplied password, then reencrypts it
with the randomly generated key before saving it.

For more information, see the following sections:
¢ Working with Internal Certificate Authority Objects, page 2-35
e Working with Trusted Certificate Authority Objects, page 2-39
e Working with External Certificate Objects, page 2-41
e Working with Internal Certificate Objects, page 2-41

Working with Internal Certificate Authority Objects

License: Any

Each internal certificate authority (CA) object you configure represents the CA public key certificate of
a CA your organization controls. The object consists of the object name, CA certificate, and paired
private key. You can use internal CA objects and groups (see Grouping Objects, page 2-2) in SSL rules
to decrypt outgoing encrypted traffic by re-signing the server certificate with the internal CA.

Note If you reference an internal CA object in a Decrypt - Resign SSL rule and the rule matches an encrypted
session, the user’s browser may warn that the certificate is not trusted while negotiating the SSL
handshake. To avoid this, add the internal CA object certificate to either the client or domain list of
trusted root certificates.

You can create an internal CA object in the following ways:
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e import an existing RSA-based or elliptic curve-based CA certificate and private key
e generate a new self-signed RSA-based CA certificate and private key

e generate an unsigned RSA-based CA certificate and private key. You must submit a certificate
signing request (CSR) to another CA to sign the certificate before using the internal CA object.

After you create an internal CA object containing a signed certificate, you can download the CA
certificate and private key. The system encrypts downloaded certificates and private keys with a
user-provided password.

Whether system-generated or user-created, you can modify the internal CA object name, but cannot
modify other object properties.

You cannot delete an internal CA object that is in use. Additionally, after you edit an internal CA object,
if an active policy references your object, you must deploy the configuration for your changes to take
effect; see Deploying Configuration Changes, page 4-12.

For more information, see the following sections:
e Importing a CA Certificate and Private Key, page 2-36
e Generating a New CA Certificate and Private Key, page 2-37
e Obtaining and Uploading a New Signed Certificate, page 2-37
¢ Downloading a CA Certificate and Private Key, page 2-38

Importing a CA Certificate and Private Key

Note

Step 1
Step 2
Step 3
Step 4

License: Any

You can configure an internal CA object by importing an X.509 v3 CA certificate and private key. You
can upload files encoded in one of the following supported formats:

¢ Distinguished Encoding Rules (DER)
e Privacy-enhanced Electronic Mail (PEM)

If the private key file is password-protected, you can supply the decryption password. If the certificate
and key are encoded in the PEM format, you can also copy and paste the information.

You can upload only files that contain proper certificate or key information, and that are paired with each
other. The system validates the pair before saving the object.

If you configure a rule with the Decrypt - Resign action, the rule matches traffic based on the referenced
internal CA certificate’s encryption algorithm type, in addition to any configured rule conditions. You

must upload an elliptic curve-based CA certificate to decrypt outgoing traffic encrypted with an elliptic
curve-based algorithm, for example. For more information, see Decrypt Actions: Decrypting Traffic for
Further Inspection, page 16-9.

To import an internal CA certificate and private key:

Select Configuration > ASA FirePOWER Configuration > Object Management.
Under PKI, choose Internal CAs.
Click Import CA.

Enter a Name for the internal CA object. You can use any printable standard ASCII characters except a
pipe (|) or curly braces ({}).
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Step 6
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Above the Certificate Data field, click Browse to upload a DER or PEM-encoded X.509 v3 CA certificate
file.

Above the Key field, click Browse to upload a DER or PEM-encoded paired private key file.

If the uploaded file is password-protected, check the Encrypted, and the password is: check box and enter
the password.

Click Store ASA FirePOWER Changes.
The internal CA object is added.

Generating a New CA Certificate and Private Key

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

License: Any

You can configure an internal CA object by providing identification information to generate a self-signed
RSA-based CA certificate and private key. The following table describes the identification information
you provide to generate the certificate.

Table 2-9 Generated Internal CA Attributes

Field Allowed Values Required

Country Name (two-letter code) |two alphabetic characters yes

State or Province up to 64 alphanumeric, backslash (/), hyphen (-), no
quotation ("), asterisk (¥*), period (.), or space

Locality or City h )
characters

Organization

Organizational Unit

Common Name

The generated CA certificate is valid for ten years. The Valid From date is a week before generation.

To generate a self-signed CA certificate:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under PKI, choose Internal CAs.
Click Generate CA.

Enter a Name for the internal CA object. You can use any printable standard ASCII characters except a
pipe (|) or curly braces ({}).

Enter the identification attributes, as described in Table 2-9 on page 2-37.
Click Generate self-signed CA.

Obtaining and Uploading a New Signed Certificate

License: Any
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

You can configure an internal CA object by obtaining a signed certificate from a CA. This involves two
steps:

e Provide identification information to configure the internal CA object. This generates an unsigned
certificate and paired private key, and creates a certificate signing request (CSR) to a CA you
specify.

e After the CA issues the signed certificate, upload it to the internal CA object, replacing the unsigned
certificate.

You can only reference an internal CA object in an SSL rule if it contains a signed certificate.

To create an unsigned CA certificate and CSR:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under PKI, choose Internal CAs.
Click Generate CA.

Enter a Name for the internal CA object. You can use any printable standard ASCII characters except a
pipe (|) or curly braces ({}).

Enter the identification attributes, as described in Table 2-9 on page 2-37.
Click Generate CSR.

Copy the CSR to submit to a CA.

Click Store ASA FirePOWER Changes.

Note that before you can use the CA, you must upload a signed certificate issued by a CA.

To upload a signed certificate issued in response to a CSR:

Choose Configuration > ASA FirePOWER Configuration > Object Management.

Under PKI, choose Internal CAs.

Click the edit icon (s ) next to the CA object containing the unsigned certificate awaiting the CSR.
Click Install Certificate.

Above the Certificate Data field, click Browse to upload a DER or PEM-encoded X.509 v3 CA certificate
file.

If the uploaded file is password protected, check the Encrypted, and the password is: check box and enter
the password.

Click Store ASA FirePOWER Changes.

The CA object contains a signed certificate, and can be referenced in SSL rules.

Downloading a CA Certificate and Private Key

License: Any

You can back up or transfer a CA certificate and paired private key by downloading a file containing the
certificate and key information from an internal CA object.
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Caution

A

Always store downloaded key information in a secure location.

The system encrypts the private key stored in an internal CA object with a randomly generated key
before saving it to disk. If you download a certificate and private key from an internal CA object, the
system first decrypts the information before creating a file containing the certificate and private key
information. You must then provide a password the system uses to encrypt the downloaded file.

Caution

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Private keys downloaded as part of a system backup are decrypted, then stored in the unencrypted backup
file. For more information, see Creating Backup Files, page 48-1.

To download an internal CA certificate and private key:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under PKI, choose Internal CAs.

Click the edit icon (s ) next to the internal CA object whose certificate and private key you want to
download.

Click Download.
Enter an encryption password in the Password and Confirm Password fields.
Click Store ASA FirePOWER Changes.

The system prompts you to save the file.

Working with Trusted Certificate Authority Objects

License: Any

Each trusted certificate authority (CA) object you configure represents a CA public key certificate
belonging to a trusted CA outside your organization. The object consists of the object name and CA
public key certificate. You can use external CA objects and groups (see Grouping Objects, page 2-2) in
the SSL policy to control traffic encrypted with a certificate signed either by the trusted CA, or any CA
within the chain of trust.

After you create the trusted CA object, you can modify the name and add certificate revocation lists
(CRL), but cannot modify other object properties. There is no limit on the number of CRLs you can add
to an object. If you want to modify a CRL you have uploaded to an object, you must delete the object
and recreate it.

You cannot delete a trusted CA object that is in use. Additionally, after you edit a trusted CA object, if
an active policy references your object, you must deploy the configuration for your changes to take
effect; see Deploying Configuration Changes, page 4-12.

For more information, see the following sections:
e Working with Geolocation Objects, page 2-42
¢ Adding a Certificate Revocation List to a Trusted CA Object, page 2-40
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Adding a Trusted CA Object

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

License: Any

You can configure an external CA object by uploading an X.509 v3 CA certificate. You can upload a file
encoded in one of the following supported formats:

e Distinguished Encoding Rules (DER)
e Privacy-enhanced Electronic Mail (PEM)

If the file is password-protected, you must supply the decryption password. If the certificate is encoded
in the PEM format, you can also copy and paste the information.

You can upload a CA certificate only if the file contains proper certificate information; the system
validates the certificate before saving the object.

To import a trusted CA certificate:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under PKI, choose Trusted CAs.
Click Add Trusted CAs.

Enter a Name for the trusted CA object. You can use any printable standard ASCII characters except a
pipe (|) or curly braces ({}).

Above the Certificate Data ficld, click Browse to upload a DER or PEM-encoded X.509 v3 CA certificate
file.

If the file is password-protected, check the Encrypted, and the password is: check box and enter the
password.

Click Store ASA FirePOWER Changes.

Adding a Certificate Revocation List to a Trusted CA Object

Step 1

License: Any

You can upload CRLs to a trusted CA object. If you reference that trusted CA object in an SSL policy,
you can control encrypted traffic based on whether the CA that issued the session encryption certificate
subsequently revoked the certificate. You can upload files encoded in one of the following supported
formats:

e Distinguished Encoding Rules (DER)
e Privacy-enhanced Electronic Mail (PEM)

After you add the CRL, you can view the list of revoked certificates. If you want to modify a CRL you
have uploaded to an object, you must delete the object and recreate it.

You can upload only files that contain a proper CRL. There is no limit to the number of CRLs you can
add to a trusted CA object. However, you must save the object each time you upload a CRL, before
adding another CRL.

To upload a CRL:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
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Under PKI, choose Trusted CAs.

Click the edit icon (") next to a trusted CA object.
Click Add CRL to upload a DER or PEM-encoded CRL file.
Click Store ASA FirePOWER Changes.

Working with External Certificate Objects

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

License: Any

Each external certificate object you configure represents a server public key certificate that does not
belong to your organization. The object consists of the object name and certificate. You can use external
certificate objects and groups (see Grouping Objects, page 2-2) in SSL rules to control traffic encrypted
with the server certificate. For example, you can upload a self-signed server certificate that you trust, but
cannot verify with a trusted CA certificate.

You can configure an external certificate object by uploading an X.509 v3 server certificate. You can
upload a file in one of the following supported formats:

¢ Distinguished Encoding Rules (DER)
e Privacy-enhanced Electronic Mail (PEM)

You can upload only files that contains proper server certificate information; the system validates the file
before saving the object. If the certificate is encoded in the PEM format, you can also copy and paste the
information.

After you create the external certificate object, you can modify the name, but cannot modify other object
properties.

You cannot delete an external certificate object that is in use. Additionally, after you edit an external
certificate object, if an active policy references your object, you must deploy the configuration for your
changes to take effect; see Deploying Configuration Changes, page 4-12.

To create an external certificate object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under PKI, choose External Certs.
Click Add External Cert.

Enter a Name for the external certificate object. You can use any printable standard ASCII characters
except a pipe (|) or curly braces ({}).

Above the Certificate Data field, click Browse to upload a DER or PEM-encoded X.509 v3 server
certificate file.

Click Store ASA FirePOWER Changes.

Working with Internal Certificate Objects

License: Any
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Each internal certificate object you configure represents a server public key certificate belonging to your
organization. The object consists of the object name, public key certificate, and paired private key. You
can use internal certificate objects and groups (see Grouping Objects, page 2-2) in SSL rules to decrypt
traffic incoming to one of your organization’s servers using the known private key.

You can configure an internal certificate object by uploading an X.509 v3 RSA-based or elliptic
curve-based server certificate and paired private key. You can upload a file in one of the following
supported formats:

¢ Distinguished Encoding Rules (DER)
e Privacy-enhanced Electronic Mail (PEM)

If the file is password-protected, you must supply the decryption password. If the certificate and key are
encoded in the PEM format, you can also copy and paste the information.

You can upload only files that contain proper certificate or key information, and that are paired with each
other. The system validates the pair before saving the object.

After you create the internal certificate object, you can modify the name, but cannot modify other object
properties.

You cannot delete an internal certificate object that is in use. Additionally, after you edit an internal
certificate object, if an active policy references your object, you must deploy the configuration for your
changes to take effect; see Deploying Configuration Changes, page 4-12.

To create an internal certificate object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Under PKI, choose Internal Certs.
Click Add Internal Cert.

Enter a Name for the internal certificate object. You can use any printable standard ASCII characters
except a pipe (|) or curly braces ({}).

Above the Certificate Data field, click Browse to upload a DER or PEM-encoded X.509 v3 server
certificate file.

Above the Key field, or click Browse to upload a DER or PEM-encoded paired private key file.

If the uploaded private key file is password-protected, check the Encrypted, and the password is: check box
and enter the password.

Click Store ASA FirePOWER Changes.

Working with Geolocation Objects

License: Any

Each geolocation object you configure represents one or more countries or continents that the system
has identified as the source or destination of traffic on your monitored network. You can use geolocation
objects in access control policies or SSL policies. For example, you could write an access control rule
that blocks traffic to or from certain countries. For information on filtering traffic by geographical
location, see Controlling Traffic by Network or Geographical Location, page 7-3.
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Working with Security Group Tag Objects Il

To ensure that you are using up-to-date information to filter your network traffic, Cisco strongly
recommends that you regularly update your Geolocation Database (GeoDB). For information on
downloading and installing GeoDB updates, see Updating the Geolocation Database, page 46-19.

You cannot delete a geolocation object that is in use. Additionally, after you edit a geolocation object
used in an access control policy or SSL policy, you must redeploy policies for your changes to take
effect.

To create a geolocation object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Choose Geolocation.
Click Add Geolocation.

Enter a Name for the geolocation object. You can use any printable standard ASCII characters except
curly braces ({}).

Check the check boxes for the countries and continents you want to include in your geolocation object.

Selecting a continent selects all countries within that continent, as well as any countries that GeoDB
updates may add under that continent in the future. Deselecting any country under a continent deselects
the continent. You can select any combination of countries and continents.

Click Store ASA FirePOWER Changes.

Working with Security Group Tag Objects

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

License: Any

A Security Group Tag (SGT) object specifies a single SGT value, which you can use as a custom SGT
condition in access control rules. You cannot group SGT objects.

If you configure ISE as an identity source, the system automatically disables the Security Group Tag
option in the Object Manager. You cannot add new SGT objects, edit existing SGT objects, or use SGT
objects as rule conditions unless you disable the ISE connection. For more information on the difference
between custom SGTs and ISE SGTs, see ISE SGT v. Custom SGT Rule Conditions, page 10-1.

If you edit or delete an SGT object, if an active policy references the object, you must redeploy your
configuration for the changes to take effect; see Deploying Configuration Changes, page 4-12.

To create an SGT object:

Choose Configuration > ASA FirePOWER Configuration > Object Management.
Choose Security Group Tag.

Click Add Security Group Tag.

Enter a Name.

Optionally, enter a Description.

In the Tag field, enter a single SGT.
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Step7  Click Store ASA FirePOWER Changes.
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Managing Device Configuration

The Device Management page allows you to manage the device and interface configurations for the
ASA FirePOWER module.

A

Caution  If you configure the ASA in a failover pair, the ASA FirePOWER configuration does not automatically
synchronize with the ASA FirePOWER module on the secondary device. You must manually export the
ASA FirePOWER configuration from the primary and import it into the secondary every time you make
a change.

For more information, see the following sections:
e Editing Device Configuration, page 3-1
e Managing ASA FirePOWER Module Interfaces, page 3-4
e Applying Changes to Device Configuration, page 3-4
e Configuring Remote Management, page 3-5

e Configuring eStreamer on the eStreamer Server, page 3-7

Editing Device Configuration

The Device tab of the Device Management page displays detailed device configuration and information,
as it applies to the ASA FirePOWER module. It also allows you to make changes to some parts of device
configuration, such as changing the displayed module name and modifying management settings.

See the following sections for more information:
e Editing General Device Configuration, page 3-1
e Viewing Device System Settings, page 3-2
e Understanding Advanced Device Settings, page 3-2

Editing General Device Configuration

License: Any

The General section of the Device tab shows the module name, which you can change. Here, you can
also specify whether or not the device can transfer packets to the ASA FirePOWER module.
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Step 1

Step 2

Step 3

Step 4

Step 5

To edit general device configuration:

Select Configuration > ASA FirePOWER Configuration > Device Management > Device.
The Device page appears.

Next to the General section, click the edit icon ().

The General pop-up window appears.

In the Name field, type a new assigned name for the module. You may enter alphanumeric characters and
special characters, with the exception of the following characters, which are invalid: +, (, ), {, }, #, &, \,
<, >, 7, ¢ and “.

Select the Transfer Packets check box to allow packet data to be stored in the ASA FirePOWER module
with events. Clear the check box to prevent the device from sending packet data with the events.

Click Save.

The changes are saved. Note that your changes do not take effect until you apply the device
configuration; see Applying Changes to Device Configuration, page 3-4 for more information.

Viewing Device System Settings

License: Any

The System section of the Device tab displays a read-only table of system information, as described in
the following table.

Table 3-1 System Section Table Fields

Field Description

Model The model name and number for the device.

Serial The serial number of the chassis of the device.

Time The current system time of the device.

Version The version of the software currently installed on the ASA FirePOWER
module.

Policy A link to the system policy currently applied to the ASA FirePOWER
module.

Understanding Advanced Device Settings

The Advanced section of the Device tab displays advanced configuration settings, as described in the
following table.
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Table 3-2 Advanced Section Table Fields

Field Description

Application Bypass |The state of Automatic Application Bypass on the module.

Bypass Threshold The Automatic Application Bypass threshold, in
milliseconds.

You can use the Advanced section to edit any of these settings. See the following sections for more
information:

e Automatic Application Bypass, page 3-3
e Editing Advanced Device Settings, page 3-3

Automatic Application Bypass

License: Any

The Automatic Application Bypass (AAB) feature limits the time allowed to process packets through an
interface and allows packets to bypass detection if the time is exceeded. The feature functions with any
deployment; however, it is most valuable in inline deployments.

You balance packet processing delays with your network’s tolerance for packet latency. When a
malfunction within Snort or a device misconfiguration causes traffic processing time to exceed a
specified threshold, AAB causes Snort to restart within ten minutes of the failure, and generates
troubleshoot data that can be analyzed to investigate the cause of the excessive processing time.

You can change the bypass threshold if the option is selected. The default setting is 3000 milliseconds
(ms). The valid range is from 250 ms to 60,000 ms.

Note  AAB is activated only when an excessive amount of time is spent processing a single packet. If AAB
engages, the system Kkills all Snort processes.

For more information about enabling Automatic Application Bypass and setting the bypass threshold,
see Editing Advanced Device Settings, page 3-3.

Editing Advanced Device Settings
You can use the Advanced section of the Devices tab to modify the Automatic Application Bypass.

To modify advanced device settings:

Step 1 Select Configuration > ASA FirePOWER Configuration > Device Management > Device.
The Device page appears.

Step 2 Next to the Advanced section, click the edit icon (&7 ).
The Advanced pop-up window appears.

Step3  Optionally, select Automatic Application Bypass if your network is sensitive to latency. Automatic
Application Bypass is most useful in inline deployments. For more information, see Automatic
Application Bypass, page 3-3.
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Step 4

Step 5

When you select the Automatic Application Bypass option, you can type a Bypass Threshold in
milliseconds (ms). The default setting is 3000 ms and the valid range is from 250 ms to 60,000 ms.

Click Save.

Your changes are saved. Note that your changes do not take effect until you apply the device
configuration; see Applying Changes to Device Configuration, page 3-4 for more information.

Managing ASA FirePOWER Module Interfaces

Step 1

Step 2

Step 3

Step 4

License: Control, Protection

When editing an ASA FirePOWER interface, you can configure only the interface’s security zone from
the ASA FirePOWER module. See Working with Security Zones, page 2-32 for more information.

You configure interfaces using ASDM and CLI.

To edit an ASA FirePOWER Interface:

Select Configuration > ASA FirePOWER Configuration > Device Management > Interfaces.
The Interfaces page appears.

Next to the interface you want to edit, click the edit icon (& ).

The Edit Interface pop-up window appears.

From the Security Zone drop-down list, select an existing security zone or select New to add a new security
zone.

Click Store ASA FirePOWER Changes.

The security zone is configured. Note that your changes do not take effect until you apply the device
configuration; see Applying Changes to Device Configuration, page 3-4 for more information.

Applying Changes to Device Configuration

Step 1

License: Any

After you make changes to the ASA FirePOWER configuration of a device, you must apply the changes
before they take effect throughout the module. Note that the device must have unapplied changes or this
option remains disabled.

Note that if you edit interfaces and reapply a device policy, Snort restarts for all interface instances on

the device, not just those that you edited.

To apply changes to the device:

Select Configuration > ASA FirePOWER Configuration > Device Management > Device or Configuration > ASA
FirePOWER Configuration > Device Management > Interfaces.

The Device Management page appears.
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Step 2
Step 3

Tip

Step 4

Configuring Remote Management

Click Apply ASA FirePOWER Changes.
When prompted, click Apply.

The device changes are applied.

Optionally, from the Apply Device Changes dialog box, click View Changes. The Device Management
Revision Comparison Report page appears in a new window. For more information, see Using the Device
Management Revision Comparison Report, page 3-5.

Click OK.

You are returned to the Device Management page.

Using the Device Management Revision Comparison Report

Step 1

Step 2

Step 3

Step 4

Step 5

License: Any

A device management comparison report allows you to view the changes you have made to an appliance
before you apply them. The report displays all differences between the current appliance configuration
and the proposed appliance configuration. This gives you an opportunity to discover any potential
configuration errors.

To compare appliance changes before applying them:

Select Configuration > ASA FirePOWER Configuration > Device Management > Device or Configuration > ASA
FirePOWER Configuration > Device Management > Interfaces.

The Device Management page appears.
Click Apply Changes.

The Apply Device Changes pop-up window appears. Note that the appliance must have unapplied
changes or the Apply Changes button remains disabled.

Click View Changes.
The Device Management Revision Comparison Report page appears in a new window.

Click Previous and Next to scroll through the differences between the current appliance configuration and
the proposed appliance configuration.

Optionally, click Comparison Report to produce a PDF version of the report.

Configuring Remote Management

License: Any

Before you can manage one Firepower system appliance with another, you must set up a two-way,
SSL-encrypted communication channel between the two appliances. The appliances use the channel to
share configuration and event information. High availability peers also use the channel, which is by
default on port 8305/tcp.
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You must configure remote management on the appliance that will be managed, that is, on the device
that you want to manage with a Firepower Management Center. After you configure remote
management, you can use the managing appliance’s web interface to add the managed appliance to your
deployment.

Note  After you establish remote management and register the Cisco ASA with FirePOWER Services to a
Firepower Management Center, you must manage the ASA FirePOWER module from the Firepower
Management Center instead of ASDM.

To enable communications between two appliances, you must provide a way for the appliances to
recognize each other. There are three criteria the Firepower system uses when allowing communications:

e the hostname or IP address of the appliance with which you are trying to establish communication

In NAT environments, even if the other appliance does not have a routable address, you must provide
a hostname or an IP address either when you are configuring remote management, or when you are
adding the managed appliance.

e a self-generated alphanumeric registration key up to 37 characters in length that identifies the
connection

e an optional unique alphanumeric NAT ID that can help the Firepower system establish
communications in a NAT environment

The NAT ID must be unique among all NAT IDs used to register managed appliances.

When you register a managed device to a Firepower Management Center, the access control policy you
select applies to the device. However, if you do not enable licenses for the device required by features
used in the access control policy you select, the access control policy apply fails.

To configure remote management of the local appliance:
Access: Admin

Step 1 Select Configuration > ASA FirePOWER Configuration > Local > Configuration > Registration.
The Remote Management page appears.

Step2  Click Add Manager.
The Add Remote Management page appears.

Step3  In the Management Host ficld, type the IP address or the hostname of the appliance that you want to use
to manage this appliance.

The hostname is the fully qualified domain name or the name that resolves through the local DNS to a
valid IP address.

In a NAT environment, you do not need to specify an IP address or hostname here if you plan to specify
it when you add the managed appliance. In this case, the Firepower system uses the NAT ID you will
provide later to identify the remote manager on the managed ASA FirePOWER module interface.

A

Caution  Use a hostname rather than an IP address if your network uses DHCP to assign IP addresses.

Step4  In the Registration Key field, type the registration key that you want to use to set up communications
between appliances.

Step5  For NAT environments, in the Unique NAT ID field, type a unique alphanumeric NAT ID that you want to
use to set up communications between appliances.
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Step 6

Step 7

Configuring Remote Management

Click Save.

After the appliances confirm that they can communicate with each other, the Pending Registration status
appears.

Use the managing appliance’s web user interface to add this appliance to your deployment.

N

Note = When enabling remote management of a device, in some high availability deployments that use
NAT, you may also need to add the secondary Firepower Management Center as a manager. For
more information, contact Support.

Editing Remote Management

Step 1

Step 2

Step 3
Step 4

Step 5

License: Any

Use the following procedure to edit the hostname or IP address of the managing appliance. You can also
change the display name of the managing appliance, which is a name only used within the context of the
Firepower system. Although you can use the hostname as the display name of the appliance, entering a
different display name does not change the hostname.

To edit remote management:

Access: Admin

Select Configuration > ASA FirePOWER Configuration > Local > Configuration > Registration.

The Remote Management page appears.

Click the edit icon (s ) next to the manager for which you want to edit remote management settings.
The Edit Remote Management page appears.

In the Name field, change the display name of the managing appliance.

In the Host field, change the IP address or the hostname of the managing appliance.

The hostname is the fully qualified domain name or the name that resolves through the local DNS to a
valid IP address.

Click Save.

Your changes are saved.

Configuring eStreamer on the eStreamer Server

License: FireSIGHT + Protection

Before the appliance you want to use as an eStreamer server can begin streaming eStreamer events to an
external client, you must configure the eStreamer server to send events to clients, provide information
about the client, and generate a set of authentication credentials to use when establishing
communication.
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Step 1

Step 2

Step 3

Step 4

Step 1

Step 2

Configuring eStreamer Event Types

You can control which types of events the eStreamer server is able to transmit to clients that request
them.

Available event types on either a managed device or a Firepower Management Center are:
¢ Intrusion events
e Intrusion event packet data

e Intrusion event extra data

To configure the types of events transmitted by eStreamer:

Select Configuration > ASA FirePOWER Configuration > Local > Configuration > Registration.
The Registration page appears.

Select the eStreamer tab.

The eStreamer page appears.

Under eStreamer Event Configuration, select the check boxes next to the types of events you want
eStreamer to forward to requesting clients.

You can select any or all of the following on a managed device or Firepower Management Center:
¢ Intrusion Events to transmit intrusion events.
¢ Intrusion Event Packet Data to transmit packets associated with intrusion events.

¢ Intrusion Event Extra Data to transmit additional data associated with an intrusion event such as the
originating IP addresses of a client connecting to a web server through an HTTP proxy or load
balancer.

A

Note  Note that this controls which events the eStreamer server can transmit. Your client must still
specifically request the types of events you want it to receive in the request message it sends to
the eStreamer server. For more information, see the Firepower system eStreamer Integration
Guide.

Click Save.

Your settings are saved and the events you selected will be forwarded to eStreamer clients when
requested.

Adding Authentication for eStreamer Clients

Before eStreamer can send eStreamer events to a client, you must add the client to the eStreamer server’s
peers database from the eStreamer page. You must also copy the authentication certificate generated by
the eStreamer server to the client.

To add an eStreamer client:
Select Configuration > ASA FirePOWER Configuration > Local > Configuration > Registration.

The Registration page appears.

Select the eStreamer tab.
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Step 3

Step 4

Step 5
Step 6

Step 7
Step 8

Tip

Configuring Remote Management

The eStreamer page appears.

Click Create Client.

The Create Client page appears.

In the Hostname field, enter the host name or IP address of the host running the eStreamer client.

A

Note If you use a host name, the eStreamer server must be able to resolve the host to an IP address.
If you have not configured DNS resolution, you should configure it first or use an IP address.

If you want to encrypt the certificate file, enter a password in the Password field.
Click Save.

The eStreamer server now allows the host to access port 8302 on the eStreamer server and creates an
authentication certificate to use during client-server authentication. The eStreamer page reappears, with
the new client listed under Hostname.

Click the download icon ( & ) next to the client hostname to download the certificate file.
Save the certificate file to the appropriate directory used by your client for SSL authentication.

The client can now connect to the eStreamer server. You do not need to restart the eStreamer service.

To revoke access for a client, click the delete icon ( [7] ) next to the host you want to remove. Note that
you do not need to restart the eStreamer service; access is revoked immediately.
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Getting Started with Access Control Policies

An access control policy determines how the system handles traffic on your network. Each ASA
FirePOWER module can have one currently applied policy.

The simplest access control policy handles all traffic using its default action. You can set this default
action to block or trust all traffic without further inspection, or to inspect traffic for intrusions.

Action: Trust AT raffic
(no inspection

[Nz orming Arccess Control [rtrusion ot
Packet [ ] Default Action | | Inspection _dé?ﬁgead* Dz e

Action: EII::u:ll-: Al Traffic =
(no inspection &=
1

&

Note that only ASA FirePOWER modules deployed inline can affect the flow of traffic. Applying an
access control policy configured to block or alter traffic to passively deployed devices can have
unexpected results. In some cases, the system prevents you from applying inline configurations to
passively deployed ASA FirePOWER modules.

This chapter explains how to create and apply a simple access control policy. It also contains basic
information on managing access control policies: editing, updating, comparing, and so on. For more
information, see:

e Access Control License and Role Requirements, page 4-2

e Creating a Basic Access Control Policy, page 4-3

e Managing Access Control Policies, page 4-6

e Editing Access Control Policies, page 4-7

e Understanding Out-of-Date Policy Warnings, page 4-11

¢ Deploying Configuration Changes, page 4-12

e Troubleshooting Access Control Policies and Rules, page 4-13

e Generating a Report of Current Access Control Settings, page 4-16

e Comparing Access Control Policies, page 4-17
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H A Control Li and Role Requirements

A more complex access control policy can blacklist traffic based on Security Intelligence data, as well
as use access control rules to exert granular control over network traffic logging and handling. These
rules can be simple or complex, matching and inspecting traffic using multiple criteria. Advanced access
control policy options control decryption, preprocessing, performance, and other general preferences.

After you create a basic access control policy, see the following chapters for more information on
tailoring it to your deployment:

e Blacklisting Using Security Intelligence IP Address Reputation, page 5-1 explains how to
immediately blacklist (block) connections based on the latest reputation intelligence.

e Understanding Network Analysis and Intrusion Policies, page 18-1 explains how network analysis

and intrusion policies preprocess and examine packets, as part of the system’s intrusion detection
and prevention feature.

e Tuning Traffic Flow Using Access Control Rules, page 6-1 explains how access control rules
provide a granular method of handling network traffic across multiple ASA FirePOWER modules.

e Controlling Traffic Using Intrusion and File Policies, page 11-1 explains how intrusion and file
policies provide the last line of defense before traffic is allowed to its destination, by detecting and
optionally blocking intrusions, prohibited files, and malware.

Access Control License and Role Requirements

Although you can create access control policies regardless of the licenses on your ASA FirePOWER
module, many features require that you enable the appropriate licenses before you apply the policy.

For more information, see License Requirements for Access Control, page 4-2.

License Requirements for Access Control

Although you can create access control policies regardless of the licenses on your ASA FirePOWER
module, certain aspects of access control require that you enable specific licensed capabilities before you
can apply the policy.

Warning icons and confirmation dialog boxes designate unsupported features for your deployment. For
details, see Troubleshooting Access Control Policies and Rules, page 4-13.

The following table explains the license requirements to apply access control policies.

Table 4-1 License Requirements for Access Control
To apply an access control policy that... License
performs access control based on zone, network, or port Any

performs URL filtering using literal URLs and URL objects

performs access control using geolocation data (source or Any
destination country or continent)

performs intrusion detection and prevention, file control, or Protection
Security Intelligence filtering

performs advanced malware protection, that is, network-based Malware
malware detection and blocking
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Creating a Basic Access Control Policy

Table 4-1 License Requirements for Access Control (continued)

To apply an access control policy that... License
performs user or application control Control
performs URL filtering using category and reputation data URL Filtering

Creating a Basic Access Control Policy

Tip

Step 1

Tip

Step 2

Step 3

Step 4

License: Any

When you create a new access control policy you must give it a unique name and specify a default action.
At this point, the default action determines how the ASA FirePOWER module handles all unencrypted
traffic; you will add other configurations that affect traffic flow later.

When you create a new policy, you can set the default action to block all traffic without further
inspection, or to inspect traffic for intrusions, as shown in the following diagram.

Action: Balanced not
— Intrusion = Security & —dropped-s Destination
Prevention  [Connectivity by [PS

Incaming | _lAccess Control
Packet Crefault Action

|
Action: Block All Traffic
(noinspection) %

1 &

When you first create an access control policy, you cannot choose to trust traffic as the default action. If
you want to trust all traffic by default, change the default action after you create the policy.

Use the Access Control Policy page (Policies > Access Control) to create new and manage existing access
control policies.

Optionally, you can use and modify the initial system-provided policy named Default Trust All Traffic.

To create an access control policy:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

You can also copy an existing policy from this ASA FirePOWER module or import a policy from another
ASA FirePOWER module. To copy a policy, click the copy icon (L }). To import a policy, see Importing
and Exporting Configurations, page B-1.

Click New Policy.
The New Access Control Policy pop-up window appears.
Give the policy a unique Name and, optionally, a Description.

You can use all printable characters, including spaces and special characters, except for the pound sign
(#), a semi-colon (;), or either brace ({}). The name must include at least one non-space character.

Specify the initial Default Action:
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¢ Block all traffic creates a policy with the Access Control: Block All Traffic default action.

¢ Intrusion Prevention creates a policy with the Intrusion Prevention: Balanced Security and Connectivity
default action.

For guidance on choosing an initial default action, as well as how to change it later, see Setting Default
Handling and Inspection for Network Traffic, page 4-4.

Step5  Click Store ASA FirePOWER Changes.

The access control policy editor appears. For information on configuring your new policy, see Editing
Access Control Policies, page 4-7. Note that you must apply the policy for it to take effect; see
Deploying Configuration Changes, page 4-12.

Setting Default Handling and Inspection for Network Traffic

License: Any

When you create an access control policy, you must select a default action. The default action for an
access control policy determines how the system handles decrypted or unencrypted traffic that:

e is not blacklisted by Security Intelligence

¢ matches none of the rules in the policy (except Monitor rules, which match and log—but do not
handle or inspect—traffic)

Therefore, when you apply an access control policy that does not contain any access control rules or
Security Intelligence configurations, and that does not invoke an SSL policy to handle encrypted traffic,
the default action determines how al/l traffic on your network is handled. You can block or trust all traffic
without further inspection, or inspect traffic for intrusions. Your options are shown in the following

diagram.
Action: Trust All Traffic
(ho inspection)
Y
' Action: ) nat
Ir;c:gﬂ:arlg = Aﬁ;ﬁ.ﬁiiﬁ?ﬂﬁl — Intrusion —e In;r;:;e:un Hdropped—s Destination
Frevention ¥ by IPS

I
Action: Block AN Traffic
ino inspection) =
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Step 1

Creating a Basic Access Control Policy

The following table describes how the different default actions handle traffic, and lists the types of
inspection you can perform on traffic handled by each default action. Note that you cannot perform file
or malware inspection on traffic handled by the default action. For more information, see Controlling
Traffic Using Intrusion and File Policies, page 11-1.

Table 4-2 Access Control Policy Default Actions

Default Action Effect on Traffic Inspection Type and Policy

Access Control: Block |block without further inspection none

All Traffic

Access Control: Trust trust (allow to its final destination none

All Traffic without further inspection)

Intrusion Prevention allow, as long as it is passed by the |intrusion, using the specified
intrusion policy you specify (requires |intrusion policy and associated
a Protection license) variable set

The diagram below illustrates the Block All Traffic and Trust All Traffic default actions.

Access Cantral: Access Contral:

Block All Traffic Trust ANl Traffic
» Trafﬁancked o Traffic allowed o
¥ File Inspection ¥ File Inspection A&
¥ Intrusion Inspection ¥ Intrusion Inspection §

The diagram below illustrates the Intrusion Prevention default actions.

Intrusion
FPrevertion
[ l |
passed by dropped by
intrusion policy intrusion policy
\
o Traffic allowed ¥ Traffic hlocked
¥ File Inspection ¥ File Inspection ﬁ
W Intrusion Inspection W Intrusion Inspection §

When you first create an access control policy, logging connections that are handled by the default action
is disabled by default. If you select a default action that performs intrusion inspection, the system
automatically associates the default intrusion variable set with the intrusion policy you select. You can
change either of these options, as well as the default action itself, after you create the policy.

To change an access control policy's default action and related options:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
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The Access Control Policy page appears.
Step2  Click the edit icon () next to the access control policy you want to configure.
The access control policy editor appears.
Step3  Select a Default Action.

A

e To block all traffic, select Access Control: Block All Traffic.
e To trust all traffic, select Access Control: Trust All Traffic.

¢ To inspect all traffic with an intrusion policy, select an intrusion policy, all of which begin with the
label Intrusion Prevention. Keep in mind that an intrusion policy can block traffic.

Caution

Step 4

Step 5

Do not use Experimental Policy 1 unless instructed to do so by a Cisco representative. Cisco uses this
policy for testing.

If you selected an Intrusion Prevention default action, click the variables icon ( . ) to change the variable
set associated with the intrusion policy you selected.

In the pop-up window that appears, select a new variable set and click OK. You can also edit the selected
variable set in a new window by clicking the edit icon (s ). If you do not change the variable set, the
system uses a default set. For more information, see Working with Variable Sets, page 2-13.

Click the logging icon (L_[) to change logging options for connections handled by the default action.

You can log a matching connection at its beginning and end. Note that the system cannot log the end of
blocked traffic. You can log connections to the ASA FirePOWER module event viewer, external system
log (syslog) or SNMP trap server. For more information, see Logging Connections Handled by the
Access Control Default Action, page 36-11.

Managing Access Control Policies

License: Any

On the Access Control Policy page (Configuration > ASA FirePOWER Configuration > Policies > Access Control)
you can view your current custom access control policies, along with information on whether a policy is
applied.

In addition to custom policies that you create, the system provides a custom policy Default Allow All
Traffic that you can edit and use.

Options on the Access Control Policy page allow you to take the actions in the following table.

Table 4-3 Access Control Policy Management Actions

To... You can... See...

create a new access control policy |click New Policy. |Creating a Basic Access Control Policy,
page 4-3

edit an existing access control click the edit Editing Access Control Policies, page 4-7

policy icon (g4 ).

reapply an access control policy click the apply Deploying Configuration Changes, page 4-12
icon (f ).
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Editing Access Control Policies

Table 4-3 Access Control Policy Management Actions (continued)

To... You can... See...

export an access control policy to |click the export |Exporting Configurations, page B-1

import on another ASA icon (|42)

FirePOWER module

view a PDF report that lists the click the report  |Generating a Report of Current Access

current configuration settings in an |icon ( 1=). Control Settings, page 4-16

access control policy

compare access control policies click Compare Comparing Access Control Policies,
Policies. page 4-17

delete an access control policy click the delete icon ( [7l ), then confirm that you want to delete

the policy. You cannot delete an applied access control policy or
one that is currently applying.

Editing Access Control Policies

License: Any

When you first create a new access control policy, the access control policy editor appears, focused on
the Rules tab. The following graphic shows a newly created policy. Because a new policy does not yet
have rules or other configurations, the default action handles al/l unencrypted traffic. In this case, the
default action inspects traffic with the system-provided Balanced Security and Connectivity intrusion
policy before allowing it to its final destination.

Simple Access Control Policy

inspects all traffic with a balanced intrusion policy

[ Rules l Security Intelligence I HTTP Responses I Ad_\fanced ]

w2 Add Categary & AddRule | Search Rules

So( Dg So| De
* Mame Zo| Zo| Ne| Ne| Us| Ap| Sri De| UR| Action = | )

Administrator Rules
This category is empty
Standard Rules

This category is empty
Root Rules

This category s emoty

Default Action Intrusion Prevention: Balanced Security and Caonnectivity V

Mo data to display Page 1 of 1 &

o
o
-
L]
=

Use the access control policy editor to add and organize rules, and so on. The following list provides
information on the policy configurations you can change.

Name and Description

To change the policy’s name and description, click the appropriate field and type the new name or
description.
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Security Intelligence

Security Intelligence is a first line of defense against malicious Internet content. This feature allows
you to immediately blacklist (block) connections based on the latest reputation intelligence. To
ensure continual access to vital resources, you can override blacklists with custom whitelists. This
traffic filtering takes place before any other policy-based inspection, analysis, or traffic handling,
including rules and the default action. For more information, see Blacklisting Using Security
Intelligence IP Address Reputation, page 5-1.

Rules

Rules provide a granular method of handling network traffic. Rules in an access control policy are
numbered, starting at 1. The system matches traffic to access control rules in top-down order by
ascending rule number.

In most cases, the system handles network traffic according to the first access control rule where all
the rule’s conditions match the traffic. These conditions include security zone, network or
geographical location, port, application, requested URL, or user. Conditions can be simple or
complex; their use often depends on certain licenses.

Use the Rules tab to add, categorize, enable, disable, filter, and otherwise manage rules. For more
information, see Tuning Traffic Flow Using Access Control Rules, page 6-1.

Default Action

The default action determines how the system handles traffic that is not blacklisted by Security
Intelligence and does not match any access control rules. Using the default action, you can block or
trust all traffic without further inspection, or inspect traffic for intrusions. You can also enable or
disable logging of connections handled by the default action.

For more information, see Setting Default Handling and Inspection for Network Traffic, page 4-4
and Logging Connections Based on Access Control Handling, page 36-9.

HTTP Responses

You can specify what the user sees in a browser when the system blocks that user’s website
request—either display a generic system-provided response page, or enter custom HTML. You can
also display a page that warns users, but also allows them to click a button to continue or refresh the
page to load the originally requested site. For more information, see Displaying a Custom Web Page
for Blocked URLs, page 8-14.

Advanced Access Control Options

Advanced access control policy settings typically require little or no modification. The default
settings are appropriate for most deployments. Advanced settings you can modify include:

General Settings:

Maximum URL characters to store in connection events—the number of characters you store
in the ASA FirePOWER module database for each URL requested by your users; see Logging
URLSs Detected in Connections, page 36-13.

Allow an Interactive Block to bypass blocking for (seconds)—the length of time before you
re-block a website after a user bypasses an initial block; see Setting the User Bypass Timeout
for a Blocked Website, page 8-13

Retry URL cache miss lookup—when disabled, allows the system to immediately pass traffic
to a URL without a cloud lookup when the category is not cached. The system treats URLs that
require a cloud lookup as Uncategorized until the cloud lookup completes with a different
category.
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Inspect traffic during policy apply—when enabled (the default setting), inspects traffic when
you deploy configuration changes unless specific configurations require restarting the Snort
process. When enabled, resource demands could result in a small number of packets dropping
without inspection.

Identity/SSL Policy Settings
Use advanced settings to associate subpolicies (SSL, identity) with access control;
Network Analysis and Intrusion Policies

Change the access control policy’s default intrusion policy and associated variable set, which are
used to initially inspect traffic before the system can determine exactly how to inspect that traffic;
change the access control policy’s default network analysis policy, which governs many
preprocessing options:

Intrusion Policy used before Access Control rule is determined— see Setting the Default
Intrusion Policy for Access Control, page 20-1.

Intrusion Policy Variable Set—see Working with Variable Sets, page 2-13.

Default Network Analysis Policy—see Setting the Default Network Analysis Policy for
Access Control, page 20-3.

Use custom network analysis rules and policies to tailor preprocessing options to specific security
zones, networks, and VLANS:

Custom Rules/Policies—see Customizing Preprocessing with Network Analysis Policies,
page 20-2.

Files and Malware Settings

Tuning File and Malware Inspection Performance and Storage, page 11-16 provides information on
configuring performance options for file control and AMP for Firepower.

Intelligent Application Bypass Settings

Intelligent Application Bypass (IAB) is an expert-level configuration that specifies applications to
bypass or test for bypass if traffic exceeds a combination of inspection performance and flow
thresholds. For more information, see Intelligent Application Bypass, page 12-1.

Transport/Network Layer Preprocessor Settings

Advanced transport and network preprocessor settings apply globally to all networks, zones, and
VLANSs where you deploy your access control policy. You configure these advanced settings in an
access control policy rather than in a network analysis policy. For more information, see
Configuring Advanced Transport/Network Settings, page 24-1.

Detection Enhancement Settings

Advanced detection enhancement settings allow you to use adaptive profiles to improve reassembly
of packet fragments and TCP streams in passive deployments, based on your hosts' operating
systems. For more information, see Tuning Preprocessing in Passive Deployments, page 25-1.

Performance Settings

Tuning Intrusion Prevention Performance, page 11-6 provides information on improving the
performance of your system as it analyzes traffic for attempted intrusions.

Latency-Based Performance Settings

For information specific to latency-based performance settings, see Configuring Packet and
Intrusion Rule Latency Thresholds, page 11-9.
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Step 1

Step 2

Step 3
Step 4

When you edit an access control policy, a message indicates that you have unsaved changes. To retain
your changes, you must save the policy before exiting the policy editor. If you attempt to exit the policy
editor without saving your changes, you are cautioned that you have unsaved changes; you can then
discard your changes and exit the policy, or return to the policy editor.

To protect the privacy of your session, after sixty minutes of inactivity on the policy editor, changes to
your policy are discarded and you are returned to the Access Control Policy page. After the first thirty
minutes of inactivity, a message appears and updates periodically to provide the number of minutes
remaining before changes are discarded. Any activity on the page cancels the timer.

To edit an access control policy:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.
Click the edit icon (s ) next to the access control policy you want to configure.
The access control policy editor appears.
Edit your policy. Take any of the actions summarized above.
Save or discard your configuration:

e To save your changes and continue editing, click Store ASA FirePOWER Changes.

e To save your changes and apply your policy, click Apply ASA FirePOWER Changes. See Deploying
Configuration Changes, page 4-12.

e To discard your changes, click Cancel and, if prompted, click 0K.

Associating Other Policies with Access Control

A

License: Any

Use an access control policy's advanced settings to associate one of each of the following subpolicies
with the access control policy:

e SSL policy—Monitors, decrypts, blocks, or allows application layer protocol traffic encrypted with
Secure Socket Layer (SSL) or Transport Layer Security (TLS) .

e Identity policy—Performs user authentication based on the realm and authentication method
associated with the traffic.

Caution

Step 1
Step 2

Associating an SSL or identity policy, or subsequently dissociating the policy by choosing None, restarts
the Snort process when you deploy configuration changes, temporarily interrupting traffic inspection.
Whether traffic drops during this interruption or passes without further inspection depends on the model
of the managed device and how it handles traffic.

To associate other policies with an access control policy:

Choose Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.

Click the edit icon (s ) next to the access control policy you want to configure.
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Step 3
Step 4
Step 5

Step 6
Step 7

Understanding Out-of-Date Policy Warnings W

Click the Advanced tab.
Click the edit icon () in the appropriate Policy Settings area.
Choose a policy from the drop-down list.
If you choose a user-created policy, you can edit the policy by clicking the edit icon.
Click OK.
Save or discard your configuration:
e To save your changes and continue editing, click Store ASA FirePOWER Changes.

e To save your changes and apply your policy, click Apply ASA FirePOWER Changes. See Deploying
Configuration Changes, page 4-12.

e To discard your changes, click Cancel and, if prompted, click 0K.

Understanding Out-of-Date Policy Warnings

Step 1

License: Any

On the Access Control Policy page (Configuration > ASA FirePOWER Configuration > Policies > Access Control),
out-of-date policies are marked with red status text.

In almost every case, whenever you change an access control policy, you must reapply it for the change
to take effect. If the access control policy invokes other policies or relies on other configurations,
changing those also requires that you reapply the access control policy (or, for intrusion policy changes,
you can reapply just the intrusion policy).

Configuration changes that require a policy reapply include:

e Modifying the access control policy itself: any changes to access control rules, the default action,
Security Intelligence filtering, advanced options including NAP rules, and so on.

e Changing any of the intrusion and file policies that the access control policy invokes: the SSL policy,
network analysis policies, intrusion policies, and file policies.

e Changing any reusable object or configuration used in the access control policy or the policies it
invokes: network, port, URL, and geolocation objects; Security Intelligence lists and feeds;
application filters or detectors; intrusion policy variable sets; file lists; decryption-related objects,
security zones, and so on.

e Updating the system software, intrusion rules, or the vulnerability database (VDB).

Keep in mind that you can change some of these configurations from multiple places in the ASA
FirePOWER module interface. For example, you can modify security zones using the object manager
(Configuration > ASA FirePOWER Configuration > Object Management).

Note that the following updates do not require policy reapply:
e automatic updates to URL filtering data
e scheduled geolocation database (GeoDB) updates

To determine why an access control or intrusion policy is out of date, use the comparison viewer.

To determine why an access control policy is out of date:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
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Step 2

Step 3

Step 4

The Access Control Policy page appears. Policies that are out of date are marked with red status text that
indicates that the ASA FirePOWER module needs a policy update.

Click the policy status for an out-of-date policy.
The detailed Apply Access Control Policy pop-up window appears.
Click Out-of-date next to the changed component you are interested in.

A policy comparison report appears in a new window. For more information, see Comparing Access
Control Policies, page 4-17 and Comparing Two Intrusion Policies or Revisions, page 26-9.

Optionally, reapply the policy.
See Deploying Configuration Changes.

Deploying Configuration Changes

A

License: Any

After you use the ASA FirePOWER module to configure your deployment, and any time you make
changes to that configuration, you must deploy the new configuration.

This deploy action distributes the following configuration components:

e Access control policies and all associated policies: DNS, file, identity, intrusion, network analysis,
SSL

e Any associated rule configurations and objects associated with a policy to be deployed
e Intrusion rule updates

e Device and interface configurations

Caution

Step 1
Step 2
Step 3

In special cases, deploying configuration changes may cause a short pause in traffic flow and processing,
and may also cause a few packets to pass uninspected. To minimize inconvenience, deploy during a
change window.

To deploy configuration changes:

Click Deploy and select Deploy FirePOWER Changes.

Click Deploy.

If the system identifies errors or warnings in the changes to be deployed, you have the following choices:
¢ Click Proceed to continue deploying without resolving error or warning conditions.

e Click Cancel to exit without deploying. Resolve the error and warning conditions, and attempt to
deploy the configuration again.
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Troubleshooting Access Control Policies and Rules

Table 4-4

Tip

License: Any

Properly configuring access control policies, especially creating and ordering access control rules, is a
complex task. However, it is a task that is essential to building an effective deployment. If you do not
plan your policy carefully, rules can preempt other rules or contain invalid configurations. Both rules and
other policy settings can require additional licenses.

To help ensure that the system handles traffic as you expect, the access control policy interface has a
robust feedback system. Icons in the access control policy and rule editors mark warnings and errors, as
described in the Access Control Error Icons table.

In the access control policy editor, click Show Warnings to display a pop-up window that lists all the
warnings for the policy.

Additionally, the system warns you at apply-time of any issues that could affect traffic analysis and flow.

Access Control Error Icons

Icon

Description

Details

L

error

If a rule or configuration has an error, you cannot apply the policy until you correct the issue, even if
you disable any affected rules.

warning

You can apply an access control policy that displays rule or other warnings. However,
misconfigurations marked with warnings have no effect.

For example, you can apply a policy that contains preempted rules or rules that cannot match traffic
due to misconfiguration—conditions using empty object groups, application filters that match no
applications, configuring URL conditions without having enabled cloud communications, and so on.
These rules do not evaluate traffic. If you disable a rule with a warning, the warning icon disappears.
It reappears if you enable the rule without correcting the underlying issue.

As another example, many features require a specific license. An access control policy successfully
applies only to an eligible device.

information

Information icons convey helpful information about configurations that may affect the flow of traffic.
These issues do not prevent you from applying the policy.

For example, if you are performing application control or URL filtering, the system may skip matching
the first few packets of a connection against some access control rules, until the system identifies the
application or web traffic in that connection. This allows connections to be established so that
applications and HTTP requests can be identified. For more information, see Limitations to
Application Control, page 8-6 and Limitations to URL Detection and Blocking, page 8-11.

Properly configuring access control policies and rules can also reduce the resources required to process
network traffic. Creating complex rules, invoking many different intrusion policies, and mis-ordering
rules can all affect performance.

For more information, see:
¢ Simplifying Rules to Improve Performance, page 4-14
e Understanding Rule Preemption and Invalid Configuration Warnings, page 4-14

e Ordering Rules to Improve Performance and Avoid Preemption, page 4-15
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Troubleshooting A

Simplifying Rules to Improve Performance

Complex access control policies and rules can command significant resources. When you apply an
access control policy, the system evaluates all the rules together and creates an expanded set of criteria
that the ASA FirePOWER module uses to evaluate network traffic. A pop-up window may warn that you
have exceeded the maximum number of access control rules or intrusion policies supported.

Simplifying Access Control Rules

The following guidelines can help you simplify access control rules and improve performance:

¢ When constructing a rule, use as few individual elements in your conditions as possible. For
example, in network conditions, use IP address blocks rather than individual IP addresses. In port
conditions, use port ranges. Use application filters and URL categories and reputations to perform
application control and URL filtering, and LDAP user groups to perform user control.

Note that combining elements into objects that you then use in access control rule conditions does
not improve performance. For example, using a network object that contains 50 individual IP
addresses gives you only an organizational—not a performance—benefit over including those IP
addresses in the condition individually.

e Restrictrules by security zones whenever possible. If a device’s interfaces are not in one of the zones
in a zone-restricted rule, the rule does not affect performance on that device.

¢ Do not overconfigure rules. If one condition is enough to match the traffic you want to handle, do
not use two.

Avoiding Intrusion Policy and Variable Set Proliferation

The number of unique intrusion policies you can use to inspect traffic in an access control policy depends
on the complexity of your policies: you can associate one intrusion policy with each Allow and
Interactive Block rule, as well as with the default action. Every unique pair of intrusion policy and
variable set counts as one policy. You might be able to select as few as three intrusion policies across an
entire access control policy.

If you exceed the number of intrusion policies supported, reevaluate your access control policy. You may
want to consolidate intrusion policies or variable sets so you can associate a single intrusion
policy-variable set pair with multiple access control rules.

Check to see how many policies you select and how many variable sets those policies use in each of the
following locations in your access control policy: the Intrusion Policy used before Access Control rule is
determined option in the Advanced access control policy settings, the default action for the access control
policy, and the inspection settings for any access control rules in the policy.

Understanding Rule Preemption and Invalid Configuration Warnings

License: Any

Properly configuring and ordering access control rules (and, in advanced deployments, network analysis
rules) is essential to building an effective deployment. Within an access control policy, access control
rules can preempt other rules or contain invalid configurations. Similarly, network analysis rules, which
you configure using the access control policy’s advanced settings, can have the same issues. The system
uses warning and error icons to mark these.
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Understanding Rule Preemption Warnings

The conditions of an access control rule may preempt a subsequent rule from matching traffic. For
example:

Rule 1: allow Admin users
Rule 2: block Admin users

The second rule above will never block traffic because the first rule will have already allowed the traffic.
Note the following:

¢ Any type of rule condition can preempt a subsequent rule.

¢ A rule also preempts an identical subsequent rule where all configured conditions are the same.

e A subsequent rule would not be preempted if any condition is different.

Understanding Invalid Configuration Warnings

Because outside settings that the access control policy depends on may change, an access control policy
setting that was valid may become invalid. Consider the following examples:

e If you add a port group to the source ports in a rule, then change the port group to include an ICMP
port, the rule becomes invalid and a warning icon appears next to it. You can still apply the policy,
but the rule will have no effect on network traffic.

e If you add a user to a rule, then change your LDAP user awareness settings to exclude that user, the
rule will have no effect because the user is no longer an access controlled user.

Ordering Rules to Improve Performance and Avoid Preemption

License: Any

Rules in an access control policy are numbered, starting at 1. The system matches traffic to rules in
top-down order by ascending rule number. With the exception of Monitor rules, the first rule that traffic
matches is the rule that handles that traffic.

Proper access control rule order reduces the resources required to process network traffic, and prevents
rule preemption. Although the rules you create are unique to every organization and deployment, there
are a few general guidelines to follow when ordering rules that can optimize performance while still
addressing your needs.

Order Rules from Most to Least Critical

First, you must order rules to suit your organization's needs. Place priority rules that must apply to all
traffic near the top of the policy. For example, if you want to inspect traffic from a single user for
intrusions (using an Allow rule), but trust all other users in the department (using a Trust rule), place two
access control rules in that order.

Order Rules from Specific to General

You can improve performance by placing specific rules earlier, that is, rules that narrowly define the
traffic they handle. This is also important because rules with broad conditions can match many different
types of traffic, and can preempt later, more specific rules.

Consider a scenario where you want to block most social networking sites, but allow access to certain
others. For example, you may want your graphic designers to be able to access Creative Commons Flickr
and deviantART content, but not access other sites such as Facebook or Google+. You should order your
rules as follows:

Rule 1: Allow Flickr, deviantART for the “Design” LDAP user group
Rule 2: Block social networking
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If you reverse the rules:

Rule 1: Block social networking

Rule 2: Allow Flickr, deviantART for the “Design” LDAP user group
the first rule blocks all social networking traffic, including Flickr and deviantART. Because no traffic
will ever match the second rule, your designers cannot access the content you wanted to make available.

Place Rules that Inspect Traffic Later

Because intrusion, file, and malware inspection require processing resources, placing rules that do not
inspect traffic (Trust, Block) before rules that do (Allow, Interactive Block) can improve performance.
This is because Trust and Block rules can divert traffic that the system might otherwise have inspected.
All other factors being equal, that is, given a set of rules where none is more critical and preemption is
not an issue, consider placing them in the following order:

e Monitor rules that log matching connections, but take no other action on traffic
e Trust and Block rules that handle traffic without further inspection
e Allow and Interactive Block rules that do not inspect traffic further

e Allow and Interactive Block rules that optionally inspect traffic for malware, intrusions, or both

Generating a Report of Current Access Control Settings

License: Any

An access control policy report is a record of the policy and rules configuration at a specific point in
time. You can use the report, which contains the following information, for auditing purposes or to
inspect the current configuration.

Table 4-5 Access Control Policy Report Sections
Section Description
Policy Information Provides the name and description of the policy, the name of the user who

last modified the policy, and the date and time the policy was last modified.

HTTP Block Response |Provides details on the pages you display to users when you block a website
HTTP Interactive Block |"5'"8 the policy.

Response

Security Intelligence Provides details on the policy’s Security Intelligence whitelist and blacklist.
Default Action Lists the default action and associated variable set, if any.

Rules Lists each access control rule in the policy, and provides details about its

configuration.
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Table 4-5 Access Control Policy Report Sections (continued)
Section Description
Advanced Settings Detailed information on the policy’s advanced settings, including:

e network analysis policies used to preprocess traffic for the access
control policy, as well as global preprocessing options

e adaptive profile settings for passive deployments
e performance settings for detecting files, malware, and intrusions

e other policy-wide settings

Referenced Objects Provides details on the reusable objects referenced by the access control
policy, including intrusion policy variable sets and objects used by the SSL
policy.

You can also generate an access control comparison report that compares a policy with the currently
applied policy or with another policy. For more information, see Comparing Access Control Policies,
page 4-17.

To view an access control policy report:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the report icon ( ]= ) next to the policy for which you want to generate a report. Remember to save
any changes before you generate an access control policy report; only saved changes appear in the report.

The system generates the report. You are prompted to save the report to your computer.

Comparing Access Control Policies

License: Any

To review policy changes for compliance with your organization’s standards or to optimize system
performance, you can examine the differences between two access control policies. You can compare
any two policies or the currently applied policy with another policy. Optionally, after you compare, you
can then generate a PDF report to record the differences between the two policies.

There are two tools you can use to compare policies:

e The comparison view displays only the differences between two policies in a side-by-side format.
The name of each policy appears in the title bar on the left and right sides of the comparison view
except when you select Running Configuration, in which case a blank bar represents the currently active
policy.

You can use this to view and navigate both policies on the module interface, with their differences
highlighted.

e The comparison report creates a record of only the differences between two policies in a format
similar to the policy report, but in PDF format.

You can use this to save, copy, print, and share your policy comparisons for further examination.
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For more information on understanding and using the policy comparison tools, see:
e Using the Access Control Policy Comparison View, page 4-18
e Using the Access Control Policy Comparison Report, page 4-18

Using the Access Control Policy Comparison View

License: Any

The comparison view displays both policies in a side-by-side format, with each policy identified by
name in the title bar on the left and right sides of the comparison view. When comparing two policies
other than the running configuration, the time of last modification and the last user to modify are
displayed with the policy name.

Differences between the two policies are highlighted:

¢ Blue indicates that the highlighted setting is different in the two policies, and the difference is noted
in red text.

¢ Green indicates that the highlighted setting appears in one policy but not the other.

You can perform any of the actions in the following table.

Table 4-6 Access Control Policy Comparison View Actions

To... You can...

navigate individually through |click Previous or Next above the title bar.

changes The double-arrow icon (= ) centered between the left and right sides
moves, and the Difference number adjusts to identify which difference
you are viewing.

generate a new policy click New Comparison.

comparison view The Select Comparison window appears. See Using the Access Control

Policy Comparison Report, page 4-18 for more information.

generate a policy comparison |click Comparison Report.

report The policy comparison report creates a PDF document that lists only

the differences between the two policies.

Using the Access Control Policy Comparison Report

License: Any

An access control policy comparison report is a record of all differences between two access control
policies or a policy and the currently applied policy identified by the policy comparison view, presented
in PDF format. You can use this report to further examine the differences between two policy
configurations and to save and disseminate your findings.

You can generate an access control policy comparison report from the comparison view for any policies
to which you have access. Remember to save any changes before you generate a policy report; only saved
changes appear in the report.

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide



| Chapter4

Getting Started with Access Control Policies

Tip

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Comparing Access Control Policies W

The format of the policy comparison report is the same as the policy report with one exception: the policy
report contains all configurations in the policy, and the policy comparison report lists only those
configurations that differ between the policies. An access control policy comparison report contains the
sections described in Table 4-5 on page 4-16.

You can use a similar procedure to compare SSL, network analysis, intrusion, file, or system policies.

To compare two access control policies:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.
Click Compare Policies.
The Select Comparison window appears.
From the Compare Against drop-down list, select the type of comparison you want to make:
¢ To compare two different policies, select Other Policy.
The page refreshes and the Policy A and Policy B drop-down lists appear.
¢ To compare another policy to the currently active policy, select Running Configuration.
The page refreshes and the Target/Running Configuration A and Policy B drop-down lists appear.
Depending on the comparison type you selected, you have the following choices:

e If you are comparing two different policies, select the policies you want to compare from the Policy
A and Policy B drop-down lists.

e If you are comparing the running configuration to another policy, select the second policy from the
Policy B drop-down list.

Click 0K to display the policy comparison view.
The comparison view appears.
Optionally, click Comparisen Report to generate the access control policy comparison report.

The access control policy comparison report appears. You are prompted to save the report to your
computer.
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Blacklisting Using Security Intelligence IP
Address Reputation

As a first line of defense against malicious Internet content, the ASA FirePOWER module includes the
Security Intelligence feature, which allows you to immediately blacklist (block) connections based on
the latest reputation intelligence, removing the need for a more resource-intensive, in-depth analysis.
Security Intelligence filtering requires a Protection license.

Security Intelligence works by blocking traffic to or from IP addresses that have a known bad reputation.
This traffic filtering takes place before any other policy-based inspection, analysis, or traffic handling.

Note that you could create access control rules that perform a similar function to Security Intelligence
filtering by manually restricting traffic by IP address. However, access control rules are wider in scope,
more complex to configure, and cannot automatically update using dynamic feeds.

Traffic blacklisted by Security Intelligence is immediately blocked and therefore is not subject to any
further inspection—not for intrusions, exploits, malware, and so on. Optionally, and recommended in
passive deployments, you can use a “monitor-only” setting for Security Intelligence filtering. This
allows the system to analyze connections that would have been blacklisted, but also logs the match to
the blacklist and generates an end-of-connection security intelligence event.

For your convenience, Cisco provides the Intelligence Feed (sometimes called the Sourcefire
Intelligence Feed), which is comprised of several regularly updated collections of IP addresses
determined by the VRT to have a poor reputation. The Intelligence Feed tracks open relays, known
attackers, bogus IP addresses (bogon), and so on. You can also customize the feature to suit the unique
needs of your organization, for example:

¢ third-party feeds—you can supplement the Intelligence Feed with third-party reputation feeds,
which the system can automatically update just as it does the Cisco feed

¢ custom blacklists—the system allows you to manually blacklist specific IP addresses in many ways
depending on your needs

¢ enforcing blacklisting by security zone—to improve performance, you may want to target
enforcement, for example, restricting spam blacklisting to a zone that handles email traffic

¢ monitoring instead of blacklisting—especially useful in passive deployments and for testing feeds
before you implement them; you can merely monitor the violating sessions instead of blocking
them, generating end-of-connection events

e whitelisting to eliminate false positives—when a blacklist is too broad in scope, or incorrectly
blocks traffic that you want to allow (for example, to vital resources), you can override a blacklist
with a custom whitelist
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For detailed information on configuring your access control policy to perform Security Intelligence to
perform Security Intelligence filtering and viewing the event data that this filtering produces, see the
following sections:

e Choosing a Security Intelligence Strategy, page 5-2
e Building the Security Intelligence Whitelist and Blacklist, page 5-3
e Logging Security Intelligence (Blacklisting) Decisions, page 36-8

Choosing a Security Intelligence Strategy

License: Protection

The easiest way to construct a blacklist is to use the Intelligence Feed, which tracks IP addresses known
to be open relays, known attackers, bogus IP addresses (bogon), and so on. Because the Intelligence Feed
is regularly updated, using it ensures that the system uses up-to-date information to filter your network
traffic. Malicious IP addresses that represent security threats such as malware, spam, botnets, and
phishing may appear and disappear faster than you can update and apply new policies.

To augment the Intelligence Feed, you can perform Security Intelligence filtering using custom or
third-party IP address lists and feeds, where:

e alistis a static list of IP addresses that you upload to the ASA FirePOWER module

e afeedis a dynamic list of IP addresses that the ASA FirePOWER module downloads from the
Internet on a regular basis; the Intelligence Feed is a special kind of feed

For detailed information on configuring Security Intelligence lists and feeds, including Internet access
requirements, see Working with Security Intelligence Lists and Feeds, page 2-4.

Using the Security Intelligence Global Blacklist

In the course of your analysis, you can build a global blacklist. For example, if you notice a set of
routable IP addresses in intrusion events associated with exploit attempts, you can blacklist those IP
addresses. The ASA FirePOWER module uses this global blacklist (and a related global whitelist) to
perform Security Intelligence filtering in all access control policies. For information on managing these
global lists, see Working with the Global Whitelist and Blacklist, page 2-6.

Note  Although feed updates and additions to the global blacklist (or global whitelist; see below) automatically
implement changes throughout your deployment, any other change to a Security Intelligence object
requires you to reapply the access control policy. For more information, see Table 2-1 on page 2-5.

Using Network Objects

Finally, a simple way to construct a blacklist is to use network objects or network object groups that
represent an IP address, IP address block, or collection of IP addresses. For information on creating and
modifying network objects, see Working with Network Objects, page 2-3.

Using Security Intelligence Whitelists

In addition to a blacklist, each access control policy has an associated whitelist, which you can also
populate with Security Intelligence objects. A policy’s whitelist overrides its blacklist. That is, the
system evaluates traffic with a whitelisted source or destination IP address using access control rules,
even if the IP address is also blacklisted. In general, use the whitelist if a blacklist is still useful, but is
too broad in scope and incorrectly blocks traffic that you want to inspect.
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For example, if a reputable feed improperly blocks your access to vital resources but is overall useful to
your organization, you can whitelist only the improperly classified IP addresses, rather than removing
the whole feed from the blacklist.

Enforcing Security Intelligence Filtering by Security Zone

For added granularity, you can enforce Security Intelligence filtering based on whether the source or
destination IP address in a connection resides in a particular security zone.

To extend the whitelist example above, you could whitelist the improperly classified IP addresses, but
then restrict the whitelist object using a security zone used by those in your organization who need to
access those IP addresses. That way, only those with a business need can access the whitelisted IP
addresses. As another example, you could use a third-party spam feed to blacklist traffic on an email
server security zone.

Monitoring—Rather than Blacklisting—Connections

If you are not sure whether you want to blacklist a particular IP address or set of addresses, you can use
a “monitor-only” setting, which allows the system to pass the matching connection to access control
rules, but also logs the match to the blacklist and generates an end-of-connection Security Intelligence
event. Note that you cannot set the global blacklist to monitor-only.

Consider a scenario where you want to test a third-party feed before you implement blocking using that
feed. When you set the feed to monitor-only, the system allows connections that would have been
blocked to be further analyzed by the system, but also logs a record of each of those connections for your
evaluation.

In passive deployments, to optimize performance, Cisco recommends that you always use monitor-only
settings. Devices that are deployed passively cannot affect traffic flow; there is no advantage to
configuring the system to block traffic. Additionally, because blocked connections are not actually
blocked in passive deployments, the system may report multiple beginning-of-connection events for
each blocked connection.

Building the Security Intelligence Whitelist and Blacklist

Note

License: Protection

To build a whitelist and blacklist, you populate them with any combination of network objects and
groups, as well as Security Intelligence feeds and lists, all of which you can constrain by security zone.

By default, access control policies use the ASA FirePOWER module’s global whitelist and blacklist,
which apply to any zone. These lists are populated by your analysts. You can opt not to use these global
lists on a per-policy basis.

You cannot apply an access control policy that uses a populated global whitelist or blacklist to a device
not licensed for Protection. If you added IP addresses to either global list, you must remove the
non-empty list from the policy’s Security Intelligence configuration before you can apply the policy. For
more information, see Working with the Global Whitelist and Blacklist, page 2-6.

After you build your whitelist and blacklist, you can log blacklisted connections. You can also set
individual blacklisted objects, including feeds and lists, to monitor-only. This allows the system to
handle connections involving blacklisted IP addresses using access control, but also logs the
connection’s match to the blacklist.
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Step 1

Step 2

Step 3

Step 4

Step 5

Tip

Step 6

Step 7

Use the Security Intelligence tab in the access control policy to configure the whitelist, blacklist, and
logging options. The page lists the Available Objects you can use in either the whitelist or blacklist, as
well as the Available Zones you can use to constrain whitelisted and blacklisted objects. Each type of
object or zone is distinguished with an different icon. The objects marked with the Cisco icon (%))
represent the different categories in the Intelligence Feed.

In the blacklist, objects set to block are marked with the block icon ( # ) while monitor-only objects are
marked with the monitor icon ( 4 ). Because the whitelist overrides the blacklist, if you add the same
object to both lists, the system displays the blacklisted object with a strikethrough.

You can add up to a total of 255 objects to the whitelist and the blacklist. That is, the number of objects
in the whitelist plus the number in the blacklist cannot exceed 255.

Note that although you can add network objects with a netmask of /0 to the whitelist or blacklist, address
blocks using a /0 netmask in those objects will be ignored and whitelist and blacklist filtering will not
occur based on those addresses. Address blocks with a /0 netmask from Security Intelligence feeds are
also ignored. If you want to monitor or block all traffic targeted by a policy, use an access control rule
with the Monitor or Block rule action, respectively, and a default value of any for the Source Networks and
Destination Networks, instead of Security Intelligence filtering.

To huild the Security Intelligence whitelist and blacklist for an access control policy:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy you want to configure.
The access control policy editor appears.

Select the Security Intelligence tab.

Security Intelligence settings for the access control policy appear.

Optionally, click the logging icon (L_|) to log blacklisted connections.

You must enable logging before you can set blacklisted objects to monitor-only. For details, see Logging
Security Intelligence (Blacklisting) Decisions, page 36-8.

Begin building your whitelist and blacklist by selecting one or more Available Objects.

Use Shift and Ctrl to select multiple objects, or right-click and Select All.

You can search for existing objects to include, or create objects on the fly if no existing objects meet the
needs of your organization. For more information, see Searching for Objects to Whitelist or Blacklist,
page 5-5.

Optionally, constrain the selected objects by zone by selecting an Available Zone.

By default, objects are not constrained, that is, they have a zone of any. Note that other than using Any,
you can constrain by only one zone. To enforce Security Intelligence filtering for an object on multiple
zones, you must add the object to the whitelist or blacklist separately for each zone. Also, the global
whitelist or blacklist cannot be constrained by zone.

Click Add to Whitelist or Add to Blacklist.
You can also click and drag the selected objects to either list.

The objects you selected are added to the whitelist or blacklist.
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Tip

Step 8
Step 9

Step 10

Building the Security Intelligence Whitelist and Blacklist

To remove an object from a list, click its delete icon ( [7] ). Use Shift and Ctrl to select multiple objects,
or right-click and Select All, then right-click and select Delete Selected. If you are deleting a global list,
you must confirm your choice. Note that removing an object from a whitelist or blacklist does not delete
that object from the ASA FirePOWER module.

Repeat steps 5 through 7 until you are finished adding objects to your whitelist and blacklist.

Optionally, set blacklisted objects to monitor-only by right-clicking the object under Blacklist, then
selecting Monitor-only (do not block).

In passive deployments, Cisco recommends you set all blacklisted objects to monitor-only. Note,
however, that you cannot set the global blacklist to monitor-only.

Click Store ASA FirePOWER Changes.

You must apply the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.

Searching for Objects to Whitelist or Blacklist

Step 1

License: Protection

If you have multiple network objects, groups, feeds, and lists, use the search feature to narrow the objects
you want to blacklist or whitelist.

To search for objects to whitelist or blacklist:

Type your query in the Search by name or value field.

The Available Objects list updates as you type to display matching items. To clear the search string, click
the reload icon (% ) above the search field or click the clear icon ( * ) in the search field.

You can search on network object names and on the values configured for those objects. For example, if
you have an individual network object named Texas office with the configured value 192.168.3.0/24,
and the object is included in the group object us offices, you can display both objects by typing a
partial or complete search string such as Tex, or by typing a value such as 3.
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Tuning Traffic Flow Using Access Control Rules

Within an access control policy, access control rules provide a granular method of handling network
traffic.

Note  Security Intelligence-based traffic filtering, and some decoding and preprocessing occur before network
traffic is evaluated by access control rules. You can also configure the SSL inspection feature to block or
decrypt encrypted traffic before access control rules evaluate it.

The system matches traffic to access control rules in the order you specify. In most cases, the system

handles network traffic according to the first access control rule where all the rule’s conditions match
the traffic. Conditions can be simple or complex; you can control traffic by security zone, network or
geographical location, port, application, requested URL, and user.

Each rule also has an action, which determines whether you monitor, trust, block, or allow matching
traffic. When you allow traffic, you can specify that the system first inspect it with intrusion or file
policies to block any exploits, malware, or prohibited files before they reach your assets or exit your
network. However, after the system trusts or blocks traffic, it does not perform further inspection.

The following scenario summarizes the ways that traffic can be evaluated by access control rules in an
inline, intrusion prevention deployment.
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In this scenario, traffic is evaluated as follows:

¢ Rule 1: Monitor evaluates traffic first. Monitor rules track and log network traffic but do not affect
traffic flow. The system continues to match traffic against additional rules to determine whether to
permit or deny it.

e Rule 2: Trust evaluates traffic next. Matching traffic is allowed to pass to its destination without
further inspection. Traffic that does not match continues to the next rule.

¢ Rule 3: Block evaluates traffic third. Matching traffic is blocked without further inspection. Traffic
that does not match continues to the final rule.

¢ Rule 4: Allow is the final rule. For this rule, matching traffic is allowed; however, prohibited files,
malware, intrusions, and exploits within that traffic are detected and blocked. Remaining
non-prohibited, non-malicious traffic is allowed to its destination. Note that you might have
additional Allow rules that perform only file inspection, or only intrusion inspection, or neither.

¢ Default Action handles all traffic that does not match any of the rules. In this scenario, the default
action performs intrusion prevention before allowing non-malicious traffic to pass. In a different
deployment, you might have a default action that trusts or blocks all traffic, without further
inspection. (You cannot perform file or malware inspection on traffic handled by the default action.)

For more information on access control rules, see:
e Creating and Editing Access Control Rules, page 6-2
e Managing Access Control Rules in a Policy, page 6-11
e Troubleshooting Access Control Policies and Rules, page 4-13

Creating and Editing Access Control Rules

License: Any

Within an access control policy, access control rules provide a granular method of handling network
traffic. In addition to its unique name, each access control rule has the following basic components:

State

By default, rules are enabled. If you disable a rule, the system does not use it to evaluate network
traffic, and stops generating warnings and errors for that rule.

Position
Rules in an access control policy are numbered, starting at 1. The system matches traffic to rules in
top-down order by ascending rule number. With the exception of Monitor rules, the first rule that
traffic matches is the rule that handles that traffic.

Conditions

Conditions specify the specific traffic the rule handles. Conditions can match traffic by security
zone, network or geographical location, port, application, requested URL, or user. Conditions can
be simple or complex; their use often depends on license.

Action

A rule’s action determines how the system handles matching traffic. You can monitor, trust, block,
or allow (with or without further inspection) matching traffic. Note that the system does not perform
inspection on trusted or blocked traffic.
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Note

Step 1
Step 2
Step 3

Step 4

Step 5

Creating and Editing Access Control Rules

Inspection
Inspection options for an access control rule govern how the system inspects and blocks malicious
traffic you would otherwise allow. When you allow traffic with a rule, you can specify that the
system first inspect it with intrusion or file policies to block any exploits, malware, or prohibited
files before they reach your assets or exit your network.

Logging
A rule’s logging settings govern the records the system keeps of the traffic it handles. You can keep
a record of traffic that matches a rule. In general, you can log sessions at the beginning and end of
a connection. You can log connections to the ASA FirePOWER module, as well as to the system log
(syslog) or to an SNMP trap server.

Comments

Each time you save changes to an access control rule, you can add a comment.

Use the access control rule editor to add and edit access control rules; access the rule editor from the
Rules tab of the access control policy editor. In the rule editor, you:

¢ Configure basic properties such as the rule’s name, state, position, and action in the upper portion
of the editor.

¢ Add conditions using the tabs on the left side of the lower portion of the editor.

e Use the tabs on the right side of the lower portion to configure inspection and logging options, and
also to add comments to the rule. For your convenience, the editor lists the rule’s inspection and
logging options regardless of which tab you are viewing.

Properly creating and ordering access control rules is a complex task, but one that is essential to building
an effective deployment. If you do not plan your policy carefully, rules can preempt other rules, require
additional licenses, or contain invalid configurations. To help ensure that the system handles traffic as
you expect, the access control policy interface has a robust warning and error feedback system for rules.
For more information, see Troubleshooting Access Control Policies and Rules, page 4-13.

To create or modify an access control rule:

Choose Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
Click the edit icon () next to the access control policy where you want to add a rule.
You have the following options:

e To add a new rule, click Add Rule.

e To edit an existing rule, click the edit icon (5 ) next to the rule you want to edit.
Enter a Name for the rule.

Each rule must have a unique name. You can use up to thirty printable characters, including spaces and
special characters, with the exception of the colon (:).

Configure the rule components, as summarized above. You can configure the following, or accept the
defaults:

e Specify whether the rule is Enabled.
e Specify the rule position; see Specifying a Rule's Order of Evaluation, page 6-4.

e Specify a rule Action; see Using Rule Actions to Determine Traffic Handling and Inspection,
page 6-6.
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Step 6

e Configure the rule’s conditions; see Using Conditions to Specify the Traffic a Rule Handles,
page 6-5.

e For Allow and Interactive Block rules, configure the rule’s Inspection options; see Controlling Traffic
Using Intrusion and File Policies, page 11-1.

» Configure content restriction settings by clicking the Safe Search () or YouTube EDU ( #; ) icon
on the Applications tab. If the icons are dimmed, content restriction is disabled for the rule. For more
information, see Using Access Control Rules to Enforce Content Restriction, page 13-1.

e Specify Logging options; see Logging Connections in Network Traffic, page 36-1.
e Add Comments; see Adding Comments to a Rule, page 6-10.
Click Store FirePOWER Changes to save the rule.

Your rule is saved. You can click the delete icon ( ] ) to delete the rule. You must apply the access
control policy for your changes to take effect; see Deploying Configuration Changes, page 4-12.

Specifying a Rule's Order of Evaluation

Tip

Step 1

License: Any

When you first create an access control rule, you specify its position using the Insert drop-down list in
the rule editor. Rules in an access control policy are numbered, starting at 1. The system matches traffic
to access control rules in top-down order by ascending rule number.

In most cases, the system handles network traffic according to the first access control rule where all the
rule’s conditions match the traffic. Except in the case of Monitor rules (which log traffic but do not affect
traffic flow), the system does not continue to evaluate traffic against additional, lower-priority rules after
that traffic matches a rule.

Proper access control rule order reduces the resources required to process network traffic, and prevents
rule preemption. Although the rules you create are unique to every organization and deployment, there
are a few general guidelines to follow when ordering rules that can optimize performance while still
addressing your needs. For more information, see Ordering Rules to Improve Performance and Avoid
Preemption, page 4-15.

In addition to ordering rules by number, you can group rules by category. By default the system provides
three categories: Administrator, Standard, and Root. You can add custom categories, but you cannot
delete the Cisco-provided categories or change their order. For information on changing the position or
category of an existing rule, see Changing a Rule's Position or Category, page 6-13.

To add a rule to a category while editing or creating a rule:

In the access control rule editor, from the Insert drop-down list, select Into Category, then select the
category you want to use.

When you save the rule, it is placed last in that category.
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Creating and Editing Access Control Rules

To position a rule by number while editing or creating a rule:

In the access control rule editor, from the Insert drop-down list, select above rule or below rule, then type
the appropriate rule number.

When you save the rule, it is placed where you specified.

Using Conditions to Specify the Traffic a Rule Handles

Note

License: feature dependent

An access control rule’s conditions identify the type of traffic that rule handles. Conditions can be simple
or complex; you can control traffic by security zone, network or geographical location, port, application,
requested URL, and user.

When adding conditions to access control rules, keep the following points in mind:

¢ You can configure multiple conditions per rule. Traffic must match all the conditions in the rule for
the rule to apply to traffic. For example, you can use a single rule to perform URL filtering (URL
condition) for specific hosts (zone or network condition).

e For each condition in a rule, you can add up to 50 criteria. Traffic that matches any of a condition’s
criteria satisfies the condition. For example, you can use a single rule to perform user control for up
to 50 users and groups.

Note that you can constrain zone and network conditions by source and destination, using up to 50
source and up to 50 destination criteria. If you add both source and destination criteria to a zone or
network condition, matching traffic must originate from one of the specified source zones/networks
and egress through one of the destination zones/networks. In other words, the system links multiple
condition criteria of the same type with an OR operation, and links multiple condition types with an
AND operation. For example, if your rule conditions are:

Source Networks: 10.0.0.0/8, 192.168.0.0/16

Application Category: peer to peer
the rule would match peer-to-peer application traffic from a host on one of your private IPv4
networks—a packet must originate from either one OR the other source network, AND represent
peer-to-peer application traffic. Both of the following connections trigger the rule:

10.42.0.105 to anywhere, using LimeWire

192.168.42.105 to anywhere, using Kazaa
If you do not configure a particular condition for a rule, the system does not match traffic based on that
criterion. For example, a rule with a network condition but no application condition evaluates traffic
based on its source or destination, regardless of the application used in the session.

When you apply an access control policy, the system evaluates all its rules and creates an expanded set
of criteria that the ASA FirePOWER module uses to evaluate network traffic. Complex access control

policies and rules can command significant resources. For tips on simplifying access control rules and
other ways to improve performance, see Troubleshooting Access Control Policies and Rules, page 4-13.
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When you add or edit an access control rule, use the tabs on the left side of the lower portion of the rule
editor to add and edit rule conditions. The following table summarizes the types of conditions you can

add.

Table 6-1 Access Control Rule Condition Types

These Conditions... |Match Traffic... Details

Zones entering or leaving a A security zone is a logical grouping of one or more interfaces according
device via an interface in |to your deployment and security policies. To build a zone condition, see
a specific security zone |Controlling Traffic by Security Zone, page 7-1.

Networks by its source or You can explicitly specify IP addresses or address blocks. The geolocation
destination IP address, feature also allows you to control traffic based on its source or destination
country, or continent country or continent. To build a network condition, see Controlling Traffic

by Network or Geographical Location, page 7-3.

Ports by its source or For TCP and UDP, you can control traffic based on the transport layer

destination port protocol. For ICMP and ICMPv6 (IPv6-ICMP), you can control traffic
based on its Internet layer protocol plus an optional type and code. Using
port conditions, you can also control traffic using other protocols that do
not use ports. To build a port condition, see Controlling Traffic by Port and
ICMP Codes, page 7-5.

Applications by the application You can control access to individual applications, or filter access according
detected in a session to basic characteristics: type, risk, business relevance, categories, and tags.

To build an application condition, see Controlling Application Traffic,
page 8-2.

URLs by the URL requested in |You can limit the websites that users on your network can access either

the session individually or based on the URL’s general classification and risk level. To
build a URL condition, see Blocking URLs, page 8-7.

Users by the user involved in  |You can control traffic based on the LDAP user logged into a host involved

the session in a monitored session. You can control traffic based on individual users or
groups retrieved from a Microsoft Active Directory server. To build a user
condition, see Access Control Rules: Realms and Users, page 9-1.

Note that although you can create access control rules with any license, certain rule conditions require
that you enable specific licensed capabilities before you can apply the policy. For more information, see
License Requirements for Access Control, page 4-2.

Using Rule Actions to Determine Traffic Handling and Inspection

License: Any

Every access control rule has an action that determines the following for matching traffic:

¢ handling—foremost, the rule action governs whether the system will monitor, trust, block, or allow
traffic that matches the rule’s conditions

e inspection—certain rule actions allow you, when properly licensed, to further inspect matching
traffic before allowing it to pass

e logging—the rule action determines when and how you can log details about matching traffic
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The access control policy’s default action handles traffic that does not meet the conditions of any
non-Monitor access control rule; see Setting Default Handling and Inspection for Network Traffic,
page 4-4.

Keep in mind that only devices deployed inline can block or modify traffic. Devices deployed passively
can analyze and log, but not affect, the flow of traffic. For detailed information on rule actions and how
they affect traffic handling, inspection, and logging, see the following sections:

e Monitor Action: Postponing Action and Ensuring Logging, page 6-7

e Trust Action: Passing Traffic Without Inspection, page 6-7

e Blocking Actions: Blocking Traffic Without Inspection, page 6-8

e Interactive Blocking Actions: Allowing Users to Bypass Website Blocks, page 6-8
e Allow Action: Allowing and Inspecting Traffic, page 6-9

e Controlling Traffic Using Intrusion and File Policies, page 11-1

e Logging Connections Based on Access Control Handling, page 36-9

Monitor Action: Postponing Action and Ensuring Logging

License: Any

The Monitor action does not affect traffic flow; matching traffic is neither immediately permitted nor
denied. Rather, traffic is matched against additional rules to determine whether to permit or deny it. The
first non-Monitor rule matched determines traffic flow and any further inspection. If there are no
additional matching rules, the system uses the default action.

Because the primary purpose of Monitor rules is to track network traffic, the system automatically logs
end-of connection events for monitored traffic. That is, connections are logged even if the traffic matches
no other rules and you do not enable logging on the default action. For more information, see
Understanding Logging for Monitored Connections, page 36-5.

Trust Action: Passing Traffic Without Inspection

License: Any

The Trust action allows traffic to pass without further inspection of any kind.

Trust

l

W Traffic allowed
¥ File Inzpection
¥ Intrusion Inspection §

You can log trusted network traffic at both the beginning and end of connections. For more information,
see Understanding Logging for Trusted Connections, page 36-5.
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Blocking Actions: Blocking Traffic Without Inspection

A

License: Any

The Block and Block with reset actions deny traffic without further inspection of any kind. Block with reset
rules also reset the connection.

Bloclk,
Block with Reset

¥ Traffic blocked -
¥ File Inspection b
¥ Intrusion Inspection %

For decrypted HTTP traffic, when the system blocks a web request, you can override the default browser
or server page with a custom page that explains that the connection was denied. The system calls this
custom page an HTTP response page; see Displaying a Custom Web Page for Blocked URLSs, page 8-14.

You can log blocked network traffic only at the beginning of connections. Note that only devices
deployed inline can block traffic. Because blocked connections are not actually blocked in passive
deployments, the system may report multiple beginning-of-connection events for each blocked
connection. For more information, see Understanding Logging for Blocked and Interactively Blocked
Connections, page 36-5.

Caution

Logging blocked TCP connections during a Denial of Service (DoS) attack can affect system
performance with multiple similar events. Before you enable logging for an Block rule, consider whether
the rule monitors traffic on an Internet-facing interface or other interface vulnerable to DoS attack.

Interactive Blocking Actions: Allowing Users to Bypass Website Blocks

License: Any

For decrypted HTTP traffic, the Interactive Block and Interactive Block with reset actions give users a chance
to bypass a website block by clicking through a customizable warning page, called an HTTP response
page. Interactive Block with reset rules also reset the connection.

If you configure SSL inspection to decrypt web traffic and that traffic matches an Interactive Block rule,
the system encrypts the response page and sends it at the end of the reencrypted SSL response stream.
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For all interactively blocked traffic, the system’s handling, inspection, and logging depend on whether
the user bypasses the block:

e If a user does not (or cannot) bypass the block, the rule mimics a Block rule. Matching traffic is

denied without further inspection and you can log only the beginning of the connection. These

beginning-of-connection events have an Interactive Block Or Interactive Block with Reset
action.

If a user bypasses the block, the rule mimics an Allow rule. Therefore, you can associate either type
of Interactive Block rule with a file and intrusion policy to inspect this user-allowed traffic. The

system can also log both beginning and end-of-connection events. These connection events have an
action of allow.

Interactive Block,
|rteractive Block

with Reset
I | I
hlock by passed hlock not
by user by passed
.
Traffic flowe and ® Traffic hlocked
inspection occur asif ¥ File Inspection 4]
action wera Allow ¥ Intrusion Inspection ﬁ

Allow Action: Allowing and Inspecting Traffic

License: Any

The Allow action allows matching traffic to pass. When you allow traffic, you can use an associated
intrusion or file policy (or both) to further inspect and block unencrypted or decrypted network traffic:

e With a Protection license, you can use an intrusion policy to analyze network traffic according to

intrusion detection and prevention configurations and, optionally, drop offending packets.

Also with a Protection license, you can perform file control using a file policy. File control allows
you to detect and block your users from uploading (sending) or downloading (receiving) files of
specific types over specific application protocols.

With a Malware license, you can perform network-based advanced malware protection (AMP), also

using a file policy. Network-based AMP can inspect files for malware, and optionally block detected
malware.

For instructions on how to associate an intrusion or file policy with an access control rule, see
Controlling Traffic Using Intrusion and File Policies, page 11-1.

The diagram below illustrates the types of inspection performed on traffic that meets the conditions of
an Allow rule (or a user-bypassed Interactive Block rule; see Interactive Blocking Actions: Allowing
Users to Bypass Website Blocks, page 6-8). Notice that file inspection occurs before intrusion
inspection; blocked files are not inspected for intrusion-related exploits.

Cisco ASA with FirePOWER Services Local Management Configuration Guide g



Chapter 6 Tuning Traffic Flow Using Access Control Rules |

I Creating and Editing Access Control Rules

For simplicity, the diagram displays traffic flow for situations where both (or neither) an intrusion and a
file policy are associated with an access control rule. You can, however, configure one without the other.
Without a file policy, traffic flow is determined by the intrusion policy; without an intrusion policy,
traffic flow is determined by the file policy.

Aoy
dropped by passed by file policy, passed by intrusion o pu:!liu:ies
file palicy dropped by intrusion policy and file policies l
¥ Traffic blocked 3 Traffic blocked o Traffic allowed o Traffic allowed
« File Inspection « File Inspection « File Inspection ¥ File Inspection

[
b
3 Intrusion Inspection ¢ Intrusion Inspection W Intrusion Inspection ¢ Imrusiunlnspectiunﬁ

You can log allowed network traffic at both the beginning and end of connections.

Adding Comments to a Rule

License: Any

When you create or edit an access control rule, you can add a comment. For example, you might
summarize the overall configuration for the benefit of other users, or note when you change a rule and
the reason for the change. You can display a list of all comments for a rule along with the user who added
each comment and the date the comment was added.

When you save a rule, all comments made since the last save become read-only.

To add a comment to a rule:

Step 1 In the access control rule editor, select the Comments tab.
The Comments page appears.
Step2  Click New Comment.
The New Comment pop-up window appears.
Step3  Type your comment and click OK.
Your comment is saved. You can edit or delete this comment until you save the rule.

Step4  Save or continue editing the rule.
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Managing Access Control Rules in a Policy

License: Any

The Rules tab of the access control policy editor, shown in the following graphic, allows you to add, edit,
search, move, enable, disable, delete, and otherwise manage access control rules within your policy.

e Add Category & AddRule | Search Rules

Soi De|l So| De
# Name 2ol Zo| Ne| Ne| Us| Ap| Sr| De| UR| Action

Administrator Rules

This category is empty

Standard Rules

This category is empty

MyCompany Rules Fag |
1 IPS/Malware & Logging o Allow a & [

Root Rules

364211

This category is empty
For each rule, the policy editor displays its name, a summary of its conditions, the rule action, plus icons
that communicate the rule’s inspection and logging options. Other icons represent comments, warnings,

errors, and other important information, as described in the following table. Disabled rules are grayed
and marked (disabled) beneath the rule name.

Table 6-2 Understanding the Access Control Policy Editor

Icon |Description You can...

intrusion inspection |Click an active (yellow) inspection icon to edit the inspection options for
the rule; see Controlling Traffic Using Intrusion and File Policies,
page 11-1.If the icon is inactive (white), no policy of that type is selected

file and malware for the rule.
inspection
| [ |logging Click an active (blue) logging icon to edit the logging options for the rule;

see Logging Connections Based on Access Control Handling, page 36-9.
If the icon is inactive (white), connection logging is disabled for the rule.

= comment Click the number in the comment column to add a comment to a rule; see
Adding Comments to a Rule, page 6-10. The number indicates how many
comments the rule already contains.

warning In the access control policy editor, click Show Warnings to display a
pop-up window that lists all the warnings for the policy; see
Troubleshooting Access Control Policies and Rules, page 4-13.

—

ik €rror

@ |information

For information on managing access control rules, see:
¢ Creating and Editing Access Control Rules, page 6-2
e Searching Access Control Rules, page 6-12
e Enabling and Disabling Rules, page 6-12
e Changing a Rule's Position or Category, page 6-13
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Searching Access Control Rules

Step 1

Step 2

Enabling and

Step 1

License: Any

You can search the list of access control rules for matching values using an alphanumeric string,
including spaces and printable, special characters. The search inspects the rule name and any rule
condition you have added to the rule. For rule conditions, the search matches any name or value you can
add for each condition type (zone, network, application, and so on). This includes individual object
names or values, group object names, individual object names or values within a group, and literal
values.

You can use complete or partial search strings. The column for matching values is highlighted for each
matching rule. For example, if you search on all or part of the string 100Bao, at a minimum, the
Applications column is highlighted for each rule where you have added the 100Bao application. If you
also have a rule named 100Bao, both the Name and Applications columns are highlighted.

You can navigate to each previous or next matching rule. A status message displays the current match
and the total number of matches.

Matches may occur on any page of a multi-page rule list. When the first match is not on the first page,
the page where the first match occurs is displayed. Selecting the next match when you are at the last
match takes you to the first match, and selecting the previous match when you are at the first match takes
you to the last match.

To search for rules:

In the access control policy editor for the policy you want to search, click the Search Rules prompt, type
a search string, then press Enter. You can also use the Tab key or click a blank page area to initiate the
search.

Columns for rules with matching values are highlighted, with differentiated highlighting for the
indicated (first) match.

Find the rules you are interested in:
e To navigate between matching rules, click the next-match ( # ) or previous-match ( = ) icon.

e To refresh the page and clear the search string and any highlighting, click the clear icon ( * ).

Disabling Rules

License: Any

When you create an access control rule, it is enabled by default. If you disable a rule, the system does
not use it to evaluate network traffic and stops generating warnings and errors for that rule. When
viewing the list of rules in an access control policy, disabled rules are grayed out, although you can still
modify them. Note that you can also enable or disable an access control rule using the rule editor; see
Creating and Editing Access Control Rules, page 6-2.

To change an access control rule’s state:

In the access control policy editor for the policy that contains the rule you want to enable or disable,
right-click the rule and choose a rule state:
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Step 2

Managing Access Control Rules in a Policy

e To enable an inactive rule, select State > Enable.
e To disable an active rule, select State > Disable.
Click Store FirePOWER Changes to save the policy.

You must apply the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.

Changing a Rule's Position or Category

Moving a Rule

Step 1

Step 2

Step 3

License: Any

To help you organize access control rules, every access control policy has three system-provided rule
categories: Administrator Rules, Standard Rules, and Root Rules. You cannot move, delete, or rename
these categories, although you can create custom categories.

For more information, see:
e Moving a Rule, page 6-13
e Adding a New Rule Category, page 6-13

License: Any

Proper access control rule order reduces the resources required to process network traffic, and prevents
rule preemption.

The following procedure explains how to move one or more rules at a time using the access control
policy editor. You can also move individual access control rules using the rule editor; see Creating and
Editing Access Control Rules, page 6-2.

To move a rule:

In the access control policy editor for the policy that contains the rules you want to move, select the rules
by clicking in a blank area for each rule. Use the Ctrl and Shift keys to select multiple rules.

The rules you selected are highlighted.
Move the rules. You can cut and paste or drag and drop.

To cut and paste rules into a new location, right-click a selected rule and select Cut. Then, right-click a
blank area for a rule next to where you want to paste the cut rules and select Paste above or Paste below.
Note that you cannot copy and paste access control rules between two different access control policies.

Click Store FirePOWER Changes to save the policy.

You must apply the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.

Adding a New Rule Category

License: Any
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I Managing Access Control Rules in a Policy

To help you organize access control rules, every access control policy has three system-provided rule
categories: Administrator Rules, Standard Rules, and Root Rules. You cannot move, delete, or rename
these categories, although you can create custom categories between the Standard Rules and Root Rules.

Adding custom categories allows you to further organize your rules without having to create additional
policies. You can rename and delete categories that you add. You cannot move these categories, but you
can move rules into, within, and out of them.

To add a new category:

Step 1 In the access control policy editor for the policy where you want to add a rule category, click Add
Category.

Tip If your policy already contains rules, you can click a blank area in the row for an existing rule to set the
position of the new category before you add it. You can also right-click an existing rule and select Insert
new category.

The Add Category pop-up window appears.
Step2  Type a unique category Name.

You can enter an alphanumeric name, including spaces and special printable characters, with up to 30
characters.

Step3  You have the following choices:

¢ To position the new category immediately above an existing category, select above Category from the
first Insert drop-down list, then select the category above which you want to position the rule from
the second drop-down list.

¢ To position the new category rule below an existing rule, select below rule from the drop-down list,
then enter an existing rule number. This option is valid only when at least one rule exists in the
policy.

e To position the rule above an existing rule, select above rule from the drop-down list, then, enter an
existing rule number. This option is valid only when at least one rule exists in the policy.

Step4  Click OK.

Your category is added. You can click the edit icon (s~ ) next to a custom category to edit its name, or
click the delete icon ( [ ) to delete the category. Rules in a category you delete are added to the category
above.

Step5  Click Store FirePOWER Changes to save the policy.
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Controlling Traffic with Network-Based Rules

Access control rules within access control policies exert granular control over network traffic logging
and handling. Network-based conditions allow you to manage which traffic can traverse your network,
using one or more of the following criteria:

e source and destination security zones
e source and destination IP addresses or geographical locations
e source and destination port, which also includes transport layer protocol and ICMP code options

You can combine network-based conditions with each other and with other types of conditions to create
an access control rule. These access control rules can be simple or complex, matching and inspecting
traffic using multiple conditions. For detailed information on access control rules, see Tuning Traffic
Flow Using Access Control Rules, page 6-1.

Note  Security Intelligence-based traffic filtering, and some decoding and preprocessing occur before network
traffic is evaluated by access control rules. You can also configure the SSL inspection feature to block or
decrypt encrypted traffic before access control rules evaluate it.

Table 7-1 License Requirements for Network-Based Access Control Rules
Requirement Geolocation Control | All Other Network-Based Control
license Any Any

For information on building network-based access control rules, see:
e Controlling Traffic by Security Zone, page 7-1
e Controlling Traffic by Network or Geographical Location, page 7-3
e Controlling Traffic by Port and ICMP Codes, page 7-5

Controlling Traffic by Security Zone

License: Any

Zone conditions in access control rules allow you to control traffic by its source and destination security
zones. A security zone is a grouping of one or more interfaces.
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I Controlling Traffic by Security Zone

As a simple example, you could create two zones: Internal and External, and assign the first pair of
interfaces on the device to those zones. Hosts connected to the network on the Internal side represent
your protected assets.

To extend this scenario, you could deploy additional identically configured devices to protect similar
resources in several different locations. Each of these devices protects the assets in its Internal security
zone.

Mo

You are not required to group all internal (or external) interfaces into a single zone. Choose the grouping
that makes sense for your deployment and security policies. For more information on creating zones, see
Working with Security Zones, page 2-32.

In this deployment, you may decide that although you want these hosts to have unrestricted access to the
Internet, you nevertheless want to protect them by inspecting incoming traffic for intrusions and
malware.

To accomplish this using access control, configure an access control rule with a zone condition where
the Destination Zone is set to Internal. This simple access control rule matches traffic that leaves the device
from any interface in the Internal zone.

To ensure that the system inspects matching traffic for intrusions and malware, choose a rule action of
Allow, then associate this rule with an intrusion and a file policy. For more information, see Using Rule
Actions to Determine Traffic Handling and Inspection, page 6-6 and Controlling Traffic Using Intrusion
and File Policies, page 11-1.

If you want to build a more complex rule, you can add a maximum of 50 zones to each of the Source Zones
and Destination Zones in a single zone condition:

e To match traffic leaving the device from an interface in the zone, add that zone to the Destination
Zones.

Because devices deployed passively do not transmit traffic, you cannot use a zone comprised of
passive interfaces in a Destination Zone condition.

e To match traffic entering the device from an interface in the zone, add that zone to the Source Zones.

e If you add both source and destination zone conditions to a rule, matching traffic must originate
from one of the specified source zones and egress through one of the destination zones.

When building a zone condition, warning icons indicate invalid configurations. For details,
Troubleshooting Access Control Policies and Rules, page 4-13.

To control traffic by zone:

Step1  In the access control policy where you want to control traffic by zone, create a new access control rule
or edit an existing rule.

For detailed instructions, see Creating and Editing Access Control Rules, page 6-2.
Step 2 In the rule editor, select the Zones tab.

The Zones tab appears.
Step3  Find and select the zones you want to add from the Available Zones.

To search for zones to add, click the Search by name prompt above the Available Zones list, then type a zone
name. The list updates as you type to display matching zones.

Click to select a zone. To select multiple zones, use the Shift and Ctrl keys, or right-click and then select
Select All.
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Step 4

Step 5

Controlling Traffic by Network or Geographical Location

Click Add to Source or Add to Destination to add the selected zones to the appropriate list.
You can also drag and drop selected zones.
Save or continue editing the rule.

You must apply the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.

Controlling Traffic by Network or Geographical Location

Tip

License: feature dependent

Network conditions in access control rules allow you to control traffic by its source and destination IP
address. You can either:

e explicitly specify the source and destination IP addresses for the traffic you want to control, or

e use the geolocation feature, which associates IP addresses with geographical locations, to control
traffic based on its source or destination country or continent

When you build a network-based access control rule condition, you can manually specify IP address and
geographical locations. Alternately, you can configure network conditions with network and geolocation
objects, which are reusable and associate a name with one or more IP addresses, address blocks,
countries, continents, and so on.

After you create a network or geolocation object, you can use it not only to build access control rules,
but also to represent IP addresses in various other places in the system’s module interface. For more
information, see Managing Reusable Objects, page 2-1.

Note that if you want to write rules to control traffic by geographical location, to ensure you are using
up-to-date geolocation data to filter your traffic, Cisco strongly recommends you regularly update the
geolocation database (GeoDB) on your ASA FirePOWER module; see Updating the Geolocation
Database, page 46-19.

Table 7-2 License Requirements for Network Conditions
Requirement Geolocation Control IP Address Control
license Any Any

You can add a maximum of 50 items to each of the Source Networks and Destination Networks in a single
network condition, and you can mix network and geolocation-based configurations:

e To match traffic from an IP address or geographical location, configure the Source Networks.
e To match traffic fo an IP address or geographical location, configure the Destination Networks.

If you add both source and destination network conditions to a rule, matching traffic must originate from
one of the specified IP addresses and be destined for one of the destination IP addresses.

When building a network condition, warning icons indicate invalid configurations. For details, see
Troubleshooting Access Control Policies and Rules, page 4-13.
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I Controlling Traffic by Network or Geographical Location

Network conditions also allow you to handle proxied traffic based on the originating client. Use a source
network condition to specify proxy servers, then add an original client constraint to specify original
client IP addresses. The systems uses a packet's X-Forwarded-For (XFF), True-Client-IP, or
custom-defined HTTP header field to determine original client IP.

Traffic matches the rule if the proxy’s IP addresss matches the rule's source network constraint, and the
original client's IP address matches the rule's original client constraint. For example, to allow traffic from
a specific original client address, but only if it uses a specific proxy, create three rules:

Rule 1: Blocks non-proxied traffic from a specific IP address (209.165.201.1)
Source Networks: 209.165.201.1
Original Client Networks: none/any
Action: Block

Rule 2: Allows proxied traffic from the same IP address, but only if the proxy server for that traffic is
one you choose (209.165.200.225 or 209.165.200.238)

Source Networks: 209.165.200.225 and 209.165.200.238
Original Client Networks: 209.165.201.1
Action: Allow
Rule 3: Blocks proxied traffic from the same IP address if it uses any other proxy server.
Source Networks: any
Original Client Networks: 209.165.201.1
Action: Block

To control traffic by network or geographical location:

Step 1 In the access control policy where you want to control traffic by network, create a new access control
rule or edit an existing rule; see Creating and Editing Access Control Rules, page 6-2.

Step2 In the rule editor, select the Networks tab.
Step3  Find and select the networks you want to add from the Available Networks, as follows:

¢ Click the Networks tab to display network objects and groups to add; click the Geolocation tab to
display geolocation objects.

¢ To add a network object on the fly, which you can then add to the condition, click the add icon ( &3)
above the Available Networks list; see Working with Network Objects, page 2-3.

¢ To search for network or geolocation objects to add, select the appropriate tab, click the Search by
name or value prompt above the Available Networks list, then type an object name or the value of one
of the object’s components. The list updates as you type to display matching objects.

To select an object, click it. To select multiple objects, use the Shift and Ctrl keys, or right-click and then
select Select All.

Step4  If you want to filter proxied traffic:
e Click the Source sub-tab to specify a source network constraint.

e (Click the Original Client sub-tab to specify an original client network constraint. In proxied
connections, the original client's IP address must match one of these networks to match the rule.

Step5  Click Add to Source, Add to Original Client, or Add to Destination to add the selected objects to the appropriate
list.
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Step 6

Step 7

Controlling Traffic by Port and ICMP Codes W

You can also drag and drop selected objects.
Add any source or destination IP addresses or address blocks that you want to specify manually.

Click the Enter an IP address prompt below the Source Networks or Destination Networks list; then type an IP
address or address block and click Add.

Save or continue editing the rule.

You must apply the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.

Controlling Traffic by Port and ICMP Codes

Tip

License: Any

Network conditions in access control rules allow you to control traffic by its source and destination port.
In this context, “port” refers to one of the following:

e For TCP and UDP, you can control traffic based on the transport layer protocol. The system
represents this configuration using the protocol number in parentheses, plus an optional associated
port or port range. For example: TCP(6)/22.

e For ICMP and ICMPv6 (IPv6-ICMP), you can control traffic based on its Internet layer protocol
plus an optional type and code. For example: ICMP(1):3:3.

e You can control traffic using other protocols that do not use ports.

When you build a port-based access control rule condition, you can manually specify ports. Alternately,
you can configure port conditions with port objects, which are reusable and associate a name with one
or more ports.

After you create a port object, you can use it not only to build access control rules, but also to represent
ports in various other places in the system’s module interface. You can create port objects either using
the object manager or on-the-fly while you are configuring access control rules. For more information,
see Working with Port Objects, page 2-9.

You can add a maximum of 50 items to each of the Selected Source Ports and Selected Destination Ports lists
in a single network condition:

e To match traffic from a port, configure the Selected Source Ports.

If you add only source ports to a condition, you can add ports that use different transport protocols.
For example, you can add both DNS over TCP and DNS over UDP as source port conditions in a
single access control rule.

e To match traffic to a port, configure the Selected Destination Ports.

If you add only destination ports to a condition, you can add ports that use different transport
protocols.

¢ To match traffic both originating from specific Selected Source Ports and destined for specific Selected
Destination Ports, configure both.
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If you add both source and destination ports to a condition, you can only add ports that share a single
transport protocol (TCP or UDP). For example, if you add DNS over TCP as a source port, you can
add Yahoo Messenger Voice Chat (TCP) as a destination port but not Yahoo Messenger Voice Chat
(UDP).

Keep the following points in mind when building a port condition:

e When you add a destination ICMP port with the type set to 0 or a destination ICMPv6 port with the
type set to 129, the access control rule only matches unsolicited echo replies. ICMP echo replies

sent in response to ICMP echo requests are ignored. For a rule to match on any ICMP echo, use
ICMP type 8 or ICMPv6 type 128.

e When you use the GRE (47) protocol as a destination port condition, you can only add other
network-based conditions to the access control rule, that is, zone, and network conditions. You
cannot save the rule if you add reputation or user-based conditions.

When building a port condition, warning icons indicate invalid configurations. For example, you can use
the object manager to edit in-use port objects so that the rules that use those object groups become
invalid. For details, see Troubleshooting Access Control Policies and Rules, page 4-13.

To control traffic by port:

Step1  In the access control policy where you want to control traffic by port, create a new access control rule
or edit an existing rule.

For detailed instructions, see Creating and Editing Access Control Rules, page 6-2.
Step 2 In the rule editor, select the Ports tab.

The Ports tab appears.
Step3  Find and select the ports you want to add from the Available Ports, as follows:

¢ To add a port object on the fly, which you can then add to the condition, click the add icon (&)
above the Available Ports list; see Working with Port Objects, page 2-9.

e To search for port objects and groups to add, click the Search by name or value prompt above the
Available Ports list, then type either the name of the object, or the value of a port in the object. The
list updates as you type to display matching objects. For example, if you type 80, the ASA
FirePOWER module displays the Cisco-provided HTTP port object.

To select an object, click it. To select multiple objects, use the Shift and Ctrl keys, or right-click and
then select Select All.

Step4  Click Add to Source or Add to Destination to add the selected objects to the appropriate list.
You can also drag and drop selected objects.
Step5  Add any source or destination ports that you want to specify manually.

e For source ports, select either TCP or UDP from the Protocol drop-down list under the Selected Source
Ports list. Then, enter a Port. You can specify a single port with a value from 0 to 65535.

¢ For destination ports, select a protocol (including All for all protocols) from the Protocol drop down
list under the Selected Destination Ports list. You can also type the number of an unassigned protocol
that does not appear in the list.

If you select ICMP or IPv6-ICMP, a pop-up window appears where you can select a type and a related
code. For more information on ICMP types and codes, see
http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml and
http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml.
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If you do not want to specify a protocol, or optionally if you specified TCP or UDP, enter a Port. You
can specify a single port with a value from 0 to 65535.

Click Add. Note that the ASA FirePOWER module will not add a port to a rule condition that results in
an invalid configuration.

Step6  Save or continue editing the rule.

You must apply the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.
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Controlling Traffic with Reputation-Based Rules

Access control rules within access control policies exert granular control over network traffic logging
and handling. Reputation-based conditions in access control rules allow you to manage which traffic can
traverse your network, by contextualizing your network traffic and limiting it where appropriate. Access
control rules govern the following types of reputation-based control:

e Application conditions allow you to perform application control, which controls application traffic
based on not only individual applications, but also applications’ basic characteristics: type, risk,
business relevance, categories, and tags.

e URL conditions allow you to perform URL filtering, which controls web traffic based on individual
websites, as well as websites’ system-assigned category and reputation.

You can combine reputation-based conditions with each other and with other types of conditions to
create an access control rule. These access control rules can be simple or complex, matching and
inspecting traffic using multiple conditions. For detailed information on access control rules, see Tuning
Traffic Flow Using Access Control Rules, page 6-1.

Security Intelligence-based traffic filtering, and some decoding and preprocessing occur before network
traffic is evaluated by access control rules. You can also configure the SSL inspection feature to block or
decrypt encrypted traffic before access control rules evaluate it.

Reputation-based access control requires the following licenses.

Table 8-1 License Requirements for Reputation-Based Access Control Rules
Requirement Application Control URL Filtering (cat. & rep.) |URL Filtering (manual)
license Control URL Filtering Any

For information on adding reputation-based conditions to access control rules, see:
e Controlling Application Traffic, page 8-2
e Blocking URLs, page 8-7

The ASA FirePOWER module can perform other types of reputation-based control, but you do not
configure these using access control rules. For more information, see:

e Blacklisting Using Security Intelligence IP Address Reputation, page 5-1 explains how to limit
traffic based on the reputation of a connection’s origin or destination as a first line of defense.

¢ Tuning Intrusion Prevention Performance, page 11-6 explains how to detect, track, store, analyze,
and block the transmission of malware and other types of prohibited files.
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Controlling Application Traffic

Note

License: Control

When the ASA FirePOWER module analyzes IP traffic, it can identify and classify the commonly used
applications on your network.

Understanding Application Control

Application conditions in access control rules allow you to perform this application control. Within a
single access control rule, there are a few ways you can specify applications whose traffic you want to
control:

® You can select individual applications, including custom applications.

® You can use system-provided application filters, which are named sets of applications organized
according to the applications’ basic characteristics: type, risk, business relevance, categories, and
tags.

* You can create and use custom application filters, which group applications (including custom
applications) in any way you choose.

Application filters allow you to quickly create application conditions for access control rules. They
simplify policy creation and administration, and grant you assurance that the system will control web
traffic as expected. For example, you could create an access control rule that identifies and blocks all
high risk, low business relevance applications. If a user attempts to use one of those applications, the
session is blocked.

In addition, Cisco frequently updates and adds additional detectors via system and vulnerability database
(VDB) updates. By using filters based on application characteristics, you can ensure that the system uses
the most up-to-date detectors to monitor application traffic.

Building Application Conditions
For traffic to match an access control rule with an application condition, the traffic must match one of
the filters or applications that you add to a Selected Applications and Filters list.

In a single application condition, you can add a maximum of 50 items to the Selected Applications and
Filters list. Each of the following counts as an item:

e One or more filters from the Application Filters list, individually or in custom combination. This item
represents set of applications, grouped by characteristic.

e A filter created by saving an application search in the Available Applications list. This item represents
a set of applications, grouped by substring match.

e An individual application from the Available Applications list.

In the module interface, filters added to a condition are listed above and separately from individually
added applications.

Note that when you deploy an access control policy, for each rule with an application condition, the
system generates a list of unique applications to match. In other words, you may use overlapping filters
and individually specified applications to ensure complete coverage.

For encrypted traffic, the system can identify and filter traffic using only the applications tagged SSL
Protocol. Applications without this tag can only be detected in unencrypted or decrypted traffic.

For more information, see the following sections:
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e Matching Traffic with Application Filters, page 8-3

e Matching Traffic from Individual Applications, page 8-4

e Adding an Application Condition to an Access Control Rule, page 8-5
e Limitations to Application Control, page 8-6

Matching Traffic with Application Filters

License: Control

When building an application condition in an access control rule, use the Application Filters list to create
a set of applications, grouped by characteristic, whose traffic you want to match.

Note that the mechanism for filtering applications within an access control rule is the same as that for
creating reusable, custom application filters using the object manager; see Working with Application
Filters, page 2-10. You can also save many filters you create on-the-fly in access control rules as new,
reusable filters. You cannot save a filter that includes another user-created filter because you cannot nest
user-created filters.

Understanding How Filters Are Combined

When you select filters, singly or in combination, the Available Applications list updates to display only
the applications that meet your criteria. You can select system-provided filters in combination, but not
custom filters.

The system links multiple filters of the same filter type with an OR operation. For example, if you select
the Medium and High filters under the Risks type, the resulting filter is:

Risk: Medium OR High
If the Medium filter contains 110 applications and the High filter contains 82 applications, the system
displays all 192 applications in the Available Applications list.

The system links different types of filters with an AND operation. For example, if you select the Medium
and High filters under the Risks type, and the Medium and High filters under the Business Relevance
type, the resulting filter is:

Risk: Medium OR High

AND

Business Relevance: Medium OR High
In this case, the system displays only those applications that are included in both the Medium or High
Risk type AND the Medium or High Business Relevance type.

Finding and Selecting Filters

To select filters, click the arrow next to a filter type to expand it, then select or clear the check box next
to each filter whose applications you want to display or hide. You can also right-click a system-provided
filter type (Risks, Business Relevance, Types, Categories, or Tags) and select Check All or Uncheck All.

To search for filters, click the Search by name prompt above the Available Filters list, then type a name. The
list updates as you type to display matching filters.

After you are done selecting filters, use the Available Applications list to add those filters to the rule; see
Matching Traffic from Individual Applications, page 8-4.
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Matching Traffic from Individual Applications

Note

License: Control

When building an application condition in an access control rule, use the Available Applications list to
select the applications whose traffic you want to match.

Browsing the List of Applications
When you first start to build the condition the list is unconstrained, and displays every application the
system detects, 100 at a time:

¢ To page through the applications, click the arrows underneath the list.

e To display a pop-up window with summary information about the application’s characteristics, as
well as Internet search links that you can follow, click the information icon (3§ ) next to an
application.

Finding Applications to Match

To help you find the applications you want to match, you can constrain the Available Applications list in
the following ways:

e To search for applications, click the Search by name prompt above the list, then type a name. The list
updates as you type to display matching applications.

¢ To constrain the applications by applying a filter, use the Application Filters list (see Matching Traffic
with Application Filters, page 8-3). The Available Applications list updates as you apply filters.

Once constrained, an All apps matching the filter option appears at the top of the Available Applications list.
This option allows you to add all the applications in the constrained list to the Selected Applications and
Filters list, all at once.

If you select one or more filters in the Application Filters list and also search the Available Applications
list, your selections and the search-filtered Available Applications list are combined using an AND
operation. That is, the All apps matching the filter condition includes all the individual conditions currently
displayed in the Available Applications list as well as the search string entered above the Available
Applications list.

Selecting Single Applications to Match in a Condition

After you find an application you want to match, click to select it. To select multiple applications, use
the Shift and Ctrl keys, or right-click and select Select All to select all applications in the current
constrained view.

In a single application condition, you can match a maximum of 50 applications by selecting them
individually; to add more than 50 you must either create multiple access control rules or use filters to
group applications.

Selecting All Applications Matching a Filter for a Condition

Once constrained by either searching or using the filters in the Application Filters list, the All apps matching
the filter option appears at the top of the Available Applications list.

This option allows you to add the entire set of applications in the constrained Available Applications list to
the Selected Applications and Filters list, at once. In contrast to adding applications individually, adding this
set of applications counts as only one item against the maximum of 50, regardless of the number of
individual applications that comprise it.
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When you build an application condition this way, the name of the filter you add to the Selected
Applications and Filters list is a concatenation of the filter types represented in the filter plus the names of
up to three filters for each type. More than three filters of the same type are followed by an ellipsis (...).
For example, the following filter name includes two filters under the Risks type and four under Business
Relevance:

Risks: Medium, High Business Relevance: Low, Medium, High, ...
Filter types that are not represented in a filter you add with All apps matching the filter are not included in
the name of the filter you add. These filter types are set to any; that is, these filter types do not constrain
the filter, so any value is allowed for these.

You can add multiple instances of All apps matching the filter to an application condition, with each
instance counting as a separate item in the Selected Applications and Filters list. For example, you could
add all high risk applications as one item, clear your selections, then add all low business relevance
applications as another item. This application condition matches applications that are high risk OR have
low business relevance.

Adding an Application Condition to an Access Control Rule

Step 1

Step 2
Step 3

Step 4

Step 5

License: Control

For traffic to match an access control rule with an application condition, the traffic must match one of
the filters or applications that you add to a Selected Applications and Filters list.

You can add a maximum of 50 items per condition, and filters added to a condition are listed above and
separately from individually added applications. When building an application condition, warning icons
indicate invalid configurations. For details, see Troubleshooting Access Control Policies and Rules,
page 4-13.

To control application traffic:

In the access control policy where you want to control traffic by application, create a new access control
rule or edit an existing rule.

For detailed instructions, see Creating and Editing Access Control Rules, page 6-2.
In the rule editor, click the Applications tab.

Optionally, enable content restriction features by clicking the dimmed icons for Safe Search (%) or
YouTube EDU ( #;) and setting related options; for additional configuration requirements, see Using
Access Control Rules to Enforce Content Restriction, page 13-1.

In most cases, enabling content restriction populates the condition's Selected Applications and Filters list
with the appropriate values. The system does not automatically populate the list if applications or filters
related to content restriction are already present in the list when you enable content restriction.

Continue with the procedure to refine your application and filter selections, or skip to saving the rule.
Optionally, use filters to constrain the list of applications displayed in the Available Applications list.

Select one or more filters in the Application Filters list. For more information, see Matching Traffic with
Application Filters, page 8-3.

Find and select the applications you want to add from the Available Applications list.

You can search for and select individual applications, or, when the list is constrained, All apps matching
the filter. For more information, see Matching Traffic from Individual Applications, page 8-4.
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Step 6

Tip

Step 7

Step 8

Click Add to Rule to add the selected applications to the Selected Applications and Filters list.

You can also drag and drop selected applications and filters. Filters appear under the heading Filters, and
applications appear under the heading Applications.

Before you add another filter to this application condition, click Clear All Filters to clear your existing
selections.

Optionally, click the add icon (.d ) above the Selected Applications and Filters list to save a custom filter
comprised of all the individual applications and filters currently in the list.

Use the object manager to manage this on-the-fly-created filter; see Working with Application Filters,
page 2-10. Note that you cannot save a filter that includes another user-created filter; you cannot nest
user-created filters.

Save or continue editing the rule.

You must deploy the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.

Limitations to Application Control
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License: Control

Keep the following points in mind when performing application control.

Speed of Application Identification

The system cannot perform application control before:
e a monitored connection is established between a client and server, and
¢ the system identifies the application in the session

This identification should occur within 3 to 5 packets, or after the server certificate exchange in the SSL
handshake if the traffic is encrypted. If one of these first packets matches all other conditions in an access
control rule containing an application condition but the identification is not complete, the access control
policy allows the packet to pass. This behavior allows the connection to be established so that
applications can be identified. For your convenience, affected rules are marked with an information icon
(@).

The allowed packets are inspected by the access control policy’s default intrusion policy (not the default
action intrusion policy nor the almost-matched rule’s intrusion policy). For more information, see
Setting the Default Intrusion Policy for Access Control, page 20-1.

After the system completes its identification, the system applies the access control rule action, as well
as any associated intrusion and file policy, to the remaining session traffic that matches its application
condition.

Handling Encrypted Traffic

The system can identify and filter unencrypted application traffic that becomes encrypted using
StartTLS, such as SMTPS, POPS, FTPS, TelnetS, and IMAPS. In addition, it can identify certain
encrypted applications based on the Server Name Indication in the TLS client hello message, or the
server certificate subject distinguished name value.
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These applications are tagged SSL Protocol. Applications without this tag can only be detected in
unencrypted or decrypted traffic.

Handling Application Traffic Packets Without Payloads

The system applies the default policy action to packets that do not have a payload in a connection where
an application is identified.

Handling Referred Traffic

To create a rule to act on traffic referred by a web server, such as advertisement traffic, add a condition
for the referred application rather than the referring application.

Controlling Application Traffic That Uses Multiple Protocols (Skype)

The system can detect multiple types of Skype application traffic. When building an application
condition to control Skype traffic, select the Skype tag from the Application Filters list rather than selecting
individual applications. This ensures that the system can detect and control all Skype traffic the same
way. For more information, see Matching Traffic with Application Filters, page 8-3.

Blocking URLs

Note

License: feature dependent

URL conditions in access control rules allow you to limit the websites that users on your network can
access. This feature is called URL filtering. There are two ways you can use access control to specify
URLSs you want to block (or, conversely, allow):

e With any license, you can manually specify individual URLs or groups of URLSs to achieve granular,
custom control over web traffic.

e With a URL Filtering license, you can also control access to websites based on the URL’s general
classification, or category, and risk level, or reputation. The system displays this category and
reputation data in connection logs, intrusion events, and application details.

To see URL category and reputation information in events, you must create at least one access control
rule with a URL condition.

When you block a website, you can either allow the user’s browser its default behavior, or you can
display a generic system-provided or custom page. You can also give users a chance to bypass a website
block by clicking through a warning page.

Table 8-2 License Requirements for URL Filtering
Requirement Category & Reputation-Based Manual
license URL Filtering Any

For more information, see:
e Performing Reputation-Based URL Blocking, page 8-8
e Performing Manual URL Blocking, page 8-10
e Limitations to URL Detection and Blocking, page 8-11
¢ Allowing Users to Bypass URL Blocks, page 8-12
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e Displaying a Custom Web Page for Blocked URLs, page 8-14

Performing Reputation-Based URL Blocking

8-8

Note

License: URL Filtering

With a URL Filtering license, you can control your users’ access to websites based on the category and
reputation of requested URLs, which the ASA FirePOWER module obtains from the Cisco cloud:

e The URL category is a general classification for the URL. For example, ebay.com belongs to the
Auctions category, and monster.com belongs to the Job Search category. A URL can belong to more
than one category.

e The URL reputation represents how likely the URL is to be used for purposes that might be against
your organization’s security policy. A URL’s risk can range from High Risk (level 1) to Well Known
(level 5).

Before access control rules with category and reputation-based URL conditions can take effect, you
must enable communications with the Cisco cloud. This allows the ASA FirePOWER module to retrieve
URL data. For more information, see Enabling Cloud Communications, page 44-2.

Advantages to Reputation-Based URL Blocking

URL categories and reputations allow you to quickly create URL conditions for access control rules. For
example, you could create an access control rule that identifies and blocks all High Risk URLs in the
Abused Drugs category. If a user attempts to browse to any URL with that category and reputation
combination, the session is blocked.

Using category and reputation data from the Cisco cloud also simplifies policy creation and
administration. It grants you assurance that the system will control web traffic as expected. Finally,
because the cloud is continually updated with new URLs, as well as new categories and risks for existing
URLs, you can ensure that the system uses up-to-date information to filter requested URLs. Malicious
sites that represent security threats such as malware, spam, botnets, and phishing may appear and
disappear faster than you can update and deploy new policies.

Some examples include:

e [If arule blocks all gaming sites, as new domains get registered and classified as Gaming, the system
can block those sites automatically.

e If a rule blocks all malware sites, and a blog page gets infected with malware, the cloud can
recategorize the URL from Blog to Malware and the system can block that site.

e If a rule blocks high-risk social networking sites, and somebody posts a link on their profile page
that contains links to malicious payloads, the cloud can change the reputation of that page from
Benign sites to High Risk so the system can block it.

Note that if the cloud does not know the category or reputation of a URL, or if the ASA FirePOWER
module cannot contact the cloud, that URL does not trigger access control rules with category or
reputation-based URL conditions. You cannot assign categories or reputations to URLs manually.

Building URL Conditions

You can add a maximum of 50 items to the Selected URLs to match in a single URL condition. Each URL
category, optionally qualified by reputation, counts as a single item. Note that you can also use literal
URLs and URL objects in URL conditions, but you cannot qualify these items with a reputation. For
more information, see Performing Manual URL Blocking, page 8-10.
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Step 5
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Blocking URLs

Note that you cannot qualify a literal URL or URL object with a reputation.

When building a URL condition, warning icons indicate invalid configurations. For details, see
Troubleshooting Access Control Policies and Rules, page 4-13.

To control traffic by requested URL using category and reputation data:

In the access control policy where you want to control traffic by URL, create a new access control rule
or edit an existing rule.

For detailed instructions, see Creating and Editing Access Control Rules, page 6-2.
In the rule editor, select the URLs tab.
The URLs tab appears.

Find and select the categories of URL you want to add from the Categories and URLs list. To match web
traffic regardless of category, select Any category.

To search for categories to add, click the Search by name or value prompt above the Categories and URLs list,
then type the category name. The list updates as you type to display matching categories.

To select a category, click it. To select multiple categories, use the Shift and Ctrl keys.

Although you can right-click and Select All categories, adding all categories this way exceeds the 50-item
maximum for an access control rule. Instead, use Any.

Optionally, qualify your category selections by clicking a reputation level from the Reputations list. If you
do not specify a reputation level, the system defaults to Any, meaning all levels.

You can only select one reputation level. When you choose a reputation level, the access control rule
behaves differently depending on its purpose:

e If the rule blocks or monitors web access (the rule action is Block, Block with reset, Interactive Block,
Interactive Block with reset, or Monitor) selecting a reputation level also selects all reputations more
severe than that level. For example, if you configure a rule to block or monitor Suspicious sites (level
2), it also automatically blocks or monitors High risk (level 1) sites.

e If the rule allows web access, whether to trust or further inspect it (the rule action is Allow or Trust),
selecting a reputation level also selects all reputations less severe than that level. For example, if you
configure a rule to allow Benign sites (level 4), it also automatically allows Well known (level 5) sites.

If you change the rule action for a rule, the system automatically changes the reputation levels in URL
conditions according to the above points.

Click Add to Rule or drag and drop the selected items to add them to the Selected URLs list.
Save or continue editing the rule.

You must deploy the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.
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Performing Manual URL Blocking

License: Any

To supplement or selectively override URL filtering by category and reputation, you can control web
traffic by manually specifying individual URLs or groups of URLs. This allows you to achieve granular,
custom control over allowed and blocked web traffic. You can also perform this type of URL filtering
without a special license.

To manually specify URLSs to allow or block in an access control rule, you can type in a single literal
URL. Or, you can configure URL conditions using URL objects, which are reusable and associate a name
with a URL or IP address.

Tip After you create a URL object, you can use it not only to build access control rules, but also to represent
URLs in various other places in the system’s module interface. You can create these objects using the
object manager; you can also create URL objects on-the-fly while you are configuring access control
rules. For more information, see Working with URL Objects, page 2-10.

Manually Specifying URLs in URL Conditions

Although manual entry gives you precise control over allowed and blocked web traffic, you cannot
qualify a manually specified URL with a reputation. Additionally, you must make sure that your rules
do not have unintended consequences. To determine whether network traffic matches a URL condition,
the system performs a simple substring match. If the value of a URL object or manually typed URL
matches any part of a URL requested by a monitored host, the URL condition of the access control rule
is satisfied.

Therefore, when manually specifying URLs in URL conditions, including in URL objects, carefully
consider other traffic that might be affected. For example, if you allow all traffic to example.com, your
users could browse to URLs including:

e http://example.com/
e http://example.com/newexample
e http://www.example.com/

As another example, consider a scenario where you want to explicitly block ign.com (a gaming site).
However, substring matching means that blocking ign.com also blocks verisign.com, which might not be
your intent.

Manually Blocking Encrypted Web Traffic
URL conditions in access control rules:
e disregard the encryption protocol of web traffic (HTTP vs HTTPS)

For example, access control rules treat traffic to http://example.com/ the same as traffic to
https://example.com/. To configure an access control rule that matches only HTTP or HTTPS traffic,
add an application condition to the rule. For more information, see Blocking URLs, page 8-7.

e match HTTPS traffic based on the subject common name in the public key certificate used to encrypt
the traffic, and also disregard subdomains within the subject common name

Do not include subdomain information when manually filtering HTTPS traffic.

When building a URL condition, warning icons indicate invalid configurations. For details, see
Troubleshooting Access Control Policies and Rules, page 4-13.
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To control web traffic by manually specifying URLs to allow or block:

In the access control policy where you want to control traffic by URL, create a new access control rule
or edit an existing rule.

For detailed instructions, see Creating and Editing Access Control Rules, page 6-2.

In the rule editor, select the URLs tab.

The URLs tab appears.

Find and select the URL objects and groups you want to add from the Categories and URLs list:

¢ To add a URL object on the fly, which you can then add to the condition, click the add icon (i)
above the Categories and URLs list; see Working with URL Objects, page 2-10.

e To search for URL objects and groups to add, click the Search by name or value prompt above the
Categories and URLs list, then type either the name of the object, or the value of a URL or IP address
in the object. The list updates as you type to display matching objects.

To select an object, click it. To select multiple objects, use the Shift and Ctrl keys. Although you can
right-click and Select All URL objects and categories, adding URLs this way exceeds the 50-item
maximum for an access control rule.

Click Add to Rule or to add the selected items to the Selected URLs list.

You can also drag and drop selected items.

Add any literal URLSs that you want to specify manually. You cannot use wildcards (*) in this field.
Click the Enter URL prompt below the Selected URLs list; then type a URL or IP address and click Add.
Save or continue editing the rule.

You must deploy the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.

Limitations to URL Detection and Blocking

License: Any

Keep the following points in mind when performing URL detection and blocking.

Speed of URL Identification
The system cannot filter URLs before:

e a monitored connection is established between a client and server
e the system identifies the HTTP or HTTPS application in the session

e the system identifies the requested URL (for encrypted sessions, from either the client hello message
or the server certificate)

This identification should occur within 3 to 5 packets, or after the server certificate exchange in the SSL
handshake if the traffic is encrypted. If one of these first packets matches all other conditions in an access
control rule containing a URL condition but the identification is not complete, the access control policy
allows the packet to pass. This behavior allows the connection to be established so that URLs can be
identified. For your convenience, affected rules are marked with an information icon ({3 ).
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The allowed packets are inspected by the access control policy’s default intrusion policy (not the default
action intrusion policy nor the almost-matched rule’s intrusion policy). For more information, see
Setting the Default Intrusion Policy for Access Control, page 20-1.

After the system completes its identification, the system applies the access control rule action, as well
as any associated intrusion and file policy, to the remaining session traffic that matches its URL
condition.

Handling Encrypted Web Traffic

When evaluating encrypted web traffic using access control rules with URL conditions, the system:

e disregards the encryption protocol; an access control rule matches both HTTPS and HTTP traffic if
the rule has a URL condition but not an application condition that specifies the protocol

e matches HTTPS traffic based on the subject common name in the public key certificate used to
encrypt the traffic, and disregards subdomains within the subject common name

e does not display an HTTP response page, even if you configured one

Search Query Parameters in URLs

The system does not use search query parameters in the URL to match URL conditions. For example,
consider a scenario where you block all shopping traffic. In that case, using a web search to search for
amazon.com is not blocked, but browsing to amazon.com is.

Allowing Users to Bypass URL Blocks

Tip

License: Any

When you block a user’s HTTP web request using an access control rule, setting the rule action to
Interactive Block or Interactive Block with reset gives that user a chance to bypass the block by clicking
through a warning HTTP response page. You can display a generic system-provided response page or
you can enter custom HTML.

By default, the system allows users to bypass blocks for 10 minutes (600 seconds) without displaying
the warning page on subsequent visits. You can set the duration to as long as a year, or you can force the
user to bypass the block every time.

If the user does not bypass the block, matching traffic is denied without further inspection; you can also
reset the connection. On the other hand, if a user bypasses the block, the system allows the traffic.
Allowing this traffic means that you can continue to inspect unencrypted payloads for intrusions,
malware and prohibited files. Note that users may have to refresh after bypassing the block to load page
elements that did not load.

Note that you configure the interactive HTTP response page separately from the response page you
configure for Block rules. For example, you could display the system-provided page to users whose
sessions are blocked without interaction, but a custom page to users who can click to continue. For more
information, see Displaying a Custom Web Page for Blocked URLs, page 8-14.

If you block web traffic decrypted by the SSL inspection feature, the system encrypts the response page
and sends it at the end of the reencrypted SSL stream.

To quickly disable interactive blocking for all rules in an access control policy, display neither the
system-provided page nor a custom page. This causes the system to block all connections that match an
Interactive Block rule without interaction.
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To allow users to bypass a website block:

Create an access control rule that matches web traffic with a URL condition.

See Performing Reputation-Based URL Blocking, page 8-8 and Performing Manual URL Blocking,
page 8-10.

Make sure the access control rule action is Interactive Block or Interactive Block with reset.
See Using Rule Actions to Determine Traffic Handling and Inspection, page 6-6.

Assume users will bypass the block and choose inspection and logging options for the rule accordingly.
As with Allow rules:

¢ You can associate either type of Interactive Block rule with a file and intrusion policy. For more
information, see Controlling Traffic Using Intrusion and File Policies, page 11-1.

e Logging options for interactively blocked traffic are identical to those in allowed traffic, but keep in
mind that if a user does not bypass the interactive block, the system can log only
beginning-of-connection events.

Note that when the system initially warns the user, it marks any logged beginning-of-connection
event with the Interactive Block or Interactive Block with reset action. If the user bypasses the block,
additional connection events logged for the session have an action of Allow. For more information,
see Logging Connections Based on Access Control Handling, page 36-9.

Optionally, set the amount of time that elapses after a user bypasses a block before the system displays
the warning page again.

See Setting the User Bypass Timeout for a Blocked Website, page 8-13.
Optionally, create and use a custom page to display to allow users to bypass a block.

See Displaying a Custom Web Page for Blocked URLs, page 8-14.

Setting the User Bypass Timeout for a Blocked Website

Step 1

Step 2

Step 3

Step 4

License: Any

By default, the system allows a user to bypass interactive blocks for 10 minutes (600 seconds) without
displaying the warning page on subsequent visits. You can set the duration to as long as a year, or to zero
to force the user to bypass the block every time. This limit applies to every Interactive Block rule in the
policy. You cannot set the limit per rule.

To customize the length of time before a user bypass expires:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy you want to configure.
The access control policy editor appears.

Select the Advanced tab.

Advanced settings for the access control policy appear.

Click the edit icon (") next to General Settings.

The General Settings pop-up window appears.
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Step 5

Step 6

Step 7

In the Allow an Interactive Block to bypass blocking for (seconds) field, type the number of seconds that must
elapse before the user bypass expires.

You can specify any number of seconds from zero to 31536000 (one year). Specifying zero forces your
users to bypass the block every time.

Click OK.
Advanced settings for the access control policy appear.
Click Store ASA FirePOWER Changes.

You must deploy the access control policy for your changes to take effect. For more information, see
Deploying Configuration Changes, page 4-12.

Displaying a Custom Web Page for Blocked URLs

Step 1

License: Any

When the system blocks a user’s HTTP web request, what the user sees in a browser depends on how
you block the session, using the access control rule’s action. You should select:

e Block or Block with reset to deny the connection. A blocked session times out; the system resets Block
with reset connections. However, for both blocking actions, you can override the default browser or
server page with a custom page that explains that the connection was denied. The system calls this
custom page an HTTP response page.

¢ Interactive Block or Interactive Block with reset if you want to display an interactive HITP response
page that warns users, but also allows them to click a button to continue or refresh the page to load
the originally requested site. Users may have to refresh after bypassing the response page to load
page elements that did not load.

You can either display a generic system-provided response page, or you can enter custom HTML. When
you enter custom text, a counter shows how many characters you have used.

In each access control policy, you configure the interactive HTTP response page separately from the
response page you use to block traffic without interaction, that is, using a Block rule. For example, you
could display the system-provided page to users whose sessions are blocked without interaction, but a
custom page to users who can click to continue.

Reliable display of HTTP response pages to your users depends on your network configuration, traffic
loads, and size of the page. If you build a custom response page, keep in mind that a smaller page is more
likely to display successfully.

To configure HTTP response pages:

Edit the access control policy monitoring your web traffic; see Editing Access Control Policies,
page 4-7.
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Step2  Click the HTTP Responses tab.

Step3  For the Block Response Page and the Interactive Block Response Page, choose responses from the drop-down
lists. For each page, you have the following choices:

e System-provided—Displays a generic response. Click the view icon (-4 ) to view the code for this
page.

e Custom—Create a custom response page.
A pop-up window appears, prepopulated with system-provided code that you can replace or modify.

When you are done, save your changes. Note that you can edit a custom page by clicking the edit
icon (&).

¢ None—Disables the response page and blocks sessions without interaction or explanation. Note that
selecting this option for interactively blocked sessions prevents users from clicking to continue; the
session is blocked without interaction.

Step4  Click Store ASA FirePOWER Changes.

You must redeploy the configuration for your changes to take effect. For more information, see
Deploying Configuration Changes, page 4-12.
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Access Control Rules: Realms and Users

The

following topics describe how to control user traffic on your network:

Realm, User, User Group, and ISE Attribute Access Control Rule Conditions, page 9-1
Troubleshooting Issues with User Access Control Rules, page 9-2

Adding a Realm, User, or User Group Condition to an Access Control Rule, page 9-3
Configuring ISE Attribute Conditions, page 9-3

Realm, User, User Group, and ISE Attribute Access Control Rule

Conditions

License: Control

Before you can perform user control (create access control rule conditions based on entire realms,
individual users, user groups, or ISE attributes), you must:

Note

You

Configure a realm for each Microsoft Active Directory or LDAP server you want to monitor. If you
enable user download for the realm, the Firepower Management Center regularly and automatically
queries the server to download metadata for newly or already-reported authoritative users and user
groups.

Create an identity policy to associate the realm with an authentication method.

Configure one or more User Agents or ISE devices, or captive portal. If you want to use an ISE
attribute condition, you must configure ISE.

User Agents, ISE, and captive portal collect authoritative user data that can be used for user control
in access control rule conditions. The identity sources monitor specified users as they log in or out
of hosts or authenticate using LDAP or AD credentials.

If you configure a User Agent or ISE device to monitor a large number of user groups, or if you
have a very large number of users mapped to hosts on your network, the system may drop user
mappings based on groups, due to your Firepower Management Center user limit. As a result,
access control rules with realm, user, or user group conditions may not fire as expected.

can add a maximum of 50 realms, users, and groups to the Selected Users in a single user condition.

Conditions with user groups match traffic to or from any of the group’s members, including members of
any sub-groups, with the exception of individually excluded users and members of excluded sub-groups.
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Including a user group automatically includes all of that group’s members, including members of any
secondary groups. However, if you want to use the secondary group in access control rules, you must
explicitly include the secondary group.

Note  Hardware-based fast-path rules, Security Intelligence-based traffic filtering, SSL inspection, user
identification, and some decoding and preprocessing occur before access control rules evaluate network
traffic.

Troubleshooting Issues with User Access Control Rules

License: Control

If you notice unexpected user access control rule behavior, consider tuning your rule, identity source, or
realm configurations.

Access control rules targeting realms, users, or user groups are not firing

If you configure a User Agent or ISE device to monitor a large number of user groups, or if you have a
very large number of users mapped to hosts on your network, the system may drop user records due to
your Firepower Management Center user limit. As a result, access control rules with realm or user
conditions may not fire as expected.

Access control rules targeting user groups or users within user groups are not firing as expected

If you configure an access control rule with a user group condition, your LDAP or Active Directory
server must have user groups configured. The Firepower Management Center cannot perform user group
control if the server organizes the users in basic object hierarchy.

Access control rules targeting users in secondary groups are not firing as expected

If you configure an access control rule with a user group condition that includes or excludes users who
are members of a secondary group on your Active Directory server, your server may be limiting the
number of users it reports.

By default, Active Directory servers limit the number of users they report from secondary groups. You
must customize this limit so that all of the users in your secondary groups are reported to the Firepower
Management Center and eligible for use in access control rules with user conditions.

Access control rules are not matching users when seen for the first time

After the system detects activity from a previously-unseen user, the system retrieves information from
the server. Until the system successfully retrieves this information, activity seen by this user is not
handled by matching access control rules. Instead, the user session is handled by the next access control
rule it matches (or the access control policy default action).

For example, this may explain when:

e Users who are members of user groups are not matching access control rules with user group
conditions.

e Users who were reported by ISE or the User Agent are not matching access control rules, when the
server used for user data retrieval is an Active Directory server.

Note that this may also cause the system to delay the display of user data in event views and analysis
tools.
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Adding a Realm, User, or User Group Condition to an Access Control Rule

Adding a Realm, User, or User Group Condition to an Access
Control Rule

Step 1
Step 2
Step 3
Step 4
Step 5

License: Control

Before You Begin

¢ Configure one or more authoritative user identity sources as described in User Identity Sources,
page 33-1.

e Configure a realm as described in Creating a Realm, page 32-4. A user download (automatic or
on-demand) must be performed before you can configure realm, user, or user group conditions in an
access control rule.

In the access control rule editor, select the Users tab.

Search by name or value above the Available Realms list and select a realm.
Search by name or value above the Available Users list and select a user or group.
Click Add to Rule, or drag and drop.

Save or continue editing the rule.

What to Do Next
e Deploy configuration changes; see Deploying Configuration Changes, page 4-12.

Configuring ISE Attribute Conditions

Step 1
Step 2
Step 3
Step 4

Note

Step 5

License: Control

Before You Begin

e Configure ISE as described in Configuring an ISE Connection, page 33-6.

In the access control rule editor, click the SGT/ISE Attributes tab.

Search by name or value above the Available Attributes list and choose an attribute.
Search by name or value above the Available Metadata list and choose metadata.
Click Add to Rule, or drag and drop.

You can also use the Add a Location IP Address field to add a Location IP attribute to the condition.

You can use ISE-assigned Security Group Tags (SGTs) to constrain ISE attribute conditions. To use
custom SGTs in access control rules, see ISE SGT v. Custom SGT Rule Conditions, page 10-1.

Save or continue editing the rule.
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I Configuring ISE Attribute Conditions

What to Do Next
e Deploy configuration changes; see Deploying Configuration Changes, page 4-12.
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Access Control Rules: Custom Security Group
Tags

The Security Group Tag (SGT) specifies the privileges of a traffic source within a trusted network.
Security Group Access (a feature of both Cisco TrustSec and Cisco ISE) automatically generates the
SGT when a user adds a security group in TrustSec or ISE. SGA then applies the SGT attribute as packets
enter the network. You can use SGTs for access control by configuring ISE as an identity source or
creating custom SGT objects.

Custom SGT conditions allow you to configure access control rules based on custom SGT objects. You
manually add custom SGT objects to the Firepower System, rather than obtaining SGTs via ISE.

You can only use custom SGT conditions if you disable ISE as an identity source.
The following topics describe how to use SGT conditions in access control rules:
e ISE SGT v. Custom SGT Rule Conditions, page 10-1
¢ Automatic Transition from Custom SGT to ISE SGT Rule Conditions, page 10-2
e Configuring Custom SGT Conditions, page 10-2
e Troubleshooting Custom SGT Conditions, page 10-3

ISE SGT v. Custom SGT Rule Conditions

You can use SGTs for access control by either configuring ISE as an identity source (ISE SGT) or
creating custom SGT objects (custom SGT). The system handles ISE SGT and custom SGT rule
conditions differently:

ISE SGT: ISE connection configured

You can use ISE SGTs as ISE attribute conditions in access control rules. When you choose Security Group
Tag from the Available Attributes list in the SGT/ISE Attributes tab, the system populates the Available Metadata
list by querying ISE for available tags. The presence or absence of an SGT attribute in a packet
determines the system's response:

e If an SGT attribute is present in the packet, the system extracts that value and compares it to ISE
SGT conditions in access control rules.

e If the SGT attribute is absent from the packet, the system queries ISE for the SGT associated with
the packet's source IP address and compares the returned value to ISE SGT conditions in access
control rules.
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Il Automatic Transition from Custom SGT to ISE SGT Rule Conditions

Custom SGT: No ISE connection configured

You can create custom SGT objects and use them as conditions in access control rules. When you choose
Security Group Tag from the Available Attributes list in the SGT/ISE Attributes tab, the system populates the
Available Metadata list with any SGT objects you have added. The presence or absence of an SGT attribute
in a packet determines the system's response:

e Ifan SGT attribute is present in the packet, the system extracts that value and compares it to custom
SGT conditions in access control rules.

e [If the SGT attribute is absent from the packet, the system does not match the packet to custom SGT
conditions in access control rules.

Automatic Transition from Custom SGT to ISE SGT Rule

Conditions

If you create access control rules using custom SGT objects as conditions, then later configure ISE as an
identity source, the system:

e Disables the Security Group Tag object option in the Object Manager. You cannot add new SGT
objects, edit existing SGT objects, or add SGT objects as new conditions unless you disable the ISE
connection.

e Retains existing SGT objects. You cannot modify these existing objects. You can view them only in
the context of the existing access control rules that use them as conditions.

e Retains existing access control rules with custom SGT conditions. Because custom SGT objects can
only be updated via manual editing, Cisco recommends that you delete or disable these rules.
Instead, create rules using SGTs as ISE attribute conditions. The system automatically queries ISE
to update SGT metadata for ISE attribute conditions, but you can only update custom SGT objects
via manual editing.

Configuring Custom SGT Conditions

Step 1
Step 2
Step 3

Step 4
Step 5

License: Any

To configure a custom Security Group Tag (SGT) condition:

In the access control rule editor, click the SGT/ISE Attributes tab.
Choose Security Group Tag from the Available Attributes list.
In the Available Metadata list, find and choose a custom SGT object.

If you choose , the rule matches all traffic with an SGT attribute. For example, you might choose this
value if you want the rule to block traffic from hosts that are not configured for TrustSec.

Click Add to Rule, or drag and drop.

Save or continue editing the rule.

What to Do Next
¢ Deploy configuration changes; see Deploying Configuration Changes, page 4-12.
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Troubleshooting Custom SGT Conditions

Troubleshooting Custom SGT Conditions

If you notice unexpected rule behavior, consider tuning your custom SGT object configuration.

Security Group Tag objects unavailable

Custom SGT objects are only available if you do not configure ISE as an identity source. For more
information, see Automatic Transition from Custom SGT to ISE SGT Rule Conditions, page 10-2.
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Controlling Traffic Using Intrusion and File
Policies

Intrusion and file policies work together, as the last line of defense before traffic is allowed to its
destination:

¢ Intrusion policies govern the system’s intrusion prevention capabilities; see Understanding
Network Analysis and Intrusion Policies, page 18-1.

¢ File policies govern the system’s network-based file control and advanced malware protection
(AMP) capabilities; see Understanding and Creating File Policies, page 35-4.

Security Intelligence-based traffic filtering (blacklisting), SSL inspection-based decisions, and traffic
decoding and preprocessing occur before network traffic is examined for intrusions, prohibited files, and
malware. Access control rules and the access control default action determine which traffic is inspected
by intrusion and file policies.

By associating an intrusion or file policy with an access control rule, you are telling the system that
before it passes traffic that matches the access control rule’s conditions, you first want to inspect the
traffic with an intrusion policy, a file policy, or both.

Intrusion prevention and AMP require that you enable specific licensed capabilities as described in the
following table.

Table 11-1 License Requirements for Intrusion and File Inspection
Feature Description License
intrusion prevention |detect and optionally block Protection

intrusions and exploits

file control detect and optionally block the Protection
transmission of file types

advanced malware |detect, track, and optionally block |Malware
protection (AMP) the transmission of malware

For more information on inspecting traffic for intrusions, prohibited files, and malware, see:
e Inspecting Allowed Traffic For Intrusions and Malware, page 11-2
e Tuning Intrusion Prevention Performance, page 11-6

e Tuning File and Malware Inspection Performance and Storage, page 11-16
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I Inspecting Allowed Traffic For Intrusions and Malware

Inspecting Allowed Traffic For Intrusions and Malware

Note

License: Protection or Malware

Intrusion and file policies govern the system’s intrusion prevention, file control, and AMP capabilities
as a last line of defense before traffic is allowed to its destination. Security Intelligence-based traffic
filtering, SSL inspection decisions (including decryption), decoding and preprocessing, and access
control rule selection occur before intrusion and file inspection.

By associating an intrusion or file policy with an access control rule, you are telling the system that
before it passes traffic that matches the access control rule’s conditions, you first want to inspect the
traffic with an intrusion policy, a file policy, or both. Access control rule conditions can be simple or
complex; you can control traffic by security zone, network or geographical location, port, application,
requested URL, and user.

The system matches traffic to access control rules in the order you specify. In most cases, the system
handles network traffic according to the first access control rule where all the rule’s conditions match
the traffic. An access control rule’s action determines how the system handles matching traffic. You can
monitor, trust, block, or allow (with or without further inspection) matching traffic; see Using Rule
Actions to Determine Traffic Handling and Inspection, page 6-6.

Note that an Interactive Block rule has the same inspection options as an Allow rule. This is so you can
inspect traffic for malicious content when a user bypasses a blocked website by clicking through a
warning page. For more information, see Interactive Blocking Actions: Allowing Users to Bypass
Website Blocks, page 6-8.

Traffic that does not match any of the non-Monitor access control rules in a policy is handled by the
default action. Note that the system can inspect traffic allowed by the default action for intrusions, but
not prohibited files or malware. You canneot associate a file policy with the access control default action.

Sometimes, when a connection is analyzed by an access control policy, the system must process the first
few packets in that connection, allowing them to pass, before it can decide which access control rule (if
any) will handle the traffic. However, so these packets do not reach their destination uninspected, you
can use an intrusion policy—called the default intrusion policy—to inspect them and generate intrusion
events. For more information, see Setting the Default Intrusion Policy for Access Control, page 20-1.

For more information on the above scenario and instructions on associating file and intrusion policies
with access control rules and the access control default action, see:

e Understanding File and Intrusion Inspection Order, page 11-2
e Configuring an Access Control Rule to Perform AMP or File Control, page 11-3
e Configuring an Access Control Rule to Perform Intrusion Prevention, page 11-4

e Setting Default Handling and Inspection for Network Traffic, page 4-4

Understanding File and Intrusion Inspection Order

~

Note

License: Protection or Malware

Traffic allowed by an Intrusion Prevention default action can be inspected for intrusions, but cannot be
inspected for prohibited files or malware. You cannot associate a file policy with the access control
default action.
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Tip

Note

Inspecting Allowed Traffic For Intrusions and Malware

You do not have to perform both file and intrusion inspection in the same rule. For a connection matching
an Allow or Interactive Block rule:

e without a file policy, traffic flow is determined by the intrusion policy

e without an intrusion policy, traffic flow is determined by the file policy

The system does not perform any kind of inspection on trusted traffic.

For any single connection handled by an access control rule, file inspection occurs before intrusion
inspection. That is, the system does not inspect files blocked by a file policy for intrusions. Within file
inspection, simple blocking by type takes precedence over malware inspection and blocking.

Until a file is detected and blocked in a session, packets from the session may be subject to intrusion
inspection.

For example, consider a scenario where you normally want to allow certain network traffic as defined in
an access control rule. However, as a precaution, you want to block the download of executable files,
examine downloaded PDFs for malware and block any instances you find, and perform intrusion
inspection on the traffic.

You create an access control policy with a rule that matches the characteristics of the traffic you want to
provisionally allow, and associate it with both an intrusion policy and a file policy. The file policy blocks
the download of all executables, and also inspects and blocks PDFs containing malware:

e First, the system blocks the download of all executables, based on simple type matching specified
in the file policy. Because they are immediately blocked, these files are subject to neither malware
cloud lookup nor intrusion inspection.

e Next, the system performs malware cloud lookups for PDFs downloaded to a host on your network.
Any PDFs with a malware file disposition are blocked, and are not subject to intrusion inspection.

¢ Finally, the system uses the intrusion policy associated with the access control rule to inspect any
remaining traffic, including files not blocked by the file policy.

Configuring an Access Control Rule to Perform AMP or File Control

License: Protection or Malware

An access control policy can have multiple access control rules associated with file policies. You can
configure file inspection for any Allow or Interactive Block access control rule, which permits you to
match different file and malware inspection profiles against different types of traffic on your network
before it reaches its final destination.

When the system detects a prohibited file (including malware) according to the settings in the file policy,
it automatically logs an event. If you do not want to log file or malware events, you can disable this
logging on a per-access-control-rule basis. After you associate the file policy with the access control
rule, clear the Log Files check box on the Logging tab of the access control rule editor. For more
information, see Disabling File and Malware Event Logging for Allowed Connections, page 36-7.

The system also logs the end of the associated connection, regardless of the logging configuration of the
invoking access control rule; see Connections Associated with File and Malware Events (Automatic),
page 36-3.
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I Inspecting Allowed Traffic For Intrusions and Malware

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

To associate a file policy with an access control rule:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control.
The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy where you want to configure AMP or file
control using access control rules.

Create a new rule or edit an existing rule; see Creating and Editing Access Control Rules, page 6-2.
The access control rule editor appears.

Ensure the rule action is set to Allow, Interactive Block, or Interactive Block with reset.

Select the Inspection tab.

The Inspection tab appears.

Select a File Policy to inspect traffic that matches the access control rule, or select None to disable file
inspection for matching traffic.

You can click the edit icon () that appears to edit the policy; see Creating a File Policy, page 35-9.
Click Add to save the rule.

Your rule is saved. You must save and apply the access control policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Configuring an Access Control Rule to Perform Intrusion Prevention

Tip

License: Protection

An access control policy can have multiple access control rules associated with intrusion policies. You
can configure intrusion inspection for any Allow or Interactive Block access control rule, which permits
you to match different intrusion inspection profiles against different types of traffic on your network
before it reaches its final destination.

Whenever the system uses an intrusion policy to evaluate traffic, it uses an associated variable set.
Variables in a set represent values commonly used in intrusion rules to identify source and destination
IP addresses and ports. You can also use variables in intrusion policies to represent IP addresses in rule
suppressions and dynamic rule states.

Even if you use system-provided intrusion policies, Cisco strongly recommends you configure the
system’s intrusion variables to accurately reflect your network environment. At a minimum, modify
default variables in the default set; see Optimizing Predefined Default Variables, page 2-13.

Although you can associate a different intrusion policy-variable set pair with each Allow and Interactive
Block rule (as well as with the default action), you cannot apply an access control policy if the target
devices have insufficient resources to perform inspection as configured. For more information, see
Simplifying Rules to Improve Performance, page 4-14.

Understanding System-Provided and Custom Intrusion Policies

Cisco delivers several intrusion policies with the ASA FirePOWER module. By using system-provided
intrusion policies, you can take advantage of the experience of the Cisco Vulnerability Research Team
(VRT). For these policies, the VRT sets intrusion and preprocessor rule states, as well as provides the
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Step 1

Step 2

Step 3

Step 4
Step 5

Step 6

A

Inspecting Allowed Traffic For Intrusions and Malware

initial configurations for advanced settings. You can use system-provided policies as-is, or you can use
them as the base for custom policies. Building custom policies can improve the performance of the
system in your environment and provide a focused view of the malicious traffic and policy violations
occurring on your network.

In addition to custom policies that you create, the system provides two custom policies: Initial Inline
Policy and Initial Passive Policy. These two intrusion policies use the Balanced Security and
Connectivity intrusion policy as their base. The only difference between them is their Drop When Inline
setting, which enables drop behavior in the inline policy and disables it in the passive policy. For more
information, see Comparing System-Provided with Custom Policies, page 18-7.

Connection and Intrusion Event Logging

When an intrusion policy invoked by an access control rule detects an intrusion, it generates an intrusion
event. The system also automatically logs the end of the connection where the intrusion occurred,
regardless of the logging configuration of the access control rule; see Connections Associated with
Intrusions (Automatic), page 36-2.

To associate an intrusion policy with an access control rule:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy where you want to configure intrusion
inspection using access control rules.

Create a new rule or edit an existing rule; see Creating and Editing Access Control Rules, page 6-2.
The access control rule editor appears.

Ensure the rule action is set to Allow, Interactive Block, or Interactive Block with reset.

Select the Inspection tab.

The Inspection tab appears.

Select a system-provided or custom Intrusion Policy, or select None to disable intrusion inspection for
traffic that matches the access control rule.

If you select a custom intrusion policy, you can click the edit icon (5 ) that appears to edit the policy;
see Editing Intrusion Policies, page 26-4.

Caution

Step 7

Step 8

Do not select Experimental Policy 1 unless instructed to by a Cisco representative. Cisco uses this
policy for testing.

Optionally, change the Variable Set associated with the intrusion policy.

You can click the edit icon (s ) that appears to edit the variable set; see Working with Variable Sets,
page 2-13.

Click Save to save the rule.

Your rule is saved. You must save and apply the access control policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.
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Tuning Intrusion Prevention Performance

License: Protection

Cisco provides several features for improving the performance of your system as it analyzes traffic for
attempted intrusions. You configure these performance settings on a per-access-control-policy basis, and
they apply to all intrusion policies invoked by that parent access control policy.

For more information, see:

e Limiting Pattern Matching for Intrusions, page 11-6 describes how you can specify the number of
packets to allow in the event queue, and enable or disable inspection of packets that will be rebuilt
into larger streams.

e Overriding Regular Expression Limits for Intrusion Rules, page 11-7 describes how you can
override default match and recursion limits on Perl-compatible regular expressions (PCRE).

e Limiting Intrusion Events Generated Per Packet, page 11-8 describes how you can configure rule
processing event queue settings.

e Configuring Packet and Intrusion Rule Latency Thresholds, page 11-9 describes how you can
balance security with the need to maintain device latency at an acceptable level with packet and rule
latency thresholding.

¢ Configuring Intrusion Performance Statistic Logging, page 11-15 describes how you can configure
basic performance monitoring and reporting parameters.

Limiting Pattern Matching for Intrusions

Step 1

Step 2

Step 3

Step 4

License: Protection

You can specify the number of packets to allow in the event queue. You can also, before and after stream
reassembly, enable or disable inspection of packets that will be rebuilt into larger streams.

To configure event queue settings:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon () next to the access control policy you want to edit.

The access control policy editor appears.

Select the Advanced tab.

The access control policy advanced settings page appears.

Click the edit icon (" ) next to Performance Settings, then select the Pattern Matching Limits tab in the
pop-up window that appears.
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Tuning Intrusion Prevention Performance W

Step5 You can modify the following options:

e Type a value for the maximum number of events to queue in the Maximum Pattern States to Analyze Per
Packet field.

e To inspect packets which will be rebuilt into larger streams of data before and after stream
reassembly, select Disable Content Checks on Traffic Subject to Future Reassembly. Inspection before and
after reassembly requires more processing overhead and may decrease performance.

e To disable inspection of packets which will be rebuilt into larger streams of data before and after
stream reassembly, clear Disable Content Checks on Traffic Subject to Future Reassembly. Disabling
inspection decreases the processing overhead for inspection of stream inserts and may boost
performance.

Step6  Click OK.

You must save and apply the access control policy for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

Overriding Regular Expression Limits for Intrusion Rules

License: Protection

You can override default match and recursion limits on PCRE that are used in intrusion rules to examine
packet payload content. See Searching for Content Using PCRE, page 30-35 for information on using
the pcre keyword in intrusion rules. The default limits ensure a minimum level of performance.
Overriding these limits could increase security, but could also significantly impact performance by
permitting packet evaluation against inefficient regular expressions.

A

Caution Do not override default PCRE limits unless you are an experienced intrusion rule writer with knowledge
of the impact of degenerative patterns.

The following table describes the options you can configure to override the default limits.

Table 11-2 Regular Expression Constraint Options
Option Description
Match Limit State Specifies whether to override Match Limit. You have the following options:

e select Default to use the value configured for Match Limit
e select Unlimited to permit an unlimited number of attempts

e select Custom to specify either a limit of 1 or greater for Match Limit, or to
specify 0 to completely disable PCRE match evaluations

Match Limit Specifies the number of times to attempt to match a pattern defined in a
PCRE regular expression.
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Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Table 11-2 Regular Expression Constraint Options (continued)

Option Description

Match Recursion Limit |Specifies whether to override Match Recursion Limit. You have the following
State options:

e select Default to use the value configured for Match Recursion Limit
e select Unlimited to permit an unlimited number of recursions

e select Custom to specify either a limit of 1 or greater for Match Recursion
Limit, or to specify O to completely disable PCRE recursions

Note that for Match Recursion Limit to be meaningful, it must be smaller than
Match Limit.

Match Recursion Limit |Specifies the number of recursions when evaluating a PCRE regular
expression against the packet payload.

To configure PCRE overrides:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy you want to edit.

The access control policy editor appears.

Select the Advanced tab.

The access control policy advanced settings page appears.

Click the edit icon (& ) next to Performance Settings, then select the Regular Expression Limits tab in the
pop-up window that appears.

You can modify any of the options in the Regular Expression Constraint Options table.
Click OK.

You must save and apply the access control policy for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

Limiting Intrusion Events Generated Per Packet

License: Protection

When the rules engine evaluates traffic against rules, it places the events generated for a given packet or
packet stream in an event queue, then reports the top events in the queue to the user interface. You can
elect to have the rules engine log more than one event per packet or packet stream when multiple events
are generated. Logging these events allows you to collect information beyond the reported event. When
configuring this option, you can specify how many events can be placed in the queue and how many are
logged, and select the criteria for determining event order within the queue.
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Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Tuning Intrusion Prevention Performance W

The following table describes the options you can configure to determine how many events are logged
per packet or stream.

Table 11-3 Intrusion Event Logging Limits Options

Option Description

Maximum Events | The maximum number of events that can be stored for a given packet or packet
Stored Per Packet |stream.

Maximum Events | The number of events logged for a given packet or packet stream. This cannot
Logged Per Packet |exceed the Maximum Events Stored Per Packet value.

Prioritize Event The value used to determine event ordering within the event queue. The highest
Logging By ordered event is reported through the user interface. You can select from:

* priority, which orders events in the queue by the event priority.

® content_length, which orders events by the longest identified content
match. When events are ordered by content length, rule events always take
precedence over decoder and preprocessor events.

To configure how many events are logged per packet or stream:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy you want to edit.

The access control policy editor appears.

Select the Advanced tab.

The access control policy advanced settings page appears.

Click the editicon (4 ) next to Performance Settings, then select the Intrusion Event Logging Limits tab in the
pop-up window that appears.

You can modify any of the options in the Intrusion Event Logging Limits Options table.
Click OK.

You must save and apply the access control policy for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

Configuring Packet and Intrusion Rule Latency Thresholds

License: Protection

You can balance security with the need to maintain device latency at an acceptable level with packet and
rule latency thresholding. For more information, see:

e Understanding Packet Latency Thresholding, page 11-10
e Configuring Packet Latency Thresholding, page 11-11

e Understanding Rule Latency Thresholding, page 11-12

¢ Configuring Rule Latency Thresholding, page 11-14
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Understanding Packet Latency Thresholding

License: Protection

You can balance security with the need to maintain latency at an acceptable level by enabling packet
latency thresholding. Packet latency thresholding measures the total elapsed time taken to process a
packet by applicable decoders, preprocessors, and rules, and ceases inspection of the packet if the
processing time exceeds a configurable threshold.

Packet latency thresholding measures elapsed time, not just processing time, in order to more accurately
reflect the actual time required for the rule to process a packet. However, latency thresholding is a
software-based latency implementation that does not enforce strict timing.

The trade-off for the performance and latency benefits derived from latency thresholding is that
uninspected packets could contain attacks. However, packet latency thresholding gives you a tool you
can use to balance security with connectivity.

A timer starts for each packet when decoder processing begins. Timing continues either until all
processing ends for the packet or until the processing time exceeds the threshold at a timing test point.

Start Test Test Test Test
I | |
Packet Latency Timer | R T
! | |
| I I
Facket | l | > Event
Decoder v i i | Database
L .l | | | 1

reprocessors | | |

Rules Engine*

| Rule1 |—{ Rulz22 — Rulen —m
Managed

Device

F2157

As illustrated in the above figure, packet latency timing is tested at the following test points:
e after the completion of all decoder and preprocessor processing and before rule processing begins
e after processing by each rule

If the processing time exceeds the threshold at any test point, packet inspection ceases.

Total packet processing time does not include routine TCP stream or IP fragment reassembly times.
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Packet latency thresholding has no effect on events triggered by a decoder, preprocessor, or rule
processing the packet. Any applicable decoder, preprocessor, or rule triggers normally until a packet is
fully processed, or until packet processing ends because the latency threshold is exceeded, whichever
comes first. If a drop rule detects an intrusion in an inline deployment, the drop rule triggers an event
and the packet is dropped.

No packets are evaluated against rules after processing for that packet ceases because of a packet latency
threshold violation. A rule that would have triggered an event cannot trigger that event, and for drop
rules, cannot drop the packet.

For more information on drop rules, see Setting Rule States, page 27-19.

Packet latency thresholding can improve system performance in both passive and inline deployments,
and can reduce latency in inline deployments, by stopping inspection of packets that require excessive
processing time. These performance benefits might occur when, for example:

e for both passive and inline deployments, sequential inspection of a packet by multiple rules requires
an excessive amount of time

¢ for inline deployments, a period of poor network performance, such as when someone downloads
an extremely large file, slows packet processing

In a passive deployment, stopping the processing of packets might not contribute to restoring network
performance because processing simply moves to the next packet.

Configuring Packet Latency Thresholding

License: Protection

The following table describes the options you can set to configure packet latency thresholding.

Table 11-4 Packet Latency Thresholding Options

Option Description

Threshold (microseconds) |Specifies the time, in microseconds, when inspection of a packet ceases.
See the Minimum Packet Latency Threshold Settings table for
recommended minimum threshold settings.

You can enable rule 134:3 to generate an event when the system stops inspecting a packet because the
packet latency threshold is exceeded. See Setting Rule States, page 27-19 for more information.

Many factors affect measurements of system performance and packet latency, such as CPU speed, data
rate, packet size, and protocol type. For this reason, Cisco recommends that you use the threshold
settings in the following table until your own calculations provide you with settings tailored to your
network environment.

Table 11-5 Minimum Packet Latency Threshold Settings

For this data rate... Set threshold microseconds to at least...
1 Gbps 100

100 Mbps 250

5 Mbps 1000
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Determine the following when calculating your settings:
e average packets per second
e average microseconds per packet

Multiply the average microseconds per packet for your network by a significant safety factor to ensure
that you do not unnecessarily discontinue packet inspections.

For example, the Minimum Packet Latency Threshold Settings table recommends a minimum packet
latency threshold of 100 microseconds in a one gigabit environment. This minimum recommendation is
based on test data showing an average of 250,000 packets per second, which is 0.25 packets per
microsecond, or 4 microseconds per packet. Multiplying by a factor of twenty-five results in a
recommended minimum threshold of 100 microseconds.

To configure packet latency thresholding:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon () next to the access control policy you want to edit.

The access control policy editor appears.

Select the Advanced tab.

The access control policy advanced settings page appears.

Click the editicon (& ) next to Latency-Based Performance Settings, then select the Packet Handling tab in
the pop-up window that appears.

See the Minimum Packet Latency Threshold Settings table for recommended minimum Threshold
settings.

Click OK.

You must save and apply the access control policy for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

Understanding Rule Latency Thresholding

License: Protection

You can balance security with the need to maintain latency at an acceptable level by enabling rule latency
thresholding. Rule latency thresholding measures the elapsed time each rule takes to process an
individual packet, suspends the violating rule along with a group of related rules for a specified time if
the processing time exceeds the rule latency threshold a configurable consecutive number of times, and
restores the rules when the suspension expires.

Rule latency thresholding measures elapsed time, not just processing time, in order to more accurately
reflect the actual time required for the rule to process a packet. However, latency thresholding is a
software-based latency implementation that does not enforce strict timing.

The trade-off for the performance and latency benefits derived from latency thresholding is that
uninspected packets could contain attacks. However, rule latency thresholding gives you a tool you can
use to balance security with connectivity.
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A timer measures the processing time each time a packet is processed against a group of rules. Any time
the rule processing time exceeds a specified rule latency threshold, the system increments a counter. If
the number of consecutive threshold violations reaches a specified number, the system takes the
following actions:

e suspends the rules for the specified period

e triggers an event indicating the rules have been suspended
e re-enables the rules when the suspension expires

e triggers an event indicating the rules have been re-enabled

The system zeroes the counter when the group of rules has been suspended, or when rule violations are
not consecutive. Permitting some consecutive violations before suspending rules lets you ignore
occasional rule violations that might have negligible impact on performance and focus instead on the
more significant impact of rules that repeatedly exceed the rule latency threshold.

The following example shows five consecutive rule processing times that do not result in rule
suspension.

L2 3 ]l4][8]  Packet

1100 1100 1100 500 1100 Processing time (microseconds)
(Threshold = 1000)
1 2 3 0 1 Violations
(Consecutive violations
before suspending = 5)

erp s

= No violation I:I = Threshold violation

In the above example, the time required to process each of the first three packets violates the rule latency
threshold of 1000 microseconds, and the violations counter increments with each violation. Processing
of the fourth packet does not violate the threshold, and the violations counter resets to zero. The fifth
packet violates the threshold and the violations counter restarts at one.

The following example shows five consecutive rule processing times that do result in rule suspension.

-1

|1||2H3||4]|5|___ﬁ__‘___|" Packet

[

1100 1100 1100 1100 1100 Processing time (microseconds)
(Thrashold = 1000}
1 2 K| - o Violations
(Consecutive violations
before suspending = &)

= Mo violation I:I = Threshold violation L } = Mot inspected (rule suspended)

T Ad En

In the second example, the time required to process each of the five packets violates the rule latency
threshold of 1000 microseconds. The group of rules is suspended because the rule processing time of
1100 microseconds for each packet violates the threshold of 1000 microseconds for the specified five
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consecutive violations. Any subsequent packets, represented in the figure as packets 6 through n, are not
examined against suspended rules until the suspension expires. If more packets occur after the rules are
re-enabled, the violations counter begins again at zero.

Rule latency thresholding has no effect on intrusion events triggered by the rules processing the packet.
A rule triggers an event for any intrusion detected in the packet, regardless of whether the rule processing
time exceeds the threshold. If the rule detecting the intrusion is a drop rule in an inline deployment, the
packet is dropped. When a drop rule detects an intrusion in a packet that results in the rule being
suspended, the drop rule triggers an intrusion event, the packet is dropped, and that rule and all related
rules are suspended. For more information on drop rules, see Setting Rule States, page 27-19.

Note  Packets are not evaluated against suspended rules. A suspended rule that would have triggered an event
cannot trigger that event and, for drop rules, cannot drop the packet.

Rule latency thresholding can improve system performance in both passive and inline deployments, and
can reduce latency in inline deployments, by suspending rules that take the most time to process packets.
Packets are not evaluated again against suspended rules until a configurable time expires, giving the
overloaded device time to recover. These performance benefits might occur when, for example:

¢ hastily written, largely untested rules require an excessive amount of processing time

¢ a period of poor network performance, such as when someone downloads an extremely large file,
causes slow packet inspection

Configuring Rule Latency Thresholding

License: Protection

You can modify the rule latency threshold, the suspension time for suspended rules, and the number of
consecutive threshold violations that must occur before suspending rules.

Rule latency thresholding suspends rules for the time specified by Suspension Time when the time rules
take to process a packet exceeds Threshold for the consecutive number of times specified by Consecutive
Threshold Violations Before Suspending Rule.

You can enable rule 134:1 to generate an event when rules are suspended, and rule 134:2 to generate an
event when suspended rules are enabled. See Setting Rule States, page 27-19 for more information.

The following table further describes the options you can set to configure rule latency thresholding.

Table 11-6 Rule Latency Thresholding Options
Option Description
Threshold Specifies the time in microseconds that rules should not exceed when

examining a packet. See the Minimum Rule Latency Threshold Settings table
for recommended minimum threshold settings.

Consecutive Threshold |Specifies the consecutive number of times rules can take longer than the time
Violations Before set for Threshold to inspect packets before rules are suspended.
Suspending Rule

Suspension Time Specifies the number of seconds to suspend a group of rules.
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Step 2

Step 3

Step 4

Step 5

Step 6

Tuning Intrusion Prevention Performance W

Many factors affect measurements of system performance, such as CPU speed, data rate, packet size, and
protocol type. For this reason, Cisco recommends that you use the threshold settings in the following
table until your own calculations provide you with settings tailored to your network environment.

Table 11-7 Minimum Rule Latency Threshold Settings
For this data rate... |Set threshold microseconds to at least...
1 Gbps 500
100 Mbps 1250
5 Mbps 5000

Determine the following when calculating your settings:
e average packets per second
e average microseconds per packet

Multiply the average microseconds per packet for your network by a significant safety factor to ensure
that you do not unnecessarily suspend rules.

To configure rule latency thresholding:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy you want to edit.

The access control policy editor appears.

Select the Advanced tab.

The access control policy advanced settings page appears.

Click the edit icon (5 ) next to Latency-Based Performance Settings, then select the Rule Handling tab in
the pop-up window that appears.

You can configure any of the options in the Rule Latency Thresholding Options table.
See the Minimum Rule Latency Threshold Settings table for reccommended minimum Threshold settings.
Click OK.

You must save and apply the access control policy for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

Configuring Intrusion Performance Statistic Logging

License: Protection

You can configure the basic parameters of how devices monitor and report their own performance. This
allows you to specify the intervals at which the system updates performance statistics on your devices
by configuring the following options.
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A

Sample time (seconds) and Minimum number of packets

When the number of seconds specified elapses between performance statistics updates, the system
verifies it has analyzed the specified number of packets. If it has, the system updates performance
statistics. Otherwise, the system waits until it analyzes the specified number of packets.

Troubleshooting Options: Log Session/Protocol Distribution

Support might ask you during a troubleshooting call to log protocol distribution, packet length, and
port statistics.

Caution

A

Changing the setting for this troubleshooting option will affect performance and should be done only
with Support guidance.

Troubleshooting Options: Summary

Support might ask you during a troubleshooting call to configure the system to calculate the
performance statistics only when the Snort® process is shut down or restarted. To enable this option,
you must also enable the Log Session/Protocol Distribution troubleshooting option.

Caution

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Changing the setting for this troubleshooting option will affect performance and should be done only
with Support guidance.

To configure basic performance statistics parameters:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy you want to edit.

The access control policy editor appears.

Select the Advanced tab.

The access control policy advanced settings page appears.

Click the edit icon (&) next to Performance Settings, then select the Performance Statistics tab in the
pop-up window that appears.

Modify the Sample time or Minimum number of packets as described above.

Optionally, expand the Troubleshoot Options section and modify those options only if asked to do so by
Support.

Click OK.

You must save and apply the access control policy for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

Tuning File and Malware Inspection Performance and Storage

License: Protection or Malware

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide



| Chapter11  Controlling Traffic Using Intrusion and File Policies

Tuning File and Malware Inspection Performance and Storage

If you use file policies to perform file control or malware detection or blocking, you can set the options
listed in the following table. Keep in mind that increasing the file sizes can affect the performance of the

Table 11-8

system.

Advanced Access Control File and Malware Detection Options

Field

Description

Default Value

Range

Notes

Limit the number of
bytes inspected when
doing file type
detection

Specify the number of bytes
inspected when performing
file type detection.

1460 bytes, or
the maximum
segment size of
a TCP packet

0 -4294967295
(4GB)

Set to 0 to remove the
restriction.

In most cases, the system can
identify common file types
using the first packet.

Do not calculate Prevent the system from 10485760 0-4294967295 Set to 0 to remove the
SHA-256 hash values  |storing files larger than a (10MB) (4GB) restriction.
for files larger than (in | certain size, performing a
bytes) Collective Security
Intelligence Cloud lookup on
the files, or blocking the files if
added to the custom detection
list.
Allow file if cloud Specify how long the system |2 seconds 0 - 30 seconds Although this option accepts

lookup for Block
Malware takes longer
than (seconds)

will hold the last byte of a file
that matches a Block Malware
rule and that does not have a
cached disposition, while
malware cloud lookup occurs.
If the time elapses without the
system obtaining a disposition,
the file passes. Dispositions of
Unavailable are not cached.

values of up to 30 seconds,
Cisco recommends that you use
the default value to avoid
blocking traffic because of
connection failures. Do not set
this option to o without
contacting Support.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

To configure file and malware inspection performance and storage:

Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.

The Access Control Policy page appears.

Click the edit icon (s ) next to the access control policy you want to edit.

The access control policy editor appears.

Select the Advanced tab.

The access control policy advanced settings page appears.

Click the edit icon (" ) next to Files and Malware Settings.

The Files and Malware Settings pop-up window appears.

You can set any of the options in the Advanced Access Control File and Malware Detection Options

table.
Click OK.
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You must save and apply the access control policy for your changes to take effect; see Deploying
Configuration Changes, page 4-12.
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Intelligent Application Bypass

The following topics describe how to configure access control polices to use Intelligent Application
Bypass:

e Introduction to IAB, page 12-1

e [TAB Options, page 12-2

e Configuring IAB, page 12-4

e TAB Logging and Analysis, page 12-5

Introduction to IAB

Intelligent Application Bypass (IAB) identifies applications that you trust to traverse your network
without further inspection if performance and flow thresholds are exceeded. For example, if a nightly
backup significantly impacts system performance, you can configure thresholds that, if exceeded, trust
traffic generated by your backup application. Optionally, you can configure IAB so that, when an
inspection performance threshold is exceeded, IAB trusts all traffic that exceeds any flow bypass
threshold, regardless of the application type; this option requires a Version 6.1.0.3 or subsequent 6.1.0.x
patch.

The system implements IAB on traffic allowed by access control rules or the access control policy's
default action, before the traffic is subject to deep inspection. A test mode allows you to determine
whether thresholds are exceeded and, if so, to identify the application flows that would have been
bypassed if you had actually enabled IAB (called bypass mode).
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The following graphic illustrates the IAB decision-making process:
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IAB Options

State
Enables or disables IAB.

Performance Sample Interval

Specifies the time in seconds between IAB performance sampling scans, during which the system
collects system performance metrics for comparison to IAB performance thresholds. A value of 0
disables IAB.
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Bypassable Applications and Filters

This feature provides two mutually exclusive options:
Applications/Filters

Provides an editor where you can specify bypassable applications and sets of applications
(filters) in essentially the same ways you specify application conditions in access control rules.
See Controlling Application Traffic, page 8-2 for more information.

All applications including unidentified application

When an inspection performance threshold is exceeded, trusts all traffic that exceeds any flow
bypass threshold, regardless of the application type. This option requires a Version 6.1.0.3 or
subsequent 6.1.0.x patch.

Inspection Performance Thresholds

Inspection performance thresholds provide intrusion inspection performance limits that, if exceeded,
trigger inspection of flow thresholds. IAB does not use inspection performance thresholds set to 0.

Note  Inspection performance and flow bypass thresholds are disabled by default. You must enable at least one
of each, and one of each must be exceeded for IAB to trust traffic. If you enable more than one inspection
performance or flow bypass threshold, only one of each must be exceeded for IAB to trust traffic.

Drop Percentage

Average packets dropped as a percentage of total packets, when packets are dropped because of
performance overloads caused by expensive intrusion rules, file policies, decompression, and

so on. This does not refer to packets dropped by normal configurations such as intrusion rules.
Note that specifying an integer greater than 1 activates IAB when the specified percentage of

packets is dropped. When you specify 1, any percentage from 0 through 1 activates IAB. This
allows a small number of packets to activate IAB.

Processor Utilization Percentage

Average percentage of processor resources used.
Package Latency

Average packet latency in microseconds.
Flow Rate

The rate at which the system processes flows, measured as the number of flows per second. Note
that this option configures IAB to measure flow rate, not flow count.

Flow Bypass Thresholds

Flow bypass thresholds provide flow limits that, if exceeded, trigger IAB to trust bypassable application
traffic in bypass mode or allow application traffic subject to further inspection in test mode. IAB does
not use flow bypass thresholds set to 0.

Note  Inspection performance and flow bypass thresholds are disabled by default. You must enable at least one
of each, and one of each must be exceeded for IAB to trust traffic. If you enable more than one inspection
performance or flow bypass threshold, only one of each must be exceeded for IAB to trust traffic.

Bytes per Flow

The maximum number of kilobytes a flow can include.
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Packets per Flow

The maximum number of packets a flow can include.
Flow Duration

The maximum number of seconds a flow can remain open.
Flow Velocity

The maximum transfer rate in kilobytes per second.

Configuring IAB
A\

Caution  Not all deployments require IAB, and those that do might use it in a limited fashion. Do not enable IAB
unless you have expert knowledge of your network traffic, especially application traffic, and system
performance, including the causes of predictable performance issues. Before you run IAB in bypass
mode, make sure that trusting the specified traffic does not expose you to risk.

To identify applications that you trust to traverse your network when thresholds are exceeded:

Step 1 In the access control policy editor, click the Advanced tab, then click the edit icon (s ) next to
Intelligent Application Bypass Settings.

If a view icon (- ) appears instead, settings are inherited from an ancestor policy, or you do not have
permission to modify the settings. If the configuration is unlocked, uncheck Inherit from base policy to
enable editing.

Step2  Configure IAB options:
e State—Turn IAB Off or On, or enable IAB in Test mode.

e Performance Sample Interval—Enter the time in seconds between IAB performance-sampling
scans. If you enable IAB, even in test mode, enter a non-zero value. Entering O disables IAB.

e Bypassable Applications and Filters—Choose from:

— Click the number of bypassed applications and filters and specify the applications whose traffic
you want to bypass; specify in essentially the same ways you specify application conditions in
access control rules. See Controlling Application Traffic, page 8-2 for more information.

— Click All applications including unidentified applications so that, when an inspection
performance threshold is exceeded, IAB trusts all traffic that exceeds any flow bypass threshold,
regardless of the application type. This option requires a Version 6.1.0.3 or subsequent 6.1.0.x
patch.

¢ Inspection Performance Thresholds—Click Configure and enter at least one threshold value.
¢ Flow Bypass Thresholds—Click Configure and enter at least one threshold value.

You must specify at least one inspection performance threshold and one flow bypass threshold; both
must be exceeded for IAB to trust traffic. If you enter more than one threshold of each type, only one of
each type must be exceeded. For detailed information, see IAB Options, page 12-2.

Step3  Click OK to save IAB settings.
Step4  Click Save to save the policy.
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What to Do Next

Deploy configuration changes; see Deploying Configuration Changes, page 4-12.

IAB Logging and Analysis

IAB forces an end-of-connection event that logs bypassed flows and flows that would have been
bypassed, regardless of whether you have enabled connection logging. Connection events indicate flows
that are bypassed in bypass mode or that would have been bypassed in test mode. Custom dashboard
widgets and reports based on connection events can display long-term statistics for bypassed and
would-have-bypassed flows.

IAB Connection Events

Action
When Reason includes Intelligent App Bypass:

Allow—indicates that the applied IAB configuration was in test mode and traffic for the
application specified by Application Protocol remains available for inspection.

Trust - indicates that the applied IAB configuration was in bypass mode and traffic for the
application specified by Application Protocol has been trusted to traverse the network without
further inspection.

Reason
Intelligent App Bypass indicates that IAB triggered the event in bypass or test mode.
Application Protocol
This field displays the application protocol that triggered the event.
Example

In the following truncated graphic, some fields are omitted. The graphic shows the Action, Reason,
and Application Protocol fields for two connection events resulting from different IAB settings in
two separate access control policies.

For the first event, the Trust action indicates that IAB was enabled in bypass mode and Bonjour
protocol traffic was trusted to pass without further inspection.

For the second event, the a11ow action indicates that IAB was enabled in test mode, so Ubuntu
Update Manager traffic was subject to further inspection but would have been bypassed if IAB had
been in bypass mode.

Action ¥  Reason X Application X
Protocol
Trust Inteligent App Bypass Barjour §
Allow Inteligent App Bypass Dbunty Update Manager F
Example

In the following truncated graphic, some fields are omitted. The flow in the second event was both
bypassed (Action: Trust; Reason: Intelligent App Bypass) and inspected by an intrusion rule
(Reason: Intrusion Monitor). The Intrusion Monitor reason indicates that an intrusion rule set
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to Generate Events detected but did not block an exploit during the connection. In the example, this
happened before the application was detected. After the application was detected, IAB recognized
the application as bypassable and trusted the flow.

Last Packet * Action *»  Reason * Application
Protocol

2015-06-12 10:53:09 Trust ntelligent & [T skype Probe E

2015-06-12 10:53:08 Trust Intaliigent App Bypass, Intrusion Menitor [ ] HITP F

IAB Custom Dashboard Widgets

You can create a Custom Analysis dashboard widget to display long-term IAB statistics based on
connection events. Specify the following when creating the widget:

e Preset: None
e Table: application Statistics
¢ Field: any
e Aggregate: either of:
— IAB Bypassed Connections
— IAB Would Bypass Connections
e Filter: any
Examples
In the following Custom Analysis dashboard widget examples:

e The Bypassed example shows statistics for application traffic bypassed because the applications
were specified as bypassable and IAB was enabled in bypass mode in the deployed access control
policy.

e The Would Have Bypassed example shows statistics for application traffic that would have been
bypassed because the applications were specified as bypassable and IAB was enabled in test mode
in the deployed access control policy.

Bypassed

Would Have Bypassed

Tithe: |ll_-.r.-_.1~. AT ) ]
3 Tithe: :I'-'-': ukd Have Bypassod —l
= EI Prisit: .- HaniE El
Fheld: | Fusk =] Table: | apphcation Statistics =]
pregate: I_ lah Bypassed C ONINeEC 110 ll Fimld: I Rk 3
Filter: | one x| Aggregate: [ 148 Would Bypass Connections | ¥
Bhove: [ Top 1= Fitter: [None -]
Rersults: | 5 | B Top ﬂ
Show Movers: Results: [ = ..-]
cole: BB EOBO Show Movers:
color: JEEEOEO
Risk ¥ [AB Bypassod Connections
Yy Lo 1,391 Risk ¥ 1aB Would Bypass Connections
b = wery Low 2,914
Medum 53 Lew 218
Last updated § minutes ago Mednim 13 %
Last updated 14 minules ago F
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IAB Custom Reports

You can create a custom report to display long-term IAB statistics based on connection events. Specify
the following when creating the report:

e Table: Application Statistics
e Preset: None
¢ Filter: any
e X-Axis: any
¢ Y-Axis: either of:
— IAB Bypassed Connections
— IAB Would Bypass Connections
Examples
The following graphic shows two abbreviated report examples:

e The Bypassed example shows statistics for application traffic bypassed because the applications
were specified as bypassable and IAB was enabled in bypass mode in the deployed access control
policy. The Would Have Bypassed example shows statistics for application traffic that would have
been bypassed because the applications were specified as bypassable and IAB was enabled in test
mode in the deployed access control policy.

i pypassed

Table Apphcabion Stabebeos L. i Would Have Bypassed

Preset -'- .'- L Table Apphicateon Stabisbcs v
Format i = W Preset Hong bl
Search web Apphoatons L Format :Iu-] e o

H-dwis B pHlin i g ¥ Filter Web Apphcstiod L]
W-lais 4B Bypasied Connechond ¥

X-Amis Apphiytenn v

404555

W-Axis &b wawld Bypass gl 1=r:1i% r

Cisco ASA with FirePOWER Services Local Management Configuration Guide g



Chapter12 _ Intelligent Application Bypass |

I 1AB Logging and Analysis

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide



B ERpnnny|
BERRRENNY|

—~

E . CGHEA: PSE=E Ty /|

Access Control Using Content Restriction

Major search engines and content delivery services provide features that allow you to restrict search
results and website content. For example, schools use content restriction features to comply with the
Children's Internet Protection Act (CIPA).

When implemented by search engines and content delivery services, you can enforce content restriction
features only for individual browsers or users. The Firepower System allows you to extend these features
to your entire network.

The system allows you to enforce:

e Safe Search—Supported in many major search engines, this service filters out explicit and
adult-oriented content that particular environments (business, government, education, etc.) classify
as objectionable. The system does not restrict a user's ability to access the home pages for supported
search engines. Note that YouTube Restricted Mode is a subfeature of Safe Search.

e YouTube EDU—This service filters YouTube content for an educational environment. It allows
schools to set access for educational content while limiting access to noneducational content.
YouTube EDU is a different feature than YouTube Restricted Mode, which enforces restrictions on
YouTube searches as part of Google's Safe Search feature. With YouTube EDU, users access the
YouTube EDU home page, rather than the standard YouTube home page.

Content restriction features communicate the restricted status of a search or content query via an element
in the request URI, an associated cookie, or a custom HTTP header element. You can configure access
control rules to modify these elements as the system processes traffic.

Note that, to enforce content restriction, you must also enable an SSL policy, which impacts
performance.

If you enable logging of connection events for these access control rules, the system logs related events
with a Reason of content Restriction.

The following topics describe how to enforce content restriction using access control rules:
e Using Access Control Rules to Enforce Content Restriction, page 13-1
e Safe Search Options for Access Control Rules, page 13-3
e YouTube EDU Options for Access Control Rules, page 13-3
e Content Restriction Rule Order, page 13-4

Using Access Control Rules to Enforce Content Restriction

License: Any
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I Using Access Control Rules to Enforce Content Restriction

A

Caution

Step 1
Step 2

Step 3

Step 4

Step 5

Note

To avoid rule preemption, position rules governing YouTube EDU above rules governing Safe Search in
both SSL and access control policies. For more information, see Content Restriction Rule Order,
page 13-4.

To enforce content restriction using access control rules:

Create an SSL policy; see Creating a Basic SSL Policy, page 15-2.
Add SSL rules for handling Safe Search and YouTube EDU traffic:

e Choose Decrypt - Resign as the Action for the rules. The system does not allow any other action for
content restriction handling.

e In the Applications tab, add selections to the Selected Applications and Filters list:
— Safe Search—Add the safesearch supported filter.

— YouTube EDU—Search for "YouTube" in the Available Applications list, and add the resulting
applications.

For more information, see Controlling Encrypted Traffic Based on Application, page 17-8.

Set rule positions for the SSL rules you added. Click and drag, or use the right-click menu to cut and
paste.

Create or edit an access control policy, and associate the SSL policy with the access control policy; see
Associating Other Policies with Access Control, page 4-10.

In the access control policy, add rules for handling Safe Search and YouTube EDU traffic, placing the
Safe Search rule after the YouTube EDU rule:

e Choose Allow as the Action for the rules. The system does not allow any other action for content
restriction handling.

o In the Applications tab, click the dimmed icon for either Safe Search (-® ) or YouTube EDU (# ), and
set related options. These icons are disabled, rather than dimmed, if you choose any Action other than
Allow for the rule.

You cannot enable Safe Search and YouTube EDU restrictions for the same access control rule.

e In the Applications tab, refine application selections in the Selected Applications and Filters list.

In most cases, enabling Safe Search or YouTube EDU populates the Selected Applications and Filters
list with the appropriate values. The system does not automatically populate the list if a Safe Search
or YouTube application is already present in the list when you enable the feature. If applications do
not populate as expected, manually add them as follows:

— Safe Search—Add the search engines filter.

— YouTube EDU—Search for "YouTube" in the Available Applications list, and add the resulting
applications.

For more information, see Adding an Application Condition to an Access Control Rule, page 8-5.
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Step 6

Step 7

Safe Search Options for Access Control Rules

Set rule positions for the access control rules you added. Click and drag, or use the right-click menu to
cut and paste.

Configure the Block Response Page that the system displays when it blocks restricted content; see
Displaying a Custom Web Page for Blocked URLs, page 8-14.

What to Do Next
e Deploy configuration changes; see Deploying Configuration Changes, page 4-12.

Safe Search Options for Access Control Rules

The Firepower System supports Safe Search filtering for specific search engines only. For a list of
supported search engines, see applications tagged safesearch supported in the Applications tab of the
access control rule editor. For a list of unsupported search engines, see applications tagged safesearch

unsupported.

When enabling Safe Search for an access control rule, set the following parameters:

Enable Safe Search

Enables Safe Search filtering for traffic that matches this rule.

Unsupported Search Traffic

Specifies the action you want the system to take when it processes traffic from unsupported search
engines. If you choose Block or Block with Reset, you must also configure the HTTP response page that
the system displays when it blocks restricted content; see Displaying a Custom Web Page for Blocked
URLSs, page 8-14.

YouTube EDU Options for Access Control Rules

Note

When enabling YouTube EDU for an access control rule, set the following parameters:

Enable YouTube EDU
Enables YouTube EDU filtering for traffic that matches this rule.

Custom ID

Specifies the value that uniquely identifies a school or district network in the YouTube EDU initiative.
YouTube provides this ID when a school or district registers for a YouTube EDU account.

If you check Enable YouTube EDU, you must enter a Custom ID. This ID is defined externally by YouTube.
The system does not validate what you enter against the YouTube system. If you enter an invalid ID,
YouTube EDU restrictions may not perform as expected.
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I Content Restriction Rule Order

Content Restriction Rule Order

To avoid rule preemption in both SSL and access control policies, position rules governing YouTube
restriction above rules governing Safe Search restriction.

When you enable Safe Search for an access control rule, the system adds the search engine category to
the Selected Applications and Filters list. This application category includes YouTube. As a result, YouTube
traffic matches to the Safe Search rule unless YouTube EDU is enabled in a rule with a higher evaluation
priority.

A similar rule preemption occurs if you position an SSL rule with the safesearch supported filter
higher in the evaluation order than an SSL rule with specific YouTube application conditions.

For more information, see Ordering Rules to Improve Performance and Avoid Preemption, page 4-15.
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Understanding Traffic Decryption

By default, the ASA FirePOWER module cannot inspect traffic encrypted with the Secure Socket Layer
(SSL) protocol or its successor, the Transport Layer Security (TLS) protocol. As part of access control,
the SSL inspection feature allows you to either block encrypted traffic without inspecting it, or inspect
encrypted or decrypted traffic with access control. As the module handles encrypted sessions, it logs
details about the traffic. The combination of inspecting encrypted traffic and analyzing encrypted session
data allows greater awareness and control of the encrypted applications and traffic in your network.

SSL inspection is a policy-based feature. In the Firepower System, an access control policy is a master
configuration that invokes subpolicies and other configurations, including an SSL policy. If you
associate an SSL policy with access control, the system uses that SSL policy to handle encrypted
sessions before it evaluates them with access control rules. If you do not configure SSL inspection, or
your devices do not support it, access control rules handle all encrypted traffic.

Note that access control rules also handle encrypted traffic when your SSL inspection configuration
allows it to pass. However, some access control rule conditions require unencrypted traffic, so encrypted
traffic may match fewer rules. Also, by default, the system disables intrusion and file inspection of
encrypted payloads. This helps reduce false positives and improve performance when an encrypted
connection matches an access control rule that has intrusion and file inspection configured. For more
information, see Creating and Editing Access Control Rules, page 6-2 and Using the SSL Preprocessor,
page 22-71.

If the module detects an SSL or TLS handshake over a TCP connection, it determines whether it can
decrypt the detected traffic. If it cannot, it applies a configured action:

e block the encrypted traffic, and optionally reset the TCP connection
e not decrypt the encrypted traffic

If the module can decrypt the traffic, it blocks the traffic without further inspection, evaluates
undecrypted traffic with access control, or decrypts it using one of the following methods:

e Decrypt with a known private key. When an external host initiates an SSL handshake with a server
on your network, the system matches the exchanged server certificate with a server certificate
previously uploaded to the appliance. It then uses the uploaded private key to decrypt the traffic.

e Decrypt by re-signing the server certificate. When a host on your network initiates an SSL
handshake with an external server, the system re-signs the exchanged server certificate with a
previously uploaded certificate authority (CA) certificate. It then uses the uploaded private key to
decrypt the traffic.

Decrypted traffic is subject to the same traffic handling and analysis as originally unencrypted traffic:
network, reputation, and user-based access control; intrusion detection and prevention; and advanced
malware protection. If the system does not block the decrypted traffic post-analysis, it reencrypts the
traffic before passing it to the destination host.
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I SSL Handshake Processing

S

Note

Certain SSL inspection actions, such as blocking traffic and decrypting outgoing traffic, modify the flow
of traffic. ASA FirePOWER modules deployed inline can perform these actions. ASA FirePOWER
modules deployed passively cannot affect the flow of traffic. However, these devices can still decrypt
incoming traffic; see Example: Decrypting Traffic in a Passive Deployment, page 14-8 for more
information.

For more information, see the following sections:
e SSL Handshake Processing, page 14-2
e SSL Inspection Requirements, page 14-5
e Analyzing SSL Inspection Appliance Deployments, page 14-7

SSL Handshake Processing

In this documentation, the term SSL handshake represents the two-way handshake that initiates
encrypted sessions in both the SSL protocol and its successor protocol, TLS.

In a passive deployment, the Firepower System observes a copy of the handshake, but does not process
the actual handshake. In an inline deployment, the Firepower System processes the SSL handshake,
potentially modifying the ClientHello message and acting as a TCP proxy server for the session.

After the client establishes a TCP connection with the server (after it successfully completes the TCP
three-way handshake), the managed device monitors the TCP session for any attempt to initiate an
encrypted session. The SSL handshake establishes an encrypted session via the exchange of specialized
packets between client and server. In the SSL and TLS protocols, these specialized packets are called
handshake messages. The handshake messages communicate which encryption attributes both the client
and server support:

¢ ClientHello—The client specifies multiple supported values for each encryption attribute.

e ServerHello—The server specifies a single supported value for each encryption attribute, which
determines which encryption method the system uses during the secure session.

Although the data transmitted in the session is encrypted, the handshake messages are not.

After an SSL handshake completes, the managed device caches encrypted session data, which allows
session resumption without requiring the full handshake. The managed device also caches server
certificate data, which allows faster handshake processing in subsequent sessions.

ClientHello Message Handling

Table 14-1
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The client sends the ClientHello message to the server that acts as the packet destination if a secure
connection can be established. The client sends the message to initiate the SSL handshake or in response
to a Hello Request message from the destination server.

If you configure SSL inspection, when a managed device receives a ClientHello message, the system
attempts to match the message to SSL rules that have the Decrypt - Resign action. The match relies on data
from the ClientHello message and from cached server certificate data. Possible data includes:

Data Availability for SSL Rule Conditions
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SSL Handshake Processing W

SSL Rule Condition Data Present In

Zones ClientHello

Networks ClientHello

VLAN Tags ClientHello

Ports ClientHello

Users ClientHello

Applications ClientHello (Server Name Indicator extension)
Categories ClientHello (Server Name Indicator extension)
Certificate server Certificate (potentially cached)
Distinguished Names server Certificate (potentially cached)
Certificate Status server Certificate (potentially cached)

Cipher Suites ServerHello

Versions ServerHello

If the ClientHello message does not match a Decrypt - Resign rule, the system does not modify the
message. It then determines whether the message passes access control evaluation (which can include
deep inspection). If the message passes, the system transmits it to the destination server.

If the message matches a Decrypt - Resign rule, the system modifies the ClientHello message as follows:

Compression methods—Strips the compression_methods element, which specifies the compression
methods the client supports. The Firepower System cannot decrypt compressed sessions. This
modification reduces the Compressed Session type of undecryptable traffic.

Cipher suites—Strips cipher suites from the cipher_suites element if the Firepower System does
not support them. If the Firepower System does not support any of the specified cipher suites, the
system transmits the original, unmodified element. This modification reduces the Unknown Cipher
Suite and Unsupported Cipher Suite types of undecryptable traffic.

Session identifiers—Strips any value from the session Identifier element and the SessionTicket
extension that does not match cached session data. If a ClientHello value matches cached data, an
interrupted session can resume without the client and server performing the full SSL handshake.
This modification increases the chances of session resumption and reduces the Session Not Cached
type of undecryptable traffic.

Elliptic curves—Strips elliptic curves from the Supported Elliptic Curves extension if the Firepower
System does not support them. If the Firepower System does not support any of the specified elliptic
curves, the managed device removes the extension and strips any related cipher suites from the
cipher_suites element.

ALPN extensions—Strips any value from the Application-Layer Protocol Negotiation (ALPN)
extension that is unsupported in the Firepower System (for example, the SPDY and HTTP/2
protocols). This modification only occurs if the message matches an SSL rule associated with
content restriction features. For more information, see Access Control Using Content Restriction,
page 13-1.
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SSL Handshake Processing

Note

Note

e Other Extensions—Strips the Extended Master Secret, Next Protocol Negotiation (NPN), and TLS
Channel IDs extensions.

The system performs these ClientHello modifications by default. If your SSL policy is configured
correctly, this default behavior results in more frequent decryption of traffic. To tune the default behavior
for your individual network, contact Support.

After the system modifies the ClientHello message, it determines whether the message passes access
control evaluation (which can include deep inspection). If the message passes, the system transmits it to
the destination server.

Direct communication between the client and server is no longer possible during the SSL handshake,
because after message modification the Message Authentication Codes (MACs) computed by the client
and server no longer match. For all subsequent handshake messages (and for the encrypted session once
established), the managed device acts as a man-in-the-middle (MITM). It creates two SSL sessions, one
between client and managed device, one between managed device and server. As a result, each session
contains different cryptographic session details.

The cipher suites that the Firepower System can decrypt are frequently updated and do not correspond
directly to the cipher suites you can use in SSL rule conditions. For the current list of decryptable cipher
suites, contact Support.

ServerHello and Server Certificate Message Handling
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The ServerHello message is the response to a ClientHello message in a successful SSL handshake.

After a managed device processes a ClientHello message and transmits it to the destination server, the
server determines whether it supports the decryption attributes the client specified in the message. If it
does not support those attributes, the server sends a handshake failure alert to the client. If it supports
those attributes, the server sends the ServerHello message. If the agreed-upon key exchange method uses
certificates for authentication, the server Certificate message immediately follows the ServerHello
message.

When the managed device receives these messsages, it attempts to match them with SSL rules. These
messages contain information that was absent from either the ClientHello message or the session data
cache. Specifically, the system can potentially match these messages on Distinguished Names,
Certificate Status, Cipher Suites, and Versions conditions.

If the messages do not match any SSL rules, the managed device performs the default action for the SSL
policy. For more information, see Creating a Basic SSL Policy, page 15-2.

If the messages match an SSL rule, the managed device continues as appropriate:

Action: Monitor

The SSL handshake continues to completion. The managed device tracks and logs but does not decrypt
encrypted traffic.

Action: Block or Block with Reset

The managed device blocks the SSL session. If appropriate, it also resets the TCP connection.
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SSL Inspection Requirements

Action: Do Not Decrypt

The SSL handshake contintues to completion. The managed device does not decrypt the application data
exchanged during the SSL session.

In rare cases, the system matches a ClientHello message to a Decrypt - Resign rule and modifies the
message, but matches the related ServerHello message to a Do Not Decrypt rule. In those cases, the
system resets the TCP connection to trigger a refreshed handshake from the client. The refreshed
ClientHello message no longer matches the Decrypt - Resign rule, and the SSL session proceeds without
decryption.

Action: Decrypt - Known Key

The managed device attempts to match the server Certificate data to a previously uploaded server
certificate.

If it matches the certificate to a previously generated certificate, the SSL handshake continues to
completion. The managed device uses the uploaded private key to decrypt and reencrypt the application
data exchanged during the SSL session.

In rare cases, the system cannot match the server Certificate message to a previously generated
certificate. For example, a server might change its certificate between the initial connection with the
client and subsequent connections. In this case, the system blocks the SSL connection, so that the client
reconnects and the system processes the handshake with the new certificate data.

Action: Decrypt - Resign

The managed device processes the server Certificate message and re-signs the exchanged server
certificate with a previously uploaded certificate authority (CA) certificate. The SSL handshake
continues to completion. The managed device then uses the uploaded private key to decrypt and
reencrypt the application data exchanged during the SSL session.

While processing the ServerHello and Certificate messages, the managed device caches distinguished
names and certificate data to allow faster handshake processing in both reestablished and subsequent
SSL sessions.

SSL Inspection Requirements

License: feature dependent

How you deploy devices on your network, in addition to your configuration settings and licenses,
influences the actions you can take to control and decrypt encrypted traffic.

SSL inspection requires public key certificates and paired private keys for certain features. You must
upload certificates and paired private keys to the ASA FirePOWER module to decrypt and control traffic
based on encryption session characteristics.

For more information, see the following sections:
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e Deploying ASA FirePOWER Modules that Support SSL Inspection, page 14-6
e License Requirements for SSL Inspection, page 14-6

e Collecting Prerequisite Information to Configure SSL Rules, page 14-7

Deploying ASA FirePOWER Modules that Support SSL Inspection

License: Any

ASA FirePOWER modules configured and deployed inline can modify the flow of traffic. These devices
can monitor, block, allow, and decrypt incoming and outgoing traffic.

ASA FirePOWER modules configured and deployed passively cannot affect the flow of traffic. They can
only monitor, allow, and decrypt incoming traffic. Note that passive deployments do not support
decrypting traffic encrypted with the ephemeral Diffie-Hellman (DHE) or the elliptic curve
Diffie-Hellman (ECDHE) cipher suites.

Review your list of mapped actions, existing network deployment, and overall requirements to determine
whether one or the other type of deployment better suits your organization. See Analyzing SSL
Inspection Appliance Deployments, page 14-7 for more information.

License Requirements for SSL Inspection

Table 14-2
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License: feature dependent

Depending on your licenses, you can use a combination of criteria to determine how to handle encrypted
traffic. The ASA FirePOWER module uses warning icons () and confirmation dialog boxes to
designate unsupported features for your deployment. For details, hover your pointer over a warning icon.

You apply an SSL policy as part of an access control policy, and the access control policy inspects traffic
decrypted by the SSL policy. See Access Control License and Role Requirements, page 4-2 for more
information on access control licensing.

The following table explains the license requirements to apply an SSL policy as part of an access control
policy.

License Requirements for SSL Inspection

To apply an SSL policy that... Licenses

handles encrypted traffic on the basis of |Any
zone, network, port, or SSL-related
criteria

handles encrypted traffic using Any
geolocation data

handles encrypted traffic using application |Control
or user criteria

filters encrypted traffic using URL URL Filtering
category and reputation data
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Analyzing SSL Inspection Appliance Deployments

Collecting Prerequisite Information to Configure SSL Rules

License: feature-dependent

SSL inspection relies on a significant amount of supporting public key infrastructure (PKI) information.
Consider your organization’s traffic patterns to determine the matching rule conditions you can
configure. Collect the information listed in the following table:

Table 14-3 SSL Rule Condition Prerequisites

To match on... Collect the...

detected server certificates, including self-signed server  server certificate

certificates

trusted server certificates CA certificate

detected server certificate subject or issuer server certificate subject DN or issuer DN

For more information, see Tuning Traffic Decryption Using SSL Rules, page 17-1.

Decide whether you want to not decrypt, block, monitor, or decrypt the encrypted traffic you match your
rules against. Map these decisions to SSL rule actions, undecryptable traffic actions, and the SSL policy
default action. If you want to decrypt traffic, see the following table:

Table 14-4 SSL Decryption Prerequisites

To decrypt... Collect...

incoming traffic to a server you control the server’s certificate file and paired private key file

outgoing traffic to an external server ~ a CA certificate file and paired private key file

You can also generate a CA certificate and private key.

For more information, see Using Rule Actions to Determine Encrypted Traffic Handling and Inspection,
page 16-8.

After you have collected this information, upload it to the system and configure reusable objects. See
Managing Reusable Objects, page 2-1 for more information.

Analyzing SSL Inspection Appliance Deployments

License: feature-dependent

This section presents several scenarios in which the Life Insurance Example, Inc. life insurance company

(Lifelns) uses SSL inspection on encrypted traffic to help audit their processes. Based on their business
processes, Lifelns plans to deploy:

e one ASA FirePOWER device in a passive deployment for the Customer Service department

e one ASA FirePOWER device in an inline deployment for the Underwriting Department
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Customer Service Business Processes

Lifelns created a customer-facing website for their customers. Lifelns receives encrypted questions and
requests regarding policies from prospective customers through their website and through e-mail.
Lifelns’s Customer Service department processes them and returns the requested information within 24
hours. Customer Service wants to expand its incoming contact metrics collection. Lifelns has an
established internal audit review for Customer Service.

Lifelns also receives encrypted applications online. The Customer Service department processes the
applications within 24 hours before sending the case file to the Underwriting department. Customer
Service filters out any obvious false applications sent through the online form, which consumes a fair
portion of their time.

Underwriting Business Processes

Lifelns’s underwriters submit encrypted medical information requests online to the Medical Repository
Example, LLC medical data repository (MedRepo). MedRepo reviews the requests and transmits the
encrypted records to Lifelns within 72 hours. The underwriters subsequently underwrite an application
and submit policy and rate decisions. Underwriting wants to expand its metrics collection.

Lately, an unknown source has been sending spoofed responses to Lifelns. Though Lifelns’s
underwriters receive training on proper Internet use, Lifelns’s IT department first wants to analyze all
encrypted traffic that takes the form of medical responses, then wants to block all spoof attempts.

Lifelns places junior underwriters on six-month training periods. Lately, these underwriters have been
incorrectly submitting encrypted medical regulation requests to MedRepo’s customer service
department. MedRepo has submitted multiple complaints to Lifelns in response. Lifelns plans on
extending their new underwriter training period to also audit underwriter requests to MedRepo.

For more information, see the following sections:
e Example: Decrypting Traffic in a Passive Deployment, page 14-8
e Example: Decrypting Traffic in an Inline Deployment, page 14-11

Example: Decrypting Traffic in a Passive Deployment

License: feature-dependent
Lifelns’s business requirements state that Customer Service must:
e process all requests and applications within 24 hours
e improve its incoming contact metrics collection process
e identify and discard incoming false applications
Customer Service does not require additional audit review.
Lifelns plans to passively deploy a Customer Service device.

Traffic from an external network goes to Lifelns’s router. The router routes traffic to the Customer
Service department, and mirrors a copy of the traffic to the ASA FirePOWER module for inspection.

On the ASA FirePOWER module, a user in the Access Control and SSL Editor custom role configures
SSL inspection to:

e Jlog all encrypted traffic sent to the Customer Service department
e decrypt encrypted traffic sent using the online application form to Customer Service

e not decrypt all other encrypted traffic sent to Customer service, including traffic sent using the
online request form
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The user also configures access control to inspect the decrypted application form traffic for fake
application data and log when fake data is detected.

In the following scenarios, the user submits an online form to Customer Service. The user’s browser
establishes a TCP connection with the server, then initiates an SSL handshake. The ASA FirePOWER
module receives a copy of this traffic. The client and server complete the SSL handshake, establishing
the encrypted session. Based on handshake and connection details, the system logs the connection and
acts upon the copy of the encrypted traffic.

For more information, see the following:
e Monitoring Encrypted Traffic in a Passive Deployment, page 14-9
e Not Decrypting Encrypted Traffic in a Passive Deployment, page 14-9
e Inspecting Encrypted Traffic with a Private Key in a Passive Deployment, page 14-10

Monitoring Encrypted Traffic in a Passive Deployment

License: Any

For all SSL-encrypted traffic sent to Customer Service, the system logs the connection.

The following steps occur:

1. The user submits the plain text request (info). The client encrypts this (aaBb) and sends the
encrypted traffic to Customer Service.

2. Lifelns's router receives the encrypted traffic and routes it to the Customer Service department
server. It also mirrors a copy to the ASA FirePOWER module.

3. The Customer Service department server receives the encrypted information request (aaBb) and
decrypts it to plain text (info).

4. The module does not decrypt the traffic.

The access control policy continues to process the encrypted traffic and allows it. The module
generates a connection event after the session ends.

5. The ASA FirePOWER module receives the connection event.

Not Decrypting Encrypted Traffic in a Passive Deployment

License: Any

For all SSL-encrypted traffic that contains requests about policies, the system allows the traffic without
decrypting it and logs the connection.

The following steps occur:

1. The user submits the plain text request (info). The client encrypts this (aaBb) and sends the
encrypted traffic to Customer Service.

2. Lifelns's router receives the encrypted traffic and routes it to the Customer Service department
server. It also mirrors a copy to the ASA FirePOWER module.

3. The Customer Service department server receives the encrypted information request (aaBb) and
decrypts it to plain text (info).

4. The ASA FirePOWER module does not decrypt the traffic.

The access control policy continues to process the encrypted traffic and allows it. The module
generates a connection event after the session ends.
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5. The ASA FirePOWER module receives the connection event.

Inspecting Encrypted Traffic with a Private Key in a Passive Deployment

License: Any

For all SSL-encrypted traffic that contains application form data, the system decrypts the traffic and logs
the connection.

Note  In a passive deployment, if traffic is encrypted with either the DHE or ECDHE cipher suite, you cannot
decrypt it with a known private key.

For traffic with legitimate application form information, the system logs the connection.

The following steps occur:
1. The user submits the plain text request (form). The client encrypts this (aaBb) and sends the
encrypted traffic to Customer Service.

2. Lifelns's router receives the encrypted traffic and routes it to the Customer Service department
server. It also mirrors a copy to the ASA FirePOWER module.

3. The Customer Service department server receives the encrypted information request (aaBb) and
decrypts it to plain text (form).

4. The ASA FirePOWER module uses the session key obtained with the uploaded known private key
to decrypt the encrypted traffic to plain text (form).

The access control policy continues to process the decrypted traffic and does not find fake
application information. The module generates a connection event after the session ends.

5. The ASA FirePOWER module receives a connection event with information about the encrypted and
decrypted traffic.

In contrast, if the decrypted traffic contains fake application data, the system logs the connection and the
fake data.

The following steps occur:

1. The user submits the plain text request (fake). The client encrypts this (ccdd) and sends the
encrypted traffic to Customer Service.

2. Lifelns's router receives the encrypted traffic and routes it to the Customer Service department
server. It also mirrors a copy to the device.

3. The Customer Service department server receives the encrypted information request (ccpd) and
decrypts it to plain text (fake).

4. The ASA FirePOWER module uses the session key obtained with the uploaded known private key
to decrypt the encrypted traffic to plain text (fake).

The access control policy continues to process the decrypted traffic and finds fake application
information. The module generates an intrusion event. After the session ends, it generates a
connection event.

5. The ASA FirePOWER module receives a connection event with information about the encrypted and
decrypted traffic, and an intrusion event for the fake application data.
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Example: Decrypting Traffic in an Inline Deployment

License: feature-dependent
LifeIns’s business requirements state that Underwriting must:

e audit new and junior underwriters, verifying that their information requests to MedRepo comply
with all applicable regulations

e improve its underwriting metrics collection process
e examine all requests that appear to come from MedRepo, then drop any spoofing attempts

e drop all improper regulatory requests to MedRepo’s Customer Service department from the
Underwriting department

¢ not audit senior underwriters
Lifelns plans to deploy a device in an inline deployment for the Underwriting department.

Traffic from MedRepo’s network goes to MedRepo’s router. It routes traffic to Lifelns’s network. The
device receives the traffic, passes allowed traffic to Lifelns’s router, and sends events to the ASA
FirePOWER module. Lifelns’s router routes traffic to the destination host.

On the ASA FirePOWER module, a user configures SSL inspection to:
¢ Jlog all encrypted traffic sent to the Underwriting department

¢ block all encrypted traffic incorrectly sent from Lifelns’s underwriting department to MedRepo’s
customer service department

e decrypt all encrypted traffic sent from MedRepo to Lifelns’s underwriting department, and from
Lifelns’s junior underwriters to MedRepo’s requests department

e not decrypt encrypted traffic sent from the senior underwriters
The user also configures access control to inspect decrypted traffic with a custom intrusion policy and:
e block decrypted traffic if it contains a spoof attempt, and log the spoof attempt

¢ block decrypted traffic that contains information not compliant with regulations, and log the
improper information

¢ allow all other encrypted and decrypted traffic
The system reencrypts allowed decrypted traffic before sending it to the destination host.

In the following scenarios, the user submits information online to a remote server. The user’s browser
establishes a TCP connection with the server, then initiates an SSL handshake. The module receives this
traffic; based on handshake and connection details, the system logs the connection and acts on the traffic.
If the system blocks the traffic, it also closes the TCP connection. Otherwise, the client and server
complete the SSL handshake, establishing the encrypted session.

For more information, see the following:
e Monitoring Encrypted Traffic in an Inline Deployment, page 14-12
¢ Allowing Specific Users’ Encrypted Traffic in an Inline Deployment, page 14-12
e Blocking Encrypted Traffic in an Inline Deployment, page 14-12
e Inspecting Encrypted Traffic with a Private Key in an Inline Deployment, page 14-13

e Inspecting Specific Users’ Encrypted Traffic with a Re-signed Certificate in an Inline Deployment,
page 14-14
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Monitoring Encrypted Traffic in an Inline Deployment

License: Any

For all SSL-encrypted traffic sent to and from the Underwriting department, the system logs the
connection.

The following steps occur:

1. The user submits the plain text request (help). The client encrypts this (aaBb) and sends the
encrypted traffic to MedRepo’s Requests department server.

2. Lifelns's router receives the encrypted traffic and routes it to the Requests department server.
3. The ASA FirePOWER module does not decrypt the traffic.

The access control policy continues to process the encrypted traffic and allows it, then generates a
connection event after the session ends.

4. The external router receives the traffic and routes it to the Requests department server.

5. The Underwriting department server receives the encrypted information request (2aBb) and decrypts
it to plain text (help).

6. The ASA FirePOWER module receives the connection event.

Allowing Specific Users’ Encrypted Traffic in an Inline Deployment

License: Control

For all SSL-encrypted traffic originating from the senior underwriters, the system allows the traffic
without decrypting it and logs the connection.

The following steps occur:

1. The user submits the plain text request (help). The client encrypts this (aaBb) and sends the
encrypted traffic to MedRepo’s Requests department server.

2. Lifelns's router receives the encrypted traffic and routes it to the Requests department server.
3. The ASA FirePOWER module does not decrypt this traffic.

The access control policy continues to process the encrypted traffic and allows it, then generates a
connection event after the session ends.

4. The external router receives the traffic and routes it to the Requests department server.

5. The Requests department server receives the encrypted information request (aaBb) and decrypts it
to plain text (help).

6. The ASA FirePOWER module receives the connection event.

Blocking Encrypted Traffic in an Inline Deployment

License: Any

For all SMTPS email traffic improperly sent from Lifelns’s underwriting department to MedRepo’s
Customer Service department, the system blocks the traffic during the SSL handshake without further
inspection and logs the connection.
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The following steps occur:

1.

Having received the request to establish an SSL handshake from a client’s browser, the Customer
Service department server sends the server certificate (cert) as the next step in the SSL handshake
to the Lifelns underwriter.

MedRepo’s router receives the certificate and routes it to the Lifelns underwriter.

The ASA FirePOWER module blocks the traffic without further inspection and ends the TCP
connection. It generates a connection event.

The internal router does not receive the blocked traffic.
The underwriter does not receive the blocked traffic.

The ASA FirePOWER module receives the connection event.

Inspecting Encrypted Traffic with a Private Key in an Inline Deployment

License: Any

For all SSL-encrypted traffic sent from MedRepo to Lifelns’s underwriting department, the system uses
an uploaded server private key to obtain session keys, then decrypts the traffic and logs the connection.
Legitimate traffic is allowed and reencrypted before being sent to the Underwriting department.

The following steps occur:

1.

The user submits the plain text request (stats). The client encrypts this (aaBbc) and sends the
encrypted traffic to the Underwriting department server.

The external router receives the traffic and routes it to the Underwriting department server.

The ASA FirePOWER module uses the session key obtained with the uploaded known private key
to decrypt this traffic to plain text (stats).

The access control policy continues to process the decrypted traffic with the custom intrusion policy
and does not find a spoof attempt. The device passes the encrypted traffic (aaBbc), then generates a
connection event after the session ends.

The internal router receives the traffic and routes it to the Underwriting department server.

The Underwriting department server receives the encrypted information (aaBbc) and decrypts it to
plain text (stats).

The ASA FirePOWER module receives the connection event with information about the encrypted
and decrypted traffic.

In contrast, any decrypted traffic that is a spoof attempt is dropped. The system logs the connection and
the spoof attempt.

The following steps occur:

1.

3.

The user submits the plain text request (spoof), altering the traffic to appear to originate from
MedRepo, LLC. The client encrypts this (Ffcgr) and sends the encrypted traffic to the Underwriting
department server.

The ASA FirePOWER module uses the session key obtained with the uploaded known private key
to decrypt this traffic to plain text (spoof).

The access control policy continues to process the decrypted traffic with the custom intrusion policy
and finds a spoof attempt. The ASA FirePOWER module blocks the traffic, then generates an
intrusion event. It generates a connection event after the session ends.

The internal router does not receive the blocked traffic.
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4. The Underwriting department server does not receive the blocked traffic.

5. The ASA FirePOWER module receives a connection event with information about the encrypted and
decrypted traffic, and an intrusion event for the spoofing attempt.

Inspecting Specific Users’ Encrypted Traffic with a Re-signed Certificate in an Inline Deployment

License: Control

For all SSL-encrypted traffic sent from the new and junior underwriters to MedRepo’s requests
department, the system uses a re-signed server certificate to obtain session keys, then decrypts the traffic
and logs the connection. Legitimate traffic is allowed and reencrypted before being sent to MedRepo.

Note = When decrypting traffic in an inline deployment by re-signing the server certificate, the ASA
FirePOWER module acts as a man-in-the-middle. It creates two SSL sessions, one between client and
ASA FirePOWER module, one between ASA FirePOWER module and server. As a result, each session
contains different cryptographic session details.

The following steps occur:

1. The user submits the plain text request (help). The client encrypts this (aaBb) and sends the
encrypted traffic to the Requests department server.

2. The internal router receives the traffic and routes it to the Requests department server.

3. The ASA FirePOWER module uses the session key obtained with a re-signed server certificate and
private key to decrypt this traffic to plain text (help).

The access control policy continues to process the decrypted traffic with the custom intrusion policy
and does not find an improper request. The module reencrypts the traffic (ccpa), allowing it to pass.
It generates a connection event after the session ends.

4. The external router receives the traffic and routes it to the Requests department server.

5. The Requests department server receives the encrypted information (ccpd) and decrypts it to plain
text (help).

6. The ASA FirePOWER module receives the connection event with information about the encrypted
and decrypted traffic.

Note  Traffic encrypted with a re-signed server certificate causes client browsers to warn that the certificate is not
trusted. To avoid this, add the CA certificate to the organization’s domain root trusted certificates store or the client
trusted certificates store.

In contrast, any decrypted traffic that contains information that does not meet regulatory requirements
is dropped. The system logs the connection and the non-conforming information.

The following steps occur:

1. The user submits the plain text request (regs), which does not comply with regulatory requirements.
The client encrypts this (eerf) and sends the encrypted traffic to the Requests department server.

2. The internal router receives the traffic and routes it to the Requests department server.

3. The ASA FirePOWER module uses the session key obtained with a re-signed server certificate and
private key to decrypt this traffic to plain text (regs).
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The access control policy continues to process the decrypted traffic with the custom intrusion policy
and finds an improper request. The module blocks the traffic, then generates an intrusion event. It
generates a connection event after the session ends.

4. The external router does not receive the blocked traffic.
5. The Requests department server does not receive the blocked traffic.

6. The ASA FirePOWER module receives a connection event with information about the encrypted and
decrypted traffic, and an intrusion event for the improper request.
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Getting Started with SSL Policies

An SSL policy determines how the system handles encrypted traffic on your network. You can configure
one or more SSL policies. You associate an SSL policy with an access control policy, then apply the
access control policy. When the ASA FirePOWER module detects a TCP handshake, the access control
policy first handles and inspects the traffic. If it subsequently identifies an SSL-encrypted session over
the TCP connection, the SSL policy takes over, handling and decrypting the encrypted traffic. You can
have one currently applied SSL policy.

The simplest SSL policy, as shown in the following diagram, directs the device where it is applied to
handle encrypted traffic with a single default action. You can set the default action to block decryptable
traffic without further inspection, or inspect undecrypted decryptable traffic with access control. The
system can then either allow or block the encrypted traffic. If the ASA FirePOWER module detects
undecryptable traffic, it either blocks the traffic without further inspection or does not decrypt it,
inspecting it with access control.

Action:
Do Mot Decrypt l
Incoming SEL Policy | Action: Access allowed
Encrypled f— L_Il_f:gfﬁiﬁﬁé;lglle _dec“r_;;:f[izhle Default = Do Not = Control  p=encrypted —s Destination
Packet Action Decrypt Policy traffic
|

Action: Block Actlan:l Block i I | ™
(no inspeaction ) (no inspaction) Action: Block &
1 &

This chapter explains how to create and apply a simple SSL policy. It also contains basic information on
managing SSL policies: editing, updating, comparing, and so on. For more information, see:

e Creating a Basic SSL Policy, page 15-2

e Editing an SSL Policy, page 15-6

e Applying Decryption Settings Using Access Control, page 15-8

e Generating a Report of Current Traffic Decryption Settings, page 15-9
e Comparing SSL Policies, page 15-10

A more complex SSL policy can handle different types of undecryptable traffic with different actions,
control traffic based on whether a certificate authority (CA) issued or trusts the encryption certificate,
and use SSL rules to exert granular control over encrypted traffic logging and handling. These rules can
be simple or complex, matching and inspecting encrypted traffic using multiple criteria. After you create
a basic SSL policy, see the following chapters for more information on tailoring it to your deployment:
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e Managing Reusable Objects, page 2-1 describes how to configure reusable public key infrastructure
(PKI) objects and other SSL inspection-related objects to enhance encrypted traffic control and
decrypt traffic.

e Logging Connections in Network Traffic, page 36-1 describes how to configure logging for
encrypted traffic, whether decryptable or undecryptable.

e Applying Decryption Settings Using Access Control, page 15-8 describes how to associate an SSL
policy with an access control policy.

e Getting Started with Access Control Policies, page 4-1 describes how to apply an access control
policy to a device.

e Tuning Traffic Flow Using Access Control Rules, page 6-1 describes how to configure access
control rules to inspect decrypted traffic.

e Getting Started with SSL Rules, page 16-1 describes how to configure SSL rules to handle and log
encrypted traffic.

e Tuning Traffic Decryption Using SSL Rules, page 17-1 describes how to configure SSL rule
conditions to better match specific encrypted traffic.

Creating a Basic SSL Policy

License: Any

When you create a new SSL policy you must, at minimum, give it a unique name and specify a policy
default action. You have the following options when selecting a default action for a new policy:

e Do not decrypt creates a policy with the Do not decrypt default action.
e Block creates a policy with the Block default action.
e Block with reset creates a policy with the Block with reset default action.

After you create the SSL policy, you can modify the default action. For guidance on choosing a default
action, see Setting Default Handling and Inspection for Encrypted Traffic, page 15-3.

The new SSL policy also contains default actions for traffic the system cannot decrypt: either it inherits
the default action you just selected for undecryptable traffic, blocks it, or does not decrypt the traffic and
inspects it with access control. You can modify the undecryptable traffic actions after you create the SSL
policy. For guidance on selecting undecryptable traffic actions, see Setting Default Handling for
Undecryptable Traffic, page 15-4

On the SSL policy page (Configuration > ASA FirePOWER Configuration > Policies > SSL) you can view all your
current SSL policies by name with optional description. Options on this page allow you to compare
policies, create a new policy, copy a policy, view a report that lists all of the most recently saved settings
in each policy, edit a policy, or delete a policy.

The following table describes the actions you can take to manage your policies on the SSL Policy page:

Table 15-1 SSL Policy Management Actions

To... You can...

create a new SSL policy click New Policy. See Creating a Basic SSL Policy, page 15-2 for more
information.

modify the settings in an existing SSL policy |click the edit icon (). See Editing an SSL Policy, page 15-6 for more

information.

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide




| Chapter15 Getting Started with SSL Policies

Creating a Basic SSL Policy W

Table 15-1 SSL Policy Management Actions (continued)

To... You can...

compare SSL policies click Compare Policies. See Comparing SSL Policies, page 15-10 for more
information.

copy an SSL policy click the copy icon (L] ]). See Editing an SSL Policy, page 15-6 for more
information on editing a copied policy.

view a PDF report that lists the current click the report icon ( ]= ). See Generating a Report of Current Traffic

configuration settings in an SSL policy Decryption Settings, page 15-9 for more information.

delete an SSL policy click the delete icon ( [7 ), then click 0K. When prompted whether to
continue, you are also informed if another user has unsaved changes in the
policy.

To create an SSL policy:

Step 1 Select Configuration > ASA FirePOWER Configuration > Policies > SSL.

The SSL Policy page appears.
Step2  Give the policy a unique Name and, optionally, a Description.

You can use all printable characters, including spaces and special characters.
Step3  Specify the Default Action.

Note that you can modify your selected default action after you create your SSL policy. See Setting
Default Handling and Inspection for Encrypted Traffic, page 15-3 for more information.

Step4  Click Store ASA FirePOWER Changes.
The SSL Policy Editor page appears. See Editing an SSL Policy, page 15-6 for more information.

Setting Default Handling and Inspection for Encrypted Traffic

License: Any

The default action for an SSL policy determines how the system handles decryptable encrypted traffic
that does not match any non-Monitor rule in the policy. When you apply an SSL policy that does not
contain any SSL rules, the default action determines how all decryptable traffic on your network is
handled. See Setting Default Handling for Undecryptable Traffic, page 15-4 for more information on
how the system handles undecryptable encrypted traffic.

The following table lists the default actions you can choose, as well as their effect on encrypted traffic.

Note that the system does not perform any kind of inspection on encrypted traffic blocked by the default
action.

Table 15-2 SSL Policy Default Actions

Default Action Effect on Encrypted Traffic

Block block the SSL session without further inspection

Block with reset |block the SSL session without further inspection and reset the TCP connection

Do not decrypt inspect the encrypted traffic with access control
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Step 1

Step 2

Step 3
Step 4

Step 5

When you first create an SSL policy, logging connections that are handled by the default action is
disabled by default. You can change this, as well as the default action itself, after you create the policy.

The following procedure explains how to set the default action for an SSL policy while editing the policy.
See Editing an SSL Policy, page 15-6 for the complete procedure for editing an SSL policy.

To set the default action of an SSL policy:

Select Configuration > ASA FirePOWER Configuration > Policies > SSL.

The SSL policy page appears.

Click the edit icon (4 ) next to the SSL policy you want to configure.

The SSL policy editor appears.

Select a Default Action. See the SSL Policy Default Actions table for more information.

Configure logging options for the default action as described in Logging Decryptable Connections with
SSL Rules, page 36-14.

Click Store ASA FirePOWER Changes.
The SSL Policy Editor page appears. See Editing an SSL Policy, page 15-6 for more information.

Setting Default Handling for Undecryptable Traffic

License: Any

You can set undecryptable traffic actions at the SSL policy level to handle certain types of encrypted
traffic the system cannot decrypt or inspect. When you apply an SSL policy that does not contain any
SSL rules, the undecryptable traffic actions determine how all undecryptable encrypted traffic on your
network is handled.

Depending on the type of undecryptable traffic, you can choose to:
* block the connection
e block the connection, then reset it
e inspect the encrypted traffic with access control
e inherit the default action from the SSL policy
The following table describes the undecryptable traffic types:
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Type

Description

Default Action

Available Actions

Compressed Session

The SSL session applies a data compression method.

Inherit default
action

Do not decrypt
Block
Block with reset

Inherit default action

SSLv2 Session

The session is encrypted with SSL version 2.

Note that traffic is decryptable if the client hello message is
SSL 2.0, and the remainder of the transmitted traffic is SSL
3.0.

Inherit default
action

Do not decrypt
Block
Block with reset

Inherit default action

Unknown Cipher
Suite

The system does not recognize the cipher suite.

Inherit default
action

Do not decrypt
Block
Block with reset

Inherit default action

Unsupported Cipher
Suite

The system does not support decryption based on the
detected cipher suite.

Inherit default
action

Do not decrypt
Block
Block with reset

Inherit default action

Session not cached

The SSL session has session reuse enabled, the client and
server reestablished the session with the session identifier,
and the system did not cache that session identifier.

Inherit default
action

Do not decrypt
Block
Block with reset

Inherit default action

Handshake Errors

An error occurred during SSL handshake negotiation.

Inherit default
action

Do not decrypt
Block
Block with reset

Inherit default action

Decryption Errors

An error occurred during traffic decryption.

Block

Block
Block with Reset

Note

When you first create an SSL policy, logging connections that are handled by the default action is
disabled by default. Because the logging settings for the default action also apply to undecryptable traffic
handling, logging connections handled by the undecryptable traffic actions is disabled by default. For
more information on configuring default logging, see Logging Decryptable Connections with SSL

Rules, page 36-14.

The system cannot decrypt traffic if an HTTP proxy is positioned between a client and your device, and
the client and server establish a tunneled SSL connection using the CONNECT HTTP method. The
Handshake Errors undecryptable action determines how the system handles this traffic. See Decrypt
Actions: Decrypting Traffic for Further Inspection, page 16-9 for more information.
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Step 1

Step 2

Step 3

Step 4

Step 5

Note that if your browser uses certificate pinning to verify a server certificate, you cannot decrypt this
traffic by re-signing the server certificate. Because you can still inspect this traffic with access control,
it is not handled by the undecryptable traffic actions. If you want to allow this traffic, configure an SSL
rule with the Do not decrypt action to match the server certificate common name or distinguished name.

To set the default handling for undecryptable traffic:

Select Configuration > ASA FirePOWER Configuration > Policies > SSL.

The SSL Policy page appears.

Click the edit icon (5 ) next to the SSL policy you want to configure.
The SSL policy editor appears.

Select the Undecryptable Actions tab.

The Undecryptable Actions tab appears.

For each field, select the action you want to take on the type of undecryptable traffic, or if you want to
apply the SSL policy’s default action. See the SSL Policy Default Actions table for more information.

Click Store ASA FirePOWER Changes.

You must apply the associated access control policy for your changes to take effect; see Deploying
Configuration Changes, page 4-12.

Editing an SSL Policy

License: Any

On the SSL policy editor, you can configure your policy and organize SSL rules. To configure an SSL
policy, you must give the policy a unique name and specify a default action. You can also:

e add, edit, delete, enable, and disable SSL rules

¢ add trusted CA certificates

e determine the handling for encrypted traffic the system cannot decrypt

e log traffic that is handled by the default action and undecryptable traffic actions

After you create or modify an SSL policy, you can associate it with an access control policy, then apply
the access control policy. You can also create custom user roles that allow you to assign different
permissions to different users for configuring, organizing, and applying policies.

The following table summarizes the configuration actions you can take on the SSL policy editor.

Table 15-4 SSL Policy Configuration Actions

To... You can...

modify the policy name or click the name or description field, delete any characters as needed, then type the new
description name or description.

set the default action

find more information at Setting Default Handling and Inspection for Encrypted
Traffic, page 15-3.

set default handling for find more information at Setting Default Handling for Undecryptable Traffic,

undecryptable traffic

page 15-4.
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SSL Policy Configuration Actions (continued)

To...

You can...

log connections for the default action
and undecryptable traffic actions

find more information at Logging Decryptable Connections with SSL Rules,
page 36-14.

add trusted CA certificates

find more information at Trusting External Certificate Authorities, page 17-21.

assign different rights to different
users

find more information at Collecting Prerequisite Information to Configure SSL Rules,
page 14-7.

save your policy changes

click Save.

cancel your policy changes

click Cancel, then, if you have made changes, click OK.

add a rule to a policy

click Add Rule. See Understanding and Creating SSL Rules, page 16-4 for more
information.

Tip You can also right-click a blank area in the row for a rule and select Insert new
rule.

edit an existing rule

click the edit icon (") next to the rule. See Understanding and Creating SSL Rules,
page 16-4 for more information.

Tip You can also right-click the rule and select Edit.
delete a rule click the delete icon ( [Z] ) next to the rule, then click OK.
Tip You can also right-click a blank area in the row for a selected rule, select

Delete, then click OK to delete one or more selected rules.

enable or disable an existing rule

right-click a selected rule, select State, then select Disable or Enable. Disabled rules are
grayed and marked (disabled) beneath the rule name.

display the configuration page for a
specific rule attribute

click the name, value, or icon in the column for the condition on the row for the rule.
For example, click the name or value in the Source Networks column to display the
Networks page for the selected rule. See Tuning Traffic Decryption Using SSL Rules,
page 17-1 for more information.

When you change your configuration, a message indicates that you have unsaved changes. To retain your
changes, you must save the policy before exiting the policy editor. If you attempt to exit the policy editor
without saving your changes, you are cautioned that you have unsaved changes; you can then discard
your changes and exit the policy, or return to the policy editor.

To protect the privacy of your session, after sixty minutes of inactivity on the policy editor, changes to
your policy are discarded and you are returned to the SSL Policy page. After the first thirty minutes of
inactivity, a message appears and updates periodically to provide the number of minutes remaining
before changes are discarded. Any activity on the page cancels the timer.

When multiple users edit the same policy concurrently, a message on the policy editor identifies other
users who have unsaved changes. Any user who attempts to save changes is cautioned that his changes
will overwrite changes by other users. When the same policy is saved by multiple users, the last saved
changes are retained.

To edit an SSL policy:

Step 1

Select Configuration > ASA FirePOWER Configuration > Policies > SSL.

The SSL Policy page appears.

Step 2

You have the following choices:
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¢ To configure your policy, you can take any of the actions summarized in the SSL Policy
Configuration Actions table.

e To organize rules in your policy, you can take any of the actions described in Managing SSL Rules
in a Policy, page 16-12.

Step3  Save or discard your configuration. You have the following choices:
e To save your changes and continue editing, click Store ASA FirePOWER Changes.
e To discard your changes, click Cancel and, if prompted, click 0K.

Your changes are discarded and the SSL Policy page appears.

Applying Decryption Settings Using Access Control

License: Any

After making any changes to an SSL policy, you must apply the access control policy it is associated
with. For more information, see Deploying Configuration Changes, page 4-12.

Keep the following points in mind when applying SSL policies:
e You cannot delete an SSL policy that has been applied or is currently applying.

e Applying an access control policy automatically applies the associated SSL policy. You cannot
apply an SSL policy independently.

Note  Inapassive deployment, the system cannot influence the flow of traffic. If you attempt to apply an access
control policy that references an SSL policy that blocks encrypted traffic, or that is configured to decrypt
traffic by re-signing the server certificate, the system displays a warning. Also, passive deployments do
not support decrypting traffic encrypted with the ephemeral Diffie-Hellman (DHE) or the elliptic curve
Diffie-Hellman (ECDHE) cipher suites.

To associate an SSL policy with an access control policy:

Step 1 Select Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy.
The Access Control Policy page appears.
Step2  Click the edit icon () next to the access control policy you want to configure.
The access control policy editor appears.
Step3  Select the Advanced tab.
Advanced settings for the access control policy appear.
Step4  Click the edit icon (5 ) next to General Settings.
The General Settings pop-up window appears.
Step5  Select an SSL policy from the SSL Policy to use for inspecting encrypted connections drop-down.
Step6  Click OK.
Advanced settings for the access control policy appear.

Step7  Click Store ASA FirePOWER Changes.
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You must apply the access control policy for your changes to take effect; see Deploying Configuration
Changes, page 4-12.

Generating a Report of Current Traffic Decryption Settings

Tip

Step 1

Step 2

License: Any

An SSL policy report is a record of the policy and rules configuration at a specific point in time. You can
use the report for auditing purposes or to inspect the current configuration.

You can also generate an SSL comparison report that compares a policy with the currently applied policy
or with another policy. For more information, see Comparing SSL Policies, page 15-10.

An SSL policy report contains the sections described in the following table.

Table 15-5 SSL Policy Report Sections
Section Description
Title Page Identifies the name of the policy report, the date and time the policy was last

modified, and the name of the user who made that modification.

Table of Contents

Describes the contents of the report.

Policy Information

Provides the name and description of the policy, the name of the user who last
modified the policy, and the date and time the policy was last modified.

Default Action Provides the default action.

Default Logging Provides the default connection logging settings.

Rules Provides the rule action and conditions for each rule in the policy, by rule
category.

Trusted CA Provides the CA certificates that are automatically trusted if detected traffic is

Certificates encrypted using these certificates or other certificates within the chain of trust.

Undecryptable Provides the action taken on detected types of traffic that cannot be decrypted.

Actions

Referenced Objects

Provides the name and configuration of all individual objects and group objects
used in the policy, by type of condition (networks, ports, and so on) where the
object is configured.

To view an SSL policy report:

Select Configuration > ASA FirePOWER Configuration > Policies > SSL.

The SSL Policy page appears.

Click the report icon ( 1=) next to the policy for which you want to generate a report. Remember to save
any changes before you generate an SSL policy report; only saved changes appear in the report.
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The system generates the report. Depending on your browser settings, the report may appear in a pop-up
window, or you may be prompted to save the report to your computer.

Comparing SSL Policies

License: Any

To review policy changes for compliance with your organization’s standards or to optimize system
performance, you can examine the differences between two SSL policies. You can compare any two
policies or the currently applied policy with another policy. Optionally, after you compare, you can then
generate a PDF report to record the differences between the two policies.

There are two tools you can use to compare policies:

e The comparison view displays only the differences between two policies in a side-by-side format.
The name of each policy appears in the title bar on the left and right sides of the comparison view
except when you select Running Configuration, in which case a blank bar represents the currently active
policy.

You can use this to view and navigate both policies on the web interface, with their differences
highlighted.

e The comparison report creates a record of only the differences between two policies in a format
similar to the policy report, but in PDF format.

You can use this to save, copy, print, and share your policy comparisons for further examination.
For more information on understanding and using the policy comparison tools, see:
e Using the SSL Policy Comparison View, page 15-10
e Using the SSL Policy Comparison Report, page 15-11

Using the SSL Policy Comparison View

License: Any

The comparison view displays both policies in a side-by-side format, with each policy identified by
name in the title bar on the left and right sides of the comparison view. When comparing two policies
other than the running configuration, the time of last modification and the last user to modify are
displayed with the policy name. Differences between the two policies are highlighted:

¢ Blue indicates that the highlighted setting is different in the two policies, and the difference is noted
in red text.

e Green indicates that the highlighted setting appears in one policy but not the other.

You can perform any of the actions in the following table.
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Table 15-6 SSL Policy Comparison View Actions
To... You can...
navigate individually click Previous or Next above the title bar.

through changes The double-arrow icon (- ) centered between the left and right sides moves,

and the Difference number adjusts to identify which difference you are
viewing.

generate a new policy  |click New Comparison.

comparison view The Select Comparison window appears. See Using the SSL Policy

Comparison Report, page 15-11 for more information.

generate a policy click Comparison Report.

comparison report The policy comparison report creates a PDF document that lists only the

differences between the two policies.

Using the SSL Policy Comparison Report

Tip

Step 1

Step 2

Step 3

License: Any

An SSL policy comparison report is a record of all differences between two SSL policies or a policy and
the currently applied policy identified by the policy comparison view, presented in PDF format. You can
use this report to further examine the differences between two policy configurations and to save and
disseminate your findings.

You can generate an SSL policy comparison report from the comparison view for any policies to which
you have access. Remember to save any changes before you generate a policy report; only saved changes
appear in the report.

The format of the policy comparison report is the same as the policy report with one exception: the policy
report contains all configurations in the policy, and the policy comparison report lists only those
configurations that differ between the policies. An SSL policy comparison report contains the sections
described in Generating a Report of Current Traffic Decryption Settings, page 15-9.

You can use a similar procedure to compare access control, network analysis, intrusion, file, system, or
health policies.

To compare two SSL policies:

Select Configuration > ASA FirePOWER Configuration > Policies > SSL.
The SSL Policy appears.
Click Compare Policies.
The Select Comparison window appears.
From the Compare Against drop-down list, select the type of comparison you want to make:
e To compare two different policies, select Other Policy.
The page refreshes and the Policy A and Policy B drop-down lists appear.
e To compare another policy to the currently active policy, select Running Configuration.

The page refreshes and the Target/Running Configuration A and Policy B drop-down lists appear.
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Step4  Depending on the comparison type you selected, you have the following choices:

e If you are comparing two different policies, select the policies you want to compare from the Policy
A and Policy B drop-down lists.

e If you are comparing the running configuration to another policy, select the second policy from the
Policy B drop-down list.

Step5  Click OK to display the policy comparison view.
The comparison view appears.
Step6  Optionally, click Comparison Report to generate the SSL policy comparison report.

The SSL policy comparison report appears. Depending on your browser settings, the report may appear
in a pop-up window, or you may be prompted to save the report to your computer.
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Within an SSL policy, SSL rules provide a granular method of handling encrypted traffic, whether
blocking the traffic without further inspection, not decrypting the traffic and inspecting it with access
control, or decrypting the traffic for access control analysis.

The ASA FirePOWER module matches traffic to SSL rules in the order you specify. In most cases, the
module handles encrypted traffic according to the first SSL rule where all the rule’s conditions match
the traffic. Conditions can be simple or complex; you can control traffic by security zone, network or
geographical location, port, application, requested URL, user, certificate, certificate distinguished name,
certificate status, cipher suite, or encryption protocol version.

Each rule also has an action, which determines whether you monitor, block, or inspect matching traffic
with access control, optionally after decrypting matching traffic. Note that the module does not further
inspect encrypted traffic it blocks. It does inspect encrypted and undecryptable traffic with access
control. However, some access control rule conditions require unencrypted traffic, so encrypted traffic
may match fewer rules. Also, by default, the module disables intrusion and file inspection of encrypted
payloads.

The following scenario summarizes the ways that SSL rules handle traffic in an inline deployment.
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In this scenario, traffic is evaluated as follows:

¢ Undecryptable Traffic Action evaluates encrypted traffic first. For traffic the module cannot
decrypt, the module either blocks it without further inspection or passes it for access control
inspection. Encrypted traffic that does not match continues to the next rule.

e SSL Rule 1: Monitor evaluates encrypted traffic next. Monitor rules track and log encrypted traffic
but do not affect traffic flow. The module continues to match traffic against additional rules to
determine whether to permit or deny it.

¢ SSL Rule 2: Do Not Decrypt evaluates encrypted traffic third. Matching traffic is not decrypted;
the module inspects this traffic with access control, but not file or intrusion inspection. Traffic that
does not match continues to the next rule.

e SSL Rule 3: Block evaluates encrypted traffic fourth. Matching traffic is blocked without further
inspection. Traffic that does not match continues to the next rule.

e SSL Rule 4: Decrypt - Known Key evaluates encrypted traffic fifth. Matching traffic incoming to
your network is decrypted using a private key you upload. The decrypted traffic is then evaluated
against access control rules. Access control rules handle decrypted and unencrypted traffic
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identically. The module can block traffic as a result of this additional inspection. All remaining
traffic is reencrypted before being allowed to the destination. Traffic that does not match the SSL
rule continues to the next rule.

¢ SSL Rule 5: Decrypt - Resign is the final rule. If traffic matches this rule, the module re-signs the
server certificate with an uploaded CA certificate, then acts as a man-in-the-middle to decrypt
traffic. The decrypted traffic is then evaluated against access control rules. Access control rules treat
decrypted and unencrypted traffic identically. The module can block traffic as a result of this
additional inspection. All remaining traffic is reencrypted before being allowed to the destination.
Traffic that does not match the SSL rule continues to the next rule.

e SSL Policy Default Action handles all traffic that does not match any of the SSL rules. The default
action either blocks encrypted traffic without further inspection or does not decrypt it, passing it for
access control inspection.

For more information, see the following sections:
e Configuring Supporting Inspection Information, page 16-3
e Understanding and Creating SSL Rules, page 16-4
e Managing SSL Rules in a Policy, page 16-12

Configuring Supporting Inspection Information

License: Any

You must create reusable public key infrastructure (PKI) objects to control encrypted traffic based on
encrypted session characteristics and decrypt encrypted traffic. You can add this information on the fly
when uploading trusted certificate authority (CA) certificates to the SSL policy and creating SSL rule
conditions, creating the associated object in the process. However, configuring these objects ahead of
time reduces the chance of improper object creation.

Decrypting Encrypted Traffic with Certificates and Paired Keys

The ASA FirePOWER module can decrypt incoming encrypted traffic if you configure an internal
certificate object by uploading the server certificate and private key used to encrypt the session. If you
reference that object in an SSL rule with an action of Decrypt - Known Key and traffic matches that rule,
the module uses the uploaded private key to decrypt the session.

The module can also decrypt outgoing traffic if you configure an internal CA object by uploading a CA
certificate and private key. If you reference that object in an SSL rule with an action of Decrypt - Resign
and traffic matches that rule, the module re-signs the server certificate passed to the client browser, then
acts as a man-in-the-middle to decrypt the session.

See the following for more information:
e Working with Internal Certificate Objects, page 2-41
e Working with Internal Certificate Authority Objects, page 2-35

Controlling Traffic Based on Encrypted Session Characteristics

The ASA FirePOWER module can control encrypted traffic based on the cipher suite or server certificate
used to negotiate the session. You can configure one of several different reusable objects and reference
the object in an SSL rule condition to match traffic. The following table describes the different types of
reusable objects you can configure:
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If you configure...

You can control encrypted traffic based on whether...

a cipher suite list containing one or more cipher
suites

the cipher suite used to negotiate the encrypted session matches a cipher
suite in the cipher suite list

a trusted CA object by uploading a CA
certificate your organization trusts

the trusted CA trusts the server certificate used to encrypt the session,
whether:

e the CA issued the certificate directly

e the CA issued a certificate to an intermediate CA that issued the server
certificate

an external certificate object by uploading a
server certificate

the server certificate used to encrypt the session matches the uploaded
server certificate

a distinguished name object containing a
certificate subject or issuer distinguished name

the subject or issuer common name, country, organization, or
organizational unit on the certificate used to encrypt the session matches
the configured distinguished name

See the following for more information:

e Working with Geolocation Objects, page 2-42

e  Working with Trusted Certificate Authority Objects, page 2-39

¢ Working with External Certificate Objects, page 2-41

e Working with Distinguished Name Objects, page 2-33

Understanding and Creating SSL Rules

License: Any

Within an SSL policy, SSL rules provide a granular method of handling network traffic. In addition to
its unique name, each SSL rule has the following basic components.

State

By default, rules are enabled. If you disable a rule, the module does not use it to evaluate network
traffic, and stops generating warnings and errors for that rule.

Position

Rules in an SSL policy are numbered, starting at 1. The module matches traffic to rules in top-down
order by ascending rule number. With the exception of Monitor rules, the first rule that traffic
matches is the rule that handles that traffic.

Conditions

Conditions specify the specific traffic the rule handles. Conditions can match traffic by security
zone, network or geographical location, port, application, requested URL, user, certificate,
certificate subject or issuer, certificate status, cipher suite, or encryption protocol version.
Conditions can be simple or complex; their use can depends on device licenses.
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Step 2

Step 3
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Step 6

Understanding and Creating SSLRules

Action

A rule’s action determines how the module handles matching traffic. You can monitor, trust, block,
or decrypt matching traffic. Decrypted traffic is subject to further inspection. Note that the module
does not perform inspection on blocked or trusted encrypted traffic.

Logging
A rule’s logging settings govern the records the module keeps of the traffic it handles. You can keep
a record of traffic that matches a rule. You can log a connection when the module blocks an
encrypted session or allows it to pass uninspected, according to the settings in an SSL policy. You
can also force the module to log connections that it decrypts for further evaluation by access control
rules, regardless of how the module later handles or inspects the traffic. You can log connections to
the module log (syslog) or to an SNMP trap server.

Properly creating and ordering SSL rules is a complex task, but one that is essential to building an
effective deployment. If you do not plan your policy carefully, rules can preempt other rules, require
additional licenses, or contain invalid configurations. To help ensure that the module handles traffic as
you expect, the SSL policy interface has a robust warning and error feedback system for rules. For more
information, see Troubleshooting SSL Rules, page 16-15.

To create or modify an SSL rule:

Select Configuration > ASA FirePOWER Configuration > Policies > SSL.
The SSL Policy page appears.
Click the edit icon () next to the SSL policy where you want to add a rule.
The SSL policy editor appears, focused on the Rules tab.
You have the following options:
e To add a new rule, click Add Rule.
e To edit an existing rule, click the edit icon (s ) next to the rule you want to edit.
The SSL rule editor appears.
Type a Name for the rule.

Each rule must have a unique name. You can use up to thirty printable characters, including spaces and
special characters, with the exception of the colon (:).

Configure the rule components, as summarized above. You can configure the following, or accept the
defaults:

e Specify whether the rule is Enabled.
e Specify the rule position; see Specifying an SSL Rule’s Order of Evaluation, page 16-6.

e Select a rule Action; see Using Rule Actions to Determine Encrypted Traffic Handling and
Inspection, page 16-8.

¢ Configure the rule’s conditions; see Using Conditions to Specify the Encrypted Traffic a Rule
Handles, page 16-6.

¢ Specify Logging options; see Logging Decryptable Connections with SSL Rules, page 36-14.

Click Save to save the rule.
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You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Specifying an SSL Rule’s Order of Evaluation

Tip

Step 1

Step 1

License: Any

When you first create an SSL rule, you specify its position using the Insert drop-down list in the rule
editor. SSL rules in an SSL policy are numbered, starting at 1. The ASA FirePOWER module matches
traffic to SSL rules in top-down order by ascending rule number.

In most cases, the module handles network traffic according to the first SSL rule where all the rule’s
conditions match the traffic. Except in the case of Monitor rules (which log traffic but do not affect traffic
flow), the module does not continue to evaluate traffic against additional, lower-priority rules after that
traffic matches a rule.

Proper SSL rule order reduces the resources required to process network traffic, and prevents rule
preemption. Although the rules you create are unique to every organization and deployment, there are a
few general guidelines to follow when ordering rules that can optimize performance while still
addressing your needs. For more information, see Ordering SSL Rules to Improve Performance and
Avoid Preemption, page 16-16.

In addition to ordering rules by number, you can group rules by category. By default the module provides
three categories: Administrator, Standard, and Root. You can add custom categories, but you cannot
delete the ASA FirePOWER module-provided categories or change their order. For information on
changing the position or category of an existing rule, see Changing an SSL Rule’s Position or Category,
page 16-13.

To add a rule to a category while editing or creating a rule:

In the SSL rule editor, from the Insert drop-down list, select Into Category, then select the category you
want to use.

When you save the rule, it is placed last in that category.
To position a rule by number while editing or creating a rule:
In the SSL rule editor, from the Insert drop-down list, select above rule or below rule, then type the

appropriate rule number.

When you save the rule, it is placed where you specified.

Using Conditions to Specify the Encrypted Traffic a Rule Handles

License: feature dependent
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An SSL rule’s conditions identify the type of encrypted traffic that rule handles. Conditions can be
simple or complex, and you can specify more than one condition type per rule. Only if traffic meets all
the conditions in a rule does the rule apply to the traffic.

If you do not configure a particular condition for a rule, the module does not match traffic based on that
criterion. For example, a rule with a certificate condition but no version condition evaluates traffic based
on the server certificate used to negotiate the session, regardless of the session SSL or TLS version.

When you add or edit an SSL rule, use the tabs on the left side of the lower portion of the rule editor to
add and edit rule conditions. The conditions you can add to an SSL rule are described in the following
table.

SSL Rule Condition Types

This Condition...

Matches Encrypted Traffic...

Details

Zones

entering or leaving a device via an
interface in a specific security zone

A security zone is a logical grouping of one or more interfaces
according to your deployment and security policies. To build a
zone condition, see Controlling Encrypted Traffic by Network
Zone, page 17-2.

Networks

by its source or destination IP address,
country, or continent

You can explicitly specify IP addresses. The geolocation
feature also allows you to control traffic based on its source or
destination country or continent. To build a network condition,
see Controlling Encrypted Traffic by Network or Geographical
Location, page 17-3.

Ports

by its source or destination port

You can control encrypted traffic based on the TCP port. To
build a port condition, see Controlling Encrypted Traffic by
Port, page 17-5.

Users

by the user involved in the session

You can control encrypted traffic based on the LDAP user
logged into a host involved in an encrypted, monitored session.
You can control traffic based on individual users or groups
retrieved from a Microsoft Active Directory server. To build a
user condition, see Controlling Encrypted Traffic Based on
User, page 17-6.

Applications

by the application detected in a session

You can control access to individual applications in encrypted
sessions, or filter access according to basic characteristics:
type, risk, business relevance, and categories. To build an
application condition, see Controlling Encrypted Traffic Based
on Application, page 17-8.

Categories

by the URL requested in the session,
based on the certificate subject
distinguished name

You can limit the websites that users on your network can
access based on the URL’s general classification and risk level.
To build a URL condition, see Controlling Encrypted Traffic
by URL Category and Reputation, page 17-13.

Distinguished
Names

by the subject or issuer distinguished
name of the server certificate used to
negotiate the encrypted session

You can control encrypted traffic based on the CA that issued
a server certificate, or the server certificate holder. To build a
distinguished name condition, see Controlling Encrypted
Traffic by Certificate Distinguished Name, page 17-17.

Certificates

by the server certificate used to negotiate
the encrypted session

You can control encrypted traffic based on the server
certificate passed to the user’s browser in order to negotiate the
encrypted session. To build a certificate condition, see
Controlling Encrypted Traffic by Certificate Status,

page 17-20.
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Table 16-1 SSL Rule Condition Types (continued)

This Condition...

Matches Encrypted Traffic...

Details

Certificate Status

by properties of the server certificate
used to negotiate the encrypted session

You can control encrypted traffic based on a server certificate’s
status. To build a certificate status condition, see Controlling
Encrypted Traffic by Certificate Status, page 17-20.

Cipher Suites by the cipher suite used to negotiate the |You can control encrypted traffic based on the cipher suite
encrypted session selected by the server to negotiate the encrypted session. To
build a cipher suite condition, see Controlling Encrypted
Traffic by Cipher Suite, page 17-25.
Versions by the version of SSL or TLS used to You can control encrypted traffic based on the version of SSL

encrypt the session

or TLS used to encrypt the session. To build a version
condition, see Controlling Traffic by Encryption Protocol
Version, page 17-26.

Note that while you can control and inspect encrypted traffic, controlling traffic using detected
application, URL category, or user requires additional licenses. Also, overly complex rules can consume
excessive resources and in some cases prevent you from applying the policy. For more information, see
Troubleshooting SSL Rules, page 16-15.

Using Rule Actions to Determine Encrypted Traffic Handling and Inspection

License: Any

Every SSL rule has an associated action that determines the following for matching encrypted traffic:

¢ handling — foremost, the rule action governs whether the ASA FirePOWER module will monitor,
trust, block, or decrypt encrypted traffic that matches the rule’s conditions

¢ logging — the rule action determines when and how you can log details about matching encrypted

traffic.

Your SSL inspection configuration handles, inspects, and logs decrypted traffic:

e The SSL policy’s undecryptable actions handle traffic that the ASA FirePOWER module cannot
decrypt; see Setting Default Handling for Undecryptable Traffic, page 15-4.

e The policy’s default action handles traffic that does not meet the condition of any non-Monitor SSL
rule; see Setting Default Handling and Inspection for Encrypted Traffic, page 15-3.

You can log a connection event when the ASA FirePOWER module blocks or trusts an encrypted
session. You can also force the module to log connections that it decrypts for further evaluation by access
control rules, regardless of how the module later handles or inspects the traffic. Connection logs for
encrypted sessions contain details about the encryption, such as the certificate used to encrypt that
session. You can log only end-of-connection events, however:

e for blocked connections (Block, Block with reset), the module immediately ends the sessions and

generates an event

e for trusted connections (Do not decrypt), the module generates an event when the session ends

For detailed information on rule actions and how they affect handling and logging, see the following

sections:

e Monitor Action: Postponing Action and Ensuring Logging, page 16-9

¢ Do Not Decrypt Action: Passing Encrypted Traffic Without Inspection, page 16-9
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¢ Blocking Actions: Blocking Encrypted Traffic Without Inspection, page 16-9
e Decrypt Actions: Decrypting Traffic for Further Inspection, page 16-9
e Managing SSL Rules in a Policy, page 16-12

Monitor Action: Postponing Action and Ensuring Logging

License: Any

The Monitor action does not affect encrypted traffic flow; matching traffic is neither immediately
permitted nor denied. Rather, traffic is matched against additional rules, if present, to determine whether
to trust, block, or decrypt it. The first non-Monitor rule matched determines traffic flow and any further
inspection. If there are no additional matching rules, the ASA FirePOWER module uses the default
action.

Because the primary purpose of Monitor rules is to track network traffic, the module automatically logs
end-of connection events for monitored traffic. That is, the module always logs the end of the
connection, regardless of the logging configuration of the rule or default action that later handles the
connection. In other words, if a packet matches a Monitor rule, the connection is always logged, even if
the packet matches no other rules and you do not enable logging on the default action.

Do Not Decrypt Action: Passing Encrypted Traffic Without Inspection

License: Any

The Do not decrypt action passes encrypted traffic for evaluation by the access control policy’s rules and
default action. Because some access control rule conditions require unencrypted traffic, this traffic may
match fewer rules. The module cannot perform deep inspection on encrypted traffic, such as intrusion or
file inspection.

Blocking Actions: Blocking Encrypted Traffic Without Inspection

Tip

License: Any

The Block and Block with reset actions are analogous to the access control rule actions Block and Block
with reset. These actions prevent the client and server from establishing the SSL-encrypted session and
passing encrypted traffic. Block with reset rules also reset the connection.

Note that the ASA FirePOWER module does not display the configured response page for blocked
encrypted traffic. Instead, users requesting prohibited URLs have their connection either reset or time
out. See Displaying a Custom Web Page for Blocked URLs, page 8-14 for more information.

Note that you cannot use the Block or Block with reset action in a passive or inline (tap mode)
deployment, as the device does not directly inspect the traffic. If you create a rule with the Block or
Block with reset action that contains passive or inline (tap mode) interfaces within a security zone
condition, the policy editor displays a warning icon ( 1, ) next to the rule.

Decrypt Actions: Decrypting Traffic for Further Inspection

License: Any
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The Decrypt - Known Key and Decrypt - Resign actions decrypt encrypted traffic. The ASA FirePOWER
module inspects decrypted traffic with access control. Access control rules handle decrypted and
unencrypted traffic identically — you can detect and block intrusions, prohibited files, and malware. The
module reencrypts allowed traffic before passing it to its destination.

When you configure the Decrypt - Known Key action, you can associate one or more server certificates and
paired private keys with the action. If traffic matches the rule, and the certificate used to encrypt the
traffic matches the certificate associated with the action, the module uses the appropriate private key to
obtain the session encryption and decryption keys. Because you must have access to the private key, this
action is best suited to decrypt traffic incoming to servers your organization controls.

Similarly, you can associate one Certificate Authority certificate and private key with the Decrypt - Resign
action. If traffic matches this rule, the module re-signs the server certificate with the CA certificate, then
acts as a man-in-the-middle. It creates two SSL sessions, one between client and device, one between
device and server. Each session contains different cryptographic session details, and allows the module
to decrypt and reencrypt traffic. This action is more suited for outgoing traffic, as you replace the
certificate’s private key with one you control to obtain the session keys.

Re-signing a server certificate involves either replacing the certificate’s public key with a CA certificate
public key, or replacing the entire certificate. Normally, if you replace an entire server certificate, the
client browser warns the certificate is not signed by a trusted authority when establishing the SSL
connection. However, if your client’s browser trusts the CA in the policy, the browser does not warn that
the certificate is not trusted. If the original server certificate is self-signed, the ASA FirePOWER module
replaces the entire certificate, and trusts the re-signing CA, but the user’s browser does not warn that the
certificate is self-signed. In this case, replacing only the server certificate public key causes the client
browser does warn that the certficate is self-signed.

If you configure a rule with the Decrypt - Resign action, the rule matches traffic based on the referenced
internal CA certificate’s signature algorithm type, in addition to any configured rule conditions. Because
you associate one CA certificate with a Decrypt - Resign action, you cannot create an SSL rule that
decrypts multiple types of outgoing traffic encrypted with different signature algorithms. In addition,
any external certificate objects and cipher suites you add to the rule must match the associated CA
certificate encryption algorithm type.

For example, outgoing traffic encrypted with an elliptic curve (EC) algorithm matches a Decrypt - Resign
rule only if the action references an EC-based CA certificate; you must add EC-based external
certificates and cipher suites to the rule if you want to create certificate and cipher suite rule conditions.
Similarly, a Decrypt - Resign rule that references an RSA-based CA certificate matches only outgoing
traffic encrypted with an RSA algorithm; outgoing traffic encrypted with an EC algorithm does not
match the rule, even if all other configured rule conditions match.

Note the following:

¢ You cannot use the Decrypt - Known Key action in a passive deployment if the cipher suite used to
establish the SSL connection applies either the Diffie-Hellman ephemeral (DHE) or the elliptic
curve Diffie-Hellman ephemeral (ECDHE) key exchange algorithm. If your SSL policy targets
passive or inline (tap mode) interfaces, and contains a Decrypt - Known Key rule with a cipher suite
condition containing either a DHE or an ECDHE cipher suite, the ASA FirePOWER module
displays an information icon ( {{ ) next to the rule. If you later add a zone condition to the SSL rule
that contains passive or inline (tap mode) interfaces, the module displays a warning icon (1., ).

* You cannot use the Decrypt - Resign action in a passive or inline (tap mode) deployment, as the device
does not directly inspect traffic. If you create a rule with the Decrypt - Resign action that contains
passive or inline (tap mode) interfaces within a security zone, the policy editor displays a warning
icon (1, ) next to the rule. If your SSL policy targets passive or inline (tap mode) interfaces, and
contains a Decrypt - Resign rule, the module displays an information icon ( @ ) next to the rule. If you
later add a zone condition to the SSL rule that contains passive or inline (tap mode) interfaces, the
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module displays a warning icon ( ., ). If you apply an SSL policy that contains a Decrypt - Resign
rule to a device with passive or inline (tap mode) interfaces, any SSL sessions that match the rule
fail.

If the client does not trust the CA used to re-sign the server certificate, it warns the user that the
certificate should not be trusted. To prevent this, import the CA certificate into the client trusted CA
store. Alternatively, if your organization has a private PKI, you can issue an intermediate CA
certificate signed by the root CA which is automatically trusted by all clients in the organization,
then upload that CA certificate to the device.

You can add an anonymous cipher suite to the Cipher Suite condition in an SSL rule, but keep in mind:

— The system automatically strips anonymous cipher suites during ClientHello processing. For the
system to use the rule, you must also configure your SSL rules in an order that prevents
ClientHello processing. For more information, see Ordering SSL Rules to Improve Performance
and Avoid Preemption, page 16-16.

— You cannot use the Decrypt - Resign or Decrypt - Known Key action in the rule, because the system
cannot decrypt traffic encrypted with an anonymous cipher suite.

The ASA FirePOWER module cannot decrypt traffic if an HTTP proxy is positioned between a
client and your device, and the client and server establish a tunneled SSL connection using the
CONNECT HTTP method. The Handshake Errors undecryptable action determines how the module
handles this traffic. See Setting Default Handling for Undecryptable Traffic, page 15-4 for more
information.

You cannot match on Distinguished Name or Certificate conditions when creating an SSL rule with a
Decrypt - Known Key action. The assumption is that if this rule matches traffic, the certificate, subject
DN, and issuer DN already match the certificate associated with the rule. For more information, see
Using Rule Actions to Determine Encrypted Traffic Handling and Inspection, page 16-8.

If you create an internal CA object and choose to generate a certificate signing request (CSR), you
cannot use this CA for a Decrypt - Resign action until you upload the signed certificate to the object.
For more information, see Obtaining and Uploading a New Signed Certificate, page 2-37.

If you configure a rule with the Decrypt - Resign action, and mismatch signature algorithm type for
one or more external certificate objects or cipher suites, the policy editor displays an information
icon (@ ) next to the rule. If you mismatch signature algorithm type for all external certificate
objects, or all cipher suites, the policy displays a warning icon (1, ) next to the rule, and you cannot
apply the access control policy associated with the SSL policy. For more information, see
Controlling Encrypted Traffic by Certificate, page 17-19 and Controlling Encrypted Traffic by
Cipher Suite, page 17-25.

If decrypted traffic matches an access control rule with an action of Interactive Block or Interactive
Block with reset, the ASA FirePOWER module blocks the matching connection without interaction
and the module does not display a response page.

If you enable the Normalize Excess Payload option in the inline normalization preprocessor, when the
preprocessor normalizes decrypted traffic, it may drop a packet and replace it with a trimmed packet.
This does not end the SSL session. If the traffic is allowed, the trimmed packet is encrypted as part
of the SSL session. For more information on this option, see Normalizing Inline Traffic, page 24-6.

If your browser uses certificate pinning to verify a server certificate, you cannot decrypt this traffic
by re-signing the server certificate. If you want to allow this traffic, configure an SSL rule with the
Do not decrypt action to match the server certificate common name or distinguished name.
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Managing SSL Rules in a Policy

License: Any

The Rules tab of the SSL policy editor, shown in the following graphic, allows you to add, edit, search,
move, enable, disable, delete, and otherwise manage SSL rules within your policy.

&) Add Category £J) Add Rule | Search Rules

Sou De=s Sou Desi
# MName Zon Zon Netv Nethh VL. Us App Src Des SSL Action

Administrator Rules

Standard Rules

MyCompany Rules o [

1 Do not decrypt = Do not decrypt & @
Root Rules ]
g ]
his categary is empty P
- 4]

For each rule, the policy editor displays its name, a summary of its conditions, and the rule action. Icons
represent warnings, errors, and other important information. Disabled rules are grayed out and marked
(disabled) beneath the rule name. See Troubleshooting SSL Rules, page 16-15 for more information
about the icons.

For information on managing SSL rules, see:
e Searching SSL Rules, page 16-12
e Enabling and Disabling SSL Rules, page 16-13
e Changing an SSL Rule’s Position or Category, page 16-13

Searching SSL Rules

License: Any

You can search the list of SSL rules for matching values using an alphanumeric string, including spaces
and printable, special characters. The search inspects the rule name and any rule condition you have
added to the rule. For rule conditions, the search matches any name or value you can add for each
condition type (zone, network, application, and so on). This includes individual object names or values,
group object names, individual object names or values within a group, and literal values.

You can use complete or partial search strings. The column for matching values is highlighted for each
matching rule. For example, if you search on all or part of the string 100Bao, at a minimum, the
Applications column is highlighted for each rule where you have added the 100Bao application. If you
also have a rule named 100Bao, both the Name and Applications columns are highlighted.

You can navigate to each previous or next matching rule. A status message displays the current match
and the total number of matches.
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Matches may occur on any page of a multi-page rule list. When the first match is not on the first page,
the page where the first match occurs is displayed. Selecting the next match when you are at the last
match takes you to the first match, and selecting the previous match when you are at the first match takes
you to the last match.

To search for rules:

In the SSL policy editor for the policy you want to search, click the Search Rules prompt, type a search
string, then press Enter. You can also use the Tab key or click a blank page area to initiate the search.

Columns for rules with matching values are highlighted, with differentiated highlighting for the
indicated (first) match.

Find the rules you are interested in:
e To navigate between matching rules, click the next-match ( # ) or previous-match ( = ) icon.

e To refresh the page and clear the search string and any highlighting, click the clear icon ( * ).

Enabling and Disabling SSL Rules

Step 1

Step 2

License: Any

When you create an SSL rule, it is enabled by default. If you disable a rule, the ASA FirePOWER module
does not use it to evaluate network traffic and stops generating warnings and errors for that rule. When
viewing the list of rules in an SSL policy, disabled rules are grayed out, although you can still modify

them. Note that you can also enable or disable an SSL rule using the rule editor; see Understanding and
Creating SSL Rules, page 16-4.

To change an SSL rule’s state:

In the SSL policy editor for the policy that contains the rule you want to enable or disable, right-click
the rule and choose a rule state:

e To enable an inactive rule, select State > Enable.
e To disable an active rule, State > Disable.
Click Store ASA FirePOWER Changes.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Changing an SSL Rule’s Position or Category

License: Any

To help you organize SSL rules, every SSL policy has three ASA FirePOWER module-provided rule
categories: Administrator Rules, Standard Rules, and Root Rules. You cannot move, delete, or rename
these categories, although you can create custom categories.

For more information, see:
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e Moving an SSL Rule, page 16-14
¢ Adding a New SSL Rule Category, page 16-14

Moving an SSL Rule

License: Any

Proper SSL rule order reduces the resources required to process network traffic, and prevents rule
preemption.

The following procedure explains how to move one or more rules at a time using the SSL policy editor.
You can also move individual SSL rules using the rule editor; see Understanding and Creating SSL
Rules, page 16-4.

To move a rule:

Step 1 In the SSL policy editor for the policy that contains the rules you want to move, select the rules by
clicking in a blank area for each rule. Use the Ctrl and Shift keys to select multiple rules.

The rules you selected are highlighted.
Step2  Move the rules. You can cut and paste or drag and drop.

To cut and paste rules into a new location, right-click a selected rule and select Cut. Then, right-click a
blank area for a rule next to where you want to paste the cut rules and select Paste above or Paste helow.
Note that you cannot copy and paste SSL rules between two different SSL policies.

Step3  Click Store ASA FirePOWER Changes..

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Adding a New SSL Rule Category

License: Any

To help you organize SSL rules, every SSL policy has three ASA FirePOWER module-provided rule
categories: Administrator Rules, Standard Rules, and Root Rules. You cannot move, delete, or rename
these categories, although you can create custom categories between the Standard Rules and Root Rules.

Adding custom categories allows you to further organize your rules without having to create additional
policies. You can rename and delete categories that you add. You cannot move these categories, but you
can move rules into, within, and out of them.

To add a new category:

Step 1 In the SSL policy editor for the policy where you want to add a rule category, click Add Category.

Tip If your policy already contains rules, you can click a blank area in the row for an existing rule to set the
position of the new category before you add it. You can also right-click an existing rule and select Insert
new category.

The Add Category pop-up window appears.
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Type a unique category Name.

You can enter an alphanumeric name, including spaces and special printable characters, with up to 30
characters.

You have the following choices:

e To position the new category immediately above an existing category, select above Category from the
first Insert drop-down list, then select the category above which you want to position the rule from
the second drop-down list.

e To position the new category rule below an existing rule, select below rule from the drop-down list,
then enter an existing rule number. This option is valid only when at least one rule exists in the
policy.

¢ To position the rule above an existing rule, select above rule from the drop-down list, then, enter an
existing rule number. This option is valid only when at least one rule exists in the policy.

Click OK.

Your category is added. You can click the edit icon (5 ) next to a custom category to edit its name, or
click the delete icon ( [T ) to delete the category. Rules in a category you delete are added to the category
above.

Click Store ASA FirePOWER Changes to save the policy.

Troubleshooting SSL Rules

License: Any

Properly creating and ordering SSL rules is a complex task, but one that is essential to building an
effective deployment. If you do not plan your policy carefully, rules can preempt other rules, require
additional licenses, or contain invalid configurations. To help ensure that the ASA FirePOWER module
handles traffic as you expect, the SSL policy interface has a robust warning and error feedback system
for rules.

For each rule, icons in the policy editor mark warnings and errors, as described in the following table.
Hover your pointer over the icon to read the warning, error, or informational text.

Table 16-2 SSL Error Icons

Icon |Description |Details

warning Depending on the issue, you may be able to apply an SSL policy that displays rule
or other warnings. In these cases, the misconfigured settings will have no effect.
For example, a preempted rule never evaluates traffic. However, if a warning icon
marks a licensing error or model mismatch, you cannot apply the policy until you
correct the issue.

If you disable a rule with a warning, the warning icon disappears. It reappears if
you enable the rule without correcting the underlying issue.

i |error If a rule or other SSL policy configuration has an error, you cannot apply the policy
until you correct the issue.

@ |information |Informationicons convey helpful information about configurations that may affect
the flow of traffic. These issues are minor and will not prevent you from applying
the policy.
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Properly configuring SSL rules can also reduce the resources required to process network traffic.
Creating complex rules and mis-ordering rules can affect performance.

For more information, see:
e Understanding Rule Preemption and Invalid Configuration Warnings, page 16-16

e Ordering SSL Rules to Improve Performance and Avoid Preemption, page 16-16

Understanding Rule Preemption and Invalid Configuration Warnings

License: Any

Properly configuring and ordering SSL rules is essential to building an effective deployment. Within an
SSL policy, SSL rules can preempt other rules or contain invalid configurations. The module uses
warning and error icons to mark these issues.

Understanding Rule Preemption Warnings
The conditions of an SSL rule may preempt a subsequent rule from matching traffic. For example:
Rule 1: do not decrypt Administrators

Rule 2: block Administrators
The second rule above will never block traffic because the first rule will have already allowed the traffic.

Understanding Invalid Configuration Warnings

Because outside settings that the SSL policy depends on may change, an SSL policy setting that was
valid may become invalid. Consider the following examples:

e A rule that contains a URL category condition might be valid until you target a module that does not
have a URL Filtering license. At that point, an error icon appears next to the rule, and you cannot
apply the policy to that device until you edit or delete the rule, retarget the policy, or enable the
appropriate license.

e Ifyou create a Decrypt - Resign rule, and later add a security zone with passive interfaces to a zone
condition, the module displays a warning icon next to the rule. Because you cannot decrypt traffic
by re-signing a certificate in a passive deployment, the rule has no effect until you remove the
passive interfaces from the rule or change the rule action.

e If you add a user to a rule, then change your LDAP user awareness settings to exclude that user, the
rule will have no effect because the user is no longer an access-controlled user.

Ordering SSL Rules to Improve Performance and Avoid Preemption

License: Any

Rules in an SSL policy are numbered, starting at 1. The ASA FirePOWER module matches traffic to
rules in top-down order by ascending rule number. With the exception of Monitor rules, the first rule that
traffic matches is the rule that handles that traffic.

Proper SSL rule order reduces the resources required to process network traffic, and prevents rule
preemption. Although the rules you create are unique to every organization and deployment, there are a
few general guidelines to follow when ordering rules that can optimize performance while still
addressing your needs.
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Order Rules from Most to Least Critical

First, you must order rules to suit your organization's needs. Place priority rules that must apply to all
traffic near the top of the policy. For example, if you want to decrypt outgoing traffic from a single user
for further analysis (using a Decrypt - Resign rule), but not decrypt traffic from all other users in the
department (using a Do not decrypt rule), place two SSL rules in that order.

Order Rules from Specific to General

You can improve performance by placing specific rules earlier, that is, rules that narrowly define the
traffic they handle. This is also important because rules with broad conditions can match many different
types of traffic, and can preempt later, more specific rules.

Consider a scenario where a trusted CA (Good CA) mistakenly issued a CA certificate to a malicious
entity (Bad CA), but has not yet revoked that certificate. You want to block traffic encrypted with
certificates issued by the untrusted CA, but otherwise allow traffic within the trusted CA’s chain of trust.
You should upload the CA certificates and all intermediate CA certificates, then order your rules as
follows:

Rule 1: Block issuer CN=www.badca.com

Rule 2: Do not decrypt issuer CN=www.goodca.com
If you reverse the rules:

Rule 1: Do not decrypt issuer CN=www.goodca.com

Rule 2: Block issuer CN=www.badca.com
the first rule matches all traffic trusted by Good CA, including traffic trusted by Bad CA. Because no
traffic ever matches the second rule, malicious traffic may be allowed instead of blocked.

Order Rules to Allow Traffic from Certificate Pinned Sites

Certificate pinning forces a client's browser to verify that a server's public key certificate matches a
certificate the browser already associated with the server before establishing an SSL session. Because
the Decrypt - Resign action involves modifying a server certificate before passing it to the client, these
modified certificates are rejected if the browser already pinned that certificate.

For example, if a client browser connects to windowsupdate.microsoft.com, a site that uses certificate
pinning, and you configure an SSL rule that matches that traffic with a Decrypt - Resign action, the ASA
FirePOWER module re-signs the server certificate before passing it to the client browser. Because this
modified server certificate does not match the browser's pinned certificate for
windowsupdate.microsoft.com, the client browser rejects the connection.

If you want to allow this traffic, configure an SSL rule with the Do not decrypt action to match the server
certificate common name or distinguished name. In the SSL policy, order this rule before all Decrypt -
Resign rules that also match the traffic. You can retrieve the pinned certificate from the client's browser
after a successful connection to the website. You can also view the certificate from the logged connection
event, whether the connection succeeded or failed.

Place Rules that Decrypt Traffic Later

Because traffic decryption requires processing resources, placing rules that do not decrypt traffic (Do
not decrypt, Block) before rules that do (Decrypt - Known Key, Decrypt - Resign) can improve
performance. This is because traffic decryption can command significant resources. In addition, Block
rules can divert traffic that the ASA FirePOWER module might otherwise have decrypted or inspected.
All other factors being equal, that is, given a set of rules where none is more critical and preemption is
not an issue, consider placing them in the following order:

e Monitor rules that log matching connections, but take no other action on traffic
e Block rules that block traffic without further inspection

¢ Do not decrypt rules that do not decrypt encrypted traffic
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e Decrypt - Known Key rules that decrypt incoming traffic with a known private key

e Decrypt - Resign rules that decrypt outgoing traffic by re-signing the server certificate

Prioritize ClientHello Modifications

To prioritize ClientHello modifications, place rules that match on conditions that are available in the
ClientHello message before rules that match on ServerHello or server Certificate conditions.

When a managed device processes an SSL handshake, it can modify the ClientHello message to increase
the likelihood of decryption. For example, it may remove compression methods because the Firepower
System cannot decrypt compressed sessions.

The system only modifies ClientHello messages if it can conclusively match them to an SSL rule with a
Decrypt - Resign action. The first time the system detects an encrypted session to a new server, server
Certificate data is not available for ClientHello processing, which can result in an undecrypted first
session. For subsequent connections from the same client, the system can match the ClientHello message
conclusively to rules with server Certificate conditions and process the message to maximize decryption
potential.

If you place rules that match on ServerHello or server Certificate conditions (certificate, distinguished
names, certificate status, cipher suites, version) before rules that match on ClientHello conditions
(zones, networks, VLAN tags, ports, users, applications, URL categories), you can preempt ClientHello
modification and increase the number of undecrypted sessions.

Configuring SSL Inspection to Improve Performance

License: Any

Complex SSL policies and rules can command significant resources. When you apply an SSL policy, the
ASA FirePOWER module evaluates all the rules together and creates an expanded set of criteria that the
device uses to evaluate network traffic. A pop-up window may warn that you have exceeded the
maximum number of SSL rules supported by a device. This maximum depends on a number of factors,
including the physical memory and the number of processors on the device.

Simplifying Rules
The following guidelines can help you simplify your SSL rules and improve performance:

e When constructing a rule, use as few individual elements in your conditions as possible. For
example, in network conditions, use IP address blocks rather than individual IP addresses. In port
conditions, use port ranges. Use application filters and URL categories and reputations to perform
application control and URL filtering, and LDAP user groups to perform user control.

Note that combining elements into objects that you then use in SSL rule conditions does not improve
performance. For example, using a network object that contains 50 individual IP addresses gives you
only an organizational—not a performance—benefit over including those IP addresses in the
condition individually.

e Restrict rules by security zones whenever possible. If a device’s interfaces are not in one of the zones
in a zone-restricted rule, the rule does not affect performance on that device.

¢ Do not overconfigure rules. If one condition is enough to match the traffic you want to handle, do
not use two.

Configuring Traffic Decryption

Keep the following guidelines in mind when configuring traffic decryption:
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e Traffic decryption requires processing resources to decrypt the traffic, and to inspect it with access
control. Create narrowly focused decrypt rules over broad decrypt rules to reduce the amount of
traffic the ASA FirePOWER module decrypts, and as a result, reduce the processing resources
required to decrypt traffic. Rather than decrypting then later allowing or blocking traffic using an
access control rule, block or choose not to decrypt encrypted traffic where possible.

e If you configure certificate status conditions to trust traffic based on the root issuer CA, upload the
root CA certificate and all intermediate CA certificates within the root CA’s chain of trust to your
SSL policy. All traffic within a trusted CA’s chain of trust can be allowed without decryption, rather
than unnecessarily decrypting it.

Cisco ASA with FirePOWER Services Local Management Configuration Guide g



Chapter 16 Getting Started with SSL Rules |

Il Managing SSL Rules in a Policy

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide



Tuning Traffic Decryption Using SSL Rules

A basic SSL rule applies its rule action to all encrypted traffic inspected by the ASA FirePOWER
module. To better control and decrypt encrypted traffic, you can configure rule conditions to handle and
log specific types of traffic. Each SSL rule can contain 0, 1, or more rule conditions; a rule only matches
traffic if the traffic matches every condition in that SSL rule.

Note  When traffic matches a rule, the ASA FirePOWER module applies the configure rule action to the traffic.
When the connection ends, the module logs the traffic if configured to do so. For more information, see
Using Rule Actions to Determine Encrypted Traffic Handling and Inspection, page 16-8 and Logging
Connections Based on Access Control Handling, page 36-9.

Each rule condition allows you to specify one or more properties of traffic you want to match against;
these properties include details of:

e the flow of traffic, including the security zone through which it travels, IP address and port, and
country of origin or destination

e the user associated with a detected IP address
¢ the traffic payload, including the application detected in the traffic

¢ the connection encryption, including the SSL/TLS protocol version and cipher suite and server
certificate used to encrypt the connection

e the category and reputation of the URL specified in the server certificate’s distinguished name
For more information, see the following sections:

e Logging Decryptable Connections with SSL Rules, page 36-14

e Controlling Encrypted Traffic with Network-Based Conditions, page 17-1

e Controlling Encrypted Traffic by Reputation, page 17-7

e Controlling Traffic Based on Server Certificate Characteristics, page 17-16

Controlling Encrypted Traffic with Network-Based Conditions

License: Any

SSL rules within SSL policies exert granular control over encrypted traffic logging and handling.
Network-based conditions allow you to manage which encrypted traffic can traverse your network, using
one or more of the following criteria:
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e source and destination security zones
e source and destination IP addresses or geographical locations
e source and destination port

You can combine network-based conditions with each other and with other types of conditions to create
an SSL rule. These SSL rules can be simple or complex, matching and inspecting traffic using multiple
conditions. For detailed information on SSL rules, see Getting Started with SSL Rules, page 16-1.

For more information, see the following sections:
e Controlling Encrypted Traffic by Network Zone, page 17-2
e Controlling Encrypted Traffic by Network or Geographical Location, page 17-3
e Controlling Encrypted Traffic by Port, page 17-5

Controlling Encrypted Traffic by Network Zone

License: Any

Zone conditions in SSL rules allow you to control encrypted traffic by its source and destination security
zones.

A security zone is a grouping of one or more interfaces. An option you choose during a device’s initial
setup, called its detection mode, determines how the ASA FirePOWER module initially configures the
device’s interfaces, and whether those interfaces belong to a security zone.

As a simple example, when you register a device with an Inline detection mode, the ASA FirePOWER
module creates two zones: Internal and External, and assigns the first pair of interfaces on the device to
those zones. Hosts connected to the network on the Internal side represent your protected assets.

Mo

You are not required to group all internal (or external) interfaces into a single zone. Choose the grouping
that makes sense for your deployment and security policies. For more information on creating zones, see
Working with Security Zones, page 2-32.

In this deployment, you may decide that although you want these hosts to have unrestricted access to the
Internet, you nevertheless want to protect them by decrypting and inspecting incoming encrypted traffic.

To accomplish this with SSL inspection, configure an SSL rule with a zone condition where the
Destination Zone is set to Internal. This simple SSL rule matches traffic that leaves the device from any
interface in the Internal zone.

If you want to build a more complex rule, you can add a maximum of 50 zones to each of the Sources
Zones and Destination Zones in a single zone condition:

¢ To match encrypted traffic leaving the device from an interface in the zone, add that zone to the
Destination Zones.

Because devices deployed passively do not transmit traffic, you cannot use a zone comprised of
passive interfaces in a Destination Zone condition.

¢ To match encrypted traffic entering the device from an interface in the zone, add that zone to the
Source Zones.

If you add both source and destination zone conditions to a rule, matching traffic must originate from
one of the specified source zones and egress through one of the destination zones.
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Note that just as all interfaces in a zone must be of the same type (all inline, all passive, all switched, or
all routed), all zones used in a zone condition for an SSL rule must be of the same type. That is, you
cannot write a single rule that matches encrypted traffic to or from zones of different types.

Warning icons indicate invalid configurations, such as zones that contain no interfaces. For details, hover
your pointer over the icon.

To control encrypted traffic by zone:

In the SSL policy where you want to control encrypted traffic by zone, create a new SSL rule or edit an
existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.
In the SSL rule editor, select the Zones tab.

The Zones tab appears.

Find and select the zones you want to add from the Available Zones.

To search for zones to add, click the Search by name prompt above the Available Zones list, then type a zone
name. The list updates as you type to display matching zones.

Click to select a zone. To select multiple zones, use the Shift and Ctrl keys, or right-click and then select
Select All.

Click Add to Source or Add to Destination to add the selected zones to the appropriate list.
You can also drag and drop selected zones.
Save or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Controlling Encrypted Traffic by Network or Geographical Location

Tip

License: Any

Network conditions in SSL rules allow you to control and decrypt encrypted traffic by its source and
destination IP address. You can either:

e explicitly specify the source and destination IP addresses for the encrypted traffic you want to
control, or

e use the geolocation feature, which associates IP addresses with geographical locations, to control
encrypted traffic based on its source or destination country or continent

When you build a network-based SSL rule condition, you can manually specify IP address and
geographical locations. Alternately, you can configure network conditions with network and geolocation
objects, which are reusable and associate a name with one or more IP addresses, address blocks,
countries, continents, and so on.

After you create a network or geolocation object, you can use it not only to build SSL rules, but also to
represent IP addresses in various other places in the module interface. You can create these objects using
the object manager; you can also create network objects on-the-fly while you are configuring SSL rules.
For more information, see Managing Reusable Objects, page 2-1.
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Note that if you want to write rules to control traffic by geographical location, to ensure you are using
up-to-date geolocation data to filter your traffic, Cisco strongly recommends you regularly update the
geolocation database (GeoDB) on your ASA FirePOWER module; see Updating the Geolocation
Database, page 46-19.

The following graphic shows the network condition for an SSL rule that blocks encrypted connections
originating from your internal network and attempting to access resources either in the Cayman Islands
or an offshore holding corporation server at 182.16.0.3.

Source Networks (1) Destination Networks (2)
57 192.168.0.0/16 b B8 cayman Islands i
= B
=2 182.16.0.3 0 g
[3#]

The example manually specifies the offshore holding corporation’s server IP address, and uses a ASA
FirePOWER module-provided Cayman Islands geolocation object to represent Cayman Island IP
addresses.

You can add a maximum of 50 items to each of the Source Networks and Destination Networks in a single
network condition, and you can mix network and geolocation-based configurations:

e To match encrypted traffic from an IP address or geographical location, configure the Source
Networks.

e To match encrypted traffic fo an IP address or geographical location, configure the Destination
Networks.

If you add both source and destination network conditions to a rule, matching encrypted traffic must
originate from one of the specified IP addresses and be destined for one of the destination IP addresses.

When building a network condition, warning icons indicate invalid configurations. For details, hover
your pointer over the icon.

To control traffic by network or geographical location:
Access: Admin/Access Admin/Network Admin

In the SSL policy where you want to control encrypted traffic by network, create a new SSL rule or edit
an existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.

In the SSL rule editor, select the Networks tab.

The Networks tab appears.

Find and select the networks you want to add from the Available Networks, as follows:

e Click the Networks tab to display network objects and groups to add; click the Geolocation tab to
display geolocation objects.

¢ To add a network object on the fly, which you can then add to the condition, click the add icon (3)
above the Available Networks list; see Working with Network Objects, page 2-3.

e To search for network or geolocation objects to add, select the appropriate tab, click the Search by
name or value prompt above the Available Networks list, then type an object name or the value of one
of the object’s components. The list updates as you type to display matching objects.

To select an object, click it. To select multiple objects, use the Shift and Ctrl keys, or right-click and then
select Select All.
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Click Add to Source or Add to Destination to add the selected objects to the appropriate list.
You can also drag and drop selected objects.
Add any source or destination IP addresses or address blocks that you want to specify manually.

Click the Enter an IP address prompt below the Source Networks or Destination Networks list; then type an IP
address or address block and click Add.

Save or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Controlling Encrypted Traffic by Port

Tip

Step 1

Step 2

Step 3

License: Any

Port conditions in SSL rules allow you to control encrypted traffic by its source and destination TCP
port. When you build a port-based SSL rule condition, you can manually specify TCP ports. Alternately,
you can configure port conditions with port objects, which are reusable and associate a name with one
Or more ports.

After you create a port object, you can use it not only to build SSL rules, but also to represent ports in
various other places in the module interface. You can create port objects either using the object manager
or on-the-fly while you are configuring SSL rules. For more information, see Working with Port Objects,
page 2-9.

You can add a maximum of 50 items to each of the Selected Source Ports and Selected Destination Ports lists
in a single network condition:

e To match encrypted traffic from a TCP port, configure the Selected Source Ports.
¢ To match encrypted traffic to a TCP port, configure the Selected Destination Ports.

¢ To match encrypted traffic both originating from TCP Selected Source Ports and destined for TCP
Selected Destination Ports, configure both.

You can only configure the Selected Source Ports and Selected Destination Ports lists with TCP ports. Port
objects containing non-TCP ports are greyed out in the Available Ports list.

When building a port condition, warning icons indicate invalid configurations. For example, you can use
the object manager to edit in-use port objects so that the rules that use those object groups become
invalid. For details, hover your pointer over the icon.

To control traffic by port:

In the SSL policy where you want to control encrypted traffic by TCP port, create a new SSL rule or edit
an existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.
In the SSL rule editor, select the Ports tab.

The Ports tab appears.

Find and select the TCP ports you want to add from the Available Ports, as follows:
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e To add a TCP port object on the fly, which you can then add to the condition, click the add icon (&)
above the Available Ports list; see Working with Port Objects, page 2-9.

e To search for TCP-based port objects and groups to add, click the Search by name or value prompt
above the Available Ports list, then type either the name of the object, or the value of a port in the
object. The list updates as you type to display matching objects. For example, if you type 443, the
ASA FirePOWER module displays the ASA FirePOWER module-provided HTTPS port object.

To select a TCP-based port object, click it. To select multiple TCP-based port objects, use the Shift and
Ctrl keys, or right-click and then select SelectAll. If the object includes non-TCP-based ports, you cannot
add it to your port condition.

Click Add to Source or Add to Destination to add the selected objects to the appropriate list.
You can also drag and drop selected objects.

Enter a Port under the Selected Source Ports or Selected Destination Ports list to manually specify source or
destination ports. You can specify a single port with a value from 0 to 65535.

Click Add.

Note that the ASA FirePOWER module will not add a port to a rule condition that results in an invalid
configuration.

Save or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Controlling Encrypted Traffic Based on User

License: Control

You can configure SSL rules to match traffic for users retrieved from a Microsoft Active Directory
Server. User conditions in SSL rules allow you perform user control—to manage which traffic can
traverse your network, by limiting traffic based on the LDAP user logged into a host.

User control works by associating access controlled users with IP addresses. Deployed agents monitor
specified users as they log in and out of hosts or authenticate with Active Directory credentials for other
reasons. For example, your organization may use services or applications that rely on Active Directory
for centralized authentication.

For traffic to match an SSL rule with a user condition, the IP address of either the source or destination
host in the monitored session must be associated with a logged in access controlled user. You can control
traffic based on individual users or the groups those users belong to.

You can combine user conditions with each other and with other types of conditions to create an SSL
rule. These SSL rules can be simple or complex, matching and inspecting traffic using multiple
conditions. For detailed information on SSL rules, see Understanding and Creating SSL Rules,

page 16-4.

User control requires a Control license and is supported only for LDAP users and groups (access
controlled users), using login and logoff records reported by a User Agent monitoring Microsoft Active
Directory servers.
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Controlling Encrypted Traffic by Reputation

Before you can write SSL rules with user conditions, you must configure a connection between the ASA
FirePOWER module and at least one of your organization’s Microsoft Active Directory servers. This
configuration, called an authentication object, contains connection settings and authentication filter
settings for the server. It also specifies the users you can use in user conditions.

In addition, you must install User Agents. The agents monitor users when they authenticate against
Active Directory credentials, and send records of those logins to the ASA FirePOWER module. These
records associate users with IP addresses, which is what allows SSL rules with user conditions to trigger.

To control encrypted traffic by user:

In the SSL policy where you want to control encrypted traffic by user, create a new SSL rule or edit an
existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.
In the SSL rule editor, select the Users tab.
The Users tab appears.

To search for users to add, click the Search by name or value prompt above the Available Users list, then type
the username. The list updates as you type to display matching users.

To select a user, click it. To select multiple users, use the Shift and Ctrl keys, or right-click and then
select Select All.

Click Add to Rule or to add the selected users to the Selected Users list.
You can also drag and drop selected users.
Save or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Controlling Encrypted Traffic by Reputation

License: Control or URL Filtering

Reputation-based conditions in SSL rules allow you to manage which encrypted traffic can traverse your
network, by contextualizing your network traffic and limiting it where appropriate. SSL rules govern the
following types of reputation-based control:

e Application conditions allow you to perform application control, which controls application traffic
based on not only individual applications, but also applications’ basic characteristics: type, risk,
business relevance, and categories.

e URL conditions allow you to control web traffic based on a websites’ assigned category and
reputation.

You can combine reputation-based conditions with each other and with other types of conditions to
create an SSL rule. These SSL rules can be simple or complex, matching and inspecting traffic using
multiple conditions.

For more information, see the following sections:
e Controlling Encrypted Traffic Based on Application, page 17-8
¢ Controlling Encrypted Traffic by URL Category and Reputation, page 17-13
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Controlling Encrypted Traffic Based on Application

License: Control

When the Firepower system analyzes encrypted IP traffic, it can identify and classify commonly used
encrypted applications on your network prior to decrypting the encrypted session. The ASA FirePOWER
module uses this discovery-based application awareness feature to allow you to control encrypted
application traffic on your network.

Application conditions in SSL rules allow you to perform this application control. Within a single SSL
rule, there are a few ways you can specify applications whose traffic you want to control:

® You can select individual applications, including custom applications.

¢ You can use ASA FirePOWER module-provided application filters, which are named sets of
applications organized according to its basic characteristics: type, risk, business relevance, and
categories.

* You can create and use custom application filters, which group applications (including custom
applications) in any way you choose.

Note  When you filter application traffic using access control rules, you can use application tags as a criterion.
to filter. However, you cannot use application tags to filter encrypted traffic because there is no benefit.
All applications that the ASA FirePOWER module can detect in encrypted traffic are tagged SSL Protocol;
applications without this tag can only be detected in unencrypted or decrypted traffic.

Application filters allow you to quickly create application conditions for SSL rules. They simplify policy
creation and administration, and grant you assurance that the module will control web traffic as
expected. For example, you could create an SSL rule that identifies and decrypts all high risk, low
business relevance applications in encrypted traffic. If a user attempts to use one of those applications,
the session is decrypted and inspected with access control.

In addition, Cisco frequently updates and adds additional detectors via system and vulnerability database
(VDB) updates. You can also create your own detectors and assign characteristics (risk, relevance, and
so on) to the applications they detect. By using filters based on application characteristics, you can
ensure that the module uses the most up-to-date detectors to monitor application traffic.

For traffic to match an SSL rule with an application condition, the traffic must match one of the filters
or applications that you add to a Selected Applications and Filters list.

The following graphic shows the application condition for an SSL rule that decrypts a custom group of
applications for MyCompany, all applications with high risk and low business relevance, gaming
applications, and some individually selected applications.

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide



| Chapter17  Tuning Traffic Decryption Using SSL Rules

Controlling Encrypted Traffic by Reputation

Selected Applications and Filkers (&)

Fitters

[ MyCompany Blocked &pps @
[7] categories: gaming (@
[7] risks: wery High; Business Relevance @
Applications

[ 4chan @
[ Farl u I
™ reddit & g

In a single application condition, you can add a maximum of 50 items to the Selected Applications and
Filters list. Each of the following counts as an item:

¢ One or more filters from the Application Filters list, individually or in custom combination. This item
represents set of applications, grouped by characteristic.

e A filter created by saving search of the applications in the Available Applications list. This item
represents a set of applications, grouped by substring match.

¢ An individual application from the Available Applications list.

In the module interface, filters added to a condition are listed above and separately from individually
added applications.

Note that when you apply an SSL policy, for each rule with an application condition, the ASA
FirePOWER module generates a list of unique applications to match. In other words, you may use
overlapping filters and individually specified applications to ensure complete coverage.

For more information, see the following sections:
e Matching Encrypted Traffic with Application Filters, page 17-9
e Matching Traffic from Individual Applications, page 17-10
e Adding an Application Condition to an SSL Rule, page 17-11
e Limitations to Encrypted Application Control, page 17-12

Matching Encrypted Traffic with Application Filters

License: Control

When building an application condition in an SSL rule, use the Application Filters list to create a set of
applications, grouped by characteristic, whose traffic you want to match.

For your convenience, the ASA FirePOWER module characterizes each application that it detects using
a specified criteria. You can use these criteria as filters or create custom combinations of filters to
perform application control.

Note that the mechanism for filtering applications within an SSL rule is the same as that for creating
reusable, custom application filters using the object manager; see Working with Application Filters,
page 2-10. You can also save many filters you create on-the-fly in access control rules as new, reusable
filters. You cannot save a filter that includes another user-created filter because you cannot nest
user-created filters.
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Understanding How Filters Are Combined

When you select filters, singly or in combination, the Available Applications list updates to display only
the applications that meet your criteria. You can select ASA FirePOWER module-provided filters in
combination, but not custom filters.

The module links multiple filters of the same filter type with an OR operation. For example, if you select
the Medium and High filters under the Risks type, the resulting filter is:

Risk: Medium OR High
If the Medium filter contained 110 applications and the High filter contained 82 applications, the module
displays all 192 applications in the Available Applications list.

The module links different types of filters with an AND operation. For example, if you select the
Medium and High filters under the Risks type, and the Medium and High filters under the Business
Relevance type, the resulting filter is:

Risk: Medium OR High

AND

Business Relevance: Medium OR High
In this case, the module displays only those applications that are included in both the Medium or High
Risk type AND the Medium or High Business Relevance type.

Finding and Selecting Filters

To select filters, click the arrow next to a filter type to expand it, then select or clear the check box next
to each filter whose applications you want to display or hide. You can also right-click a Cisco-provided
filter type (Risks, Business Relevance, Types, or Categories) and select Check All or Uncheck All.

To search for filters, click the Search by name prompt above the Available Filters list, then type a name. The
list updates as you type to display matching filters.

After you are done selecting filters, use the Available Applications list to add those filters to the rule; see
Matching Traffic from Individual Applications, page 17-10.

Matching Traffic from Individual Applications

l _ Cisco ASA with FirePOWER Services Local Management Configuration Guide

License: Control

When building an application condition in an SSL rule, use the Available Applications list to select the
applications whose traffic you want to match.

Browsing the List of Applications

When you first start to build the condition the list is unconstrained, and displays every application the
module detects, 100 at a time:

¢ To page through the applications, click the arrows underneath the list.

e To display a pop-up window with summary information about the application’s characteristics, as
well as Internet search links that you can follow, click the information icon (3§ ) next to an
application.

Finding Applications to Match
To help you find the applications you want to match, you can constrain the Available Applications list in
the following ways:

¢ To search for applications, click the Search by name prompt above the list, then type a name. The list
updates as you type to display matching applications.
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e To constrain the applications by applying a filter, use the Application Filters list (see Matching
Encrypted Traffic with Application Filters, page 17-9). The Available Applications list updates as you
apply filters.

Once constrained, an All apps matching the filter option appears at the top of the Available Applications list.
This option allows you to add all the applications in the constrained list to the Selected Applications and
Filters list, all at once.

If you select one or more filters in the Application Filters list and also search the Available Applications
list, your selections and the search-filtered Available Applications list are combined using an AND
operation. That is, the All apps matching the filter condition includes all the individual conditions currently
displayed in the Available Applications list as well as the search string entered above the Available
Applications list.

Selecting Single Applications to Match in a Condition

After you find an application you want to match, click to select it. To select multiple applications, use
the Shift and Ctrl keys, or right-click and select Select All to select all applications in the current
constrained view.

In a single application condition, you can match a maximum of 50 applications by selecting them
individually; to add more than 50 you must either create multiple SSL rules or use filters to group
applications.

Selecting All Applications Matching a Filter for a Condition

Once constrained by either searching or using the filters in the Application Filters list, the All apps matching
the filter option appears at the top of the Available Applications list.

This option allows you to add the entire set of applications in the constrained Available Applications list to
the Selected Applications and Filters list, at once. In contrast to adding applications individually, adding this
set of applications counts as only one item against the maximum of 50, regardless of the number of
individual application that comprise it.

When you build an application condition this way, the name of the filter you add to the Selected
Applications and Filters list is a concatenation of the filter types represented in the filter plus the names of
up to three filters for each type. More than three filters of the same type are followed by an ellipsis (...).
For example, the following filter name includes two filters under the Risks type and four under Business
Relevance:

Risks: Medium, High Business Relevance: Low, Medium, High, ...
Filter types that are not represented in a filter you add with All apps matching the filter are not included in
the name of the filter you add. The instructional text that is displayed when you hover your pointer over
the filter name in the Selected Applications and Filters list indicates that these filter types are set to any; that
is, these filter types do not constrain the filter, so any value is allowed for these.

You can add multiple instances of All apps matching the filter to an application condition, with each
instance counting as a separate item in the Selected Applications and Filters list. For example, you could
add all high risk applications as one item, clear your selections, then add all low business relevance
applications as another item. This application condition matches applications that are high risk OR have
low business relevance.

Adding an Application Condition to an SSL Rule

License: Control
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For encrypted traffic to match an SSL rule with an application condition, the traffic must match one of
the filters or applications that you add to a Selected Applications and Filters list.

You can add a maximum of 50 items per condition, and filters added to a condition are listed above and
separately from individually added applications. When building an application condition, warning icons
indicate invalid configurations. For details, hover your pointer over the icon.

To control encrypted application traffic:

In the SSL policy where you want to control traffic by application, create a new SSL rule or edit an
existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.

In the SSL rule editor, select the Applications tab.

The Applications tab appears.

Optionally, use filters to constrain the list of applications displayed in the Available Applications list.

Select one or more filters in the Application Filters list. For more information, see Matching Encrypted
Traffic with Application Filters, page 17-9.

Find and select the applications you want to add from the Available Applications list.

You can search for and select individual applications, or, when the list is constrained, All apps matching
the filter. For more information, see Matching Traffic from Individual Applications, page 17-10.

Click Add to Rule to add the selected applications to the Selected Applications and Filters list.

You can also drag and drop selected applications and filters. Filters appear under the heading Filters, and
applications appear under the heading Applications.

Before you add another filter to this application condition, click Clear All Filters to clear your existing
selections.

Save or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Limitations to Encrypted Application Control

License: Control

Keep the following points in mind when performing application control.

Encrypted Application Identification

The ASA FirePOWER module can identify unencrypted applications that become encrypted using
StartTLS. This includes such applications as SMTPS, POPS, FTPS, TelnetS, and IMAPS. In addition, it
can identify certain encrypted applications based on the Server Name Indication in the TLS client hello
message, or the server certificate subject distinguished name value.

Speed of Application Identification
The ASA FirePOWER module cannot perform application control on encrypted traffic before:
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e an encrypted connection is established between a client and server, and
e the module identifies the application in the encrypted session

This identification occurs after the server certificate exchange. If traffic exchanged during the handshake
matches all other conditions in an SSL rule containing an application condition but the identification is
not complete, the SSL policy allows the packet to pass. This behavior allows the handshake to complete
so that applications can be identified. For your convenience, affected rules are marked with an
information icon (@).

After the module completes its identification, it applies the SSL rule action to the remaining session
traffic that matches its application condition.

Controlling Encrypted Traffic by URL Category and Reputation

Note

License: URL Filtering

URL conditions in SSL rules allow you to handle and decrypt encrypted website traffic that users on your
network can access. The module detects the requested URL based on information passed during the SSL
handshake. With a URL Filtering license, you can control access to websites based on the URL’s general
classification, or category, and risk level, or reputation.

You can handle and decrypt traffic to specific URLs by defining a distinguished name SSL rule
condition. The common name attribute in a certificate’s subject distinguished name contains the site’s
URL. For more information, see Controlling Encrypted Traffic by Certificate Distinguished Name,
page 17-17.

For more information, see:
e Performing Reputation-Based URL Blocking, page 17-13
e Limitations on URL Detection and Blocking, page 17-16

Performing Reputation-Based URL Blocking

License: URL Filtering

With a URL Filtering license, you can control your users’ access to websites based on the category and
reputation of requested URLs:

e The URL category is a general classification for the URL. For example, ebay.com belongs to the
Auctions category, and monster.com belongs to the Job Search category. A URL can belong to more
than one category.

e The URL reputation represents how likely the URL is to be used for purposes that might be against
your organization’s security policy. A URL’s risk can range from High Risk (level 1) to Well Known
(level 5).

URL categories and reputations, which the Firepower system obtains from the Cisco cloud, allow you to
quickly create URL conditions for SSL rules. For example, you could create an SSL rule that identifies
and blocks all High risk URLs in the Abused Drugs category. If a user attempts to browse to any URL with
that category and reputation combination over an encrypted connection, the session is blocked.
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Note  Before SSL rules with category and reputation-based URL conditions can take effect, you must enable
communications with the Cisco cloud. This allows the ASA FirePOWER module to retrieve URL data.
For more information, see Enabling Cloud Communications, page 44-2.

Using category and reputation data from the Cisco cloud simplifies policy creation and administration.
It grants you assurance that the module controls encrypted web traffic as expected. Finally, because the
cloud is continually updated with new URLs, as well as new categories and risks for existing URLs, you
can ensure that the module uses up-to-date information to filter requested URLs. Malicious sites that
represent security threats such as malware, spam, botnets, and phishing may appear and disappear faster
than you can update and apply new policies.

For example:

e If arule blocks all gaming sites, as new domains get registered and classified as Gaming, the module
can block those sites automatically.

e If arule blocks all malware, and a blog page gets infected with malware, the cloud can recategorize
the URL from Blog to Malware and the module can block that site.

e If a rule blocks high-risk social networking sites, and somebody posts a link on their profile page
that contains links to malicious payloads, the cloud can change the reputation of that page from
Benign sites to High risk so the module can block it.

Note that if the cloud does not know the category or reputation of a URL, or if the ASA FirePOWER
module cannot contact the cloud, that URL does not trigger SSL rules with category or reputation-based
URL conditions. You cannot assign categories or reputations to URLs manually.

The following graphic shows the URL condition for an access control rule that blocks: all malware sites,
all high-risk sites, and all non-benign social networking sites.

Selected Categories (3)
= Any (Reputation 1) @
B Malware Sites (Any Reputation) (7

7]
B social Network (Reputations 1-3) (7 g

Tip If you decrypt traffic, then block it with access control, you can give users a chance to bypass the block
by clicking through a warning page. See Interactive Blocking Actions: Allowing Users to Bypass
Website Blocks, page 6-8 for more information.

You can add a maximum of 50 Selected Categories to match in a single URL condition. Each URL
category, optionally qualified by reputation, counts as a single item.

The following table summarizes how you build the condition shown above. Note that you cannot qualify
a literal URL or URL object with a reputation.
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Table 17-1 Example: Building A URL Condition

To block... Select this Category or URL Object... |And this Reputation...

malware sites, regardless of |Malware Sites Any

reputation

any URL with a high risk  |Any 1 - High Risk

(level 1)

social networking sites with |Social Network 3 - Benign sites with security risks
a risk greater than benign

(levels 1 through 3)

When building a URL condition, warning icons indicate invalid configurations. For details, hover your
pointer over the icon and see Troubleshooting Access Control Policies and Rules, page 4-13.

To control traffic by requested URL using category and reputation data:

In the SSL policy where you want to control encrypted traffic by URL, create a new SSL rule or edit an
existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.
In the SSL rule editor, select the Categories tab.
The Categories tab appears.

Find and select the categories of URL you want to add from the Categories list. To match encrypted web
traffic regardless of category, select Any category.

To search for categories to add, click the Search by name or value prompt above the Categories list, then type
the category name. The list updates as you type to display matching categories.

To select a category, click it. To select multiple categories, use the Shift and Ctrl keys.

Although you can right-click and Select All categories, adding all categories this way exceeds the 50-item
maximum for an SSL rule. Instead, use Any.

Optionally, qualify your category selections by clicking a reputation level from the Reputations list. If you
do not specify a reputation level, the module defaults to Any, meaning all levels.

You can only select one reputation level. When you choose a reputation level, the SSL rule behaves
differently depending on its purpose:

e If the rule blocks web access or decrypts traffic (the rule action is Block, Block with reset, Decrypt -
Known Key, Decrypt - Resign, or Monitor) selecting a reputation level also selects all reputations more
severe than that level. For example, if you configure a rule to block Suspicious sites (level 2), it also
automatically blocks High Risk (level 1) sites.

e [If the rule allows web access, subject to access control (the rule action is Do net decrypt), selecting a
reputation level also selects all reputations less severe than that level. For example, if you configure
a rule to allow Benign sites (level 4), it also automatically allows Well known (level 5) sites.

If you change the rule action for a rule, the module automatically changes the reputation levels in URL
conditions according to the above points.

Click Add to Rule or to add the selected items to the Selected Categories list.
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You can also drag and drop selected items.
Step6  Save or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Limitations on URL Detection and Blocking

License: URL Filtering

Keep the following points in mind when performing URL detection and blocking.

Speed of URL Identification
The module cannot categorize URLs before:
e a monitored connection is established between a client and server
¢ the module identifies the HTTPS application in the session
¢ the module identifies the requested URL from either the client hello message or the server certificate

This identification occurs after the server certificate exchange. If traffic exchanged during the handshake
matches all other conditions in an SSL rule containing a URL condition but the identification is not
complete, the SSL policy allows the packet to pass. This behavior allows the connection to be established
so that URLs can be identified. For your convenience, affected rules are marked with an information icon
(@).

After the module completes its identification, it applies the SSL rule action to the remaining session
traffic that matches its URL condition.

Search Query Parameters in URLs

The module does not use search query parameters in the URL to match URL conditions. For example,
consider a scenario where you block all shopping traffic. In that case, using a web search to search for
amazon.com is not blocked, but browsing to amazon.com is.

Controlling Traffic Based on Server Certificate Characteristics

License: Any

You can create SSL rules that handle and decrypt encrypted traffic based on server certificate
characteristics. You can detect the protocol version or cipher suite used to encrypt the session, and
handle traffic accordingly. You can also detect the server certificate and handle traffic, based on the
following server certificate characteristics:

e the server certificate itself

e the certificate issuer, whether an issuing CA or if the certificate is self-signed

e the certificate holder

e various certificate statuses, such as whether the certificate is valid, or revoked by the issuing CA

To detect multiple cipher suites in a rule, the certificate issuer, or the certificate holder, you can create
reusable cipher suite list and distinguished name objects and add them to your rule. To detect the server
certificate and certain certificate statuses, you must create external certificate and external CA objects
for the rule.
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For more information, see the following sections:
e Controlling Encrypted Traffic by Certificate Distinguished Name, page 17-17
e Controlling Encrypted Traffic by Certificate, page 17-19
e Controlling Encrypted Traffic by Certificate Status, page 17-20
e Controlling Encrypted Traffic by Cipher Suite, page 17-25
¢ Controlling Traffic by Encryption Protocol Version, page 17-26

Controlling Encrypted Traffic by Certificate Distinguished Name

Note

License: Any

Distinguished name conditions in SSL rules allow you to handle and inspect encrypted traffic based on
the CA that issued a server certificate, or the certificate holder. Based on the issuer distinguished name,
you can handle traffic based on the CA that issued a site’s server certificate.

When configuring the rule condition, you can manually specify a literal value, reference a distinguished
name object, or reference a distinguished name group containing multiple objects.

You cannot configure a distinguished name condition if you also select the Decrypt - Known Key action.
Because that action requires you to select a server certificate to decrypt traffic, the certificate already
matches the traffic. See Decrypt Actions: Decrypting Traffic for Further Inspection, page 16-9 for more
information.

You can match against multiple subject and issuer distinguished names in a single certificate status rule
condition; only one common or distinguished name needs to match to match the rule.

If you add a distinguished name manually, it can contain the common name attribute (CN). If you add a
common name without cn= then the module prepends cn= before saving the object.

You can also add a distinguished name with one of each attribute listed in the following table, separated
by commas.

Table 17-2 Distinguished Name Attributes
Attribute |Description Allowed Values
C Country Code |two alphabetic characters
CN Common Name |up to 64 alphanumeric, backslash (\), hyphen (-), quotation (*), asterisk (*),
0 Organization period (.), or space characters
ou Organizational
Unit

The following graphic illustrates a distinguished name rule condition searching for certificates issued to
goodbakery.example.com or issued by goodca.example.com. Traffic encrypted with these certificates is
allowed, subject to access control.
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Subject DNs (1) Issuer DNs (1)
=8 Good Bakery | 52 CN=goodca.example.com (5

373017

The following graphic illustrates a distinguished name rule condition searching for certificates issued to
badbakery.example.com and associated domains, or certificates issued by badca.example.com. Traffic
encrypted with these certificates is decrypted using a re-signed certificate.

Subject DNs (3) Issuer DMNs (1)

== Bad Bakery b s2BadcCA @
= CN=badbakery2.examp [J

= C=U5,CN=badbakery3. [g

aranie

You can add a maximum of 50 literal values and distinguished name objects to the Subject DNs, and 50
literal values and distinguished name objects to the Issuer DNs, in a single DN condition.

The ASA FirePOWER module-provided DN object group, Sourcefire Undecryptable Sites, contains
websites whose traffic the module cannot decrypt. You can add this group to a DN condition to block or
not decrypt traffic to or from these websites, without wasting system resources attempting to decrypt that
traffic. You can modify individual entries in the group. You cannot delete the group. System updates can
modify the entries on this list, but the module preserves user changes.

The first time the system detects an encrypted session to a new server, DN data is not available for
ClientHello processing, which can result in an undecrypted first session. After the initial session, the
managed device caches data from the server Certificate message. For subsequent connections from the
same client, the system can match the ClientHello message conclusively to rules with DN conditions and
process the message to maximize decryption potential.

To inspect encrypted traffic based on certificate subject or issuer distinguished name:

In the SSL policy where you want to control encrypted traffic by certificate subject or issuer
distinguished name, create a new SSL rule or edit an existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.

In the SSL rule editor, select the DN tab.

The DN tab appears.

Find and select the distinguished names you want to add from the Available DNs, as follows:

e To add a distinguished name object on the fly, which you can then add to the condition, click the add
icon (&) above the Available DNs list; see Working with Distinguished Name Objects, page 2-33.

¢ To search for distinguished name objects and groups to add, click the Search by name or value prompt
above the Available DNs list, then type either the name of the object, or a value in the object. The list
updates as you type to display matching objects.

To select an object, click it. To select multiple objects, use the Shift and Ctrl keys, or right-click and then
select Select All.
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You have the following options:
e Click Add to Subject to add the selected objects to the Subject DNs list.
e Click Add to Issuer to add the selected objects to the Issuer DNs list.
You can also drag and drop selected objects.
Add any literal common names or distinguished names that you want to specify manually.

Click the Enter DN or CN prompt below the Subject DNs or Issuer DNs list; then type a common name or
distinguished name and click Add.

Add or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Controlling Encrypted Traffic by Certificate

License: Any

Certificate conditions in SSL rules allow you to handle and inspect encrypted traffic based on the server
certificate used to encrypt that traffic. You can configure a condition with one or more certificates; traffic
matches the rule if the certificate matches any of the condition’s certificates.

When you build a certificate-based SSL rule condition, you can upload a server certificate; you save the
certificate as an external certificate object, which is reusable and associates a name with a server
certificate. Alternately, you can configure certificate conditions with existing external certificate objects
and object groups.

You can search the Available Certificates field in the rule condition based for external certificate objects
and object groups based on the following certificate distinguished name characteristics:

e subject or issuer common name (CN)
e subject or issuer organization (O)
e subject or issuer organizational unit (OU)

You can choose to match against multiple certificates in a single certificate rule condition; if the
certificate used to encrypt the traffic matches any of the uploaded certificates, the encrypted traffic
matches the rule.

You can add a maximum of 50 external certificate objects and external certificate object groups to the
Selected Certificates in a single certificate condition.

Note the following:

¢ You cannot configure a certificate condition if you also select the Decrypt - Known Key action. Because
that action requires you to select a server certificate to decrypt traffic, the implication is that the
certificate already matches the traffic. See Decrypt Actions: Decrypting Traffic for Further
Inspection, page 16-9 for more information.

e If you configure a certificate condition with an external certificate object, any cipher suites you add
to a cipher suite condition, or internal CA objects you associate with the Decrypt - Resign action, must
match the external certificate’s signature algorithm type. For example, if your rule’s certificate
condition references an EC-based server certificate, any cipher suites you add, or CA certificates
you associate with the Decrypt - Resign action, must also be EC-based. If you mismatch signature
algorithm types in this case, the policy editor displays a warning icon next to the rule. For more
information, see Controlling Encrypted Traffic by Cipher Suite, page 17-25 and Decrypt Actions:
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Decrypting Traffic for Further Inspection, page 16-9.

e The first time the system detects an encrypted session to a new server, certificate data is not available
for ClientHello processing, which can result in an undecrypted first session. After the initial session,
the managed device caches data from the server Certificate message. For subsequent connections
from the same client, the system can match the ClientHello message conclusively to rules with
certificate conditions and process the message to maximize decryption potential.

To inspect encrypted traffic based on server certificate:

In the SSL policy where you want to control encrypted traffic based on server certificate, create a new
SSL rule or edit an existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.

In the SSL rule editor, select the Certificate tab.

The Certificate tab appears.

Find and select the server certificates you want to add from the Available Certificates, as follows;

e To add an external certificate object on the fly, which you can then add to the condition, click the
add icon (.3 ) above the Available Certificates list; see Working with External Certificate Objects,
page 2-41.

e To search for certificate objects and groups to add, click the Search by name or value prompt above the
Available Certificates list, then type either the name of the object, or a value in the object. The list
updates as you type to display matching objects.

To select an object, click it. To select multiple objects, use the Shift and Ctrl keys, or right-click and then
select Select All.

Click Add to Rule to add the selected objects to the Subject Certificates list.
You can also drag and drop selected objects.
Add or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Controlling Encrypted Traffic by Certificate Status
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License: Any

Certificate status conditions in SSL rules allow you to handle and inspect encrypted traffic based on the
status of the server certificate used to encrypt the traffic, including whether a certificate is valid, revoked,
expired, not yet valid, self-signed, or signed by a trusted CA.

Checking whether a CA issued or revoked a certificate requires uploading root and intermediate CA
certificates and associated CRLs as objects. You then add these trusted CA objects to an SSL policy’s
list of trusted CA certificates.

For each certificate status SSL rule condition you configure, you can match traffic against the presence
or absence of a given status. You can select several statuses in one rule condition; if the certificate
matches any of the selected statuses, the rule matches the traffic.

For more information, see:
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e Trusting External Certificate Authorities, page 17-21
e Matching Traffic on Certificate Status, page 17-22

Trusting External Certificate Authorities

Tip

Step 1

Step 2

Step 3

Step 4

Step 5

License: Any

You can trust CAs by adding root and intermediate CA certificates to your SSL policy, then use these
trusted CAs to verify server certificates used to encrypt traffic. Verified server certificates include
certificates signed by trusted CAs.

If a trusted CA certificate contains an uploaded certificate revocation list (CRL), you can also verify
whether a trusted CA revoked the encryption certificate. See Adding a Certificate Revocation List to a
Trusted CA Object, page 2-40 for more information.

After you add trusted CA certificates to the SSL policy, you can configure an SSL rule with various
Certificate Status conditions to match against this traffic. See Working with Trusted Certificate
Authority Objects, page 2-39 and Controlling Encrypted Traffic by Certificate Status, page 17-20 for
more information.

Upload all certificates within a root CA’s chain of trust to the list of trusted CA certificates, including
the root CA certificate and all intermediate CA certificates. Otherwise, it is more difficult to detect
trusted certificates issued by intermediate CAs.

When you create an SSL policy, the ASA FirePOWER module populates the Trusted CA Certificates tab
with a default Trusted CA object group, Cisco Trusted Authorities. You can modify individual entries in
the group, and choose whether to include this group in your SSL policy. You cannot delete the group.
System updates can modify the entries on this list, but user changes are preserved. See Creating a Basic
SSL Policy, page 15-2 for more information.

To add trusted CAs to your policy:

Select Configuration > ASA FirePOWER Configuration > Policies > SSL.

The SSL Policy page appears.

Click the edit icon (5 ) next to the SSL policy you want to configure.

The SSL policy editor appears.

Select the Trusted CA Certificates tab.

The Trusted CA Certificates page appears.

Find and select the trusted CAs you want to add from the Available Trusted CAs, as follows:

e To add a trusted CA object on the fly, which you can then add to the condition, click the add icon
(1&)) above the Available Trusted CAs list; see Working with Trusted Certificate Authority Objects,
page 2-39.

e To search for trusted CA objects and groups to add, click the Search by name or value prompt above
the Available Trusted CAs list, then type either the name of the object, or a value in the object. The list
updates as you type to display matching objects.

To select an object, click it. To select multiple objects, use the Shift and Ctrl keys, or right-click and then
select Select All.

Click Add to Rule to add the selected objects to the Selected Trusted CAs list.
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Step 6

You can also drag and drop selected objects.

Add or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;

see Deploying Configuration Changes, page 4-12.

Matching Traffic on Certificate Status

License: Any

Based on the certificate status rule condition configuration, you can match encrypted traffic based on the
status of the server certificate used to encrypt traffic. You can:

e check for a server certificate status

e check that a certificate does not have a status

e skip checking for the presence or absence of a certificate status

You can choose to match against the presence or absence of multiple certificate statuses in a single
certificate status rule condition; the certificate needs to only match one of the criteria to match the rule.

The following table describes how the ASA FirePOWER module evaluates encrypted traffic based on

the encrypting server certificate’s status.

Table 17-3 Certificate Status Rule Condition Criteria
Status Check Status Set to Yes Status Set to No
Revoked The policy trusts the CA that issued the server The policy trusts the CA that issued the server

certificate, and the CA certificate uploaded to the
policy contains a CRL that revokes the server
certificate.

certificate, and the CA certificate uploaded to the
policy does not contain a CRL that revokes the
certificate.

Self-signed

The detected server certificate contains the same
subject and issuer distinguished name.

The detected server certificate contains different
subject and issuer distinguished names.

Valid

All of the following are true:

e The policy trusts the CA that issued the
certificate

e The signature is valid
e The issuer is valid

e None of the policy’s trusted CAs revoked the
certificate.

e The current date is between the certificate
Valid From and Valid To date

At least one of the following is true:

e The policy does not trust the CA that issued
the certificate

e The signature is invalid
e The issuer is invalid

e A trusted CA in the policy revoked the
certificate

¢ The current date is before the certificate Valid
From date

e The current date is after the certificate Valid
To date

Invalid signature

The certificate’s signature cannot be properly
validated against the certificate’s content.

The certificate’s signature is properly validated
against the certificate’s content.

Invalid issuer

The issuer CA certificate is not stored in the
policy’s list of trusted CA certificates.

The issuer CA certificate is stored in the policy’s
list of trusted CA certificates.
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Table 17-3 Certificate Status Rule Condition Criteria (continued)

Status Check Status Set to Yes Status Set to No

Expired The current date is after the certificate Valid To The current date is before or on the certificate
date. Valid To date.

Not yet valid The current date is before the certificate Valid The current date is after or on the certificate Valid
From date. From date.

Consider the following example. The organization trusts the Verified Authority certificate authority. The
organization does not trust the Spammer Authority certificate authority. The system administrator
uploads the Verified Authority certificate and an intermediate CA certificate issued by Verified
Authority to the module. Because Verified Authority revoked a certificate it previously issued, the
system administrator uploads the CRL that Verified Authority distributed.

The following graphic illustrates a certificate status rule condition checking for valid certificates, those
issued by Verified Authority, not on the CRL, and still within the Valid From and Valid To date. Because
of the configuration, traffic encrypted with these certificates is not decrypted and inspected with access

control.

Revoked: Y¥es | No | Do Not Match
Self-zigned: Yes | No | Do Not Match
Walid: Yes | No | Do Mot Match
Invalid signature: Yes | No | Do Not Match
Invalid issuer: Yes | No | Do Not Match
Expired: Yes | No | Do Mot Match -
Mat vet walid: Yes | No | Do Not Match g

The following graphic illustrates a certificate status rule condition checking for the absence of a status.
In this case, because of the configuration, it matches against traffic encrypted with a certificate that has
not expired and monitors that traffic.

Revoked: Yes | No | Do Not Match
Self-zigned: Yes | No | Do Not Match
Valid: Yesz | No | Do Not Match
Invalid signature: Yes | No | Do Not Match
Invalid issuer: Yes | No | Do Not Match
Expired: Yes | No | Do Not Match -
Mot vet wvalid: Yes | No | Do Not Match g
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Note

Step 1

Step 2

Step 3

Step 4

The following graphic illustrates a certificate status rule condition that matches on the presence or
absence of several statuses. Because of the configuration, if the rule matches incoming traffic encrypted
with a certificate issued by an invalid user, self-signed, invalid, or expired, it decrypts the traffic with a
known key.

Revoked: Yes | No | Do Not Match
Self-zigned: ¥es | No | Do Not Match
Valid: Yes | No | Do Not Match
Invalid signature: Yes | No | Do Not Match
Invalid issuer: Yes | No | Do Mot Match
Expired: ¥es | No | Do Not Match -
Mot vet wvalid: Yes | No | Do Not Match E

Note that even though a certificate may match more than one status, the rule only takes an action on the
traffic once.

The first time the system detects an encrypted session to a new server, certificate status is not available
for ClientHello processing, which can result in an undecrypted first session. After the initial session, the
managed device caches data from the server Certificate message. For subsequent connections from the
same client, the system can match the ClientHello message conclusively to rules with certificate status
conditions and process the message to maximize decryption potential.

To inspect encrypted traffic by server certificate status:

In the SSL policy where you want to control encrypted traffic based on server certificate status, create a
new SSL rule or edit an existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.
In the SSL rule editor, select the Cert Status tab.
The Cert Status tab appears.
For each certificate status, you have the following options:
e Select Yes to match against the presence of that certificate status.
e Select No to match against the absence of that certificate status.
e Select Do Not Match to not match that certificate status.
Add or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.
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Controlling Encrypted Traffic by Cipher Suite

Note

Step 1

Step 2

License: Any

Cipher suite conditions in SSL rules allow you to handle and inspect encrypted traffic based on the cipher
suite used to negotiate the encrypted session. Cisco provides predefined cipher suites you can add to a
cipher suite rule condition. You can also add cipher suite list objects containing multiple cipher suites.
For more information on cipher suite lists, see Working with Geolocation Objects, page 2-42.

You cannot add new cipher suites. You can neither modify nor delete predefined cipher suites.

You can add a maximum of 50 cipher suites and cipher suite lists to the Selected Cipher Suites in a single
Cipher Suite condition.

Note the following:

If you add cipher suites not supported for your deployment, you cannot apply the access control
policy associated with the SSL policy. For example, passive deployments do not support decrypting
traffic with the any of the ephemeral Diffie-Hellman (DHE) or ephemeral elliptic curve
Diffie-Hellman (ECDHE) cipher suites. Creating a rule with these cipher suites prevents you from
applying your access control policy.

If you configure a cipher suite condition with a cipher suite, any external certificate objects you add
to a certificate condition, or internal CA objects you associate with the Decrypt - Resign action, must
match the cipher suite’s signature algorithm type. For example, if your rule’s cipher suite condition
references an EC-based cipher suite, any server certificates you add, or CA certificates you associate
with the Decrypt - Resign action, must also be EC-based. If you mismatch signature algorithm types
in this case, the policy editor displays a warning icon next to the rule. For more information, see
Controlling Encrypted Traffic by Cipher Suite, page 17-25 and Decrypt Actions: Decrypting Traffic
for Further Inspection, page 16-9.

¢ You can add an anonymous cipher suite to the Cipher Suite condition in an SSL rule, but keep in

mind:

— The system automatically strips anonymous cipher suites during ClientHello processing. For the
system to use the rule, you must also configure your SSL rules in an order that prevents
ClientHello processing. For more information, see Ordering SSL Rules to Improve Performance
and Avoid Preemption, page 16-16.

— You cannot use either the Decrypt - Resign or Decrypt - Known Key action in the rule, because the
system cannot decrypt traffic encrypted with an anonymous cipher suite.

When specifying a cipher suite as a rule condition, consider that the rule matches on the negotiated
cipher suite in the ServerHello message, rather than on the full list of cipher suites specified in the
ClientHello message. During ClientHello processing, the managed device strips unsupported cipher
suites from the ClientHello message. However, if this results in all specified cipher suites being
stripped, the system retains the original list. If the system retains unsupported cipher suites,
subsequent evaluation results in an undecrypted session.

To inspect encrypted traffic by cipher suite:

In the SSL policy where you want to control encrypted traffic by cipher suite, create a new SSL rule or
edit an existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.

In the SSL rule editor, select the Cipher Suite tab.
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Step 4

Step 5

The Cipher Suite tab appears.
Find and select the cipher suites you want to add from the Available Cipher Suites, as follows;

¢ To add a cipher suite list on the fly, which you can then add to the condition, click the add icon ( &)
above the Available Cipher Suites list; see Working with Geolocation Objects, page 2-42.

e To search for cipher suites and lists to add, click the Search by name or value prompt above the Available
Cipher Suites list, then type either the name of the cipher suite, or a value in the cipher suite. The list
updates as you type to display matching cipher suites.

To select a cipher suite, click it. To select multiple cipher suites, use the Shift and Ctrl keys, or right-click
and then select Select All.

Click Add to Rule to add the selected cipher suites to the Selected Cipher Suites list.
You can also drag and drop selected cipher suites.
Add or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.

Controlling Traffic by Encryption Protocol Version

Note

Step 1

Step 2

Step 3
Step 4

License: Any

Session conditions in SSL rules allow you to inspect encrypted traffic based on the SSL or TLS version
used to encrypt the traffic. You can choose to match against traffic encrypted with SSL version 3.0, or
TLS version 1.0, 1.1, or 1.2. By default, all protocol versions are selected when you create a rule; if you
select multiple versions, encrypted traffic that matches any of the selected versions matches the rule. You
must select at least one protocol version when saving the rule condition.

You cannot select SSL v2.0 in a version rule condition; the ASA FirePOWER module does not support
decrypting traffic encrypted with SSL version 2.0. You can configure an undecryptable action to allow
or block this traffic without further inspection. For more information, see Logging Decryptable
Connections with SSL Rules, page 36-14.

To inspect encrypted traffic by SSL or TLS version:

In the SSL policy where you want to control encrypted traffic by encryption protocol version, create a
new SSL rule or edit an existing rule.

For detailed instructions, see Understanding and Creating SSL Rules, page 16-4.

In the SSL rule editor, select the Version tab.

The Version tab appears.

Select the protocol versions you want to match against: SSLv3.0, TLS v1.0, TLS v1.1, or TLS v1.2.
Add or continue editing the rule.

You must apply the access control policy associated with the SSL policy for your changes to take effect;
see Deploying Configuration Changes, page 4-12.
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Understanding Network Analysis and Intrusion
Policies

Network analysis and intrusion policies work together as part of the ASA FirePOWER module intrusion
detection and prevention feature. The term intrusion detection generally refers to the process of
passively analyzing network traffic for potential intrusions and storing attack data for security analysis.
The term intrusion prevention includes the concept of intrusion detection, but adds the ability to block
or alter malicious traffic as it travels across your network.

In an intrusion prevention deployment, when the system examines packets:

¢ A network analysis policy governs how traffic is decoded and preprocessed so that it can be further
evaluated, especially for anomalous traffic that might signal an intrusion attempt.

e An intrusion policy uses intrusion and preprocessor rules (sometimes referred to collectively as
intrusion rules) to examine the decoded packets for attacks based on patterns. Intrusion policies are
paired with variable sets, which allow you to use named values to accurately reflect your network
environment.

Both network analysis and intrusion policies are invoked by a parent access control policy, but at
different times. As the system analyzes traffic, the network analysis (decoding and preprocessing) phase
occurs before and separately from the intrusion prevention (additional preprocessing and intrusion rules)
phase. Together, network analysis and intrusion policies provide broad and deep packet inspection. They
can help you detect, alert on, and protect against network traffic that could threaten the availability,
integrity, and confidentiality of hosts and their data.

The ASA FirePOWER moduleis delivered with several similarly named network analysis and intrusion
policies (for example, Balanced Security and Connectivity) that complement and work with each other.
By using system-provided policies, you can take advantage of the experience of the Cisco Vulnerability
Research Team (VRT). For these policies, the VRT sets intrusion and preprocessor rule states, as well as
provides the initial configurations for preprocessors and other advanced settings.

You can also create custom network analysis and intrusion policies. You can tune settings in custom
policies to inspect traffic in the way that matters most to you.

You create, edit, save, and manage network analysis and intrusion policies using similar policy editors.
When you are editing either type of policy, a navigation panel appears on the left side of the user
interface; the right side displays various configuration pages.
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This chapter contains a brief overview of the types of configurations the network analysis and intrusion
policies govern, explains how the policies work together to examine traffic and generate records of
policy violations, and provides basic information on navigating the policy editors. This chapter also
explains the benefits and limitations of using custom versus system-provided policies. For more
information, see the following sections:

Understanding How Policies Examine Traffic For Intrusions, page 18-2
Comparing System-Provided with Custom Policies, page 18-7

Using the Navigation Panel, page 18-13

Resolving Conflicts and Committing Policy Changes, page 18-15

To customize your intrusion deployment, see the following for your next steps:

Working with Variable Sets, page 2-13 explains how to configure the system’s intrusion variables to
accurately reflect your network environment. Even if you do not use custom policies, Cisco strongly
recommends that you modify the default variables in the default variable set. Advanced users can
create and use custom variable sets for pairing with one or more custom intrusion policies.

Getting Started with Intrusion Policies, page 26-1 explains how to create and edit a simple custom
intrusion policy.

Controlling Traffic Using Intrusion and File Policies, page 11-1 explains how to configure the
system to use intrusion policies to examine only the traffic you are interested in by associating
intrusion policies with a parent access control policy. It also explains how to configure advanced
intrusion policy performance options.

Configuring Advanced Transport/Network Settings, page 24-1 explains how to configure advanced
transport and network preprocessor settings that apply globally to all traffic. You configure these
advanced settings in an access control policy rather than in a network analysis or intrusion policy.

Getting Started with Network Analysis Policies, page 21-1 explains how to create and edit a simple
custom network analysis policy.

Customizing Preprocessing with Network Analysis Policies, page 20-2 explains how to change the
default network analysis policy. For advanced users, this section also explains how to tailor
preprocessing to specific security zones and networks by assigning custom network analysis policies
to preprocess matching traffic.

Using Layers in a Network Analysis or Intrusion Policy, page 19-1 explain how, in larger
organizations or complex deployments, you can use building blocks called policy layers to more
efficiently manage multiple network analysis or intrusion policies.

Understanding How Policies Examine Traffic For Intrusions

License: Protection

When the system analyzes traffic as part of your access control deployment, the network analysis
(decoding and preprocessing) phase occurs before and separately from the intrusion prevention
(intrusion rules and advanced settings) phase.
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The following diagram shows, in a simplified fashion, the order of traffic analysis in an inline, intrusion
prevention and advanced malware protection (AMP) deployment. It illustrates how the access control
policy invokes other policies to examine traffic, and in which order those policies are invoked. The
network analysis and intrusion policy selection phases are highlighted.

Access Control Policy

Arcess ) -
Network Cantral La| 18 | |Intrusion
. i Palicy Policy
Securty | _Analysis Rule
Intelligence Policies - mlat.:h
' }
Default Action
iiz?nur:t —={  Intrusion i
Policy §

In an inline deployment, the system can block traffic without further inspection at almost any step in the
illustrated process. Security Intelligence, the SSL policy, network analysis policies, file policies, and
intrusion policies can all either drop or modify traffic.

Similarly, at each step of the process, a packet could cause the system to generate an event. Intrusion and
preprocessor events (sometimes referred to collectively as intrusion events) are indications that a packet
or its contents may represent a security risk.

Note that for a single connection, although the system selects a network analysis policy before an access
control rule as shown in the diagram, some preprocessing (notably application layer preprocessing)
occurs after access control rule selection. This does not affect how you configure preprocessing in
custom network analysis policies.

For more information, see:
e Decoding, Normalizing, and Preprocessing: Network Analysis Policies, page 18-3
e Access Control Rules: Intrusion Policy Selection, page 18-4
e Intrusion Inspection: Intrusion Policies, Rules, and Variable Sets, page 18-5

e Intrusion Event Generation, page 18-6

Decoding, Normalizing, and Preprocessing: Network Analysis Policies

License: Protection

Without decoding and preprocessing, the system could not appropriately evaluate traffic for intrusions
because protocol differences would make pattern matching impossible. As shown in the diagram in
Understanding How Policies Examine Traffic For Intrusions, page 18-2, network analysis policies
govern these traffic-handling tasks:

e after traffic is filtered by Security Intelligence

¢ Dbefore traffic can be inspected by file or intrusion policies
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A network analysis policy governs packet processing in phases. First the system decodes packets through
the first three TCP/IP layers, then continues with normalizing, preprocessing, and detecting protocol
anomalies.

The packet decoder converts packet headers and payloads into a format that can be easily used by
the preprocessors and later, intrusion rules. Each layer of the TCP/IP stack is decoded in turn,
beginning with the data link layer and continuing through the network and transport layers. The
packet decoder also detects various anomalous behaviors in packet headers. For more information,
see Understanding Packet Decoding, page 24-16.

In inline deployments, the inline normalization preprocessor reformats (normalizes) traffic to
minimize the chances of attackers evading detection. It prepares packets for examination by other
preprocessors and intrusion rules, and helps ensure that the packets the system processes are the
same as the packets received by the hosts on your network. For more information, see Normalizing
Inline Traffic, page 24-6.

Various network and transport layers preprocessors detect attacks that exploit IP fragmentation,
perform checksum validation, and perform TCP and UDP session preprocessing; see Configuring
Transport & Network Layer Preprocessing, page 24-1.

Note that some advanced transport and network preprocessor settings apply globally to all traffic
handled by an access control policy. You configure these in the access control policy rather than in
a network analysis policy; see Configuring Advanced Transport/Network Settings, page 24-1.

Various application-layer protocol decoders normalize specific types of packet data into formats that
the intrusion rules engine can analyze. Normalizing application-layer protocol encodings allows the
system to effectively apply the same content-related intrusion rules to packets whose data is
represented differently, and to obtain meaningful results. For more information, see Using
Application Layer Preprocessors, page 22-1.

The Modbus and DNP3 SCADA preprocessors detect traffic anomalies and provide data to intrusion
rules. Supervisory Control and Data Acquisition (SCADA) protocols monitor, control, and acquire
data from industrial, infrastructure, and facility processes such as manufacturing, production, water
treatment, electric power distribution, airport and shipping systems, and so on. For more
information, see Configuring SCADA Preprocessing, page 23-1.

Several preprocessors allow you to detect specific threats, such as Back Orifice, portscans, SYN
floods and other rate-based attacks; see Detecting Specific Threats, page 28-1.

Note that you configure the sensitive data preprocessor, which detects sensitive data such as credit
card numbers and Social Security numbers in ASCII text, in intrusion policies; see Detecting
Sensitive Data, page 28-19.

In a newly created access control policy, one default network analysis policy governs preprocessing for
all traffic for all intrusion policies invoked by the same parent access control policy. Initially, the system
uses the Balanced Security and Connectivity network analysis policy as the default, but you can change
it to another system-provided or custom network analysis policy. In a more complex deployment,
advanced users can tailor traffic preprocessing options to specific security zones and networks by
assigning different custom network analysis policies to preprocess matching traffic. For more
information, see Comparing System-Provided with Custom Policies, page 18-7.

Access Control Rules: Intrusion Policy Selection

License: Protection

After initial preprocessing, access control rules (when present) evaluate traffic. In most cases, the first
access control rule that a packet matches is the rule that handles that traffic; you can monitor, trust, block,
or allow matching traffic.
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When you allow traffic with an access control rule, the system can inspect the traffic for malware,
prohibited files, and intrusions, in that order. Traffic not matching any access control rule is handled by
the access control policy’s default action, which can also inspect for intrusions.

All packets, regardless of which network analysis policy preprocesses them, are matched to configured
access control rules—and thus are potentially subject to inspection by intrusion policies—in top-down
order. For more information, see Limitations of Custom Policies, page 18-11.

The diagram in Understanding How Policies Examine Traffic For Intrusions, page 18-2 shows the flow
of traffic through a device in an inline, intrusion prevention and AMP deployment, as follows:

e The access control rule allows matching traffic to proceed. The traffic is then inspected for
prohibited files and malware by a file policy, and then for intrusions by an intrusion policy.

¢ In this scenario, the access control policy’s default action allows matching traffic. The traffic is then
inspected by an intrusion policy. You can (but do not have to) use a different intrusion policy when
you associate intrusion policies with access control rules or the default action.

The example in the diagram does not include any blocking or trusting rules because the system does not
inspect blocked or trusted traffic. For more information, see Using Rule Actions to Determine Traffic
Handling and Inspection, page 6-6 and Setting Default Handling and Inspection for Network Traffic,
page 4-4.

Intrusion Inspection: Intrusion Policies, Rules, and Variable Sets

License: Protection

You can use intrusion prevention as the system’s last line of defense before traffic is allowed to proceed
to its destination. Intrusion policies govern how the system inspects traffic for security violations and,
in inline deployments, can block or alter malicious traffic. The main function of intrusion policies is to
manage which intrusion and preprocessor rules are enabled and how they are configured.

Intrusion and Preprocessor Rules

An intrusion rule is a specified set of keywords and arguments that detects attempts to exploit
vulnerabilities on your network; the system uses an intrusion rule to analyze network traffic to check if
it matches the criteria in the rule. The system compares packets against the conditions specified in each
rule and, if the packet data matches all the conditions specified in a rule, the rule triggers.

The system includes the following types of rules created by the VRT:

e shared object intrusion rules, which are compiled and cannot be modified (except for rule header
information such as source and destination ports and IP addresses)

e standard text intrusion rules, which can be saved and modified as new custom instances of the rule.

e preprocessor rules, which are rules associated with preprocessors and packet decoder detection
options in the network analysis policy. You cannot copy or edit preprocessor rules. Most
preprocessor rules are disabled by default; you must enable them to use preprocessors to generate
events and, in an inline deployment, drop offending packets.
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When the system processes packets according to an intrusion policy, first a rule optimizer classifies all
activated rules in subsets based on criteria such as: transport layer, application protocol, direction to or
from the protected network, and so on. Then, the intrusion rules engine selects the appropriate rule
subsets to apply to each packet. Finally, a multi-rule search engine performs three different types of
searches to determine if the traffic matches the rule:

e The protocol field search looks for matches in particular fields in an application protocol.
e The generic content search looks for ASCII or binary byte matches in the packet payload.

e The packet anomaly search looks for packet headers and payloads that, rather than containing
specific content, violate well-established protocols.

In a custom intrusion policy, you can tune detection by enabling and disabling rules, as well as by writing
and adding your own standard text rules.

Variable Sets

Whenever the system uses an intrusion policy to evaluate traffic, it uses an associated variable set. Most
variables in a set represent values commonly used in intrusion rules to identify source and destination
IP addresses and ports. You can also use variables in intrusion policies to represent IP addresses in rule
suppressions and dynamic rule states.

The system provides a single default variable set, which is comprised of predefined default variables.
Most system-provided shared object rules and standard text rules use these predefined default variables
to define networks and port numbers. For example, the majority of the rules use the variable $HoME_NET
to specify the protected network and the variable $ExTERNAL_NET to specify the unprotected (or outside)
network. In addition, specialized rules often use other predefined variables. For example, rules that
detect exploits against web servers use the $HTTP_SERVERS and $HTTP_PORTS variables.

Even if you use system-provided intrusion policies, Cisco strongly recommends you modify key default
variables in the default set. When you use variables that accurately reflect your network environment,
processing is optimized and the system can monitor relevant systems for suspicious activity. Advanced
users can create and use custom variable sets for pairing with one or more custom intrusion policies. For
more information, see Optimizing Predefined Default Variables, page 2-13.

Intrusion Event Generation
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License: Protection

When the system identifies a possible intrusion, it generates an intrusion or preprocessor event
(sometimes collectively called intrusion events). You can view the data to gain a greater understanding
of the attacks against your network assets. In an inline deployment, the system can also drop or replace
packets that you know to be harmful.

Each intrusion event includes an event header and contains information about the event name and
classification; the source and destination IP addresses; ports; the process that generated the event; and
the date and time of the event, as well as contextual information about the source of the attack and its
target. For packet-based events, the system also logs a copy of the decoded packet header and payload
for the packet or packets that triggered the event.

The packet decoder, the preprocessors, and the intrusion rules engine can all cause the system to generate
an event. For example:
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e If the packet decoder (configured in the network analysis policy) receives an IP packet that is less
than 20 bytes, which is the size of an IP datagram without any options or payload, the decoder
interprets this as anomalous traffic. If, later, the accompanying decoder rule in the intrusion policy
that examines the packet is enabled, the system generates a preprocessor event.

e If the IP defragmentation preprocessor encounters a series of overlapping IP fragments, the
preprocessor interprets this as a possible attack and, when the accompanying preprocessor rule is
enabled, the system generates a preprocessor event.

e Within the intrusion rules engine, most standard text rules and shared object rules are written so that
they generate intrusion events when triggered by packets.

As the device accumulates intrusion events, you can begin your analysis of potential attacks. The system
provides you with the tools you need to review intrusion events and evaluate whether they are important
in the context of your network environment and your security policies.

Comparing System-Provided with Custom Policies

License: Protection

Creating a new access control policy is one of the first steps in managing traffic flow using the ASA
FirePOWER module. By default, a newly created access control policy invokes system-provided
network analysis and intrusion policies to examine traffic.

The following diagram shows how a newly created access control policy in an inline,
intrusion-prevention deployment initially handles traffic. The preprocessing and intrusion prevention
phases are highlighted.

Mew Access Control Policy: Intrusion Prevention
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Note how:

e A default network analysis policy governs the preprocessing of all traffic handled by the access
control policy. Initially, the system-provided Balanced Security and Connectivity network analysis
policy is the default.

e The default action of the access control policy allows all non-malicious traffic, as determined by the
system-provided Balanced Security and Connectivity intrusion policy.

e The policy uses default Security Intelligence options (global whitelist and blacklist only), does not
decrypt encrypted traffic with an SSL policy, and does not perform special handling and inspection
of network traffic using access control rules.

A simple step you can take to tune your intrusion prevention deployment is to use a different set of
system-provided network analysis and intrusion policies as your defaults. Cisco delivers several pairs of
these policies with the ASA FirePOWER module.

Or, you can tailor your intrusion prevention deployment by creating and using custom policies. You may
find that the preprocessor options, intrusion rule, and other advanced settings configured in those
policies do not address the security needs of your network. By tuning your network analysis and
intrusion policies you can configure, at a very granular level, how the system processes and inspects the
traffic on your network for intrusions.

For more information, see:
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e Understanding the System-Provided Policies, page 18-8
e Benefits of Custom Policies, page 18-9

e Limitations of Custom Policies, page 18-11

Understanding the System-Provided Policies

18-8

Tip

License: Protection

Cisco delivers several pairs of network analysis and intrusion policies with the ASA FirePOWER
module. By using system-provided network analysis and intrusion policies, you can take advantage of
the experience of the Cisco Vulnerability Research Team (VRT). For these policies, the VRT sets
intrusion and preprocessor rule states, as well as provides the initial configurations for preprocessors and
other advanced settings. You can use system-provided policies as-is, or you can use them as the base for
custom policies.

Even if you use system-provided network analysis and intrusion policies, you should configure the
system’s intrusion variables to accurately reflect your network environment. At a minimum, modify key
default variables in the default set; see Optimizing Predefined Default Variables, page 2-13.

As new vulnerabilities become known, the VRT releases intrusion rule updates. These rule updates can
modify any system-provided network analysis or intrusion policy, and can provide new and updated
intrusion rules and preprocessor rules, modified states for existing rules, and modified default policy
settings. Rule updates may also delete rules from system-provided policies and provide new rule
categories, as well as modify the default variable set.

If a rule update affects your deployment, the system marks affected intrusion and network analysis
policies as out of date, as well as their parent access control policies. You must reapply an updated policy
for its changes to take effect.

For your convenience, you can configure rule updates to automatically reapply affected intrusion
policies, either alone or in combination with affected access control policies. This allows you to easily
and automatically keep your deployment up-to-date to protect against recently discovered exploits and
intrusions.

To ensure up-to-date preprocessing settings, you must reapply access control policies, which also
reapplies any associated SSL, network analysis, and file policies that are different from those currently
running, and can also can update default values for advanced preprocessing and performance options.
For more information, see Importing Rule Updates and Local Rule Files, page 46-9.

Cisco delivers the following network analysis and intrusion policies with the ASA FirePOWER module:

Balanced Security and Connectivity network analysis and intrusion policies

These policies are built for both speed and detection. Used together, they serve as a good starting
point for most organizations. The system uses the Balanced Security and Connectivity policies and
settings as defaults in most cases.

Connectivity Over Security network analysis and intrusion policies

These policies are built for organizations where connectivity (being able to get to all resources) takes
precedence over network infrastructure security. The intrusion policy enables far fewer rules than
those enabled in the Security over Connectivity policy. Only the most critical rules that block traffic
are enabled.
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Security Over Connectivity network analysis and intrusion policies
These policies are built for organizations where network infrastructure security takes precedence
over user convenience. The intrusion policy enables numerous network anomaly intrusion rules that
could alert on or drop legitimate traffic.

No Rules Active intrusion policy
In the No Rules Active intrusion policy, all intrusion rules and advanced settings are disabled. This
policy provides a starting point if you want to create your own intrusion policy instead of basing it
on the enabled rules in one of the other system-provided policies.

Caution

Cisco uses another policy, Experimental Policy 1, for testing purposes. Do not use it unless instructed to
do so by a Cisco representative.

Benefits of Custom Policies

License: Protection

You may find that the preprocessor options, intrusion rules, and other advanced settings configured in
the system-provided network analysis and intrusion policies do not fully address the security needs of
your organization.

Building custom policies can improve the performance of the system in your environment and can
provide a focused view of the malicious traffic and policy violations occurring on your network. By
creating and tuning custom policies you can configure, at a very granular level, how the system processes
and inspects the traffic on your network for intrusions.

All custom policies have a base policy, also called a base layer, which defines the default settings for all
configurations in the policy. A layer is a building block that you can use to efficiently manage multiple
network analysis or intrusion policies; see Using Layers in a Network Analysis or Intrusion Policy,
page 19-1.

In most cases, you base custom policies on system-provided policies, but you can use another custom
policy. However, all custom policies have a system-provided policy as the eventual base in a policy
chain. Because rule updates can modify system-provided policies, importing a rule update may affect
you even if you are using a custom policy as your base. If a rule update affects your policies, the module
interface marks affected policies as out of date. For more information, see Allowing Rule Updates to
Modify a System-Provided Base Policy, page 19-4.

For more information, see:
e Benefits of a Custom Network Analysis Policy, page 18-9

e Benefits of Custom Intrusion Policies, page 18-10

Benefits of a Custom Network Analysis Policy

License: Protection

By default, one network analysis policy preprocesses all unencrypted traffic handled by the access
control policy. That means that all packets are decoded and preprocessed according to the same settings,
regardless of the intrusion policy (and therefore intrusion rule set) that later examines them.
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Initially, the system-provided Balanced Security and Connectivity network analysis policy is the default.
A simple way to tune preprocessing is to create and use a custom network analysis policy as the default;
see Setting the Default Network Analysis Policy for Access Control, page 20-3.

Tuning options available vary by preprocessor, but some of the ways you can tune preprocessors and
decoders include:

¢ You can disable preprocessors that do not apply to the traffic you are monitoring. For example, the
HTTP Inspect preprocessor normalizes HTTP traffic. If you are confident that your network does
not include any web servers using Microsoft Internet Information Services (IIS), you can disable the
preprocessor option that looks for IIS-specific traffic and thereby reduce system processing
overhead.

~

Note If you disable a preprocessor in a custom network analysis policy, but the system needs to
use that preprocessor to later evaluate packets against an enabled intrusion or preprocessor
rule, the system automatically enables and uses the preprocessor although the preprocessor
remains disabled in the network analysis policy user interface.

e Specify ports, where appropriate, to focus the activity of certain preprocessors. For example, you
can identify additional ports to monitor for DNS server responses or encrypted SSL sessions, or
ports on which you decode telnet, HTTP, and RPC traffic

For advanced users with complex deployments, you can create multiple network analysis policies, each
tailored to preprocess traffic differently. Then, you can configure the system to use those policies to
govern the preprocessing of traffic using different security zones or networks.

Note  Tailoring preprocessing using custom network analysis policies—especially multiple network analysis
policies—is an advanced task. Because preprocessing and intrusion inspection are so closely related, you
must be careful to allow the network analysis and intrusion policies examining a single packet to
complement each other. For more information, see Limitations of Custom Policies, page 18-11.

Benefits of Custom Intrusion Policies

License: Protection

In a newly created access control policy initially configured to perform intrusion prevention, the default
action allows all traffic, but first inspects it with the system-provided Balanced Security and
Connectivity intrusion policy. Unless you add access control rules or change the default action, all traffic
is inspected by that intrusion policy; see the diagram in Comparing System-Provided with Custom
Policies, page 18-7.

To customize your intrusion prevention deployment, you can create multiple intrusion policies, each
tailored to inspect traffic differently. Then, configure an access control policy with rules that specify
which policy inspects which traffic. Access control rules can be simple or complex, matching and
inspecting traffic using multiple criteria including security zone, network or geographical location, port,
application, requested URL, or user. The scenario in Understanding How Policies Examine Traffic For
Intrusions, page 18-2 shows a deployment where traffic is inspected by one of two intrusion policies.

The main function of intrusion policies is to manage which intrusion and preprocessor rules are enabled
and how they are configured, as follows:
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e Within each intrusion policy, you should verify that all rules applicable to your environment are
enabled, and improve performance by disabling rules that are not applicable to your environment.
In an inline deployment, you can specify which rules should drop or modify malicious packets. For
more information, see Setting Rule States, page 27-19.

¢ You can modify existing rules and write new standard text rules as needed to catch new exploits or
to enforce your security policies; see Understanding and Writing Intrusion Rules, page 30-1.

Other customizations you might make to an intrusion policy include:

e The sensitive data preprocessor detects sensitive data such as credit card numbers and Social
Security numbers in ASCII text. Note that other preprocessors that detect specific threats (back
orifice attacks, several portscan types, and rate-based attacks that attempt to overwhelm your
network with excessive traffic) are configured in network analysis policies. For more information,
see Detecting Specific Threats, page 28-1.

¢ Global thresholds cause the system to generate events based on how many times traffic matching an
intrusion rule originates from or is targeted to a specific address or address range within a specified
time period. This helps prevent the system from being overwhelmed with a large number of events.
For more information, see Globally Limiting Intrusion Event Logging, page 29-1.

¢ Suppressing intrusion event notifications and setting thresholds for individual rules or entire
intrusion policies can also can prevent the system from being overwhelmed with a large number of
events. For more information, see Filter