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Unified threat detection,
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stopy

Threat
intelligence

ZlepSete obranu proti
zndmym a nezndmym
hrozbam

Splunk +
Cisco Talos
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Bezpecnostni
vystrahy
a kontext

Zrychlete detekci,
vysSetfovani a reakci

Splunk +
Cisco Security Cloud App

Secure AI

Ziskejte ochranu pfi
budovani, pouzivani a
inovacich pomoci umélé
inteligence

Splunk +
AI Defense



Splunk aplikace
a pridavky

https://splunkbase.splunk.com

2100+ aplikaci a pridavku

Predem vytvorena vyhledavani,
reporty, vizualizace a integrace

Stahujte aplikace a pfizplsobte
je podle svych pozadavk

Rychly ¢as k ziskani hodnoty z
vasich dat

Vytvarejte a prispivejte svymi
vlastnimi aplikacemi!
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Get more out of Splunk
with applications

éj o%’.

Trending Apps on Splunkbase

Splunk Add-on for Microsoft Splunk Add-on for Unix and

- Splunk DB Connect Splunk Enterprise Security



https://splunkbase.splunk.com/

Splunk
Enterprise
Security

Detekujte na ¢em zalezi,
zkoumejte holisticky
a reagujte rychle




osilte svuj SO

Ziskejte komplexni prehled
Podporte presné detekce

Podporte provozni efektivitu
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splunk>cloud Apps ¥ 4) Messages v Settings v

Activity v Q Find

Mission Control Analytics ~ Security content ~ Configure ~ Search

& Queue £ nwesniearion es00001 Investigation of findings from the same entity [ i com]
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& ATT&CK tactic threshold
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© Malicious PowerShell
process - encoded comm...

Information ¢

Clent
Contigurations ¢

~ Custom fields
Related Jira ticket

Related SNOW ticket

 Additional fields

Destination

Destination category

Destination city
Destination country
Destination DNS
Destination Expected
Destination IP address
Destination NT
hostname

Destination owner
Destination PCI domain

Compromise @

Phishing &

Spearphishing

Attachment &

Spaarphishing
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RDMP-334

bstoll@splunktshirtcompan
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workstation

windows

San Francisco
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bstoll
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10.0.1.4
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com

ben stoll

untrust

Interpreter @

Hanipulation &

Browser
Extensions ¢

. Event Triggered
Execution &

Change Default File
Assoctation @
Povershell Profile .

> Related investigations
> History

+ Drill-down search

~ Drill-down dashboard

pen risk ashb
~ Original event

Audit: [tinestanp=02-22-2024 23:04:50.452, user=admin,
action=edit_search_schedule_window, info=granted ]

iew original event [2

“ Adaptive responses

© Lscadminv @ Support&

fid & Enterprise!

v @ Info

Owner Status
Marquis Montgomery v || New
Urgency Severity
Medium < | | unknown
Disposition

Undetermined

D £5-00001

Type & mvesTicaTio

Time Today 9:50 AM

Investigation type Default

Description 5 findings were detected that were associated w

bstol@splunktshirtcompany.com

Detection Same Entity Finding Aggregation
Jay A threshold exceeded -
4 hour risk threst ded-R

v {§ Notes =

Q search note | v

@ Sarah Dole Oct 23, 6:05 PM
Machine infected
Based on the events that triggered the alert, it looks like the user's mac
already infected and probably needs to be quarantined.

@ Orville Esoy Oct 23, 6:05 PM
Blocked outbound network access

I have confirmed the user's device is infected and have already blocked
outbound network access from it.

Q Amanda Dyson Oct 23, 6:05 PM
Next steps

Next step suggest taking the device offline and doing forensic investiga

10of2pages v

v [ Files ©



Ziskejte komplexni
prehled

Ziskejte prehled nad
datovym Sumem

Jedinec¢ny, komplexni prehled
Orientujte se v upozornénich
Snadno ziskejte prehled

Dosdhnéte ndkladoveé efektivni
optimalizace
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Apps~ (@ Messages ~  Settings ~

splunkscloud

Mission Control Analytics Security content ~

ch findings & investigat

Analyst queue Q

Time Range: | 24 hours, Save

Findings and investigations 475

2E

Title ~
[J Excessive failed logins

« [ Multiple findings from the same entity
[bstoll@splunktshirtcompany.com]
ATTRCK tactic threshold exceeded over previous 7
days for entity [bstoll@splunktshirtcompany.com]

24 hour risk threshold exceeded for entity
[bstoll@splunktshirtcompany.com]

Malicious PowerShell process - encoded command
on entity [bstoll@splunktshirtcompany.com)

Malicious PowerShell process - encoded command
on entity [bstoll@splunktshirtcompany.com)

o @ @ @ O

Intermediate findings

24 hour risk threshold exceed for entity [172.16.0.149]

Unusual volume of network activity detected on
54.230.147.59

Excessive failed logins

Unusual volume of network activity detected on
52.216.133.181
52.218.196.122

Multiple findings from the same entity
[mickeyperre@splunktshirtcompany.com]

Multiple findings from the same entity
[hayleyjensen@splunktshirtcompany.com]

Excessive failed logins

24 hour risk threshold exceed for entity

O
O
O
O
(] Unusual volume o network activiy deteoted on
[m]
[m]
O
5]
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Configure

Q Find

Search
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Today, 9:40 AM

Today, 9:35 AM

Today, 9:35 AM

Today, 9:27 AM

Today, 9:27 AM

Today, 9:23 AM
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Today, 9:19 AM

Saved views | Select.
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Undetermined
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< || ® charts
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Owner ~

Unassigned

Marquis Montgomery

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Al Timeline

Show20

Urgency ~
® Medium
® Medium
® Medium
® Low
 Medium
® Medium
® High

® Medium
® Medium
o Low

o Low

o High

o High

o Low

Medium

Stat




splunk>cloud Apps ¥ © Messages v Settings v Activity v Find o} © L TDIRAdmin v

Podporte presné e s

D MC-00005
< Glsue wcoooos] | ATT&CK tactic threshold ded over previous 7 days for user=fyodor com :
Type &) INVESTIGATION
The highlighted techniques were detected on the entity (in a noe(ecuomm 7 BDelec(vor\sm>elecledl|me 2 Sub-Techniques (1) ~ Last30days Last updated May 30th, 2024 10:22
. . . . N . . E C659804F-187E-493¢
8DDB747B107C@@r
of we ‘ " o t 9 . of 41 Tochnias 89 o ¢ » ) 3 20 Tc 4fc05008aea89c7ae’
H )4 & > . == defaut
Zefektivnéte vysetrovani S e
object over the previo:
~ L] L]
a zvyste produktivitu S —— s
jotes 4
Entity & i | findings count 19 Timeline  Threat topology
Priority Critical | Identity fyodor | FirstName fyodor | Last Name Email Phone +1(800)555-8762 Show all

Business Unit americas technical

. SOAR Admin May 30, 10:23 PM
ES Comment

Vyrazné snizte objem upozornéni :

decoded it
An unusual volume of networ...

Malicious PowerShell Proces... . SOAR Admin May 30, 10:23 PM

Vyuzijte vice nez 1 700 predem .

¥i Y 2 [ sscefseradsneaddsast
pripravenych detekci + = o
—_ . SOAR Admin May 30, 10:23 PM
. - - e
Automatické verzovani detekci =

Login attempts for fyodor@s. . SOAR Admin May 30, 10:23 PM

ES Comment

Splunk Enterprise Security has dete

VylepSené moznosti detekce

Login attempts for fyodor@s.
SOAR event created: 1206 Complet

hara

8:45 o S 245 12000 3 s i 5 213 21:45 2.0 2215 2.3 45 3
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Podpofrte provozni
efektivitu

Sjednotte pracovni postupy
detekce hrozeb, vysetrovani
a reakce (TDIR)

Jednotné, moderni pracovni

prostredi

Nativni integrace se Splunk SOAR*

Provadéjte pracovni postupy
reakce

© 2025 SPLUNK LLC

splunk>cloud Apps v 2 Messages v Seftings v Activity v Find
Incident Review ~ Search  Content  Settings  Audit~
€ Incidents sS - [ OnFYOD...  1D.1402 © encoded_ps
Overvie " vent Search  Automation
Automation Prompts
Automation history user initiated geolocate ip action
Status Success Started Dec 09, 8:58 PM
Owner 508 Admin Completed Dec 09,858 PM
7 . e . Connector: MaxMind
ip=45.7753.176
City: Frankfurt am Main, State: HE, Country: Germany
B user inttiated geolocate ip action v
by splunker Dec 09, 858 PM RUNID  CONFIGURATION NAME CONNECTOR sTATUS
21015 maxmind geolocate ip MaxMind success ™
B user initiated geolocate Ip action o
by splunker Doc 09,858 PM
1 action falled for app MaxMing
L]
B user inttiated geolocate Ip action o
by splunker Dec 09, 857 PM
1 action faled for app MaxMir 1P Geolocation v || 21018
@ user initiated quarantine device action v
by splunker Dec 09,856 PM
B userinttiated disable user action v I For development purposes only For development purposes only For development purposes only

by splunker Dec 09, 8:55 PM

[ o m— v

by splunker Dec 09, 6:27 PM

¥ 1actionran

B splunk_query

@ Process Analysis
by splunker Dec 09, 627 PM

v 2actions ran

Googla atood shricste | o g 203 geegs | Pame o

*Vyzadovana Splunk SOAR license

For devulo

Report a map error

INFO
Owner
splunker
Urgency
I High
Incident Type

encoded_ps

© AL50SAdminv @ Suppor

G N me Miss

Status

- New
Sensitivity

v | Green

Disposition

v True Positive -

This search looks for PowerShell p
t have encoded the script within th
line. Malware has been seen using'
as It obfuscates the code and m
vely easy to pass a script on the cc
Dec 9th, 2022 5:44 PM

Dec 9th, 2022 11:01 PM
ES Notable Event
18 hrs 44 mins



Splunk SOAR

Pracujte chytreji
Reagujte rychleji
Posilte svllj SecOps




splunk>

SOAR Q S0S_Demo version 5.2.1.78411

Vneste rad do
chaotického SOC

19 10.. 19, 1, 3 0.2 10. 40., $494

Resolved events Mean dwell time Mean time to resolve FTE Gained Time saved Dollars saved

# Home v | [ wast7oays Showing | allsources v | for | allusers v

Open Workload Events by Status Top Playbooks and Actions

Zefektivnéte vysetrovani B

Unresolved | Resolved | All Top Playbooks | Top Actions Al Categ
Risk - 24 Hour Risk Threshold Exceeded - Ru -l

+509% o HoH
Total Workload Top Playbooks Actions  ExecuteTime  » Execut

a zvyste produktivitu LT

Risk - 24 Hour Risk Threshold Exceeded -Rul.. +509% o Hioh e 9 tisk_notable_pre 2 82sec
Risk - 24 Hour Risk Threshold Exceeded -Rul.. +509% o ot 43 risk_notable_inv 5 367 sec
risk_notable_ent 0 14.4 sec
Risk - 24 Hour Risk Threshold Exceeded -Rul.. +509% o HoH Total
encoded_power: 5 1.5sec

+342% o HoH

Y Zvy§1_e Vyuii‘h ngeho Risk - 24 Hour Risk Threshold Exceeded - Ru demo_environm 13 11.3sec

Risk - 24 Hour Risk Threshold Exceeded - Ru

+342% o HoH splunkintelliger 10 5.45ec

risk_notable_prc 6 16 min

bezpecnostniho systému I e

1)2 3 456 >

Data Sources Events Executed Playbooks And Actions

® Vyvijejte snadno aplikace
yviel P 217 134

Playbooks executed Actions executed
Avg. 31 Avg. 19
. - .o . .
® Vizualizujte a ovérujte efektivitu
@ Demo_configuration Risk_notable
@ Cleanup_event Events
@ Zcatman Actions Playbooks

@ Demo_configuration @ Risk_notable @ Cleanup_event @ Events @ Zcatman
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Splunk User
Behavior
Analytics (UBA)

Detekujte neznamé hrozby
a anomalni chovani
pomoci strojového uceni.




Detekujte a
eliminujte ty
nejpokrodilejsi
hrozby

Odhalte hrozby, které bézna
pravidlova korelace obvykle
prehlédne

® Objevte neobvyklé chovani
® Rychle detekujte
kompromitované uzivatelské

Ucty a stroje

® Vyuzijte vice nez 250 pravidel
a modelu strojového uéeni

© 2025 SPLUNK LLC

Threats Dashboard

m AnyScore v

A\ Latest Threats

Data Exfiltration by Suspicious User or Device
Malware

Suspicious Behavior

Suspicious Behavior

Data Exfiltration by Suspicious User or Device

A\ Threats by Score (15)

A -

A\ Threats by Watchlist (0)

No Data

A\ Threats Timeline

© Bxplore v {Jf Analytics v 4 Manage v O, System v (T; Scope v admi

A\ Threats by Type (15)

Compromised Account

Bl Compromised Web Server

A\ Threats by Anomaly Type (15)

Flight Risk User

A\ Threats by User Watchlist (0)

No Data



Splunk Asset and
Risk Intelligence
(ARI)




Splunk Asset and Risk &

Intelligence o
Proaktivni snizovani rizik prostrednictvim nm?mm com%ce

kontinudlniho objevovdni assetu a
monitorovadni souladu s predpisy

Q
=y
‘ ASSETS ' 9

SOFTWARE . IP ADDRESSES

T

VULNERABILITIE
s

Nepretrzité objevuje prostredky (vCetné
zafizeni, uzivatell a aplikaci) s vyuzitim
bohatych dat ve Splunku.

Asset and Risk Intelligence identifikuje
poruseni souladu s predpisy a mezery v
bezpecnostnich kontrolach pomoci predem [_Z.‘-I
pfipravenych i vliastnich framework, aby
zrychlil vysetfovani a snizil rizikové
vystaveni.

ACTIVITY

ENRICHMENT
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Co ARI je a neni

ARI je..

Ndastroj pro bezpecnostni
vySetfovani, ktery poskytuje
obohaceni dat o assets a
accounts

SecOps reseni

Soucdst kategorie produktd pro
fizeni IT rizik

Schopnost vylepsit stavajici

ndstroje pro ITOps

splunk>

a C1SCO company

ARI NENI...

Asset Management Tool
CMDB nebo ndhrada CMDB

Ndhrada nastroja jako

ServiceNow




Posileni SecOps
pomoci Splunk Asset
and Risk Intelligence

@ Ziskejte komplexni pfehled o assetech
pro snizeni rizikového vystaveni

Zrychlete bezpeénostni
vysSetfovani diky presnému
kontextu assetu

’_j Identifikujte mezery v souladu

il ntifik y v sou

0 s predpisy v bezpecnostnich
kontrolach

l— wlr-! VT wlr R
A0 R NN

ls.EM ! Bezproblémovad integrace a nasazeni
—8@  se Splunk E i i
plunk Enterprise Security

y-) Propojte IT a bezpecnost pomoci
> integrace ServiceNow CMDB

© 2025 SPLUNK INC.



Splunk Attack
Analyzer




Splunk Attack Analyzer

Automatizujte analyzu hrozeb podezrelého malwaru a Gtoku typu phishing na
prihlasovaci udaje

__—.' Odstrarnite manudlni praci z

analyzy hrozeb A
Skodlivy soubor
detekovan
Ziskejte konzistentni, — ...
<= : i 2 © 7 pme !
] n komplexni a vysoce kvalitni _ — ! automatizované | Skodivy soubor
Y mail “——=—=———— ekovan
analyzu hrozeb R - = Splunk Attack
@ Analyzer A
URF Skodlivy soubor

detekovan

\  Inteligentni automatizace
/.',\ pro komplexni analyzu a
' " reakci na hrozby
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Bezpecné pracujte
se Skodlivym

obsahem

® Pristupujte ke Skodlivému
obsahu pochazejicimu z URL
adres a soubord

® Provdadéjte dikladné
vysetfovdani a méjte jistotu, ze
identita analytika a
spolec¢nosti zUstane skryta

© 2025 SPLUNK LLC

Web Browser Session Duration

3 Minutes

C:\Users\ctrickle\AppData\Local\ Temp\Agent 2.7z
File Edit View Favorites Tools Help

= v o= X i

Add  Extract Test Copy Move Delete Info

¥ |(@ CAUsers\ctrickle\AppData\LocahTemp\Agent 2.72

Name Size Packed Size Modified Attributes CRC

LB 4625_7614892678_49355... 743424 629136 2023-10-1307:12 A CC3ATBEE

Encrypted Method

+ BCJLZMA2:76.




Komplexni analyza
a reakce

Integrujte se Splunk SOAR
pro inteligentni automatizaci

= PLAYBOOK
*  splunk attack analyzer
-

® Provdadéjte automatizovanou
analyzu identifikovanych
indikatord bez nutnosti
manudlnich vysetfovacich Gkolu

® Odstrante potfebu slozitych
playbookt vyuzivajicich vice
produktl pro analyzu hrozeb

® Splunk SOAR spusti odpovidajici
playbook poté, co Splunk Attack
Analyzer potvrdi aktivni hrozbu

© 2025 SPLUNK LLC



1k AI Asistenti

Zvyste produktivitu, a umoznéte rychlejsi detekci a Feseni

AI Assistant AI Assistant in AI Assistant in
for SPL Observability Cloud

Enterprise Security

Write SPL

ect the creation of a new local user i

9 o cetect e creation ofa new local user i Windows, we ca
created. The SPL query for this w

Lo e Al Assistant
Chat 1 .

d be:

index=<index> source=+WinEventLog*:Security AN|

Geographically Improbable Access Detected &

| dedup session_id

workstation-478.internal §
Az Why is frontend hav
| table

time, host, User, TargetUserName, Sub

erver-932.internal.domain

c 192.168.10.47
I sstination IP Ad
( H re some p

192.168.10.123
SMB
® Explain SPL

Protocol
ible reasons
This query will return a table with the following fields

ne of the event

Event Information
it seems like frontend is having isg

host: The host the event occurred

eam dependency "paym
experiencing problems,

\\server-932\share\payrol!
i a \\server-932\share\confi
scr: The user who created the new user accoy

Name: The name of the ney

i) &

Generally Available Generally Available Preview
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Machine Learning
Toolkit (MLTK)

Ve Splunk Cloud and Enterprise

e Experimentujte a modelujte sva data
ve Splunku s asistovanym pravodcem
pro cely AI workflow.

e Vice nez 50 algoritmu na vybér nebo
moznost prinést viastni model.

e Trénujte a nasazujte pomoci

vyhledavacich pfikazd a
operacionalizujte v realném case.

© 2025 SPLUNK LLC

/

Showcase Experiments Search Models Settings Docs [2 Video Tutorials [2

Showcase

Welcome to the Machine Learning Toolkit Showcase. Watch and learn from interactive end-to-end examples using real datasets. Click on an ¢
sample dataset and its settings. Inspect the Search Processing Language as well as the underlying code of these examples to see how it all

View examples by ML Operation Industry

Predict Fields

View examples that predict the value of a numeric or categorical field using the values
from other fields in the event.

Forecast Time Series

View examples that predict the next value in a sequence of time series data by using
past time series data.

Detect Outliers

View examples that detect numeric and
values in the rest of the data. Identified c
and possibly dangerous events.

Cluster Events

View examples that partition events with
on the values of those fields.



Stante se EMEA BOTS Sampionem!

Splunk Boss of the SOC

Praha - 7. kvétna - 10:00 - 15:30
A taky online

Registrujte se

splunk>

---------
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CIsCO

Nasledujici Tech Club webinar:

13.5. Stav a vyvoj bezpec€nosti politaCovych sitich

Hosté:

« Tomas Cejka, Vedouci oddéleni pro sitovou bezpe&nost a monitoring, CESNET

« Filip Dvorak, Architekt kybernetické bezpeénosti, Rizeni letového provozu Ceské republiky
« Stanislav Barta, zastupce feditele odboru Vladni CERT, NUKIB

« Jifi Rott, Solutions Engineer, Cisco Systems

Registrovat se mlzete na oficidlnim webu Cisco Tech Club webinare



