Cisco Success Tracks

Contextual Learning Entitlement List

Enhanced

Al Al Solutions on Cisco Infrastructure Essentials (DCAIE) L] 34
Campus Network Application Hosting on Cisco Catalyst 9000 Series Switches Using the CLI o
Campus Network Application Hosting on Cisco Catalyst 9300 Using Cisco DNA Center o
Campus Network Build Reports Using Ansible o
Campus Network Building Network Hierarchy in Cisco Catalyst Center o
Campus Network Cisco Catalyst Center Foundations (CCFND) [ 44
Campus Network Cisco Catalyst Center Platform Overview o
Campus Network Cisco Catalyst Center: Deploy Wireless SDA Solution o
Campus Network Cisco Catalyst Center: Device Onboarding Using Plug-and-Play o
Campus Network Cisco Catalyst Center: Wired SDA Guest o
Campus Network Cisco DNA Center: Assurance o
Campus Network Cisco DNA Center: Backup and Restore o
Campus Network Cisco DNA Center: Configure System Settings o
Campus Network Cisco DNA Center: Create Templates to Automate Device Configuration Changes o
Campus Network Cisco DNA Center: Deploying Application Policies in the Fabric o
Campus Network Cisco DNA Center: Discover Your Network o
Campus Network Cisco DNA Center: Manage Users o
Campus Network Cisco DNA Center: Manage Your Inventory o
Campus Network Cisco DNA Center: Over the Top (OTT) o
Campus Network Cisco DNA Center: SD-Access Architecture o
Campus Network Cisco DNA Center: SDA Segmentation for Corporate Wired Access L
Campus Network Cisco DNA Center: System Installation and Troubleshooting o
Campus Network Cisco Exam Review: CCNA °
Campus Network Cisco Exam Review: ENARSI o
Campus Network Cisco Exam Review: ENCOR °
Campus Network Configure a Switch Stack Using Cisco Catalyst 9300 Series Switches o
Campus Network Configure a WLAN to Use WPA2 PSK .
Campus Network Configure AAA Services o
Campus Network Configure an Interface on a Cisco Router hd
Campus Network Configure and Verify EtherChannel o
Campus Network Configure and Verify Flexible NetFlow .
Campus Network Configure and Verify IPv4 ACLs o
Campus Network Configure and Verify IPv4 Static Routes N4
Campus Network Configure and Verify Layer 2 Discovery Protocols o
Campus Network Configure and Verify NTP .
Campus Network Configure and Verify Port Security o
Campus Network Configure and Verify Single-Area OSPF .
Campus Network Configure BGP Advanced Features [
Campus Network Configure BGP Route Reflectors hd
Campus Network Configure BYOD in the Wireless Network [
Campus Network Configure Default Gateway b
Campus Network Configure EIGRP Load Balancing and Authentication [
Campus Network Configure EIGRP Stub Routing, Summarization, and Default Routing o
Campus Network Configure EIGRP Using Classic Mode and Named Mode for IPv4 and IPv6 [
Campus Network Configure Guest Services hd
Campus Network Configure IBGP and EBGP [
Campus Network Configure MP-BGP for IPv4 and IPv6 o
Campus Network Configure OSPF Authentication [
Campus Network Configure OSPF Stub Areas and Summarization °
Campus Network Configure OSPFv3 for IPv4 and IPv6 [
Campus Network Configure Perpetual PoE and Fast PoE on the Cisco Catalyst 9000 Series Switch [
Campus Network Configure QoS in the Wireless Network for Voice and Video Services o
Campus Network Configure Routing with VRF-Lite .
Campus Network Configure Secure Management Access for WLCs and APs [
Campus Network Configure Syslog .
Campus Network Configure VLAN and Trunk [
Campus Network Configure Wireless Client Authentication in a Centralized Deployment [
Campus Network Create the Cisco I0S Image Backup L]
Campus Network Define a RADIUS Server and Enable SNMP and Syslog L
Campus Network Deploy Cisco SD-Access Single Site Fabric o
Campus Network Deploy Fabric Wireless Network with Cisco DNA Center (]
Campus Network Deplpy SD-Acce_ss ITayer 2 Borders and Multicast and Integrate Cisco DNA Center with External .

Services or Applications
Campus Network Deploy Wired Fabric Networks with Cisco DNA Center L]
Campus Network Designing and Implementing Enterprise Network Assurance (ENNA) L] 32
Campus Network Designing Cisco Enterprise Networks (ENSLD) [ 40
Campus Network Designing Cisco Enterprise Wireless Networks (ENWLSD) o 40
Campus Network Explore Cisco DNA Center and Automate Network Changes L]
Campus Network Explore Cisco Meraki Integration APIs °
Campus Network Explore Switch Management Automation and Programmability o
Campus Network Implement BGP Path Selection .
Campus Network Implement Cisco Meraki API Automation L]
Campus Network Implement On-Box Programmability and Automation with Cisco 10S XE Software o
Campus Network Implement PBR L]
Campus Network Implement Routing Protocol Redistribution [
Campus Network Implement Streaming Telemetry with Cisco 10S XE o



https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/dcaie.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/ccfnd.html
https://learningnetwork.cisco.com/s/ccna-exam-topics
https://learningnetwork.cisco.com/s/enarsi-exam-topics
https://learningnetwork.cisco.com/s/encor-exam-topics
https://www.cisco.com/c/en/us/training-events/training-certifications/training/courses/enna.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/designing-cisco-enterprise-networks-ensld.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/designing-cisco-enterprise-wireless-networks-enwlsd.html?dtid=osscdc000283

Cisco Success Tracks
Contextual Learning Entitlement List

Enhanced
Campus Network Implementing and Administering Cisco Solutions (CCNA) L] 30
Campus Network Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR) ° 64
Campus Network Implementing Automation for Cisco Enterprise Solutions (ENAUI) L] 24
Campus Network Implementing Cisco Catalyst 9000 Series Switches (ENC9K) [ 18
Campus Network Implementing Cisco Enterprise Advanced Routing and Services (ENARSI) L] 40
Campus Network Implementing Cisco Enterprise Wireless Networks (ENWLSI) [ 40
Campus Network Integrate Cisco DNA Center and Cisco ISE o
Campus Network Introduction to 802.1X Operations for Cisco Security Professionals (802.1X) [ 18
Campus Network IPv6 Fundamentals, Design, and Deployment (IP6FD) L] 40
Campus Network Leveraging Cisco Intent-Based Networking DNA Assurance (DNAAS) [ 16
Campus Network Log in to and Monitor the WLC o
Campus Network Manage Policies with Ansible o
Campus Network Managing Cisco Network Operating Systems (CNIOS) L] 37
Campus Network Manipulate Redistribution Using Route Maps o
Campus Network Network Fundamentals for Network Adjacent Engineers (NETFND) o
Campus Network Observe Assurance Al Network Analytics o
Campus Network Observe How a Switch Operates o
Campus Network Perform Basic Switch Configuration o
Campus Network Perform GIR on Cisco Catalyst 9000 Series Switch .
Campus Network Prepare Cisco DNA Center for Assurance o
Campus Network Provision Access Points in Cisco DNA Center N4
Campus Network Provision Underlay Networks with Cisco DNA Center LAN Automation o
Campus Network Test Drive Cisco DNA Center APls [
Campus Network Transforming to a Cisco Intent-Based Network (IBNTRN) ° 40
Campus Network Troubleshoot BGP Issues hd
Campus Network Troubleshoot EIGRP Issues o
Campus Network Troubleshoot OSPF Issues o
Campus Network Troubleshoot Port Duplex Issues o
Campus Network Troubleshoot Redistribution Issues hd
Campus Network Understanding Cisco SDA Fundamentals (SDAFND) o 18
Campus Network Understanding Cisco Wireless Foundations (WLFNDU) o 30
Campus Network Upgrade Cisco |OS Image o
Campus Network Use Ansible to Configure and Verify Device Configuration o
Campus Network Use Python on Cisco 10S XE Software o
Campus Network Verify the EIGRP Topology Table °
Campus Network Verify the Link-State Database o
Campus Network Cisco DevNet Automation Bootcamp for Enterprise Networking o
Campus Network Troubleshooting Cisco Enterprise Networking Solutions (ENTSH) o 30
Cisco Meraki Network Cisco DevNet Automation Bootcamp for Meraki o
Cisco Meraki Network Cisco Meraki: Managing Mobile Devices with Device Systems Manager [
Cisco Meraki Network Cisco Meraki: Meraki Surveillance b4
Cisco Meraki Network Cisco Meraki: Using API for Meraki Network Provisioning o
Cisco Meraki Network Configure the Cisco Meraki Dashboard N
Cisco Meraki Network Enable Alerts and Configure Monitoring and Reporting [
Cisco Meraki Network Engineering Cisco Meraki Solutions (ECMS! [ 24
Cisco Meraki Network Implement Endpoint Management [
Cloud and Network Security Cisco NGFW |EP: Implementing Security Features L
Cloud and Network Security Cisco NGFW [EP: Implementing VPN with NGFW o
Cloud and Network Security  |Cisco NGFW IEP: Management & Visibility o
Cloud and Network Security Cisco NGFW IEP: NGFW Access Control Polices [
Cloud and Network Security  |Cisco Umbrella Dashboards and Reporting o
Cloud and Network Security Configure Cisco Secure Firewall Policies [
Cloud and Network Security  [Configure Cisco Umbrella DNS Policies hd
Cloud and Network Security Configure RA VPN on the Cisco Secure Firewall Threat Defense [
Cloud and Network Security  [Data Center Firewall Dashboards and Reporting o
Cloud and Network Security Data Center Firewall Licensing [
Cloud and Network Security  [Data Center Firewall Operational Monitoring [
Cloud and Network Security Data Center Firewall Troubleshooting o
Cloud and Network Security Deploy Cisco Umbrella Secure Internet Gateway N
Cloud and Network Security Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT) o 40
Cloud and Network Security Identity Integrations with Cisco Umbrella [
Cloud and Network Security Implement CASB Security o
Cloud and Network Security Implement Cisco DUO Authentication Proxy MFA for Cisco Remote Access VPN o
Cloud and Network Security Implementing Umbrella DNS Security o
Cloud and Network Security Implementing Web and Firewall Policies L
Cloud and Network Security Integrating with Cisco Umbrella o
Cloud and Network Security Introduction to DNS Security 4
Cloud and Network Security Umbrella Secure Internet Gateway o
Cloud and Network Security Understanding Cisco Secure Firewall [
Collaboration Cisco Conferencing: Hybrid Onboarding o
Collaboration Cisco Conferencing: Synchronize Azure AD Users into Webex Control Hub and SSO Integration o
Collaboration E;saizrzgnferencing: Using MDM to Configure Webex Meetings and utilize Webex Proximity .
Collaboration Cisco Exam Review: CLCOR L4
Collaboration Device Daily Usage hd
Collaboration Implementing and Operating Cisco Collaboration Core Technologies (CLCOR) o 64



https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-and-administering-cisco-solutions-ccna.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-and-operating-cisco-enterprise-network-core-technologies-encor.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-and-operating-cisco-enterprise-network-core-technologies-encor.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-cisco-catalyst-9000-switches-enc9k.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-cisco-enterprise-advanced-routing-and-services-enarsi.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-cisco-enterprise-wireless-networks-enwlsi.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/introduction-to-802-1x-operations-for-cisco-security-professionals.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/ip6fd.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/leveraging-cisco-intent-based-networking-dna-assurance-dnaas.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/cnios.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/transforming-to-a-cisco-intent-based-network-ibntrn.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/understanding-cisco-sda-fundamentals-sdafnd.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/understanding-cisco-wireless-foundations-wlfndu.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/entsh.html
https://www.cisco.com/c/dam/en_us/training-events/training/devnet-automation-bootcamp-meraki.pdf
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/ecms.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/courses/scazt.html?dtid=osscdc000283
https://learningnetwork.cisco.com/s/ccnp-collaboration
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/clcor.html
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Collaboration Implementing Cisco Advanced Call Control and Mobility Services (CLACCM L] 40

Collaboration Implementing Cisco Collaboration Applications (CLICA) hd 40

Collaboration Implementing Cisco Collaboration Cloud and Edge Solutions (CLCEI) L] 40

Collaboration Implementing Cisco Collaboration Conferencing (CLCNF) d 40

Collaboration Introduction to Cisco Unified Contact Center Enterprise o

Collaboration Onboard Your Cloud Device d

Collaboration The Essentials of Webex Calling (CLWXCALL) L] 18

Collaboration Third-Party Meeting Interoperability o

Collaboration Understanding Cisco Collaboration Foundations (CLENDU) L] 30

Collaboration Add Users to Webex Control Hub hd
Collaboration Configure Admin-Configurable Webex Calling Features o
Collaboration Configure User-Configurable Webex Calling Features o
Collaboration Explore the Configuration of Webex Control Hub o
Collaboration Manually Add Users to Control Hub o
Collaboration Set Up Webex Control Hub o
Data Center Compute Cisco Intersight Essentials (DCEIS) [ 11

Data Center Compute Configure Data Center Optimization with IWO o

Data Center Compute Configuring Cisco Unified Computing System (DCCUCS) [ 24

Data Center Compute Configuring Plans and Configurations in IWO o

Data Center Compute Deployment of UCS X-Series with Cisco Intersight o

Data Center Compute Designing and Implementing Cloud Connectivity (ENNC) (] 32

Data Center Compute Implementing and Operating Cisco Data Center Core Technologies (DCCOR) L4 64

Data Center Compute Implementing UCS Servers and Hyperflex Clusters Using Cisco Intersight o

Data Center Compute Intersight Onboarding o

Data Center Compute Intersight Workload Optimizer Onboarding o

Data Center Compute Introducing Cisco Unified Computing System (DCIUCS) [ 12

Data Center Compute Optimizing Multicloud Environments with IWO o

Data Center Compute Understanding Cisco Data Center Foundations (DCENDU) ° 30

Data Center Compute Using the Intersight Features to Drive Standardization o

Data Center Network Cisco ACI: Automating Cisco ACI with Ansible o

Data Center Network Cisco ACI: Automating Cisco ACI with Python o

Data Center Network Cisco ACI: Basic ACI Fabric Configuration and Connectivity o

Data Center Network Cisco ACI: Basic Implementation o

Data Center Network Cisco ACI: Design Overview o

Data Center Network Cisco ACI: Explore ACI Programmability o

Data Center Network Cisco ACI: Fundamentals d

Data Center Network Cisco ACI: Implementing ACI External Connectivity and VMM Integration o

Data Center Network Cisco ACI: Implementing L2 and L3 Connectivity in the ACI Fabric o

Data Center Network Cisco ACI: Initial APIC Fabric Setup (DCIAFS) L

Data Center Network Cisco ACI: Introduction d

Data Center Network Cisco ACI: Migration °

Data Center Network Cisco ACI: Multi-Pod and Multi-Site d

Data Center Network Cisco Application Centric Infrastructure Operations and Troubleshooting (DCACIO) (] 24

Data Center Network Cisco Data Center Nexus Dashboard Essentials o 26

Data Center Network Cisco Data Center Nexus Dashboard Essentials (DCNDE) o 26

Data Center Network Cisco Nexus Dashboard Advanced (DCNDA) o 24

Data Center Network Compare Traffic Forwarding Methods in a Bridge Domain o
Data Center Network Configure a Cisco UCS Service Profile Using Pools [
Data Center Network Configure a Service Profile Template °
Data Center Network Configure a Trusted Point and Key Ring in Cisco UCS Manager [
Data Center Network Configure Basic Identity Pools .
Data Center Network Configure Cisco UCS Manager to Authenticate Users via LDAP [
Data Center Network Configure Cisco UCS Manager Using Scripting .
Data Center Network Configure External Layer 2 Connection [
Data Center Network Configure External Layer 3 (L30ut) Connection °
Data Center Network Configure NTP [
Data Center Network Configure Pod-Specific Device Aliases N
Data Center Network Configure RBAC o
Data Center Network Configure Server and Uplink Ports N
Data Center Network Configure Unified Ports on Cisco UCS Fabric Interconnects o
Data Center Network Configure VLANs o
Data Center Network Configure VRF Route Leaking with L30ut o
Data Center Network Configure Zoning o
Data Center Network Create Access Policies and vPC °
Data Center Network Create an iSCSI Service Profile on Cisco UCS hd
Data Center Network Deploy Multi-Pod Fabric o
Data Center Network Deploy Multi-Site Domain with NDFC L

Data Center Network Deploy Multi-Site with Nexus Dashboard Orchestrator o

Data Center Network Deploying Cisco Nexus Dashboard Fabric Controller L

Data Center Network Designing Cisco Data Center Infrastructure (DCID) o 40

Data Center Network Discover the Cisco APIC REST API .
Data Center Network Discovering Network Devices with Cisco NDFC o

Data Center Network Enable Inter-EPG Layer 2 Connectivity °
Data Center Network Enable Inter-EPG Layer 3 Connectivity o
Data Center Network Enable Layer 2 Connectivity in the Same EPG L
Data Center Network N4

Enable Transit Routing



https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/claccm.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/clica.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/clcei.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/clwxcall.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/clfndu.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/courses/dceis.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/configuring-cisco-unified-computing-system-dccucs.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/courses/encc.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-and-operating-cisco-data-center-core-technologies-dccor.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/introducing-cisco-unified-computing-system-dciucs.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/understanding-cisco-data-center-foundations-dcfndu.html
https://www.cisco.com/site/us/en/learn/training-certifications/training/courses/dcacio.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/courses/dcnde.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/courses/dcnda.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/designing-cisco-data-center-infrastructure-dcid-v7-0.html
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Data Center Network Examine Contracts and Zoning Rules o
Data Center Network Examine Local and Remote Endpoint Learning o
Data Center Network Explore Cisco UCS Manager GUI o
Data Center Network Explore the Cisco ACI Fabric o
Data Center Network Implement Cisco ACI Access Policies and Out-of-Band Management o
Data Center Network Implement Cisco ACI Tenant Policies o
Data Center Network Implement Syslog and Call Home o
Data Center Network Implement VRF Route Leaking o
Data Center Network Implementing Cisco Application Centric Infrastructure (DCACI) L] 40
Data Center Network Implementing Cisco Application Centric Infrastructure—Advanced (DCACIA) ° 40
Data Center Network Implementing Cisco Nexus 9000 Switches in NX-OS Mode — Advanced (DCNXA) L] 32
Data Center Network Implementing Cisco NX-OS Switches and Fabrics in the Data Center (DCNX) L4 40
Data Center Network Install and Boot VMware ESXi on Cisco UCS from the FC LUN via FCoE o
Data Center Network Integrate APIC With VMware vCenter Using VMware VDS o
Data Center Network Integrate Cisco ACI with VMware o
Data Center Network Manage Configuration Using Ansible o
Data Center Network Mitigate IP and MAC Flapping with the Rogue Endpoint Feature o
Data Center Network Monitorning VXLAN Fabric with NDFC o
Data Center Network Nexus Dashboard Insights Advisory and Resources L
Data Center Network Nexus Dashboard Insights Fabric Forwarding Analysis and Compliance o
Data Center Network Nexus Dashboard Installation .
Data Center Network Perform Backup and Restore Activities o
Data Center Network Provision Policies with Nexus Dashboard Orchestrator hd
Data Center Network Set Up a New Tenant the NetDevOps Way o
Data Center Network Troubleshoot Cisco ACI External Layer 2 Connectivity .
Data Center Network Troubleshoot Cisco ACI External Layer 3 Connectivity o
Data Center Network Troubleshoot Cisco ACI Integration with VMware vCenter L
Data Center Network Troubleshoot Contracts in Cisco ACI hd
Data Center Network Troubleshooting Cisco Application Centric Infrastructure (DCACIT) L] 20
Data Center Network Troubleshooting Cisco Data Center Infrastructure (DCIT) i 50
Data Center Network Use Cisco APIC Web GUI hd
Data Center Network Use Postman with the APIC Rest API hd
Data Center Network Validate Fabric Discovery °
Data Center Network Validate IP Learning o
Data Center Network Verify Bounce Entries °
Data Center Network VXLAN Fabric Operations with NDFC o
Data Center Network VXLAN Fabric Provisioning with NDFC L
Data Center Network VXLAN Software Image Management with NDFC o
Data Center Network Configure External VRF Lite Connectivity and Endpoint Locator o
Data Center Network Configure Multi-Site VXLAN EVPN [
Data Center Network Configure VXLAN with a BGP Control Plane °
Data Center Network Explore Cisco NDI Assurance Functions [
Data Center Network Explore Cisco Nexus Dashboard Fabric Controller L
Data Center Network Explore Cisco Nexus Dashboard Insights [
Data Center Network Manage the Network with Cisco NDFC hd
Data Center Network Orchestrate Cisco NDO Policies hd
DevNet Cisco Exam Review: DEVCOR °
DevNet Cisco Exam Review: DevNet Associate d
DevNet Developing Applications and Automating Workflows using Cisco Platforms (DEVASC) (] 48
DevNet Developing Applications Using Cisco Core Platforms and APIs (DEVCOR) d 64
Hybrid Cloud Understanding Cisco Hybrid Cloud Fundamentals (CLDHCF) b4 28
Integrated Secure Operations |Accessing AMP for Endpoints
Integrated Secure Operations |Advanced Malware in Attachments (Macro Detection) o
Integrated Secure Operations |Advanced Techniques for Cisco Firewall Threat Defense and Intrusion Prevention (SFWIPA) [ 40
Integrated Secure Operations |AMP Account Self-Registration Portal hd
Integrated Secure Operations |Analysis Tools and Reporting [
Integrated Secure Operations |Applying Content and Outbreak Filters N
Integrated Secure Operations | Attack Scenario o
Integrated Secure Operations | Cisco AMP for Endpoints (AMP4E): Advanced API [
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): AMP4E Additional Features o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Connector Deployment o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Creating Policies o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Detecting and Responding to Threats o
Integrated Secure Operations |Cisco AMP for Endpoints (AMPA4E): Indication of Compromise (I0C) o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Integration with Other Cisco Products o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Mobile Device Management Integration o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Outbreak Control L
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Performing Investigations o
Integrated Secure Operations | Cisco AMP for Endpoints (AMP4E): Planning an Installation [
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Security Operation Center (SOC) Integration o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Single Sign On o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Troubleshooting o
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Updates L
Integrated Secure Operations |Cisco AMP for Endpoints (AMP4E): Using the API o
Integrated Secure Operations |Cisco Exam Review: Cybersecurity Associate hd
Integrated Secure Operations |Cisco Exam Review: SCOR o



https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-cisco-application-centric-infrastructure-dcaci.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/implementing-automation-for-cisco-data-center-solutions-dcaui.html?dtid=osscdc000283
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https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/developing-applications-and-automating-workflows-using-cisco-core-platforms-devasc.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/training-services/courses/developing-applications-using-cisco-core-platforms-and-apis-devcor.html
https://www.cisco.com/c/en/us/training-events/training-certifications/training/courses/sfwipa.html
https://learningnetwork.cisco.com/s/cyberops-associate
https://learningnetwork.cisco.com/s/scor-exam-topics
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Integrated Secure Operations |Cisco Secure Endpoint Base Feature o
Integrated Secure Operations |Cisco Secure Endpoint Getting Started o
Integrated Secure Operations |Cisco Secure Network Analytics Integrations o
Integrated Secure Operations |Conducting Threat Hunting and Defending using Cisco Technologies for CyberOps (CBRTHD) d 40
Integrated Secure Operations |Configure Attachment Scanning o
Integrated Secure Operations | Configure Security Intelligence (SSFIPS) o
Integrated Secure Operations |Endpoint Isolation Using Cisco AMP API o
Integrated Secure Operations |Endpoint Policies o
Integrated Secure Operations |Endpoint Visibility Using Orbital o
Integrated Secure Operations |Enforce Acceptable Use Control and Malware Protection o
Integrated Secure Operations |Enhancing Cisco Security Solutions with Data Analytics (ECSS) o
Integrated Secure Operations |Explore Cisco AMP for Endpoints o
Integrated Secure Operations |Explore Cisco XDR covers some part of the course Implementing Cisco XDR
Integrated Secure Operations |Explore File Ransomware Protection by Cisco AMP for Endpoints Console o
Integrated Secure Operations |Fundamentals of Cisco Firewall Threat Defense and Intrusion Prevention (SEWIPF) L] 40
Integrated Secure Operations |Groups and Deployment o
Integrated Secure Operations |Implementing and Configuring Cisco Identity Services Engine (SISE o 40
Integrated Secure Operations |Implementing and Operating Cisco Security Core Technologies (SCOR [ 64
Integrated Secure Operations |Implementing Automation for Cisco Data Center Solutions (DCAUI) L] 24
Integrated Secure Operations |Implementing Automation for Cisco Security Solutions (SAUI) [ 24
Integrated Secure Operations |Implementing Cisco XDR o
Integrated Secure Operations |Implementing Network Secure Analytics o
Integrated Secure Operations |Implementing Secure Solutions with Virtual Private Networks (SVPN) [ 40
Integrated Secure Operations |Integrate Cisco ESA with AMP Console o
Integrated Secure Operations |Intelligently Handle Unscannable Messages N4
Integrated Secure Operations |Introducing Automation for Cisco Solutions (CSAU) ° 16
Integrated Secure Operations |Investigate IOCs using Cisco XDR covers the Investigating Detected Intrusion o
Integrated Secure Operations |Investigate the Network Using Secure Network Analytics o
Integrated Secure Operations | Investigating with Cisco XDR o
Integrated Secure Operations |Leverage AMP Cloud Intelligence Via Pre-Classification Enhancement o
Integrated Secure Operations |Network Security Engineer (NETSEC) L
Integrated Secure Operations |Outbreak Control
Integrated Secure Operations | Perform Endpoint Analysis Using AMP for Endpoints Console N4
Integrated Secure Operations |Performing CyberOps Using Cisco Security Technologies (CBRCOR) d 40
Integrated Secure Operations |Prevent Threats with Anti-Virus Protection N4
Integrated Secure Operations |Protect Against Malicious or Undesirable URLs Beneath Shortened URLs o
Integrated Secure Operations | Protect Against Malicious or Undesirable URLs Inside Attachments N4
Integrated Secure Operations |Query Cisco AMP Endpoint APIs for Verifying Compliance o
Integrated Secure Operations |REST API o
Integrated Secure Operations |Retiring Soon - Protecting Against Malware Threats with Cisco AMP for Endpoints [
Integrated Secure Operations |Securing Cisco Networks with Open Source Snort, (SSFSNORT) o 20
Integrated Secure Operations |Securing Cisco Networks with Snort Rule Writing Best Practices (SSFRules) (] 24
Integrated Secure Operations |Securing Cloud Deployments with Cisco Technologies (SECCLD) hd 32
Integrated Secure Operations |Securing Email with Cisco Email Security Appliance (SESA) [ 24
Integrated Secure Operations |Securing the Web with Cisco Web Security Appliance (SWSA o 16
Integrated Secure Operations |Security Operations Analyst Level 1 (SOCAL) d 24
Integrated Secure Operations | Testing Your Configuration hd
Integrated Secure Operations |Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) o 30
Integrated Secure Operations |User Accounts o
Integrated Secure Operations |Validate an Attack and Determine the Incident Response [
Observability is;lfiig:tgzncsisco ThousandEyes Tests to Monitor End-User Experience of AppDynamics Monitored .
Observability Configure Health Rules and Alerts o
Observability Deploying Cisco AppDynamics Agents o
Observability Enable and Monitor Application Security Using Cisco Secure Application within Cisco AppDynamics o
Observability Getting Started with AppDynamics Cloud o
Observability Getting Started with Cisco AppDynamics o
Observability Implement Customer Digital Experience Monitoring using Cisco AppDynamics o
Observability Implementing and Troubleshooting Networks Using Cisco ThousandEyes (ENTEIT) o 24
Observability IT Service Management Using Cisco AppDynamics o
Observability nggz;:;?gepon End-User Experience using Customer Digital Experience within Cisco °
Observability Observe Application Performance o
Observability Proactive Monitoring and Alerting o
Observability Build a Dashboard and Report °
Observability Configure Alerts o
Observability Configure Network, DNS, and Voice Tests o
Observability Configure Web Tests o
Observability Deploy Enterprise Agent °
Observability Schedule a Test o
Service Provider Networking  |Advanced Segment Routing Traffic Engineering Features L
Service Provider Networking  |Cisco Optical Technology Foundations (OPTFND) L
Service Provider Networking  |Cisco Secure Access hd
Service Provider Networking | Cisco Secure Firewall o
Service Provider Networking  |Cisco Service Provider 5G Technologies Foundations (SPMBL100) [ 24
Service Provider Networking  [Cisco Umbrella Cloud Access Security Broker o
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Cisco Success Tracks

Contextual Learning Entitlement List

Enhanced
Service Provider Networking | Cloud Computing o
Service Provider Networking |Cloud Interconnect Solutions o
Service Provider Networking  |[Cloud Native Security Policies o
Service Provider Networking |Cloud NFV Infrastructure o
Service Provider Networking | Configure and verify SRv6 o
Service Provider Networking |Configure and Verifying SRv6 o
Service Provider Networking  |Describing Segment Routing Traffic Engineering
Service Provider Networking |Designing and Implementing Cisco Service Provider Cloud Network Infrastructure (SPCNI) d 40
Service Provider Networking  |Enable XR Flexible Consumption Model o
Service Provider Networking | Getting started with XR Flexible Consumption Model o
Service Provider Networking Implementing and Operating Cisco Service Provider Network Core Technologies (SPCOR) L] 64
Service Provider Networking  |Implementing Automation for Cisco Service Provider Solutions (SPAUI) d 24
Service Provider Networking Implementing Cisco Converged SDN Transport Solutions (SPSDNTXP) L] 32
Service Provider Networking |Implementing Cisco Service Provider Advanced Routing Solutions (SPRI) d 40
Service Provider Networking Implementing Cisco Service Provider VPN Services (SPVI L] 40
Service Provider Networking |Reverse Proxy o
Service Provider Networking | Security Policies for Remote Access VPN o
Service Provider Networking |Segment Routing and LDP Interworking o
Service Provider Networking  [Segment Routing Fundamentals [
Service Provider Networking |Segment Routing over IPv6 Overview o
Service Provider Networking  |Segment Routing Traffic Engineering .
Service Provider Networking  |Understanding and Deploying Cisco Routed Optical Networking (SPRON) L4 3
Service Provider Networking  |Understanding Cisco Service Provider Network Foundations (SPENDU) L4 30
Service Provider Networking |Upgrade Cisco IOS XR Version o
Splunk Configure Transaction Analytics for Insightful Business Dashboards N4
Splunk Enhance Application Monitoring with Infrastructure and Database Visibility o
Splunk Evaluate Hybrid Application Performance N4
Splunk Improve Monitoring Experience Through Management and Configuration Strategies o
Splunk Instrument Application Services N4
Splunk Monitor Application Performance o
Splunk Splunk AppDynamics for Hybrid Application Monitoring (SAHA) b4 32
Splunk Troubleshoot Business Transaction Performance Using Snapshots o
WAN Cisco Bootcamp Training for SDA Operations and Troubleshooting L
WAN Cisco SD-WAN Components o
WAN Cisco SD-WAN Operation and Deployment (SDWFND) L4 12
WAN Cisco SD-WAN Security Content Filtering o
WAN Cisco SD-WAN Solution Overview hd
WAN Cisco SD-WAN Thousand Eyes o
WAN Cisco SD-WAN to Cisco Umbrella SIG hd
WAN Cisco SD-WAN: Centralized Management [
WAN Cisco SD-WAN: Deploying Controllers On-Prem b4
WAN Cisco SD-WAN: Establishing Direct Internet Access o
WAN Cisco SD-WAN: Secure Bandwidth Augmentation L
WAN Cisco SD-WAN: Securing Direct Internet Access o
WAN Cisco SD-WAN: Zero Touch Provisioning L
WAN Configure Threat Prevention [
WAN Configure Threat Prevention hd
WAN Configure Umbrella DNS Policies [
WAN Configuring BGP on Cisco Routers (BGP) hd 40
WAN Feature Integration [
WAN Implement Web Security o
WAN Implementing Cisco Enterprise SD-Branch (ENSDBI) o 16
WAN Implementing Cisco MPLS (MPLS hd 40
WAN Implementing Cisco Quality of Service (QoS) o 40
WAN Implementing Cisco SD-WAN Security and Cloud Solutions (SDWSCS) hd 24
WAN Implementing Cisco SD-WAN Solutions (ENSDWI1) o 32
WAN Managing Cisco SD-WAN Components L
WAN Operating and Implementing Cisco WAN Automation Engine (SPWAE) L4 24
WAN Verify SD-WAN Deployment 4
Zero Trust Configure and Verify Simplified Device Administration Using Cisco ISE o
Zero Trust Implementing Guest User Access Control using Cisco ISE L
Zero Trust Implementing Secure Application Access with Cisco Duo Security [
Zero Trust Implementing Single SignOn °
Zero Trust Implementing Zero Trust Using Cisco ISE and BYOD o
Zero Trust Introduction to Cisco Duo Security .
Zero Trust Introduction to Zero Trust Microsegmentation for Cisco Secure Workload o
Zero Trust Monitoring Zero Trust Microsegmentation Using Cisco Secure Workload L
Zero Trust Onboarding Simplified Device Administration Using Cisco ISE o
Zero Trust Onboarding User Access Control for Network Using Cisco ISE L
Zero Trust Onboarding Zero Trust Principles Using BYOD with Cisco ISE o
Zero Trust Optimizing Device Administration Using Cisco ISE L
Zero Trust Optimizing Guest User Access Control Using Cisco ISE o
Zero Trust Optimizing Zero Trust for loT devices Using Cisco ISE and BYOD o
Zero Trust Verify Zero Trust using Cisco ISE and BYOD o
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