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= Add Roles and Features Wizard

_ﬂ-

Select server roles

Select one or more roles to install on the selected server,

Roles

4 [m] Active Directory Certificate Services (1 of & installed)

Server Roles I v
reatures v Certificate Enroliment Policy Web Service
Confirmation Certificate Enrollment Web Service

v

[v Certification Authority Web Enrollment
[v| Metwork Device Enrollment Service

W] Online Responder
= Act i

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server

") . T

W

[ Fax Server

n

< Previous

DESTINATION SERVER
Chisu-Win1 2.chuu-domainlocal

Description

Windows Server Essentials Experience sets
up the IT infrastructure and provides
powerful functions such as PC backups that
helps protect data, and Remote Web
Access that helps access business
information from virtually anywhere.

Mext > | Install ’m‘

1Jgb9s 3. 25 IJelds prosu: op luele Jluole peldz IJodssu. look) zaos sdpd IJghe gpdsd

wus st &p 223 [EJIS JIEJIS IUpele.

IJgb9s 4. Loz IUluwols pu IJoeuse: wbo) ls@sus wpss) Bs lsdsus "ledle pas, IJghe".
2220 9233 buolb gsly odosu ¢xple Active Directory gJs gbpe [J9god Jugrss Ylisesd pelde

odosu AD CS.

L

Server Manager * Dashboard

B Dashboasd WELCOME TO SERVER MAMAGER

§ Local Server

3 Al Senvers o Canfiqure th | T
e —— - LJLiTe WS I e LS

i§ aDs QUICK START
T8 DHCE

o DS

B§ File and Storaga Services b

o 5

T map

WEATS NEW

IJg1098 5. 235 308 wuwzsd 2ol IJubedd 9 2rele bol, Ipuwerzsy ew oo IJos pwsope

odgsuol Vs IJBlisps: e s IJelds.

1Jg 1095 6. S5 zuwly 1g208 J NDES 235 Is pu IJgshiso wso cree IJobosdle Ideuopo I
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] DESTINATIOM SERVER
SE‘ rvice ACCOU l“lt for N D E S Chuu-Win12.chuu-domain.local
Credentials Specify the service account
Role Services

fice Account for NDES Select the identity the Network Device Enroliment Service (MDES) will use.

RA Information O] Specify service account (recommended)
The account must be a member of the domain and must be added to the local IS_IUSRS group.

CHUU-DOMAIN\Administrator

) Use the built-in application pool identity

More about Service Account for NDES

IJgogs 7. 2> IJolds Jdubluble IJoldss: wp losd gpdsé IJotuse wuwos. ues IJosuso.
S99 09lu SCEP URL pg s ¢hbp 95w luedd |Js euslu URL http://<server
ip>/certsrv/imscep/mscep.dil JJwz 99 pu w98, 1Ug>00.
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Metwork Device Enroliment Service

Network Device Enroliment Service allows you to obtain certificates for routers or other network devices
using the Simple Certificate Enrollment Protocol (SCEP).

@ Network Device Enrollment Serv. X -+

This URL is used by network devices to submit certificate requests.

To obtain an enrollment challenge password, go to the admin URL. By default, the admin URL is
http://Chuu-Win12/CertSrvimscep_admin

For more information see Using_Network Device Enrollment Service .

ogbsd pobdule JJes o9y wgds ouvesd SCEP

SoudJ 180l os: luvagsp ¢ Windows JJes 019, "wros ssulpsds” Jeuohds bdole

IJg psd 9066 IJuolsé $ud IJouuzsd slgd Microsoft SCEP (MSCEP). solbbJo o3l zuwlo
pu99d JJouoz 1Js slzes IJpuwe e lhuwsess (GUI) JJssw Jlousle Jdes )9, guve
IJbde JIJ b (Szw wupeso Ided 1dp9) popu Idbdo).sogs) eds 9226 Idoede wuopsy
JJpd lJp,9) 030 Lopu ldbdule IJos ayundel IUs 1Jghbe. JIi1Js 030 lJpsié sdje wedsd
ez IJouvzsd 1Je9z9s eds ¢l NDES:

IJgdogs 1. lBee "wps) IJouwesd” luze so Regedit jopo0 18lspé lwol.

IJ¢b9s 2. luodd IJs IUYpwsse) > HKEY_LOCAL_MACHINE > o,ulez > Microsoft > oo,
> MSCEP > EnforcementPassword

IJ¢b9s 3. §p vogss) Yspesé EnforcementPassword |Js 0. 131 Jlpw 0 oldded: Wlo,ydol Jpl
0S.




1 Registry Editor — o [

File Edit View Favorites Help

MSCEP “~ || Name Type Data
. CAType ab)| (Default) REG SZ (value not set)

[~ CertsinMYStore #|EnforcePassword | REG_DWORD 0x00000000 (0)
=1 EnforcePassword

: PasswordVDir
b UseSinglePassword
QD
Protect
Providers
Services
Userinterface
CTF
DataAccess
DevDiv
Device Association Framework %
Dfrg
DFs
DHCPMibAgent
DirectDraw
Directlnput
DirectPlay8
DirectPlayNATHelp W
< 11} > £ i >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword

odosu VlJuw IJyvoldé goywzsJol
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IJgdog6 1. loodd 1Js losl > bele bhsé > 1Jpsze IJpuesd.

IJg1098 2. §p wosumse Ubid ped> Ehe Idesze 1deuesd: ludy wis Idplsuw Ilspo B9,
pedle §9lde IJengsue 9295 blé.

IJglo98 3. 168, win IJplouw Ilspu 898 Bldw Liolss IJpuwogspso: e 233 il IUBIw B
Slispd IJywsls.

IJglogé 4. 1o 9d Ids edles IJowsse gle 98p vogss) luwe IUSIJe 990,68 Iduadlzss zuwe
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]

[ ] Publish cerificate in Active Directory
| | Do not automatically reenroll § a duplicate cedificate exists in Active
Directory

IJglogs 5. oo §J 1Js £dles IJowsse luwp 19098 901> o0 w2a$s IJognss B Idbdey.
Sw29 lu puwed suvs) s 1o Idpuwetrpso Jl szolzsu Jpsld$s Ipuwssd Jdewesd eds
099SE0p eJs [Jubolrs: 235 p9ls .



Compatibility | General | Request Handling | Cryptography | Key Attestation
Superseded Templates Extensions |  Securty
Subject Name Server lssuance Requirements

(®) Supply in the request

1 Use subject information from existing cedificates for autoenroliment
= renewal requests )

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cedificate administration.

IJgbogs 6. luodd s edled IJowsse I.J.n.leu Op 3 esh vog IJobusdle 9235 1J))
OIS olds o 1o puold 86 IJgpsd 092926 B ulWss yusluwle IJobwsd: sl g2 |olds
9l_oWo.

Properties of New Template ’i’

Compatibilty | General | Request Handling | Cryptography | Key Altestation
Subject Name Server Issuance Requirements
Superseded Templates Extensions Security

To modify an exdension, select it, and then click Edit.
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Compatibilty | General
Subject Name

Group or user names:

52, Domain Users (CHUU-DOMAIN'\Domasin Users)
82, Erterprise Admins (CHUU-DOMAIN\Ertemrise Admins)
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IJgb96 8. Ize lJs ulwdss Idesze IJpuodd: 91ud) win IJelsuw IJispes B 1dped> $9lJy
IJubolds 9235 g3 > Bldy [Jubelys 1Jp,ls [uoslye.

IJgb9é 9. 2> $ldo IJubolso 1Uss we luublye puwedle B 03l 1dpeld 9800-LSC. 923> p9ld8.
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Select one Centificate Template to enable on this Cedification

Mote: F a cedificate

Authorty.
that was recently created doss not appear on this kst, you may need to wai unti

information about this template has been replicated to all domain controllers.
Al of the cerificate lemplates in the organization may not be available to your CA
Certificate Template Concepts,

For more information, see

File Action View Help
o 7 o= H

i Certification Authority (Local)
a gl CHUL-WINIZ-CA
] Revoked Cenificates
1 Bsued Certificates
] Pending Requests
) Failed Regquests
| Certilicate Ternplates

Intendsd Purposs

%Mumm

Chent Authentscation, Secure Email, En...

2 Exchange Enralirment Agent (Offline r...

2 IPSec (Offline request)

2 CEP Encryption

3 Disectory Email Replication

3 Domain Contrelier Authertication
3 Kerberos Authentication

3 EFS Recovery Agent

3 Basic EFS

Z Damain Controller

3 Wiet Server

Z Computer

2 User

2 Subgedinate Cenification Autharity
= Administrater

Chient Suthentsestnon

Cemtificate Request Agent

I security IKE intermediate

Certificate Request Agent

Directony Service Emasl Replication

File Recovery

Encrypting File System

Chent futhentscstion, Server Suthentic...
Senver Authentication

Chient Authentsestion, Server Authentic...
Encrypting File Systesm, Secure Email, CL...
o Al

Microsoft Tnust List Sagning, Engrypting...

IJgb9s 10. Lze IJs ulwis ez Iduved sluedd |Js Computer > HKEY_LOCAL_MACHINE >




Software > Microsoft > Cryptography > MSCEP.

IJgbgs 11. $p wozys,) uvedle EncryptionTemplate sGeneralPurposeTemplate
9SignatureTemplate Lzse wubvs) l1Js lde [Jbol>s 1U3s wp loilge zoswl.

File Edit View Favorites

Help

I -k CertificateTemplateCa ~ Data
{value mot set)
ab| EncryptionTempl.. 9800-L5C
st GeneralPurposeT.. 9800-L5C

b SignatureTempla... 9800-L5C
.

b -4 Defaults
41}, MSCEP
i CAType

). CertsinMYStore
| EnforcePassword

| PasswordVDir
| UseSinglePasswo

B - OID

b - L Protect

b -k Providers

B - Services

| Userinterface
- CTF
| Datahccess
I. DevDiv

: - ). Device Association Frame

- DFS
| DHCPMibAgent
| DirectDraw

b
B
2
B
b - Dirg
B
B
B
b - ). Directinput

<[ | 1T

L

» <| mn

Computer\HKEY_LOCAL_MACHINEVSOFTWARE \MicrosoftyCryplograp

IJébgs 12. ig:.> uu.ug_sJ ¢bp NDES. J3JJY Lze 1Js olwss IJpjze Idpuosd: 9235 luwe 1UED e
922> 1 lsdld souvgsd wuele.

T E =R » o
I i o ml} Mame
T Reveked Cortificstes

Fevoked L ermicales T lssised Certificates
0 Issuwed Cantificates | Pending Requests
B Pending Requests | Failed Requests
[ Failed Requests 1 Cestificate Templates
0 Cestificate Termplates

ooy TrustPoint JJgzol; 9800

Stw b ©2ess 9296 IUoedp eds 0dbs &@6 pgy3s Jpuol 36 wdlb 109 osd (AP) Gz



<3980l co s pew TrustPoint uolss zolj 9800. LIl olds Us Luolss 25, CA Ios op IUzuosd
gdsol pu Ql._-QL}uné'.)p CA (Microsoft CA W o3l IJpeld). JIs sop vowse IJyvol>s WBs
TrustPoint. sz lo cress eds uwele IJesunse pe 192 pu pSlose RSAIUpde 06 wol. 9sepe
lole IJodssu lel po 2JId 91206 IUssw 19 ulo, 11916,

IJgdogs 1. lowdd lJs IJedsso > 1iple > [shé PKl 9235 gJles IJowsse lousle j9z pudlose
RSA. 225 1Jj, + |ol8s .

IJeb96 2. 9p wwpdS8> wwpsd pyoubé ujge IJP-_élo@a‘goid> e w2dS glud IJlgesl
Exportable.

ty = » [PEl Management

RSA Keypair Generation

Key Label Key Exportable arotoe RSA Key 1
TP-solf-signed- 1997 188793 Mo | B Zercise | Key Label® AP-LSC
all I 2048
chaincest.pfx Mo
TP-sol-signed-1997 188793 server  No |r.'t:f Expartable* ]
CISCO_IDEVID_SUDN_LEGACY Mo
e = < e
CISCO_IDEVID_SUD Mo
SLA-KeyPair e
SLA-KeyPair2 Yo
; —

CLl cuvdsd J steps 19 2. WO o3l wyvdsd peld 9d>e IJ keypair pg o uwpsé AP-LSC 9
modules zgpe 2048 Lo

9800- L(confi g) #crypto key generate rsa exportable general-keys modulus

The name for the keys will be: AP-LSC

% The key nodul us size is 2048 bits
% Cenerating 2048 bit RSA keys, keys will be exportable...
[OK] (el apsed tinme was 1 seconds)

IJgb9é 3. Jopu O IJduwe: 235 edles IJowssey TrustPoint. 9255 1J;, + Add.
IJgbogs 4. 1oJl ol osd TrustPoint wegdsple IJzols &p 235 clbwusd gds IJzols:

- 29J IWJogwpss o9 IUlywe Jp,oub o trustPoint

- oldougwed Jewslu URL Jdowesd iu.uoé_)ro lJewslo 1Jpes> B 1Jgbyo 7 pu wpdso
e3ple, SCEP B Guwpe "¢ e Windows"

-2 elus Idlgosl) puolb 8 vese sop wujsd uvolé CA

c Sop 902 2 luwe ldpeld Juwped luwpe gles Jbdo 1dyiel>s

- o glos IdlRosh) lugble Idpolz: sobo,) 1U8lses IUpouwsds: 9235 59z Idpsdlose 1Uss wp
loublge Vs IJglbgys 2



- oo ¢lus IJIgesl) Login TrustPoint . sbo, 2 8dl JJpd p)9) oo Jdpé p9). Suwwése 03l
Jusuosd pdlesz [usoelss wuvelss Izols 9ubelss 1desze IJpuedd
odS) Jl wagpe 9226 IJogde 9800 Gwdlpwd 1Jg9he poersd IUbogle Jooose LSC.

S see 1o sI9u Idpsze 1dpuosd 1Jzs) 09 1ds $9de eds bdole ldyiolss po 9226
lJozde 908l 1Uso9d (APS).

Add Trustpoint

Label* 9800-L5SC Enroliment LIRL :ertsrv/mscep/mscep.dil
Authenticate v

Subject Name

Country Code M State COMX

Location Juarez Organisation Wirgless TAC
Domain MName chuu=-domain.local Email Address jesuherr@cisco.com
Key Generated "

Available RSA AP-LSC -

Keypairs

Enrall Trustpodint o

Password (I ITT ]

Re-Enter Password [TT1IT111]

O Cance | =] Apply to Device

39 CLI JJgbsle IJeldes sl logs:

O3Sy Sevw wuuwsy vl wdasu luwe IJpsuese B Loslés LDAP. glJl BJu swpe
Ow9do woluwlos 9236 IJupdp.

9800- L(confi g) #crypto pki trustpoint

9800- L(ca-trustpoi nt) #enrollment url http://

9800- L(ca-trust poi nt)#subject-name C=



9800- L(ca-trust poi nt) #rsakeypair

9800- L(ca-trust poi nt) #revocation-check none
9800- L(ca-trustpoi nt) #exit
9800- L(confi g) #crypto pki authenticate

Certificate has the followi ng attributes:
Fi ngerprint MD5: E630EAE6 FBB824658 690EBOF5 638D7224
Fi ngerprint SHAl: 97070ACD CADO3D5D 0ClA6085 19992E0D 6B8C4D38B

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

9800- L(config)#crypto pki enroll <trustpoint name>
%

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Adninistrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease nake a note of it.

Passwor d:
Re- ent er password:

% The subject nane in the certificate will include: C=MX, ST=CDMX, L=Juarez, O=Wrel ess TAC,
CN=9800- L. chuu- domai n. | ocal / ermai | Addr ess=j esuherr @i sco. com
% The subject nane in the certificate will include: 9800-L.al zaval a. | ocal

% I nclude the router serial number in the subject name? [yes/no]: no

% I nclude an | P address in the subject nane? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose AP-LSC commandwi Il show the fingerprint.

o228 pedele ouvesd uldbé Iy o9 swease TrustPoint JJ)b1)é

S e ouwesd uldbé 1suesd wuluasd TrustPoint 1Jees36 puwedl Jogsss oldluosd
lJgbp ldos ©99p 9226 IJozdpe wlglsé wozsoe bdo Uuiiol.)é IJsol. el lo 9236 oz e
ouwode J9dsd Jouwesd Iduvolbé Sluol weolz IUs o odsu eds ede weedele 1desuose
IJpopus B bdo IJuboels. 9sep lple IJodssy lel po 2Jld 91206 IU9se 19 yulbo, 1JI9le,.

IJgbos 1. luedd IJs IJedssy > Jlgwdds > odlb 19 uo9d 99uwe Slisps o9d8s, LSC.

IJglogs 2. |in pedplo luwpe 1Jpso9e wlduwpele |Jpgwisé k_9.,5 bdole Juolxs u9bé 1U9o9J:
Op 2 obusy.



Subject Name Apply \

Parameters

Country MX

State CDMX

City Juarez

Organisation Cisco TAC
Department Wireless TAC

Email Address jesuherr@cisco.com

CLl v vdsd J steps 19 2:

9800- L(confi g) #ap lsc-provision subject-name-parameter country

pdlebé:sze leesle pedele luwe IJpso9e 1pds6 wrrdsu pod ses Idods leoslel
23988l Jlu guue) Idoede s Iduveds Idpedss IUJlpwdJdss 9800 JI sweldl pu word
030 lJwplw.

Jpiss pu ldpedyple Hlze 1Jedd CSCv072999 Jpze.

I.Ja_]ogo 3. 7-F-1V] Q\.éuu |.JL§|.:Sroé. e TrustPoint |,Jpa))5 ro,_yu;_;é| U |.Jd|.5p° |Jrogu.u).J6‘ 92>
£33 peladle Hob wdbs 1Jsosd (03l szas £33 peladle Idlugoele Sod lu wuveise
lJpsI19990 0,8 12)5) 98 wwgssU gz pvle Idubolds. e 3Jdilug) W8 cbesd.

Status Dizabked v Suhbject Name & Aoy

Parameters
Trustpaint Mamss AR50 ® ¥

Country W
Mumber of Join Attempts 10

Stater CDREX
Key Size 2048 v

City JuBrer
Add APs to LSC Provision
List Organisation Cen TAC

CLI wuvdsd JJgbys 3:


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo72999

9800- L(confi g)#ap lsc-provision join-attempt

9800- L(confi g)#ap lsc-provision trustpoint

9800- L(confi g)#ap lsc-provision key-size

IUgl9s 4. (Ieosbs) spdu wuvgsd lesls AP LSC Jeese uilb Idsuesd Idpugops Us 9206
IJozded s [Us udlb 9,09 pesus per 96 Os Slisesd gulssu MAC. Jopu w9y IJSlispes.
32Jo I AP [o)use pld g09lu BOs uuwsd XXXXXXX.XXXX Bs [Juue peld 9b 9b g6 + gdlps.
w3l o 3dd $p wogpsd pdO CsV szess eds guldso MAC Judls IUguosd: 522 1dpdd
Sp 23> ogesd IUpdus.

odlebs: scgbs zoli Idoedp s guslo MAC B pJd CSV Jl sog, sdso pu Blispd
ol 1Jsuosd Idpyoebs wo.

Add APs to LSC Provision
List

@
AP MAC Address Q Enter MAC/Sear | ==
APs in Provision List : 1
2861, 7fcf.53ac ||
< >

CLI cubdsd JJgloys 4:



9800- L(confi g) #ap lsc-provision mac-address

|Jé]o3§ 5. 23> spdsu 19 Blispd 1Je9Bds) pu [JBkisps |Jpouwsds 1dpelers auwessd IJelds op
lody W98 wbwsd Jouvésd wuvesd AP LSC.

pdlebs: vl 1Uso9d owl bdo lduwolss soujsdol goewswol. ol o sop cowse
Idgivelss olddled: Bl 0 dbos 19 o9d wess weoss 9wl gpdss Idub ldyvolss
lJg>s56.

odpst Bl op w998, AP LSC oo ¢JId 9228 wede JJlucle IJpuved sop luvaisleol pg
Ilspo 1Jogwds) Ol o @§p wlildo [bgldle AP Lpezys w9ds) Idyiolss. [ wp o3l 9lJ APs
lzoslbs |Js MIC gldluople [Js 1 odywo zoly wede God IJluelz LSC uoble Spey.

W LSC Provision

" |
l Ciat Enabie v Cubject Name

Parmamaters

CLl o yvdsd JJgbesé 5:

9800- L(confi g) #ap 1lsc-provision

I'n Non- WLANCC npde APs will be provisioning with RSA certificates with specified key-size
configuration. In W.ANCC node APs will be provisioning with EC certificates with a 384 bit key
by-default or 256 bit key if configured.

Are you sure you want to continue? (y/n): y If specific AP list provisioning is preferred then
use: 9800-L(config)#ap lsc-provision provision-list

IJgb9s 6. lued IJs odesy > 9lzos > JluudIds 923> 9lzos IUbL)6. s 28Jd TrustPoint. 25>
TrustPoint IUg>s> pu lJSses lJpeuuwsdé 9lu gy W98 wedse sobusy gJds IJegols.

ozdsy: bl op opdso LSC 9Jdy subs, TrustPoint [Jzluo « 9800 WLC |Js MIC iy SSC.
o2lod uélb 1Jsuosd Ilupsle 1Js LSC JJgss 1dss op wdssoo Jezlsdle Iluosle. ol
o Swdg o> IIGuos prlsds: 1J APS [eoslbs s MIC sldlogoele Sloss: £, 1o wel v
LSC pJdue w9ds, IJ APs bJo 2385 LSC. 9031 $935 IUs wd)l) 2dds zse s@9p ébe CA
wo98sE [Jdyvoble wluwe eyl Judyw APs 9 APs 1o o BOs eJld6 wlb-bJo-reboot.

pdlebé: Upz)> werse Management TrustPoint Jlwegsle Juolss LSCe Jl spdo Ju gl

lJsosd 1Uers6 |J|uu0ro||o IJs LTl lJogde oluweesle psdjgu_égu Jl s eldsl >gp

Juoe ulwse w9vds). lu saula qu o 5JJU APs 2355 0p SZUOlZ IS SYu j9ro wloyl
p& LSC w9dse pu IJ udywo CA i IJsle> W IdbLs w9esd uldbe.



Edit Management Interface x

Interface Vian2622 -
Trustpoint AP-LSC %
MNAT Status |. DISABLED |
D Cancel (+] Update & Apply to Device

CLl v ubdsd JJgbys 6:

9800- L(confi g) #wireless management trustpoint

o283 e lJuoes
IJoeldd pu wduso guoble 9236 IJoede
JJozdd o0 929> pedople LSC B |uosl) 1Jis, 9800 WLC TrustPoint show crypto pki

certificates verbose <trustPoint name>. scp )b Juobosy w trustPoint IJos wp louvlgol
Ju9ds, LSC gldowzsd. Vs o3l ldpeld: sJ9yu luwpe TrustPoint o9 "microsoft-ca” (swe &)u0



UIelz 3 1duods B@b):

9800- L#show crypto pki certificates verbose microsoft-ca
Certificate
Status: Available
Version: 3
Certificate Usage: Ceneral Purpose
| ssuer:
cn=CHUU- W N12- CA
dc=chuu- donai n
dc=l oca
Subj ect :
Name: 9800-L. al zaval a. | ocal
cn=9800-L.chuu-domain.local/emailAddress=jesuherr@cisco.com
o=Wreless TAC
| =Juar ez
st =CDWVX
c=MX
host nane=9800- L. al zaval a. | oca
CRL Distribution Points:
| dap: / /1 CN=CHUU- W N12- CA, CN=Chuu-
W nl12, CN=CDP, CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Coi nt
Validity Date
start date: 04:25:59 Central May 11 2020
end date: 04:25:59 Central May 11 2022 Subject Key Info: Public Key Al gorithm rsaEncryption RSA
Public Key: (2048 bit) Signature Al gorithm SHA256 with RSA Encryption [...] Authority Info
Access: CA | SSUERS: | dap:/// CN=CHUU- W N12-
CA, CN=AI A, CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Conf i gur ati on, DC=chuu-
domai n, DC=l ocal ?cACertifi cat e?base?obj ect 0 ass=certificati onAuthority [...] CA Certificate
Status: Available
Version: 3
Certificate Serial Nunmber (hex): 37268ED56080CB974EF3806CCACC77EC
Certificate Usage: Signature
| ssuer:
cn=CHUU-WIN12-CA
dc=chuu- donai n
dc=l oca
Subj ect :
cn=CHUU- W N12- CA
dc=chuu- donai n
dc=l oca
Validity Date:
start date: 05:58:01 Central May 10 2019
end date: 06:08:01 Central May 10 2024 Subject Key Info: Public Key Al gorithm rsaEncryption RSA
Public Key: (2048 bit) Signature Al gorithm SHA256 with RSA Encryption

lJozdd pu odsy 9800 WLC LSC

JJozdd pu ldovlyasd z9d Wireless Management TrustPoint o 99 woubvésd IJio, show
wireless management trustPoint. Wolds ey o TrustPoint IJozse (IJodbsé Idos weess eds
ol uosd LSC AP-LSC W o3l 1dpeld) B> IUluweésle 95w e 928 dlpo sdsol gds luol
pulzé:

9800- L#show wireless management trustpoint

Trustpoint Name : AP-LSC

Certificate Info : Available

Certificate Type : LSC

Certificate Hash : 9e5623adba5307f acf 778e6ea2f 5082877eadbeb
Private key Info : Available



!ua|duo| !J5 L9L5,=,o ngdt,_sj‘ 9p uuu»&sJ IJio, show ap Isc-prowsmn summary. olds oU
Ibol) 21Js IJegds) Iuozseo:

9800- L#show ap lsc-provision summary

AP LSC-provisioning : Enabled for all APs
Trustpoint used for LSC-provisioning : AP-LSC
LSC Revert Count in AP reboots : 10

AP LSC Parameters :
Country : MX

State : CDWX

Cty : Juarez

Ogn : Csco TAC

Dept : Wreless TAC

Email : josuvill @isco.com
Key Size : 2048

EC Key Size : 384 bit

AP LSC-provision List
Total nunber of APs in provision list: 2

Mac Addresses :
XXXX. XXXX. XXXX
XXXX. XXXX. XXXX

IJogdl pu wduse yvols u9bé 1IUso9d

JJozdd pu i ldyvoble Idpewes B udbs 1o osd wuvgd 1Uie, show crypto ey 9lzos
vl 1Jll e, (CLI) Joulos Idsosd: wlds PU 99> JJ pu gwoldé g3, 1dpyze 1dpues 8 9 uolsé
lJzoly (seuue IRz Ideslule sle Iduads W igb):

AP3802#show crypto

------------------------------------------------------------------------------ LSC: Enabled

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber:
73: 00: 00: 00: Ob: 9e: c4: 2e: 6¢: el: 54: 84: 96: 00: 00: 00: 00: 00: Ob
Si gnature Al gorithm sha256WthRSAEncryption
I ssuer: DC=l ocal, DC=chuu-donmain, CN=CHUU- W N12- CA
Validity
Not Before: May 13 01:22:13 2020 GVI
Not After : May 13 01:22:13 2022 GV
Subject: C=MX, ST=CDMX, L=Juarez, O=Cisco TAC, CN=ap3g3-
286F7FCF53AC/emailAddress=josuvill@cisco.com
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
Publ i c- Key: (2048 bit)

----------------------------- Root Certificate -------------------------------
Certificate:
Dat a:
Version: 3 (0x2)
Serial Number:



32:61: fb: 93: a8: Oa: 4a: 97: 42: 5b: 5e: 32: 28: 29: 0d: 32
Signature Al gorithm sha256W t hRSAEncryption
| ssuer: DC=l ocal, DC=chuu-domai n, CN=CHUU- W N12- CA
Validity
Not Before: May 10 05:58:01 2019 GVI
Not After : May 10 05:58:01 2024 GV
Subject: DC=local, DC=chuu-domain, CN=CHUU-WIN12-CA
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
Publ i c- Key: (2048 bit)
lo LSC Jpulz psule dot1x luwegpde oo 095060 pu Id ap lue suwebse >89 lu pdue
woed lsum.

AP3802#show ap authentication status
AP dot1x feature is disabled.

pdlebé: Jo,od;so_g&l]o |-.J_9u0_9.J.g_J|.JrOQL§.) dot1x. sJjpe oEHSY wslule lgwpls _dot1x
Judlb 1dguesd Vs pdu we)s wbs IUguesd by wdsso wls Idsuesd vuwe
cdSp slisws.

lwedunldd IJigble 9l oJlzol
IJebddle I blisg

1. 11 Jp s0p wgsso I@slde wuvdd Lozse s uved IJehe Is 1 o 1Jgbe sobdo
leeolun IJes py9y: Blo bdo I uolss Lol J 9800 WLC Is Jolb 19 o9] swp y8 so.
2.1l op wgbsd IUpsle 11 lunss J IIS. sop ogbsd #306 SCEP ls ol JsJd JI spdo
lJsue9d IJs euslo URL 1Jpzss> B TrustPointgtJI SWY9p euwoy Iduedp Vs IUyveJs

ez 1UJlguddiss (WLC) bl 9800 Lluwld i bdo uolss.

3. B elds g0 p5lpws 13S0 wsu IJEhe seuue) Idoede S Idubods 1 pedssd
IJJlgvdIss (WLC) byl 98000 Jl sep cowse Idgvoble ulb)l Joyvd 1oz 88 pu wogd
lJ99w.

91y wuozse Wigble slduved

Iowegse 030 1Jigle, Jlpwed vl igble ouuzsd voldé 9236 IJezd e 9800 gl oJlzol:

9800- L#debug crypto pki transactions
9800- L#debug crypto pki validation
9800- L#debug crypto pki scep

Jlgweduuldd gble ouuzsd wdbé 1Jsuo9d 9pldw ol sluadlzol luvegse 1Jsle, IJolss:

AP3802#debug capwap client payload
AP3802#debug capwap client events

U b, i_9|,oJ u9bé IJ_9Uo_9L_J‘ Sbo, show logging el |31 Jlue w@bs 1Jso9d wol puivddle WS
oouse Idubolé: 95930 wVlLosd 29d Uvwu 830 wo LY IJyuolsé:

[...]
Mar 19 19:39:13 kernel: *03/19/2020 19:39:13.3429] AP has joined controller 9800-L Mar 19



19: 39: 13 kernel: 03/19/2020 19:39:13.3500] SELinux: initialized (dev nmd_inodefs, type
nt d_i nodefs), not configured for |abeling Mar 19 19:39:13 kernel: *03/19/2020 19: 39: 13. 5982]
Generating a RSA private key Mar 19 19:39: 14 kernel: *03/19/2020 19: 39: 13. 5989]

....................... Mar 19 19:39: 15 kernel: *03/19/2020 19:39:14.4179] .. Mar 19 19:39:15
kernel : *03/19/2020 19:39:15.2952] writing new private key to '/tnp/lsc/priv_key' MNar 19
19: 39: 15 kernel : *03/19/2020 19:39:15.2955] ----- Mar 19 19:39: 15 kernel: *03/19/2020

19: 39: 15.5421] cen_validate |sc: Verification failed for certificate: Mar 19 19:39: 15 kernel:
*03/19/ 2020 19: 39: 15. 5421] countryName = MX Mar 19 19: 39: 15 kernel: *03/19/2020 19: 39: 15. 5421]
stat eOr Provi nceName = CDMX Mar 19 19: 39: 15 kernel: *03/19/2020 19: 39: 15.5421] localityNane =
Juarez Mar 19 19:39:15 kernel: *03/19/2020 19: 39: 15. 5421] organi zati onNane = ci sco-tac Mar 19
19: 39: 15 kernel: *03/19/2020 19: 39: 15. 5421] conmonNanme = ap3g3- Mar 19 19: 39: 15 kernel :

*03/19/ 2020 19: 39:15.5421] enmil Address = jesuherr @i sco.com Mar 19 19:39: 15 kernel: *03/19/ 2020
19: 39: 15.5427] LSC certificates/key failed validation! Mar 19 19:39: 15 kernel: *03/19/2020

19: 39: 15. 5427]

pold gds pelods ouwpsd ulees

03l 09 IJpg e pu wuoese IJigble 1Uss wp 3350 Bod ldoguzsd IJolze JIJ po 9236 IJozdp
suilb IJgo9d (APS) IJp 9w ,0u6 wol.

luves)l> gvolsé g3, CA lJs 9800 WLC:

[...]

Certificate has the following attributes: Fingerprint MD5: E630EAE6 FB824658 690EBOF5 638D7224
Fi ngerprint SHAl: 97070ACD CADO3D5D OClA6085 19992EOD 6B8C4AD8B % Do you accept this certificate?
[yes/ no]l: yes CRYPTO PKI_SCEP: dient sending Get CACert request CRYPTO PKlI: Sending CA
Certificate Request: GET /certsrv/nscep/ nscep.dl|/pkiclient.exe?operation=CGet CACert &ressage=AP-
LSC HTTP/ 1.0 User-Agent: Mzilla/4.0 (conpatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8
CRYPTO_PKI : | ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI: http connection opened
CRYPTO_PKI : Sendi ng HTTP nessage CRYPTO PKl: Reply HTTP header: HTTP/ 1.0 User-Agent: Mdzilla/4.0
(compatible; MBIE 5.0; Cisco PKI) Host: 172.16.80.8 CRYPTO PKI: unl ocked trustpoint AP-LSC,
refcount is 0 CRYPTO PKI: | ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKl: Header |ength
received: 192 CRYPTO PKl: parse content-length header. return code: (0) and content-length :
(3638) CRYPTO_PKI: Conplete data arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is O
CRYPTO _PKI: Reply HTTP header: HTTP/ 1.1 200 OK Content-Type: application/x-x509-ca-ra-cert
Server: Mcrosoft-11S/8.5 X-Powered-By: ASP.NET Date: Tue, 19 May 2020 21:47:34 GMI' Connecti on:
cl ose Content-Length: 3638 Content-Type indicates we have received CA and RA certificates.
CRYPTO_PKI _SCEP: Cient received CA and RA certificate

CRYPTO_PKI : crypto_process_ca_ra_cert(trustpoi nt =AP-LSC) The PKCS #7 nessage contains 3
certificates. CRYPTO PKI:crypto_pkcs7_extract_ca_cert found cert CRYPTO PKI: Bypassi ng SCEP
capabilities request 0 CRYPTO PKI: transacti on CRYPTO REQ CA CERT conpl eted CRYPTO PKI: CA
certificate received. CRYPTO PKI: CA certificate received. CRYPTO PKI:

crypto_pki _get_cert_record_by cert() CRYPTO PKI: crypto_pki _authenticate_tp_cert() CRYPTO_PKI:
trustpoint AP-LSC authentication status = 0 Trustpoint CA certificate accepted.

cuwzsd zol; 9800 WLC:

[...]

CRYPTO_PKI: using private key AP-LSC for enroll ment CRYPTO PKI_SCEP: dient sending Get CACert
request CRYPTO PKI: Sending CA Certificate Request: GET

/certsrv/mscep/ mscep. dl |/ pkiclient.exe?operati on=Cet CACert &ressage=AP-LSC HTTP/ 1. 0 User - Agent:
Mozillal/4.0 (compatible; MSIE 5.0; G sco PKI) Host: 172.16.80.8 CRYPTO PKI: | ocked trustpoint
AP-LSC, refcount is 1 CRYPTO PKI: http connection opened CRYPTO PKI: Sending HTTP nmessage
CRYPTO PKI: Reply HITP header: HITP/ 1.0 User-Agent: Mzilla/4.0 (conpatible; MSIE 5.0; Gisco
PKI) Host: 172.16.80.8 CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is O CRYPTO PKI: | ocked
trustpoint AP-LSC, refcount is 1 CRYPTO PKI: Header |ength received: 192 CRYPTO PKI: parse
content-length header. return code: (0) and content-length : (3638) CRYPTO PKI: Conpl ete data
arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is O CRYPTO PKI: Reply HTTP header:
HTTP/ 1.1 200 OK Content-Type: application/x-x509-ca-ra-cert Server: Mcrosoft-11S/8.5 X-Powered-
By: ASP. NET Date: Tue, 19 May 2020 21:48:33 GMI' Connection: close Content-Length: 3638 Content-
Type indicates we have received CA and RA certificates. CRYPTO PKI_SCEP: Cient received CA and



RA certificate CRYPTO PKI:crypto_process_ca_ra_cert(trustpoi nt =AP-LSC) The PKCS #7 nessage
contains 3 certificates. CRYPTO PKI:crypto_pkcs7_insert_ra_certs found RA certs

CRYPTO _PKI : crypto_pkcs7_insert_ra_certs found RA certs CRYPTO PKI_SCEP: dient Sending Get CACaps
request with nsg = CGET /certsrv/mscep/ nscep.dl|/pkiclient.exe?operati on=Get CACaps&ressage=AP-LSC
HTTP/ 1.0 User-Agent: Mzilla/4.0 (conpatible; MSIE 5.0; GCisco PKI) Host: 172.16.80.8 CRYPTO PKI:
| ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI: http connection opened CRYPTO PKI: Sending
HTTP nmessage CRYPTO PKl: Reply HTTP header: HTTP/ 1.0 User-Agent: Mozilla/4.0 (conpatible; MSIE
5.0; Gisco PKI) Host: 172.16.80.8 CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is O

CRYPTO PKI : | ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI: Header |ength received: 171
CRYPTO PKI: parse content-length header. return code: (0) and content-length : (34) CRYPTO PKI:
Conpl ete data arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is 0 CRYPTO PKI: Reply
HTTP header: HTTP/ 1.1 200 OK Content-Type: text/plain Server: Mcrosoft-11S/8.5 X-Powered-By:
ASP. NET Date: Tue, 19 May 2020 21:48:33 GMI Connection: close Content-Length: 34 CRYPTO PKI:
HTTP header content length is 34 bytes CRYPTO PKI _SCEP: Server returned capabilities: 92

CA CAP_RENEWAL CA CAP_S al z_9800(config)#HA 1 CA CAP_SHA 256 CA CAP_SHA 512 CRYPTO PKI:
transacti on CRYPTO REQ CERT conpl eted CRYPTO PKI: status: %Kl -6- CSR_FI NGERPRI NT: CSR

Fi ngerprint MD5 : 9BFBA438303487562E888087168F05D4 CSR Fi ngerprint SHA1L:
58DC7DB84C632A7307631A97A6 ABCF65A3DEFEEF CRYPTO PKI: Certificate Request Fingerprint MD5:
9BFBA438 30348756 2E888087 168F05D4 CRYPTO PKI: Certificate Request Fingerprint SHAl: 58DC7DB8
4C632A73 07631A97 AB6ABCF65 A3DEFEEF PKI : PKCS7 to i ssuer cn=CHUU- W N12- CA, dc=chuu-donmi n, dc=I ocal
serial 18 00 00 00 38 DB 68 64 CO 52 CO OF OE 00 00 00 00 00 38 CRYPTO PKI: Deleting cached key
havi ng key id 65 CRYPTO PKI: Attenpting to insert the peer's public key into cache

CRYPTO PKI : Peer's public inserted successfully with key id 66 CRYPTO PKI: Expiring peer's cached
key with key id 66 PKI: Trustpoint AP-LSC has no router cert PKI: Signing pkcs7 with AP-LSC
trustpoint tenmp self-signed cert CRYPTO PKI_SCEP: dient sending PKCSReq CRYPTO PKI: | ocked
trustpoint AP-LSC, refcount is 1 CRYPTO PKI: http connection opened CRYPTO PKI: Sending HTTP
nmessage CRYPTO PKI: Reply HITP header: HTTP/1.0 Host: 172.16.80.8 CRYPTO PKI: unl ocked
trustpoint AP-LSC, refcount is 0 CRYPTO PKI: |ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI:
| ocked trustpoint AP-LSC, refcount is 2 CRYPTO PKI: Header |ength received: 188 CRYPTO PKI:
parse content-length header. return code: (0) and content-length : (2807) CRYPTO PKl: Conplete
data arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is 1 CRYPTO PKI: received nsg of
2995 bytes CRYPTO PKI: Reply HTTP header: HTTP/ 1.1 200 OK Content-Type: application/x-pki -
nmessage Server: Mcrosoft-11S/8.5 X-Powered-By: ASP. NET Date: Tue, 19 May 2020 21:48:33 GMI
Connection: close Content-Length: 2807 CRYPTO PKI: Prepare gl obal revocation service providers
CRYPTO_PKI : Del eting cached key having key id 66 CRYPTO PKI: Attenpting to insert the peer's
public key into cache CRYPTO PKl:Peer's public inserted successfully with key id 67 CRYPTO PKI:
Expiring peer's cached key with key id 67 CRYPTO PKI: Renove gl obal revocation service providers
The PKCS #7 nessage has 1 verified signers. signing cert: issuer cn=CHUU W N12- CA, dc=chuu-

domai n, dc=l ocal serial 1800037A239DF5180C0672C0000037 Signed Attributes: CRYPTO PKI_SCEP: dient
recei ved CertRep - GRANTED ( AF58BA9313638026C5DC151AF474723F) CRYPTO PKI: status = 100:
certificate is granted The PKCS #7 nessage contains 1 certs and O crls. New y-issued Router
Cert: issuer=cn=CHUU- W N12- CA, dc=chuu-domai n, dc=Il ocal seri al =1800043245DC93E1D943CA70000043
start date: 21:38:34 Central May 19 2020 end date: 21:38:34 Central May 19 2022 Router date:
21:48: 35 Central My 19 2020 %Kl - 6- CERT_I NSTALL: An ID certificate has been installed under
Trustpoint : AP-LSC |ssuer-nanme : cn=CHUU- W N12- CA, dc=chuu- domai n, dc=l ocal Subj ect - name :
cn=9800- L. chuu- donmai n. | ocal / emai | Addr ess=j esuherr @i sco. com o=Wr el ess

TAC, | =Juar ez, st =CDMX, c=MX, host nane=al z_9800. al zaval a. | ocal Seri al - nunber:
1800000043245DC93E1D943CA7000000000043 End-date : 2022-05-19T21: 38: 34Z Recei ved router cert from
CA CRYPTO_PKI: Not adding al z_9800. al zaval a. |l ocal to subject-alt-nane field because : Character
allowed in the domain nane. Calling pkiSendCertlnstall Trap to send alert CRYPTO PKI: All

enrol | ment requests conpleted for trustpoint AP-LSC

lole wupse leble cuwzsd vdbs 1JsLosd pu 2luw 9228 IJoede: sop ol o3l 1JIE)lz €56
eole JIJ 09bé 9,09d swp lUlugoele IUs suue) Idoede O Iduvods 1Upedss IUJlgudIdso
(WLC) b,l; 9800:

[...]

CRYPTO_PKI: (A6964) Session started - identity selected (AP-LSC) CRYPTO PKI: Doing re-auth to
fetch RA certificate. CRYPTO PKI _SCEP: dient sending Get CACert request CRYPTO PKI: Sending CA
Certificate Request: GET /certsrv/nscep/ nscep.dl|/pkiclient.exe?operation=CGet CACert &ressage=AP-
LSC HTTP/ 1.0 User-Agent: Mdzilla/4.0 (conpatible; MSIE 5.0; Cisco PKI) Host: 172.16.80.8

CRYPTO _PKI : | ocked trustpoint AP-LSC, refcount is 2 CRYPTO PKI: http connection opened
CRYPTO_PKI : Sendi ng HTTP message CRYPTO PKI: Reply HTTP header: HTTP/ 1.0 User-Agent: Muzilla/4.0



(compatible; MSIE 5.0; G sco PKI) Host: 172.16.80.8 CRYPTO PKI: unl ocked trustpoint AP-LSC,
refcount is 1 CRYPTO PKI: |ocked trustpoint AP-LSC, refcount is 2 CRYPTO PKI: Header |ength
received: 192 CRYPTO PKI: parse content-length header. return code: (0) and content-length :
(3638) CRYPTO PKI: Conplete data arrived CRYPTO PKI: unl ocked trustpoint AP-LSC, refcount is 1
CRYPTO PKI: Reply HITP header: HTTP/1.1 200 OK Content-Type: application/x-x509-ca-ra-cert
Server: Mcrosoft-11S/8.5 X-Powered-By: ASP. NET Date: Tue, 19 May 2020 21:51: 03 GMI' Connecti on:
cl ose Content-Length: 3638 Content-Type indicates we have received CA and RA certificates.
CRYPTO _PKI _SCEP: Client received CA and RA certificate

CRYPTO PKI : crypt o_process_ca_ra_cert (trustpoi nt =AP-LSC) The PKCS #7 nmessage contains 3
certificates. CRYPTO PKI:crypto_pkcs7_insert_ra_certs found RA certs

CRYPTO PKI : crypto_pkcs7_insert_ra_certs found RA certs CRYPTO PKI: Capabilites already obtained
CA_CAP_RENEWAL CA CAP_SHA 1 CA CAP_SHA 256 CA CAP_SHA 512 PKCS10 request is conmpul sory

CRYPTO PKI: byte 2 in key usage in PKCS#10 is Ox5 May 19 21: al z_9800(confi g)#51: 04. 985:

CRYPTO PKI: all usage CRYPTO PKI: key usage is 4 CRYPTO PKI: creating trustpoint clone Proxy-AP-
LSC8 CRYPTO PKI: Creating proxy trustpoint Proxy-AP-LSC8 CRYPTO PKI: Proxy enroll nent request
trans id = 7CBB299A2D9BC77DBB1A8716E6474C0C CRYPTO PKl: Proxy forwadi ng an enrol |l nent request
CRYPTO PKI : using private key AP-LSC for enroll ment CRYPTO PKI: Proxy send CA enrol |l ment request
with trans id: 7CBB299A2D9BC77DBB1A8716E6474C0C CRYPTO PKI: No need to re-auth as we have RA in
pl ace CRYPTO PKI: Capabilites al ready obtai ned CA CAP_RENEWAL CA CAP_SHA 1 CA CAP_SHA 256
CA_CAP_SHA 512 CRYPTO PKI: transaction CRYPTO REQ CERT conpl eted CRYPTO PKI: status: PKI:PKCS7
to i ssuer cn=CHUU- W N12- CA, dc=chuu- domai n, dc=l ocal serial 18 00 00 00 38 DB 68 64 CO 52 CO OF OE
00 00 00 00 00 38 CRYPTO PKI: Deleting cached key having key id 67 CRYPTO PKI: Attenpting to
insert the peer's public key into cache CRYPTO PKl:Peer's public inserted successfully with key
id 68 CRYPTO PKI: Expiring peer's cached key with key id 68 PKI: Trustpoint Proxy-AP-LSC8 has no
router cert and | oaded PKI: Signing pkcs7 with Proxy-AP-LSC8 trustpoint tenp self-signed cert
CRYPTO_PKI _SCEP: dient sendi ng PKCSReq CRYPTO PKI: | ocked trustpoint Proxy-AP-LSC8, refcount is
2 CRYPTO PKI: http connection opened CRYPTO PKI: Sending HTTP nmessage CRYPTO PKl: Reply HTTP
header: HTTP/ 1.0 Host: 172.16.80.8 CRYPTO PKl: unl ocked trustpoint Proxy-AP-LSC8, refcount is 1
CRYPTO _PKI : | ocked trustpoint Proxy-AP-LSC8, refcount is 2 CRYPTO PKI: |ocked trustpoint Proxy-
AP- LSC8, refcount is 3 CRYPTO PKI: Header length received: 188 CRYPTO PKI: parse content-length
header. return code: (0) and content-length : (2727) CRYPTO PKI: Conplete data arrived
CRYPTO_PKI : unl ocked trustpoint Proxy-AP-LSC8, refcount is 2 CRYPTO PKI: received nmsg of 2915
byt es CRYPTO PKI: Reply HITP header: HTTP/ 1.1 200 OK Content-Type: application/x-pki-nmessage
Server: Mcrosoft-11S/8.5 X-Powered-By: ASP. NET Date: Tue, 19 May 2020 21:51: 03 GMI' Connecti on:
cl ose Content-Length: 2727 CRYPTO PKlI: Prepare gl obal revocation service providers CRYPTO PKI:
Del eti ng cached key having key id 68 CRYPTO PKI: Attenpting to insert the peer's public key into
cache CRYPTO PKl: Peer's public inserted successfully with key id 69 CRYPTO PKI: Expiring peer's
cached key with key id 69 CRYPTO PKI: Renove gl obal revocation service providers The PKCS #7
nmessage has 1 al z_9800(config)# verified signers. signing cert: issuer cn=CHUU- W N12- CA, dc=chuu-
domai n, dc=l ocal serial 1800037A239DF5180C0672C0000037 Signed Attributes: CRYPTO PKI_SCEP: dient
received CertRep - GRANTED ( 7CBB299A2D9BC77DBB1A8716E6474C0C) CRYPTO PKI: status = 100:
certificate is granted The PKCS #7 nessage contains 1 certs and O crls. Received router cert
from CA CRYPTO PKI: Enroll nment poroxy callback status: CERT_REQ GRANTED CRYPTO PKI: Proxy
received router cert from CA CRYPTO PKI: Rcvd request to end PKI session A6964. CRYPTO PKl: PKI
sessi on A6964 has ended. Freeing all resources. CRYPTO PKI: unlocked trustpoint AP-LSC, refcount
is 0 CRYPTO PKI: Cleaning RA certificate for TP : AP-LSC CRYPTO PKI: All enroll ment requests
conpl eted for trustpoint Proxy-AP-LSC8. CRYPTO PKI: Al enrollment requests conpleted for

trust poi nt Proxy-AP-LSC8. CRYPTO PKI: unl ocked trustpoint Proxy-AP-LSC8, refcount is 1

CRYPTO PKI: Al'l enrollnment requests conpleted for trustpoint Proxy-AP-LSC8. CRYPTO CS: renoving
trust poi nt cl one Proxy- AP- LSC8

[z wupzse igble cuvzsd vdbs 1dsuesd pu zluw udbs IUs esJ:

[ DEC] CAPWAP_CONFI GURATI ON_UPDATE_REQUEST(7) seq 40 |en 407

.. Vendor Type: SPAM VENDOR_| D_PAYLOAD(104) vendl d 409600

... Vendor SubType: CERTI FI CATE_PARAMETER_PAYLOAD( 63) vendl d 409600
LSC set retry nunber fromWC 1

Generating a RSA private key



[ ENC] CAPWAP_WI'P_EVENT_REQUEST( 9)

... Vendor SubType: LSC CERTI FI CATE_PAYLQAD(64) Len 1135 Total 1135
[ ENC] CAPWAP_CONFI GURATI ON_UPDATE_RESPONSE( 8)

.Msg El em Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8

[ DEC] CAPWAP_CONFI GURATI ON_UPDATE_REQUEST(7) seq 41 len 20

.. Vendor Type: SPAM VENDOR | D PAYLOAD( 104) vendl d 409600

... Vendor SubType: LSC _CERTI FI CATE_PAYLQAD(64) vendl d 409600
LSC_CERT_ENROLL_PENDI NG from W.C

[ ENC] CAPWAP_CONFI GURATI ON_UPDATE_RESPONSE( 8)

.Msg El em Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
Recei ved Capwap wat chdog update nsg.

[ DEC] CAPWAP_CONFI GURATI ON_UPDATE_REQUEST(7) seq 42 len 1277
.. Vendor Type: SPAM VENDOR | D PAYLOAD( 104) vendl d 409600

... Vendor SubType: LSC _CERTI FI CATE_PAYLQAD(64) vendl d 409600
LSC ENABLE: savi ng ROOT_CERT

[ ENC] CAPWAP_CONFI GURATI ON_UPDATE_RESPONSE( 8)

.Msg El em Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
[ DEC] CAPWAP_CONFI GURATI ON_UPDATE_REQUEST(7) seq 43 len 2233
.. Vendor Type: SPAM VENDOR | D PAYLOAD( 104) vendl d 409600

... Vendor SubType: LSC _CERTI FI CATE_PAYLQAD(64) vendl d 409600
LSC ENABLE: savi ng DEVI CE_CERT

SC private key witten to hardware TAM

root: 2: LSC enabled
AP Rebooting: Reset Reason - LSC enabl ed

903l sgowp pold IJodysy Jouwesd LSC pu gJid SCEP.
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