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1 a>gall

1
i sdn switch-type basic-5ess
|
hostname rl
!
username r2 password 0 cisco
Hostname of other router and shared secret ! -- !
interface BRIO/O ip address 20.1.1.1 255.255.255.0 no ip
di rect ed- broadcast encapsul ation ppp dialer map ip
20.1.1.2 name r2 broadcast 5772222
dial er-group 1
i sdn switch-type basic-5ess
ppp authentication chap callin
Authentication on incoming calls only ppp chap -- !
hostname alias-ril
Alternate CHAP hostname ! access-list 101 permit -- !
! ip any any dialer-list 1 protocol ip list 101

2 a>gall

!

i sdn switch-type basic-5ess

!

host nane r2

!

username alias-rl password 0 cisco

Alternate CHAP hostname and shared secret. ! -- -- !
The username must match the one in the ppp chap hostname
. -- command on the renote router

interface BRI 0/0
ip address 20.1.1.2 255.255.255.0
no ip directed-broadcast
encapsul ati on ppp
dialer map ip 20.1.1.1 nane
alias-rl broadcast 5771111
Dialer map name matches alternate hostname -- !
"alias-rl". dialer-group 1 isdn sw tch-type basic-5ess
ppp authentication chap ! access-list 101 pernmt ip any
I any dialer-list 1 protocol ip list 101
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R2 < R1

@ challenge R1 looks up its

2 local database for @
username "r2" Cisco
challenge —m MDA Hash
FZTooks up its Hash value *
local database labled as from "alias-r1" Hash “alue

® for uzername
CisCo “alias-r1"

v

D5 Hash

Hash “alue

are they same @

* Yes

challenge
—

authentication success
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1 a>gall

rl#ping 20.1.1.2

. Type escape sequence to abort
: Sending 5, 100-byte ICWMP Echos to 20.1.1.2, tineout is 2 seconds

Mar 1 20:06:27.179: % . NK-3-UPDOWN: Interface BRIO/0:1, changed state to up*

Mar 1 20:06:27.183: 9% SDN- 6- CONNECT*

Interface BRIO/0:1 is now connected to 5772222

Mar 1 20:06:27.187: BRO/0:1 PPP:. Treating connection as a callout*

"Mar 1 20:06:27.223: BRO/0:1 CHAP: | CHALLENGE id 57 len 23 from "r2*

Received a CHAP challenge from other router (r2) *Mar 1 20:06:27.223: BR0O/0:1 CHAP: -- !
Usi ng alternate hostname alias-rl

Using alternate hostname configured with ! -- ppp chap hostname command *Mar 1 -- !
20: 06: 27.223: BRO/0:1 CHAP: O RESPONSE id 57 Len 29 from"alias-r1" ! -- Sending response from
"glias-rl" ! -- which is the alternate hostname for rl *Mar 1 20:06:27.243: BRO/0:1 CHAP: |
SUCCESS id 57 Len 4 ! -- Received CHAP authentication is successful ! -- Note that rl is not
challenging r2 .!!!1 Success rate is 80 percent (4/5), round-trip mn/avg/ max = 36/38/40 s r1#
*Mar 1 20:06:28.243: %.1 NEPROTO 5- UPDOMWN: Li ne protocol on Interface BRIO/0:1, changed state to
up rl1# *Mar 1 20:06: 33.187: % SDN-6- CONNECT: Interface BRIO/0:1 is now connected to 5772222 r2

2 a>gall

r2#

LI NK- 3- UPDOWN: I nterface BRIO/0:1, changed state to up% : 20: 05: 20

| SDN- 6- CONNECT: Interface BRIO/0:1 is now connected to 5771111% : 20: 05: 20

BRO/0: 1 PPP: Treating connection as a callin :20:05:20

"BRO/0:1 CHAP: O CHALLENGE id 57 Len 23 from"r2 :20:05:21

r2 is sending out a challenge 20:05:21: BRO/0:1 CHAP: | RESPONSE id 57 Len 29 from -- !

"nalias-rl
Received a response from alias-rl, ! -- which is the alternate hostname on rl1 20:05:21. -- !
BRO/0:1 CHAP: O SUCCESS id 57 Len 4 ! -- Sending out CHAP authentication is successful 20:05:22:

%.1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface BRIO/0:1, changed state to up 20:05:26: 9% SDN- 6-
CONNECT: Interface BRIO/0:1 is now connected to 5771111 alias-rl
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