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- wyulez Aruba IAP 204 6.4.2.3
- Cisco Identity Services Engine 2.0

pEJ9pIS I uwlwsd
3G U oS

ISE 2.0

Aruba IAP 204 a

ole mame = 550 name

551D Association o - DRLH er Role assignment o

Accesi-Hequest MADB o "

Access-Accept
Aruba-User-Role=User Role with Captive Portal o

ol

A o User Role assignment
o my HTTP request = . Role name = Assigned by ISE

o HTTE 302 Page roved o
Ta ISE guest portal URL

- e S5L to ISE Euest__pnrt.al purt Bd43
Guest Authentication

COA disconnect request o
-
QO

. Accounting Stop @ .

Reqguest/Response

M Session Stitching
timer started

a COA disconnect N

acknowledgement

a Access-Reguest MABR .
Access-Accept
o Hruba-LUser-Role=User Role with Full Access @

G Uzer Role assignment
Role name = Assigned by ISE
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IJoede Os Idyveds IUpedss IUJluudIdss). sop odsso 29, [dpuwegspe 031 J Captive-Portal
9suwp lels woesoe 2)IJs py9) IJoslule uey ISE.

i)_9|J puNCEdp Aruba

lJedsu lhssuws 1Uss sop luweisleo oo 9od Aruba WLC o9 User-Role. sz>> User-Role
088> 1d9uesd IdSled ddobosd eds Idpuwegse IS 99w Idlouald. spdu 1o soupeu
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Sewed zese puwedsesu IJpouodso o SSID peso Vs Idwdlss eds $s9> pu 19,
IJIe)luos. Spdu IJJolus W98 59, IJpuuedse woluwlbs glbe RADIUS, 909 o030 1Jz1Js Szw
Io sewss Access-Accept £Js wpd 09,5 Aruba pesss Aruba-user-Role. sop luwegsle 1U6s06
pw 030 IJuwed o0 Yod WLC Jduze v 29, Ipuwespe Ideeds.

IJgo96 5. Lluwegsle IJuwpes Aruba-User-Role sez 9 WLC peds! po sl IJpguegsp lJos wp
wdysuvol 9sbw§ 29, plodyol.

IJ21o96 6. 589 lJpuwede voosiss bde HTTP Bs ldpgwegruo.

IJ¢b9s 7. sgo,u0 Aruba WLC IUbJo v uwow 29, lJpuweede lUds wp wdosuo Jdprgd
IJpowudd. luweelos Jodlldbde woze WLC Loweé o HTTP 302 [Jus wp v@dol pg p3¢d
WS ISE JpsSe eoso.

lJgdo96 8. 599 IJpuwesp wluuble louold SSL o ISE edss lJpo9> 8443, 9599, | wp
IJeuweése/dded 1Upi9) Ss pozd IULoso.

IJgdo9s 9. syuwd ISE Huwlds bdo g 1o old COA |Js Aruba WLC.

IJgdogs 10. g I s@9p COA L od Huwlds WLC Uluwdlb IJlouold wldeuuagse 9sede ISE
w296 luole Ileuold wluweesle suwldé Radius Accounting-Request (Stop). sze o s93> ISE
luo we luwedlp 030 Iy uwldé pg Accounting.

IJgb9s 11. 5890 ISE covésd p99e eslbs lJgduws. suveise 03l 1Updbe Jyvb gduws
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lJpuwwgs e 90l 1Js 3JY. sew lole pzlads dpuolb$o IJeloss dod luwole Lodless 9256
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wSwe oISy bdo 1Usuesd 1Jzdss Jeduws gpd 20596 wlJdled swsep cbosyd vor
IJogosd eg lehé wozse IJuossd p)é s

IJgbb9s 12. 5> Aruba WLC b Blbog louold COA IUss op luvadles puuadl oe ledle Slbog
loolJ COA.

IJg1o96 13. &, ud Aruba WLC bJe 9_09J MAB RADIUS 23>

IJ¢b9s 14. Vs 98¢ w8SsSe Iduvsluwsr s89p ISE wozass pdu wg)syd IJougsd J Guest
& IJpob 86, seoas pdod wessI IJegasd o3l eds woe 1Jauesd IUss sumlas
ACCESS_ACCEPT 959, Aruba-user-Role pwlg Jlwpe 39, [Jpuwegsp lUds wp odssuo pedsl
eJs Aruba WLC. wp oJdosu 29 Idpuwegse 03l Jduwele vepse erdle 1Ue9).

IJelo9s 15. Cluwegsle IJuwpes Aruba-User-Role swzdd euue Idozde Os Iduveds 1dpeedss
IJJluwdIss (WLC) o oy Idpuwere Idos wp odsuel pedsl 9sbwd 29l plodyol.



IJodosy
lJgb9s 1. |olds Aruba WLC |Js NAD s ISE.

loodd 1Js s > p9bs Idubeds > 12056 Idubwds slud) B9 uolds
Metwork Devices List = aruba

Network Devices

* Name |aru|:|a | d.

Description | |

*IF Address: | 10.62.148.118 | |-" 32 | b.

* Device Profile ArubaWireless | «» | &3 C.
Model Mame | 1r|
Software Version | r|

* Metwork Device Group

Location | a) Locations | | Set To Defautt |

Device Type | all Device Types | | Set To Default

» RADILUS Authentication Settings

Enable Authentication Settings

Protocol RADIUS

* Shared Secret [ peees | Show d

Enable KeyWrap [ ]

* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCI HEXADECIMAL

CoAPort [ 3700 | Set To Default | o

1. 0996, luwe 2ol Idyuesd Ids IduveJs (NAD).



2.2 su9lu IP.

3. 120, pdW g8 zols IdubwJs. Llduuwws Jui,ds Aruba WLC. spedod |luwegsle
ArubaWireless |Jp 2 006.

4. 098s) plule puvend pumwodl.

5. 088V pud3 COA: puld 2lds Jupsseg IJzoly luweésle puds UDP 3799 JJJldls.

IJgb9s 2. &¥dosu pddle og s [Joéssd.

loodd s uwsluws > goluas Iuwsluws > IJuolse > Iogasd > pdod céuosue IUoissd
oy, luelws. sze edsd ladl logile pdw cg)swe Idogssd Jlglhs worso Idpuol>§6 1desdss6
JJssw (CWA). Jpl 09 p9oe s 1Uuo9)s.

Autharization Profiles = ArubaGuestCWA1L
Authorization Profile

* Mame | ArubaGuestCiWal

Cescription
" Access Type | ACCESS_ACCEPT v a.
Metwork Device Profile ArubaWireless | | &3 b.

* Common Tasks

Web Redirection (CWA, MDM, NSF, CFF) .

Centralized Web Auth - Value | Sponsored Guest Portal (defa v | d.

The network device profile selected above requires the following redirect UEL to be configured manually on

https:/ /iseHost: 8443/ portal/ g? p=0geq0gv(}7RZWoiKeblgd¥YgZog o,

v Advanced Attributes Settings

Aruba:Aruba-User-Role | = |5ku chere_cwal f.




pdlebbs: wuvdd l0e,lios sIso Jeese wavosIle IJotssd wse zols uvwds puwly J
Cisco. I3l wp wdgsu NAD udwo gJs luo ArubaWireless 9o p lugile wyuosd wiosd
Jusg zolj Iy Bl sebled 03l IJeg s lusl pe o3l 1Jzol;.

- 8p v w9t IJsuesd wluwe Gwsd Idsuesd.
. S 9o zolj IJb,YJs z>> ArubaWireless.
L 9S Suwe [Jpole ldpuve,ddée §p wopdsu ¢sh lehs worse ssw.
- Jusg lehs wozse: 235 pob B8 9w prjs 925 patd IJuos S IUss wuss luweisleo
Jlglhé lJwgzso.
5. Szw wEs® guslu URL IUss s@sp0 ISE gds Aruba WLC Jgoole URL ¢hzs JJpsed
IJelogd.
6. Vs Yuwp lesble IJuwpd IJpo @306 §p wog s §spd upes Aruba User-Role.
Sew logsle pdB )V Idegssd IJelus Jusds) Isuesd Jdpuwegseso Iduosssd wes
el 96 1Jpesgd:

A WODN -

Authorization Profiez = ArubaAccess-Accept

Authorization Profile

*Mame | Arubahccess-Accept |

Description
*Access Type | ACCESS_ACCEPT v a.
Metwork Device Profile ArubaWireless = | £ b.
* Common Tasks
ACL
WLAM
v Advanced Attributes Settings
|Aruha:Aruba—Ll5&r—RnIe | = ||:|erm'rt_all C.

1. 8p w9 W9t 1U9uesd wluwe Gwad 1Usuesd.

2. Bs w9 oS zolj I v IJo z>> ArubaWireless.

3. Vs leable IJuwps IJpe @306 S35 Suvpe Aruba User-Role 3506 upos. Jlgdl yued9pe
wudasu a9 ldpuwegsp IJpzds eJs Aruba WLC TSI lJlw p.



|JEdo9s 3. odssu wog IJogssd.

woz IJegssd IJisd pumdsd go lehs wzse IUpuwagse Ids prgd Idupssd. Bs luuub 1JzlJIe.
Spdud |gwusle 2ldé pydué poussd

- Wireless_MAB (a.) 9

+ 2lJs puob$6 1Usuosd IUs Iduveds puwlsss Jeuwotsp £s) a9 (b)) 9
- L9l Aruba-Essid-name |wp SSID J_os99Y (C.).

wldouwes Josl lduez: $p wodssu oV werssd IJogssd ee lebs Iuseso [Us pagd Iuos
uwsed J3Jd (o).

| Wireless_MAB] ' [MNetwork Access AuthenticationStatus EQUALS | b. [ArubaGuestCWA1]
a. UnknownUser Faruba:ﬁruba—Essid—hame EQUALS C d

skuchere_guest

Sev 1o 899, voz IJugasd IJelus 1dsuesd Jdeuweese Idupssd wes IJpuol§6 g Iuslus.
sedu lu seops 03l 1due eds wslule eduwd Iged (p2e9es 0956 Idpumoplluvcisle o84
2SS 1zl 9l |Js 3J). B o3l Iwsubsys see eds Ipuvedse lehs IUleuold $od
lowole Lodlzsd p9dw gslbo IUgduwe:

GuestType _Contractor (default Wireless_MAB ArubaAccess-Accept
; - - 3 skuchere_guest

Jeplss oo wd pu luwole Lodlzss 98w ©Bd8S> eduws IUgpd Spdud IJlgcpl gds wslule
udbo IJuolss wadl pu wslule gduws IJgpd. 9ouvdd 1O )luos: Swp wdsy prgd Guest
Portal ¢ Js ISE 2.0 Jowzsd zolj Guest wJiliss (swpe 9,208 golj Guest odBlissl WO pzp9ssd
0956 u9bé wolsé Guest_Endpoints). spedy [uwweslpe 030 ldpgpes Ji,b:

|GuestEnd Eintsl Wireless_MAB ArubaAruba-Essid-Mame ArubaAccess-Accept
EQUALS skuchere_guest

voe lJugssd vldo,ose lduoese:

GuestEndpoints Wireless_MAB ArubaAruba-Essid-Mame ArubaAccess-Accept
EQUALS skuchere_guest

Wireless_MAB Metwork Access:AuthenticationStatus EQUALS ArubaGuestCWal
Unknownlser Aruba:Aruba-Essid-Mame EQUALS
skuchere_guest

IJg 1096 4. &d9se gbp RADIUS gJs Aruba.

lowdd [Js Idlele > g9lse 1Jp ol 86 9106, B96 zass:



Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewal

Mew Authentication Server

a. (O Lpap ) TACACS ] CoA only
MName: |skuchere-ise20-1

IP address: |10.48.17.252 b.
Auth port: [1812

Accounting port: |1813

Shared key: |-uuu-

Retype key: |-uuu- C
Timeout: |5 sec.
Retry count: |3

RFC 3576 |Enabled ||

Air Group CoA port: |3?5|9 d.

MNAS IP address: | |1EI.EE.14EI.11EI | e

MAS identifier:

Cread time: 5 min.

|
|
DRP IP: |
|
|
|

DRF Mask:
DRP VLAN:
DRP Gateway:

QK | Cancel

1. l¢e, RADIUS Jo 90,999 AAA,

2. 9p wuzdSd luwp ebpe AAA 9 09ly IP.

3. 225 pule pube,d puwodl.

4. opdsu >gp RFC 3576 9uzas> puds COA.

5. 225 guslu IP Jslzos 51,6 WLC Aruba Jg 9l NAS.

IJglo96 5. Juble SSID Lo gJs Aruba.

B Lo Izs Jozb IJpedaple 223 238> B wolss Jlises I ds. seo wie wuvésd pelde
louvle SSID. lowg glogle IJpgldz.



QE? 7 Networks

Mame — Clients

ArubafAhb, 0
mgarcarz_aruba
mgarcarz_aruba_guest
mgarcarz_aruba_tls
skuchere_dotlx
zskuchere_guest

wcecot BYOD _aruba
Mew

s I o o O s Y s o

1J21096 1. 235 luwpe SSID 9u9¢ SSID. oul: swp lgwesdle 9l v9g SSID. szwss wog SSID ol
eJs 29, 1Vu)luos pe 1duvelz woudss JIBs 1Jpulds 9g30 wodsol. spdud lsual Iosh
Jolwo Guest. Bs pod 03l IUuvsuhsy Sgw wedss lesblo [dpesgd 1Updsrs loule odysy
SSID.

New WLAN
1 WILAN Settings

WLAN Settings

MName & Usage

Mame (SSID): skuchere_guest
Frimary usage: @ Employee

i Vaice

(7 Guest

IJgb9s 2. wessu guslu IP 9 VLAN. oule woyd Idlgshle Jlveloslo ol 09 p9oe B
lJue9,6.



L WLAN Settings [P

Client IP & VLAN Assignment

Client IP assignment: (71 Wirtual Controller managed

@ Metwork assigned

Client WVLAN assignment: @ Default
() Static

) Dynamic

lJg1096 3. lesble IJelpso. wldugmes Jpesd SSID IJuosd: spdud wrpass "dog” ly
"Uiguos”. sobdo ldedolz IUguguos ekl puvodl.

L WLAN Settings [0 3

Security Level

More Key management: | WPA-2 Personal IE‘ d.
Secure
Passphrase format: | 8-63 chars IE‘
Faszphraze: |uuumu.
Enterprise b.
Retype ||||llllll
- Personal MAC authentication: | Enabled E C.
Celimiter character:
COpen
Uppercase support: | Disabled |E|
Authentication server 1 |5I-c:u1:here-i5&2[l IE‘ Edit d.
L: .
=== Authentication server 2 | -- Select Server -- IE‘
Secure
Reauth interval; 0 | hrs. |:|
Accounting: | Use authentication servers E e,
Accounting interval: |1 min.
Blacklisting: | Disabled 2

Fast Roaming

802.11r: [
802.11k: M
802.11v: [l

1. 12, 1Jssé Ihs 1dpdlose.

2. 028> pUle puve,d punudl. _

3. Jdpolb8é eds UPUUQE-’ﬂu'D-) ISE Cluwegsle ouovsé MAB MAC sdje wedsuol.
4. s Ylispos g9bp IJpuolb @6 18e) e AAA IUElLo wJI.

5. Jopdsu ldezlunes uzg ehe AAA ez punedl IR luwatsle Ehe ldpuolb$6 Bs



|.JL9|gsroo |.Jroguu>.J6.

pJ'&lba: SO P |.J'oa|uug_;6 vi0p§6 a|uupé g_.9.~§ro| .5u&.Jd -__;|.Ja)'s: |.J.C';|._JO PU QJb|p
IJpzluwes Idsbuss. I35l Jp wuuede £926 206 IJuog (PSN) w9 Idpelywes
Jdpuwegse po NAD W9y sedy Ideduwd W6 zlds wae ldogiugsd.

IJgb9s 6. odgsy IJw9lyé 1Jpeds>6.
loodd 1Js ielo > Iduslule lJgbzso [Jpds36 sluuile p3gd 2383 Jpl 09 p9 oz Vs 1Juo9)0:

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Mew

MName: |5I-c:uu:here_guest d.
Type: | Fadius Authenti:atinrlzl

IP or hosiname: are-ize20-1.example.com b.
URL: \/portal/g?p=QqeqOgqvQ7 C.
Port: 8443 d.
Use https: |Er|a|:rleu:|

L=
Captive Portal failure: | Deny internet |E|
L=

Automatic URL Whitelisting: | Disabled

-

- - 0
Redirect URL:

oK | Cancel

lJglb9sé 1. wzass luwp lJpesed [Jp 6.

luwes 2. 235 ISE FQDN Iy gosly IP 1Jgluo . I3l Juo auwegse guslo P Belds po 1o guslu
IP 03l pg,d Bs 2dJ 1dpsuose (1Jluwe lJwssd (SAN) Jiolsé pogd I os.

pdlebs: spdud luweesle ls glop PSN. 9JJu sz lehs wozso [Jpuuegsp slkispl [Js
lJgbe 2 wp lp)le MAB. g156 ol swgsu gdsd weas> FQDN Jglbe RADIUS 1Uss wpe
wdyswo gds SSID.

IJgogs 3. codis) lghs wozse pu pdd wersd wgasd ISE. sew lo wuse oul IJzie wes Lée

IJglo9s 7. odas boly IJpuvcgae.

loowdd 1Js Iiplo > 1. olds o0 9295 39) 258> wubuw Idluwe B 1J8lises wes logile



SSID. pg 929> §les6 IJsuosd IJes cuwer whs pu Iszole. 9ulJluolds [Us 3Jd: Gp wlugile
39 50t 39y Jlghé worso CWA: 939, 1) Jduwele wldsuosd wes 1dpuob$s eds wolule
lJu2s999. Szw lo wday luwpele 030 IJIxgl) polble§o pg Aruba User-Role [Jpgs> WOs pdile
oEHs9 wggsd ISE.

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Foles Access Rules for skuchere_guest

mgarcarz_aruba = || ® Allow any to all destinations

magarcarz_aruba_tls
magarcarz_aruba_guest
zskuchere_dotlx

permit_all

m

zlkuchere_guest

zlcuchere_cwal

zlkuchere_cpp -
Mew Mew
Jol 09 p9,02 b5 1Juos)s: Gp wlogble 39, puvcese 22> Jlghs IJwszse sluolds S lplo.

cskuchere_cwal

ckuchere_cpp -

Mew Delete Mew

Jdodsss IJisd szo wesd:

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall | Walled

New Rule
Rule type: Splazh page type: Captive portal profile:
External E| skuchere_guest El
Captive portal Izl
Edit
a. b. C.

JJdes Idelus see wersd:

Authentication Servers  Users for Internal Server  Roles | Blackhsting | Firewall Settings | Inbound Firewall | Walled Garden  External Captive Pc

Edit Rube Allow any on server 10.43.17.251
Rule typa: SErvice: Action: Digatination:
| Access control E' 9 Netwark .ar':.-' |E| Allow E toa particular server E
Application
a. _ IP: b.
Application categary 10.48.17.251
Web category

Web reputation



Jol 09 p9,0e Vs 1ULo9,6: Spdu 238 1J6less IJId el uosé Iuwele wls pu lJszolw. 030
voses p9ei6 Jodssu IUbg,.

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Roles Access Rules for skuchere_cwal
mgarcarz_aruba « | | = Enforce captive portal
mgarcarz_aruba_tls ® allow any on server 10.43.17.251

mgarcarz_aruba_guest
skuchere_dotlx

permit_all

m

zluchere_guest
slkuchere_cwal

sleuchere_cpp -

Mew Delete Mew

lJo2dd pu lduogs

pold gds ey 9 lduosd W gpdsle ISE > Radius Livelog.

Add or Remove Columns ™ % Refresh @ Reset Repeat Counts Refresh Show
Status Detals  Repeat Count Identity Endpoint D Endpoint Profile | Authentication Policy ' Authorization Policy | Authorization Profles ' Network Device
| | | | | |

@ a 0 guest 02:07:A5:98:03:F%  Windows7-Workst... Default == MAB Default => ArubaCWA2 ArubaAccess-Accept

a guest 02:07:A5:98:03:F%  Windows7-Workst... Default == MAB | Default => ArubaCWwA2 ArubaAccess-Accept | aruba d.

Q guest 02:07:A5:08:03:F0 | b.

a 02:07:A5:98:03:F 02:07:A5:98:03:F2 Default >> MAB == D... Default >> ArubaCWwal |.-5.rubaGuestC‘.p'-.".-5.1 aruba | a.

1. lod MAB guws2é J3Jd: pJd o )sed wld9as o ot lelé wozso CWA g User-Role szegs
eJds w9l wosds pdsus eds zluw Aruba.
2. puob B0 lJ osu.
AJdoegss) IJolzge JJogssd (CoA).
4. MAB lJelus 90osed J3dd pdd og)sd o99suo e Iduwele wldsuesd 909, Ideuwatse
IJ3s Suvez weese IJdsles eds zlow beul.
eJs 1Jzluw Aruba: spdod luwaesle 11, show client J o elo louold Idpuucgsp 9otuosuo
euslu IP sogssu 29) Idpuwere Iduozse voses Jdeuobye:

w

lwedunldd IJigble gl oJlzol
IJIJIYlg IJdl v

WO lesble ISE. olds pu wd9ysu Aruba NAD Clgwegsle u9g zobi Iduvedé Iduozse eds zluw



ISE 90p wg s puds COA Luvdd Loese B lesble NAD. sJs zlow Aruba olds po wpdso
RFC 3576 W lesble gbe 1dpuol> 96 90p wass pud3 COA Lubdd Logse: pu puby,
lJuveds cedd pu lu puwd3 UDP 3799 pwe9e wo wsu ISE 9 Aruba WLC.

euwiJs |es IJogzso

Sus IJpuwegse guslo ISE URL B Idpwegrup 9ddo Jl sop 800 (o928 ISE: Jpl 09 09 oz

&, Problern loading page ® =

* [ I 1 ewamgle.com:3443 'paort

(D The connection has timed out

The server at skuchere-ise2l-lexample.com is taking too lang to respond.
= The site could be temporarily unavailable or too busy, ITry again n a few
MOMments.
® [f you are unable to load any pages, check your computers network
connection.
# [f your computer or network is protected by a firewall or proxy, make sure
that Firefou is permitted to access the Web

Try Again
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164 21:08:35.142878000 10.62.148.77 173.37.145.84  HTTP 982 GET / HTTP/1.1
176 21:08:35.206718000 173.37.145.84 10.62.148.77 HTTP
238 21:08:38.021507000 10.62.148.77 239.255.255.250 S50P 175 M-SEARCH * ATTP/1.1
243 21:08:41. 022968000 10.62.148.77 239.255.255.250 SSOP 175 M-SEARCH * HTTP/1.1

i »

3 Internet Protocol version 4, src: 173.37.145.84 (173.37.145.84), Dst: 10.62.148.77 (10.62.148.77)
# Transmission control Protocol, Src Port: 80 (80), Dst Port: 52155 (52155), sSeq: 1, ack: 929, Len: 451
- Hypertext Transfer Protocol
+ HTTP/1.1 302\r\n
server:\rin
pDate: Fri, 02 Jan 1970 01:47:49 GMT\r'n
cache-control: no-cache,no-store,must-revalidate,post-check=0,pre-check=0\rn
[truncated]Location: https://skuchere-ise20-1.example.com:8443/portal/g?p=Qqeqoqva7RZWoiKeblgdygZog&emd=10g1in&mac=02:07:a5:98:03:Ff9&essid=skuchere_guest
m:‘hcn: close\ryn
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