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syslog ##k

syslog #&E

a2 Y —MICERENDTXTO Cisco Unified Border Element (SP Edition) T /3w 7" A v &— 0%,
Cisco I0S @ syslog Itk ESNET, v/ FA X N=VRF LR VEA VLI a v EBRETDHT
~CO Cisco I0S syslog 2~ > K23, syslog ZEFBT L7720 TEET,

oy Y —) Av—UZMMx, Cisco Unified Border Element (SP Edition) X, B ORI/ N> 7 7
W ZEEELET, ZHAEMERRIa L Eh, YT b =7 Ol Y n— RBThh I EAe
sbc dump-diagnostics =~ > REHHA LR E L TRFENE T, BELFR— N E2ERT 254,
RAREHIR D 7 7 7 A VIZRIEO L R— FO—8 & LTEENTVET,

RAEFOS L)L

tyrvarFR—F arru—7 (SBC) 77V r—raid, ary—n BB e 7 OFMOH
BzNEsE 7 L LR LET, 2> Y — B OREH e 7 L n T b ERICAFE TX
TN, MEHNa S Ny 77O A XFHIBINTEY, BEELR IR RONDARERERD D729,
RIEERI 2 7 LA VEETE S5 2 ST L EEA,

7 74/~ SBC MW e 7 L-yviZay Y —/LTlE 63, Ny 7 7 TlE 60 T3, debug sbe
log-level console =~ > N, debug sbc log-level filter =~ > R, £ 721X debug sbc log-level buffer =
vV REMEMALT, 7740 0 SBC MEHGIa 7 LAV EEETE £,

ayJ LA Syslog LRJL

90 Fatal

80 Error

70 Unexpected

63 Configuration Error
60 Operational

50 Audit

40 Statistics

30 Verbose Operational
20 Verbose Statistics
10 Internal Diagnostic

syslog #EED 1 *r—TJIL{E

SBC @ syslog #REZ A R — 7 /W T BT, WEn 77 LAV ARGE L, syslog BAORF 7 3w
FEFITLET, ROFITIEZ, 7740 OB a7 LAV 63 (RPYIOBEE THLIHHITE
NULEDOT 7 v a VIIAHE) ZEiRE LTWET,

1. Roavwr REfHLTeX V24 X—T7 M LET,

Router# configure
Router (config) # logging enable
Router (config) # logging standby

S

(GE)  logging standby =~ RIZX VD T T 47T L AZ L NA D syslog REZRHTE LT,
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syslog iz M

syslog A v B —VDREREFRELET, HBATITIE, ROWVWTRANERETEET,
— 22 Y—/b : logging console <1 ~ 7>
Router (config) # logging console severity-level
— Ny 77 : logging buffer <1 ~ 7>

Router (config) # logging buffered severity-level

S

GE) mXUUFEMERBLIOrX Y Ny T 7 E2RFTHITIE, show logging =~ R &M H]
LET, v¥o 7 Ny 77y% 27 V7352, clear logging =~ > REEH L E 7,

— syslog #—~3 : logging trap <1 ~ 7>
Router (config)# logging host ip address [tep[/port] | udp[/port]]
Router (config) # logging trap severity-level
Router (config) # logging device-id {hostname | ipaddress interface name | string
text | context-name}
Router (config) # logging facility number

~
(GE)  logging device-id =~ > RZfEHT 25 L. v /% U E— h —NIZEEFT D & ZIT syslog
Av—TENAS A XTEET,

— telnet & v ¥ =3 > : logging monitor <1 ~ 7>

Router (config) # logging monitor severity-level
Router# terminal monitor

— SNMP EH# 27— = > : logging history <1 ~ 7>

Router (config) # logging history severity-level

— A—/3—=/3A# : logging supervisor <1 ~ 7>

Router (config) # logging supervisor severity-level
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3. syslog A v —VEAOEBIELZRT

Router (config) # logging message syslog id [level severity level]
Router# show logging message
Router# clear logging
4. syslog D7 1 —/NLIRERTE ¢
Router (config) # logging queue queue-size
Router# show logging queue
Router (config) # logging timestamp
Router (config) # logging rate-limit {num {interval | level severity level |
message syslog id} | unlimited {level severity level | message syslog id}}
Router# show logging

a—)L 045488
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o—)L a ZARBEKEIC LY, HEID 2EHLTY v 7 SNDEEDO a— L ICEEMSIT BT _TO
FR e 72 A X —T M TEET, ZOMREEZHERAL T, FEOaI—LOr ZIZONT, UTLHA A
TANEY) T EITHZEHTEFET, 4 SIP =—/ 1, REGISTER, SUBSCRIBE. ¥ 7-iZ NOTIFY
AvE—UIZ, 64 By FORKIa ) L—2REYYTHNET,

WRDIRG A= HEASNT T 4 VB ERETEET,
o HAYNVELIFLA Y NLEE

» Session Initiation Protocol (SIP) Universal Resource Identifier (URI; ===/ N—% /L U ¥ — X§5I]
)

e UE—h I IV T T RLR
e UE—hVPNID
 VRF

BELIET A NE ZAT =T 2 7R, BMOBMEHRIO L —RX 77 A /L& Inter Process
Signal (IPS: 7m® AL 7 F ) hL—RA 77 A VITRTFENET,

w7 ZA4NZ A X—TNMTTDHITIE, RO~ REfHLET,

debug shc sbc-name correlation-logs filter filter-name [pdtrc-log-level value]
e 7 74NV 2T 4 =70 d 510, Roavr FaefLET,

no debug shc sbc-name correlation-logs filter filter-name

TRy T aly T4nE, vl LUV ERRTHICIE, ROoavr REFHLET,
show debugging
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FEHAOT LR

debug shc sbc-name correlation-logs filter filter-name [pdtrc-log-level value] =~ > N ®
pdtrc-log-level "> a 2L T, 74 LV ZIZHBHBI LSV AR ECTEET, MEHD L—
A v LAULOEBIZ 0~ 100 T, T 74 hor s LeyLE 60 T, 7Y Lk 100 1%, 7S
Z1OBHOLBRWZ LEZRL, 03T XTorZalihd5ZLanRmLEd,

# 1o, MEppa s vvo—EE2RLET,

& 1 BREHB 0T LR

MREHRAOT LR HL:]

90 IVFAHNIRY AT N T —
80 AT X =RV AT AN TT—
70 VAT —RIVAT A T —
63 RETT—

60 a—)b =7 —

55 o — )L

50 2 — LR

40 o — LR RHE

30 SLBE AR

20 R E

10 PRSI

O—)J)L OS8R RED B

WOBEITX, B 727 4 NZ ) v 7357003 FSE 7o F ek LET,

Router# debug sbc test correlation-logs filter ?

adjacency Adjacency, matching calls to or from this adjacency

dn Dialed/dialing number,matching calls to or from this number
remote-signalling-address Remote signalling address matching to or from this address
sip-uri SIP-URI, matching calls to or from this URI

vrf VRF name

ROPITIE, BHEANT A=ZICESHEn 707 42 ) 7 2Rm L £T,

Router# debug sbc test correlation-logs filter adjacency abc
Debugging filter log-level set to default level 60

Router# show debugging

SBC correlator filter Adjacency name is abc
IpsTracing is enabled

WOFITIX, ¥A YN EZNRNFTA—ZIESHHEe 707 402 ) v TE2RLET,

Router# debug sbc test correlation-logs filter dn aa
Debugging filter log-level set to default level 60
Router# show debugging

SBC correlator filter DN is aa

Cisco Unified Border Element (SP Edition) 3> 74 ¥alL—YaY A4 K : #AETIL
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IpsTracing is enabled

WOFTIEH, VE—F V7 F VT T RUVRANRGA=ZIZESSHBEve o7 o002 ) 7R RLE
7,

Router# debug sbc test correlation-logs filter remote-signalling-address ipv4 192.0.2.1
Debugging filter log-level set to default level 60
Router# show debugging

SBC buffer log-level is 0

SBC correlator

Filter Remote signalling-address ipv4 address is 192.0.2.1
IpsTracing is enabled

SBC correlator

Filter DN is abc

Pd loglevel is 70

IpsTracing is enabled

OB TIE, SIPURI AT A—=Z IS 707 4 Z ) 7w LET,

Router# debug sbc test correlation-logs filter sip-uri ccc
Debugging filter log-level set to default level 60

Router# show debugging

SBC correlator filter Adjacency name is abc

IpsTracing is enabled

SBC correlator filter Remote signalling-address ipv4 address is 192.0.2.1
IpsTracing is enabled

SBC correlator filter SIP-URI is ccc

IpsTracing is enabled

SBC correlator filter DN is aa

IpsTracing is enabled

ROPITIEL, VRE NT A= RSB 707 4 V2 ) 7R LET,

Router# debug sbc test correlation-logs filter vrf new ipv4 rsa 192.0.2.1 pdtrc-log-level
70

Debugging filter log-level set to default level 60
Router# show debugging

SBC correlator Filter Remote signalling-address ipv4 address is 192.0.2.1
SBC correlator Filter VRF is new with Vpn(id) = 3

Pd loglevel is 70

IpsTracing is enabled

SBC correlator Filter SIP-URI is 9.0.0.0

Pd loglevel is 0

IpsTracing is enabled

75—L4 05

SBC OEMEICT 2S£ ERFIATDAN DT T =% EKT 2912 SBCERETEET,
Flo, VAT LAOBREAEHEL, ERIMEHNTE 27Ny ZiERERET 2L 91T SBC #RETE £
To T T =LITHESWT, SBC 8B VR ZAEFIIUE > TEMEZ KT T D720 DRRIEHE, THLEE
FATTEET, BFEMICHDIZ-o T, SBCICEoTEMSINEZT T—22BEHL, ZOFEREITTD
CEHEBTY, ZOBMEIHIST D720, 7T —Lh vl AR, FoR, RFTDHE 91T SBC &R E
TEET, 77 —L n 7R RINERIT. HAEREOMBELARERRER S, —MKAYZRMED
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GE)

FERA

75—y A

IENILET, 2hbour L, HOYR—F XAZ TN, ZAHL— g UROFHENSLE L

BB RO H 5 MEEHET 5D bHEATEET, R/ EREMALT, Y AT AR EKOBEE
WETEET,

TRTCOTT—b a 7HERIINV—F Ty P07 z— LA —"—%IZKkbET,

TS5—AulERETHINE. KOavry RKOWTULEELEDETHEHALET,

TI—hu T EERTOIVERS DT T — L XA TERETHT /3y 71Zi1L. debug sbe
alarm-filter =~ > FZfEH L £9,

T —LEu Il T AT RET T —LAOEBKRELZIRET 5121, debug sbe
alarm-log-level =~ > FZ&fiH L %9,

0y 7y ANOEZIABEITSTHDLEIZ, TI7—hA a7 ORFIHEHEND Ny 77 DZEEHE
BARRTL2ZERHYET, £z, SHOBRTELRIHITT 7—24 \:!7%1%??1/7‘_11\&%/1
HZEHHVET, Ny TN T AN VAT ASNDT T—0h ad Ty A LOEMN LB E
ET DHITIE, sbe periodic-dump-alarms =~ > REFEH L £,

Ry Z7hb, BEDT7 7 ANV VAT LERLIFINV—FZICRESNTNDT 7HLIDT 7 AL &
AT KT T — 5 v % BET 5121%, sbe dump-alarms =~ > FZEA L E T,

75—L OJDHRE

ZIITH. 79— ulOBRTEIMHEHTES av Ly RIZOWCHBLET, 22 CHHETIa~v R
OFERNBUETIZR NI LICEBELTLEISY, T9—L a2 2RETHITIE. kOa~vxy ROWS
nNrzlirEghbETHEMRLET,

FIEDOHE

debug sbc sbc-name alarm-filter alarm-type
debug sbc sbc-name alarm-log-level [buffer | console] severity-level

sbc periodic-dump-alarms {dump-location file-system [time-period time-period] | time-period
time-period}

sbc dump-alarms [file-system]

show debugging

| oL-19820-10-J

Cisco Unified Border Element (SP Edition) 3> J4¥al—Yarv A1 F: HEETL 1



¥ T HHR—+F |

W 7>5-LnJ

FIED
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l_ Cisco Unified Border Element (SP Edition) 3> 74 ¥alL—Yay /4 F: H&ETIL

ARV RFERRTIVaY

E]:)

debug sbc sbc-name alarm-filter alarm-type

Bl
Router# debug sbc MySbc alarm-filter
audit-congestion

T ulEERTOIMNEOSHDLT T — b XA T EH
FLET,

o sbc-name : SBC D4 i,

o FTIZ—ALZLT I RONTNNDT T —ALTT,
— audit-congestion : B AFEHEL 23— /L LET,
— blacklist-alert : 77 v 27 VA L 77— KT,
— blacklist-event : 77 v 7 U A kN £ X F T,
— h248 : H248 #fei M L £ L7z,
— handled-exception : 4t Z 0L FE L7,

— routing-component : /L —7 (7 AR —R
BT 7T 4 TICHRESNTOVER A,

— routing-config : L —F 1 VT DORENT 7T 4
TICHE SN TWERA,

— routing-invalid : 272 L —F ¢ L FRETT,

— sip-congestion : SIP #EENRH N E LT,

— sip-peer : SIP B 7 2 HTE £H A,

vgm : Voice Quality Metrics (VQM; & 75 db'HE A
M) w2Z) OLEWEEZBZE LR,

debug sbc sbc-name alarm-log-level [buffer |
console] severity-level

%l
Router (config) # debug sbc MySbc alarm-log-level
console 40

T I Lk ICRETAIHRNE—RET T —ADEKE
ERELET,

e shc-name : SBC D4 Hil,

e buffer: 77 —AL &Ny Ty
LHIEEEBELET,

Ty AN AT ATIERSIND 1 20T 77 A
NOFAZXN2MB ZBA5Z LIXTEETA, ¥
EDORT 77 ANDH A XN 2MBIZET D L,
LT 7 AURER S, vX > ZTHIDEH L
W7 7 A VIZRAFSILE TS

R T DREDR D

(F)

e console: /7 DOH 1L Y —WIHEKRTHLERD
L EEBELET,

o severity-level : B I INERRINDT T — LADBEKET
T, AL 0~ 100 TT, Ny 77 IRFSNLTND
TI—ha DT 74 MMI4A0 TT, YT
TRENDT T—A a7 OFT 74/ I8 TY, 1
X T T 4 =TT BITIE, 5% 100 IZEREL
T, lEEZOICHETDHE, TIT—LEREDOTRT
DL YUIZHDNWT, B RERINET,
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ARV RFERRTOIVaY

]3]

A7973 sbc periodic-dump-alarms {dump-location
file-system [time-period time-period] |

time-period time-period}

-

Router (config-sbc)# sbc periodic-dump-alarms
dump-location bootflash: time-period 120

N TN T 7 A VAT LA~DT 7 —h al 774
NOEMBRBEZRELET,

e dump-location : 77 A )V VAT AT, 77—2 no
ERAFT ST EREELET,

o file-system : 77— L v S OBELELTE T AL v
AT LAOLRTERE LET, =& 21X, file-system 1,
RONT AN £7,

— bootflash:
— flash:
— fpd:
— ftp:
— http:
— https:
— obfl:
— pram:
— rep:
— scp:
— tftp:

e time-period time-period : v 7 BE) T 5 ME &5 €
L9, #HIZ 0~ 1440 T, T 74/ MZ 60 T
\j‘c

GE) oo~ FonBXE2HEHITLIE. v z2BH)
THREIZ 0 ICRESI N, v 7 OEHNBENT
F 4= MR ET,
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ARV RFERRTOIVaY

=]

A7Y974 sbc dump-alarms [file-system]

i -

Router (config-sbc-sbe-cacpolicy) # sbc
dump-alarms bootflash:

Ny TZrnb, BEDT 7 A VAT AERIFNV—FITEK
EINTWELT IV DT 7 AN VAT AT 77— A
07 EBELET,

o file-system : 77— AL a OB LT HET AL v
AT LOAHTERE LET, =& 2R, file-system 1%,
RONTINITRD £,

— bootflash:
— flash:

— fpd:

— ftp:

— http:

— https:

— obfl:

— pram:

— rep:

— scp:

— tftp:

AF975 show debugging

-

Router# show debugging

N—BIZR L TA X =T MR TCNDT RNy T DA T
BT o mER R LET,
Zoa~xr FOJIZiE, debug sbe alarm-filter =~ >

3 £ O debug sbe alarm-log-level =~ > K% %17 L TfE
ENDT Ny TRENEENET,

show debugging =~ > NOR D J1fliX. debug sbec alarm-filter =~ > N3 JL " debug sbhe
alarm-log-level =~ > FZFAT L THER S LD 7T/ y ZOREF Z R LET, ZOFITIE Zhbo
TNy avwr REfRALT, ERENR 0L ETHLT 7 — A O TEERBRLZIFOHTHIcn
TEAEKL, 120 0B THRED 7 7 ANV VAT A 7 2BET20ERHDLZ L2 HMELTCNE

R

Router# show debugging

SBC:

SBC buffer alarm-log-level :

SBC alarm filter 1 : AUDIT CONGESTION

SBC alarm periodic dump time :

120 min

Cisco Unified Border Element (SP Edition) a>74¥alL—Ya> H4 K : HAEETI
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