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VLANS MST VLAN
~

MST VLAN 1

File > Deploy
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W wust

MST
MST MST 5-8

5-8 MST

- e R s £ - ran m—— tmra ‘.E

“mros

T -]
e @ @
L N
L T
e
— -
Ee .
h
T T inferenie
. T—
e )

- = .

MST
1 Feature Selector Switching > Spanning Tree > MST MST
2 Summary Network View
3 Summary MST instance
Summary MST
4 MST > Delete MST Instance
5 File > Deploy
Cisco DCNM Layer 2 Switching Release 4.0
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MST
VLAN MSTI
MST MST VLAN/
MST
VLAN 3968 4047 VLAN 4094  MST
VLAN
Y
VLAN/MSTI MST
Y
MSTI
MST VLAN/MST 5-7
VLAN  MST
1 Feature Selector Switching > Spanning Tree > MST MST
2 Summary Device View
3 Summary MST
Summary MST
4 VLAN MST
5 MST > Add VLAN to MST Instance
6 MST VLAN
7 MST Remove VLAN MST VLAN
8 File > Deploy
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W wust

MST
hello
Y
hello
MST
5-8
1 Feature Selector Switching > MST MST
2 Summary
Summary MST
3 Summary
MST
Details
4 Details Details
5 Details MST Setting
6 Switch Priority Root primary
7 Switch Priority Root secondary
8 Switch Priority Switch Priority
9 Diameter
7
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MST u
10 Hello Time hello
hello 2
11 File > Deploy
MST
MST
MST
MST
MST MST
5-8
1 Feature Selector Switching > MST MST
2 Summary
Summary MST
3 Summary MST
Details
4 Details Details
5 Details Access Ports Trunk Ports
MST
6
7 Priority MST
128
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W wust

8 Cost auto
128
9
10 File > Deploy
MST
MST 5-8
MST
1 Feature Selector Switching > MST MST
2 Summary
Summary MST
3 Summary MST
Details
4 Details Details
5 Details Access Ports Trunk Ports
MST
6 MST
7 MST > Set to default for Access Port

Set to default for Trunk Port

8 File > Deploy
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MST u
hello
hello
MST
Spanning Tree hello
5-6
MST  hello
1 Feature Selector Switching > Spanning Tree Spanning Tree
2 Summary MST
Summary Details
3 Details Configuration
4 Global Setting
5 MST Setting Hello Time hello
2
6 MST Setting Forwarding Delay Time
15
7 MST Setting Max Age Time
20
8 MST Setting Max Hop Count
20
9 File > Deploy
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802.1w
STP  802.1D

Spanning Tree 5-6
1 Feature Selector Switching > Spanning Tree Spanning Tree
2 Summary
3 Details Configuration
4 Details Port Setting

Port Setting
5 Port Setting
6 Link Type

Link Type Auto
7 File > Deploy

Statistics

e Spanning Tree Statistics — BPDU Rapid PVST+
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MST ||
MST

Device Details MST Settings p.5-27
Device Details Access Ports p.5-28
Device Details Trunk Ports p.5-29
Network Details MST Settings p.5-30
Network Details Access Ports p.5-30
Network Details  Trunk Ports p.5-31

Device Details MST Settings

5-1 Device Details MST Settings

MST Instance MST

Device VLAN

VLANS MST VLAN VLAN1
A

0

Switch Priority

Switch Priority 32768

Root Rapid PVST+

Diameter 2 2

Hello Time hello

Port Status

Total Ports MST

Blocking Ports MST STP

Forwarding Ports MST STP

Cisco DCNM Layer 2 Switching

[ oL-15867-01-J



mMST |

N wmsT

Device Details Access Ports
5-2 Device Details Access Ports

Name

Mode

Configuration

Priority MST 128
Cost e Auto— STP
e Value — 200000000
Status
Role MST
¢ Root port
e Designated port
e Alternate port
e Backup port
e Disabled
State MST
e Blocking
e Learning
e Forwarding
e Disabled
Priority MST 128
Cost MST
1 200000000
Link Type
Boundary Port MST
PreStd Port MST
Release 4.0
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Device

5-3 Device

Details Trunk Ports

Details Trunk Ports

MST

Name

Configuration

Priority MST 128
Cost Auto — STP
Value — 1 200000000
Status
Role MST
Root port
Designated port
Alternate port
Backup port
Disabled
State MST
Blocking
Learning
Forwarding
Disabled
Priority MST 128
Cost MST
1 200000000
Link Type

Boundary Port

PreStd Port
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Network

5-4 Network

Details MST Settings

Details MST Settings

MST Instance MST
Device VLAN
VLANS MST VLAN
S
Switch Priority
Switch Priority 32768
Root Rapid PVST+
Diameter 2
Hello Time hello
Port Status
Total Ports MST
Blocking Ports MST STP
Forwarding Ports MST STP
Network Details Access Ports
5-5 Network Details Access Ports
Name
Mode
Configuration
Priority MST 128
Cost e Auto—
e Value —
Status
Role MST
* Root port
¢ Designated port
e Alternate port
e Backup port
e Disabled
State MST
e Blocking
e Learning
e Forwarding
e Disabled
Release 4.0
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MST ||
5-5 Network Details Access Ports
Priority MST port priority. 128
Cost MST
1 200000000
Link Type
Boundary Port
PreStd Port
Network Details Trunk Ports
5-6 Network Details Trunk Ports
Name
Configuration
Priority MST 128
Cost e Auto— STP
e Value — 1 200000000
Status
Role MST
* Root port
e Designated port
e Alternate port
e Backup port
e Disabled
State MST
e Blocking
e Learning
e Forwarding
e Disabled
Priority MST 128
Cost MST
1 200000000
Link Type
Boundary Port
PreStd Port
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MST
o p.5-32
. p.5-32
e MIB p.5-32
Rapid PVST+ Rapid PVST+
STP
NX-0S 2 Cisco NX-OS Layer 2 Switching Configuration Guide
2 Cisco DCNM Interfaces Configuration Guide
DCNM Cisco DCNM Fundamentals Configuration Guide
Cisco NX-OS High Availability and Redundancy Guide
Cisco NX-OS System Management Configuration Guide
VvDC Cisco DCNM Virtual Device Context Configuration Guide
Cisco DCNM Licensing Guide
Cisco DCNM Release Notes, Release 4.0
IEEE 802.1Q-2006 IEEE 802.1s  |EEE 802.1D-2004
IEEE 802.1w  IEEE 802.1D IEEE 802.1t
MIB
MIB

¢ CISCO-STP-EXTENSION-MIB
e BRIDGE-MIB

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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CHAPTER

NX-0S Spanning Tree Protocol STP;

Data Center Network Manager DCNM Cisco DCNM Fundamentals
Configuration Guide

e STP p.6-2
e STP p.6-10
e STP p.6-10
. p.6-11
e STP p.6-12
e STP p.6-16
. p.6-18
S
STP Per VLAN Rapid Spanning Tree Rapid PVST+ 4 Rapid PVST+
Multiple Spanning Tree MST 5 MST
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N stp
Y
DCNM STP NX-0S
--logging-level spanning-tree 6
--logging logfile messages 6
--logging event link-status default
Cisco NX-OS System Management Configuration Guide
Y
2 Cisco DCNM Interfaces Configuration
Guide
STP IEEE 802.1w Rapid Spanning Tree Protocol RSTP
PVST Rapid PVST+
MST PVST MST
PortFast
Bridge Protocol Data Unit BPDU; BPDU
PVT
Y
IEEE 802.1w IEEE 802.1s IEEE 802.1D STP
802.1D
e STP p.6-3
. p.6-3
e BPDU p.6-6
e BPDU p.6-6
. p.6-7
. p.6-8
e STP p.6-8
e PVST p.6-9
. p.6-9
. p.6-9
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STP

STP
normal
S
2
~
STP
STP 2
PortFast
STP BPDU
Y
Rapid PVST+ MST
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N stp

BPDU
BPDU
BPDU

6-1 STP 6-2

Iy

186525

6-2

186410

Iy
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STP u

6-3 STP
BPDU STP 6-4
6-2

6-3 STP

186526

6-4

BPDU OZ{E%
=1k

Ty *‘)ﬁ':EEO)
T

*JFU 9 HE 2
L=t -/ y 77
.\fPDU
Ty bJ— 7 ‘//1

*ry kI—=5
)y SRADFEE

BPDU MOZE%#
(=0

IJ/

%STP-2-BRIDGE_ASSURANCE_BLOCK: Bridge Assurance blocking port Ethernet2/48 VLANO700.
switch# sh spanning vl 700 | in -i bkn

Eth2/48 Altn BKN*4 128.304 Network P2p *BA_Inc

switch#

186411
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W sTtP
BPDU
BPDU BPDU
BPDU BPDU
BPDU
BPDU
2 LAN BPDU
2 LAN BPDU
BPDU
BPDU
BPDU 2 LAN
~
BPDU
BPDU
BPDU BPDU
BPDU
BPDU
BPDU
BPDU
BPDU
BPDU
BPDU BPDU
BPDU
BPDU
BPDU
BPDU
BPDU
BPDU BPDU
Release 4.0
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STP u
6-1 BPDU
6-1 BPDU
BPDU |BPDU STP BPDU
1 2
1.
2. 10 BPDU BPDU
BPDU
STP
1
BPDU
BPDU
/ BPDU
BPDU BPDU
BPDU
BPDU
STP
STP
STP 4 Rapid
PVST+
VLAN
Cisco DCNM Layer 2 Switching Rel
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N stp

BPDU STP
BPDU
STP
VLAN
BPDU
STP
STP
6-5 STP
BPDU
BPDU
6-5 STP
Nexus
y /]
Ez-:li
BPDU #— K/ *y kI—4 *y kI—4 BPDU H— K/
BPDU Z 4 )LB LY 3 3 BPDU Z 45 V45
Nexus '

Y bI—=Y Ry bI—7
R—k R—+b

2y hT—4 F— b
Y bT—4 R—+t

#y bI—y K=k L— bk H—k L— bk H—F

Y hkI—9 R—+

186524
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STP u
PVST
MST Rapid PVST+
PVST
Y
MST PVST
MST  Rapid PVST+
MST Rapid PVST+
MST  Rapid PVST+ Rapid PVST+ STP
Rapid PVST+
Rapid PVST+ MST
Rapid PVST+
Rapid PVST+/SSTP BPDU
STP
STP MST Rapid PVST+
STP
PVST
N
STP MST
STP
STP 0
A
Cisco NX-OS High Availability and Redundancy
Configuration Guide
Virtual Device Context VDC VDC STP
1 VDC  Rapid VPST+ VDC MST
A
VDC Cisco DCNM Virtual Device Context Configuration
Guide
Cisco DCNM Layer 2 Switching Rel
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W sTp
DCNM STP Cisco DCNM
DCNM Cisco DCNM Licensing
Guide
NX-0S STP Cisco NX-0S
NX-0S Cisco
NX-OS Licensing Guide
VDC Advanced Services
STP
e DCNM STP NX-OS
logging-level spanning-tree 6
Cisco NX-OS System Management Configuration
Guide
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STP
e STP

e STP

N

STP
STP
BPDU
VLAN
BPDU

UniDirectional Link Detection UDLD;
uDLD

UDLD Cisco NX-OS Interfaces Configuration Guide
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N stp
e STP p.6-12
e STP p.6-13
e PVST p.6-14
e STP p.6-15
STP
STP Spanning Tree 6-6
6-6 STP
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STP
Feature Selector Switching > Spanning Tree
Summary

Spanning-Tree > Set to default
Details

Port Setting

Port Setting

Port Setting

Spanning-Tree > Set to default

STP Spanning Tree
STP

Feature Selector Switching > Spanning Tree
Summary

Details Configuration

Details Global Setting

Global Setting

Port Type

Normal STP

Bridge Assurance Enabled

Cisco DCNM Layer 2 Switching

STP

Spanning Tree

Configuration

File > Deploy

Spanning Tree

Disabled

sl
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W sTp
7 BPDU Guard Enabled Disabled
BPDU
8 BPDU Filter Enabled Disabled
BPDU
9 Loop Guard Enabled Disabled
10 File > Deploy
PVST
~
PVST
MST  Rapid PVST+
PVST MST Rapid
PVST+ STP MST Rapid PVST+
STP MST
PVST Rapid
PVST+ MST
BPDU
STP

PVST Spanning Tree 6-6

PVST
1 Feature Selector Switching > Spanning Tree Spanning Tree
2 Summary MST

Summary Details
3 Details Configuration
4 Global Setting
5 MST Setting Simulate PVST Enabled

Release 4.0
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STP
STP

STP

1 Feature Selector

2 Summary

3 Details

4 Details

Port Setting

5 Port Setting

6 Port Type

7 BPDU Guard

8 BPDU Filter

9 Guard

10

Switching > Spanning Tree

Configuration

Cisco DCNM Layer 2 Switching

STP

File > Deploy

Spanning Tree

Spanning Tree

Default

BPDU

Default

BPDU

BPDU

Default

BPDU

Default

File > Deploy

sl

6-6
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N stp

STP

6-2

STP

MST

Global Settings
Port Setting

Global Settings

Global Settings

p.6-16
p.6-17

STP

Device

Protocol

PVRST

STP

PVRST

MST

Port Type

STP
Normal STP

Edge Network

Normal STP

Bridge Assurance

Enabled

BPDU Guard

Disabled

BPDU Filter

Disabled

Loop Guard

Disabled

Path Cost

Rapid PVST+

MST

Name

MST

34

Hello Time

MST

hello

10

Revision Number

MST

0 65535

Simulate PVST

PVST

Enabled

Digest

VLAN/MST

MD5

Pre-Standard Digest

VLAN/MST

Forward Delay Time

15

Max Age Time

20

Max Hop Count

BPDU

20

1 255

Release 4.0
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STP u
Port Setting
6-3 Port Setting
Name
Priority STP 224 32
128
Cost STP 1 200,000,000
Port Type STP
e Network —
e Edge access —
e Edge trunk — VLAN
¢ Disable — STP
e Default — STP
Default
BPDU Guard BPDU
e Enable
e Disable
e Default — BPDU
Default
BPDU Filter BPDU
e Enable
e Disable
e Default — BPDU
Default
Guard
e Loop
* None
e Root
Default
Simulate PVST PVST
e Enabled
e Disabled
e Default — PVST
Default

Cisco DCNM Layer 2 Switching
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* BRIDGE MIB

|
6-3 Port Setting
Link Type
e Point-to-point
e Shared
e Auto—
Auto
STP
o p.6-18
. p.6-18
e MIB p.6-18
Rapid PVST+ 4 Rapid PVST+
MST 5 MST
NX-0S 2 Cisco NX-OS Layer 2 Switching Configuration Guide
2 Cisco DCNM Interfaces Configuration Guide
DCNM fundamentals Cisco DCNM Security Configuration Guide
Cisco NX-OS High Availability and Redundancy Guide
Cisco NX-OS System Management Configuration Guide
VvDC Cisco DCNM Virtual Device Context Configuration Guide
Cisco DCNM Licensing Guide
Cisco DCNM Release Notes, Release 4.0
IEEE 802.1Q-2006 IEEE 802.1s  |EEE 802.1D-2004 |—
IEEE 802.1w  IEEE 802.1D IEEE 802.1t
MIB
MIB MIB
e CISCO_STP_EXTENSION MIB URL MIB

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Release 4.0
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Cisco NX-OS Release 4.0

NX-0S

A-1

APPENDIX

A

2

NX-OS Release 4.0

A-1 Cisco NX-OS Release 4.0 2
MAC 131,060
MAC 14
VLAN VvDC 4096

16,384 VLAN

Spanning-Tree Protocol STP; 65 MST Instance MSTI; MST 0

VvDC 4096 Rapid PVST+

16,000 Rapid PVST+

75,000 MST
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B
BPDU
M 5-5
MST 5-5
MST 5-5
Rapid PVST+ 4-6, 4-9
TC 4-9
6-3
4-6
4-6
4-10, 5-8, 5-11
6-4
6-11
5-8
6-8
BPDU
6-15
6-13
6-6
VLAN 3-9
BPDU
6-15
6-7
6-7
6-13
6-6
6-7

Bridge Protocol Data Unit BPDU

C

CIST

5-6
CIST 5-6
Common and Internal Spanning Tree CIST

Common Spanning Tree CST
CST

5-6

hello
MST
VLAN
4-11

IEEE 802.1D

4-2
IEEE 802.1s

4-2
IEEE 802.1w

4-2

INDEX

5-25

RPVST+ 4-32

Internal Spanning Tree IST

IST

BPDU 5-5

MST 5-4

5-6

M

MAC
MST 5-4

Rapid PVST+

MIB

MST 5-32
Rapid PVST+

STP

VLAN 3-20
VLAN 3-20

MST
5-1

4-5

4-38
6-18

BPDU 5-5,5-8

CIST
hello
IEEE 802.1D
IEEE 802.1w
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5-4
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H Index

Rapid PVST+ 6-9 P
VLAN/MST 5-4,5-5,5-18, 5-21
5.15 PortFast
5-4 6-3
VLAN 5-18 PVLAN VLAN
5.20 PVST
5-18 6-14
5-9 6-9
5.4 6-14
5-8,5-25 6-9
5-8, 5-25
5-22 R
5-14
5-4 — 5-11 Rapid per VLAN Spanning Tree + Rapid PVST+
MSTP 5-11 Rapid PVST+
5-14 BPDU 4-9
5-14 IEEE 802.1D 4-2,4-9,4-18
6-16 IEEE 802.1Q 4-2,4-18
5-17 IEEE 802.1s 4-18
5-25 MST 4-18, 6-9
5-26 VLAN 4-2
5-1,5-3 VLAN 4-25
5-5 4-23
5-27 4-30
4-22,5-15 4-8
5-11 4-9
5-23 4-8
5-23 4-26
5-24 4-24
5-13 4-21
5-4,5-5 4-8 — 4-18
5-17 4-21
5-17 4-21
6-9 6-16
5-22 4-35
5-1,5-3 4-9
MST 4-2,5-1
5-4 4-35
MST 4-11
4-12
5-4 4-20
-4 4-8
Multiple Spanning Tree Protocol MST 4-26
4-2,5-1
RSTP
BPDU 4-16
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4-12 U
4-8
UDLD
MST 59
S Rapid PVST+  4-16
6-11
Spanning-Tree Protocol STP . . . .
S‘FIJ'P g Unidirectional Link Detection UDLD
BPDU  4-4
MAC 4-5 \Y;
MST  5-4
PortFast  4-8, 6-3 vbC
VLAN 49 MST  5-12
4-16,5-9 STP 6-9
4-8. 6-3 VLAN 3-8
4-3 — 4-7 Virtual Device Context VDC
4-2,4-24,5-15 VLAN
4_4, 4_7, 6-7 Rapld PVST+ 4-2
4-26,6-2, 6-8 svi 23
6-3 ID 2-4
4-19, 5-12 2-5,2-8
4-6 2-8, 2-10
4-19, 5-12 2-7
VLAN 39 2-2 —2-6
4-3 2-1
4-18 211
4-13 2-6
4-12 2-10
4-2 25
4-7 2-4
4-6 21
62 VLAN
STP VLAN 2-3
3-6
6-15 37
6-11 VLAN 37,317
6-3 — 6-9 VLAN
6-11 2-11
6-12, 6-13 VLAN
6-9 2-2
6-8 2-3
6-10 VLAN
STP 2-5
6-3 VLAN
SV 2-4
VLAN 2-3 VLAN
2-5
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VLAN
2-4
2-4
VLAN
Rapid PVST+ 4-17

2-5
MST 5-4
6-15
PortFast 6-3
Rapid PVST+ 4-8
6-3
ID
VLAN 2-4
LAN
VLAN
XV
STP 5-9
VLAN
3-5
VLAN 3-5
VLAN 3-4

MST 5-25
VLAN RPVST+
4-11
MST 5-25

BPDU 4-9
Rapid PVST+ 4-8
4-12
A-1
XV
MST 5-14
Rapid PVST+ 4-21
STP 6-11
VLAN 3-9
VLAN 3-3
VLAN
3-3
3-3
VLAN
A-1
4-12
4-12
4-6
STP 4-11
Release 4.0

4-33

3-16

3-4, 3-6, 3-15
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MST 5-14
Rapid PVST+ 4-21
STP 6-11
VLAN

BPDU 4-9
Rapid PVST+ 4-10
STP 4-2
MST 5-25
VLAN RPVST+

4-11
Rapid PVST+ 4-35

VLAN
3-4
VLAN
VLAN
2-5
6-3
6-4

STP 4-19, 5-12
STP 6-9
VLAN 2-6

3-4

Index W

VLAN 3-8
4-6
MST 5-10
Rapid PVST+ 4-17
39 4-29
4-12
MST 5-27
Rapid PVST+ 4-35
VLAN 3-19
4-33 4-13
VLAN 3-4
STP 3-9
SVI 3-7
VLAN 3-2, 3-6, 3-7, 3-16
3-15, 3-18
3-6
3-2,3-13
VLAN 3-3 VLAN 3-3,3-5, 3-14
3-9
VLAN 3-3
3-14
3-4 VLAN
3-16
3-10
3-2 —3-7
3-9
3-7
3-9
3-2, 3-7
3-19
VLAN 3-3,3-4,3-14
3-16
3-2
3-8
3-19
3-7
VLAN 3-5
VLAN 3-6
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VLAN 3-3,3-14

3-2

3-18
3-4
3-10

3-4
318
3-7,3-16
318
3-8
33
32
VLAN
BPDU

3-10
3-4
35
3-4

3-4
VLAN
VLAN
35
VLAN  3-3,34
35

ID 4-4

6-13

6-3
6-3 — 66
6-4

STP
6-7

VLAN 2-2
VLAN 3-6

4-13

3-6
2 3-2, 3-4, 3-10, 4-9, 6-3
4-17, 5-10
4-29, 5-23
STP 4-13
6-13
BPDU 6-11
STP 6-11
Rapid PVST+  4-17
Rapid PVST+ 4-28
5-23
STP 4-12
3-4
3.6 4-9,6-3
VLAN 3-4, 3-6
3-4, 3-6, 3-15
VLAN 3-7
VLAN 2-2
3-4
VLAN 3-5
VLAN 3-5
VLAN 3-5
VLAN 3-5
6-16
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MST 5-13
Rapid PVST+ 4-20
STP 6-10
VLAN 2-7

VLAN 3-8

Rapid PVST+ 4-9

4-34,5-26
4-9
4-16, 5-9
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