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Cisco Security Advisory

cisco—sa—20120328-zbfw

Cisco 10S Software Zone-Based
Firewall Vulnerabilities

cisco—sa—20120328-nat

Cisco 10S Software Network Address
Translation Vulnerability
cisco—sa—20120328-ike

Cisco 10S Software Internet Key
Exchange Vulnerability

cisco—sa—20120328-msdp

Cisco 10S Software Multicast Source
Discovery Protocol Vulnerability

cisco—sa-20120328-pai

Cisco 10S Software Command
Authorization Bypass

cisco—sa—20120328-smartinstal |

Cisco 10S Software Smart Install
Denial of Service Vulnerability

cisco—sa—20120328-ssh

Cisco 10S Software Reverse SSH Denial
of Service Vulnerability
cisco—sa—20120328-rsvp

Cisco 10S Software RSVP Denial of
Service Vulnerability

cisco—sa—20120328-mace

Multiple Vulnerabilities in Cisco 10S
Software Traffic Optimization

Cisco Applied Mitigation Bulletin

Refer to the Workarounds section of the
associated Cisco Security Advisory

Refer to the Workarounds section of the
associated Cisco Security Advisory

Refer to the Workarounds section of the
associated Cisco Security Advisory

Refer to the Workarounds section of the
associated Cisco Security Advisory

Refer to the Workarounds section of the
associated Cisco Security Advisory

Identifying and Mitigating Exploitation
Cisco 10S Software Smart Install Denial
Service Vulnerability

Refer to the Workarounds section of the
associated Cisco Security Advisory

Refer to the Workarounds section of the
associated Cisco Security Advisory

Refer to the Workarounds section of the
associated Cisco Security Advisory
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Cisco IntelliShield Alert

Cisco 10S Software Zone—Based Firewall H.323
Inspection Engine Denial of Service
Vulnerability

Cisco 10S Software Zone—Based Firewall HTTP
Inspection Engine Denial of Service
Vulnerabil ity

Cisco 10S Software Zone-Based Firewall Crafted
IP Packets Denial of Service Vulnerability

Cisco 10S Software Zone—Based Firewall Session
Initiation Protocol Engine Denial of Service
Vulnerability

Cisco 10S Software Network Address Translation
Session Initiation Protocol Denial of Service
Vulnerability

Cisco 10S Internet Key Exchange Denial of
Service Vulnerability

Cisco 10S Software Multicast Source Discovery
Protocol Denial of Service Vulnerability

Cisco 10S Software HTTP Request Processing
Arbitrary Command Execution Vulnerability

Cisco 10S Software Smart Install Denial of
Service Vulnerability

Cisco 10S Software Reverse SSH Vulnerability

Cisco 10S Software RSVP Denial of Service
Vulnerability

Cisco 10S Measurement, Aggregation, and
Correlation Engine Denial of Service
Vulnerability
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