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Cisco Applied Mitigation Bulletin

Cisco IntelliShield Alert

cisco—sa—20110928-c10k

Cisco 10000 Series Denial of Service
Vulnerability
cisco—sa—20110928-smart-instal |

Cisco 10S Software Smart Install
Remote Code Execution Vulnerability

cisco—sa—20110928-d|sw

Cisco 10S Software Data-Link
Switching Vulnerability

cisco—sa—20110928-nat

Cisco 10S Software Network Address
Translation Vulnerabilities

cisco—sa-20110928-ipsla
Cisco 10S Software IP Service Level
Agreement Vulnerability
cisco—sa—20110928-zbfw

Cisco 10S Software IPS and Zone-Based
Firewall Vulnerabilities

cisco—sa—20110928-ipv6bmpls

Cisco 10S Software IPv6 over MPLS
Vulnerabilities

cisco—sa—20110928-sip

Refer to the Workarounds section of the
associated Cisco Security Advisory

Identifying and Mitigating Exploitation of the
Cisco 10S Software Smart Install Remote Code
Execution Vulnerability

Identifying and Mitigating Exploitation of the
Cisco 10S Software Data-Link Switching
Vulnerability

Refer to the Workarounds section of the
associated Cisco Security Advisory

Identifying and Mitigating Exploitation of the
Multiple Vulnerabilities in Cisco 10S Software
IP Service Level Agreement

Refer to the Workarounds section of the
associated Cisco Security Advisory

Refer to the Workarounds section of the
associated Cisco Security Advisory

Identifying and Mitigating Exploitation of the
Multiple Vulnerabilities in Cisco Voice

Cisco 10000 Series Router ICMP Packet
Processing Denial of Service Vulnerability

Cisco 10S Software Smart Install Arbitrary Code
Execution Vulnerability

Cisco 10S Software Data-Link Switching IP
Packet Processing Denial of Service
Vulnerability

Cisco 10S Software NetMeeting Directory LDAP
Network Address Translation Processing Denial
of Service Vulnerability

Cisco 10S Software Session Initiation Protocol
Network Address Translation Denial of Service
Vulnerability

Cisco 10S Software H.323 Packet Network Address
Translation Denial of Service Vulnerability

Cisco 10S Software Session Initiation Protocol
UDP Packet Network Address Translation Denial
of Service Vulnerability

Cisco 10S Software MPLS Packet Network Address
Translation Denial of Service Vulnerability

Cisco 10S Software Session Initiation Protocol
UDP Packet Network Address Translation Denial
of Service Vulnerability

Cisco 10S Software IP Service Level Agreement
Memory Corruption Vulnerability

Cisco 10S Software Packet Inspection Memory
Leak Denial of Service Vulnerability

Cisco 10S Software HTTP Packet Processing
Denial of Service Vulnerability

Cisco 10S Software Crafted IPv6 over MPLS
Denial of Service Vulnerability

Cisco 10S Software ICMPv6 Packet Multiprotocol
Label Switching Denial of Service Vulnerability

Cisco 10S Software Session Initiation Protocol
Packet Processing Denial of Service
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Cisco 10S Software Session Initiation
Protocol Denial of Service
Vulnerabilities

cisco—sa-20110928-ipv6

Cisco 10S Software IPv6 Denial of
Service Vulnerability

cisco—sa—20110928-cucm

Cisco Unified Communications Manager
Session Initiation Protocol Memory
Leak Vulnerability

Products

Refer to the Workarounds section of the
associated Cisco Security Advisory

Identifying and Mitigating Exploitation of the
Multiple Vulnerabilities in Cisco Voice
Products
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Vulnerability

Cisco 10S Software and Cisco Unified
Communications Manager Session Initiation
Protocol Packet Handling Denial of Service
Vulnerability

Cisco 10S Software Session Initiation Protocol
Memory Leak Denial of Service Vulnerability

Cisco 10S Software |IPv6 Packet Processing
Denial of Service Vulnerability

Cisco 10S Software and Cisco Unified
Communications Manager Session Initiation
Protocol Packet Handling Denial of Service
Vulnerability

http://www. cisco. com/cisco/web/support/JP/110/1108/1108620_cisco—sa—20110928-bundle—j. html
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