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Error:SSLVPN Package SSL-VPN-Client :installed Error:ffk
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ACHEGR WA E Cisco TOSEE H 28 AT 78 0y T-1SSL VPN FICisco Configuration Professional (CCP) [fJCisco AnyConnect VPN
B Wk EEHTBESRA AR EER RSN, BP0 BRI b, REA LI R Internet.

LR 10S B a4k SSL VPN =k WebVPN FiA:

e 870, 1811, 1841, 2801, 2811. 2821. 2851
e 3725, 3745, 3825. 3845, 7200 F1 7301

CCP s&#:F GUI MR &EI T H, UM EIT Cisco 10S HIHAM S, WHG Cisco MW HH . Cisco 7200 FF1 M H
ZLHN Cisco 7301 BErh#e. CCP Z23ifr PC b, mILLEEIET GUI HFi8L H I SHIbEE hae. 224, SG—ilfE. gk, WAN i
LAN JEAHLE .

W Pl CCP —& T, RN Cisco Configuration Professional Express (CCP Express) J<sac3&3M A INZE D, CCP
Express J& CCP M HMA. #rTLMEH CCP Express fEEfHI#5H LAN Al WAN 411 BRECE AN 22 T)RE. CCP Express 23T
2SN .

[IEEs
ST SR A, R DL T Bk

e Microsoft Windows 2000 =Y XP

#5 SUN JRE 1.4 sRE@ERAH Web W28, sREA ActiveX il se
R i R AN i A PSSR

LR T BP A% 12.4(20) T BUE S RA) Cisco 10S #rias

Cisco Configuration Professional 1.3

WMLV ML F g Cisco Configuration Professional, &AM FESRBUZRAF IR EIA, RG22 . exe
(cisco—config-pro—k9-pkg-1_3-en.zip) ff. X CCP ZEHFBLEM AN, W20 “Cisco Configuration
Professional RN TIRE” .



A5 FH ) 20 A
ARSI LT DU S R A P A «
o WA 12.4(24)T 4 Cisco 10S 4 1841 Bgia%

e Cisco Configuration Professional (CCP) 1.3
o T Windows ffJ Cisco AnyConnect SSL VPN Client JiRAS 2.3.2016

R A RS SRR E S SIS v LA AR P P B e W R st GBRO IR R )2
SR, RIS T2 T i R .

451
A SR EANE B TS Cisco HARILZIN,
Px 284
ASCAAE FH AT P21 -
Inside Network
10.77.241.111 ”:2:;'11'1 o 192.168.10.5
. /__: 4
—\ Internet )
"
E— Router with
Security Image Anyconnect
VPN Client
TC L H AT 55

1. AN CCP & % 2% .
LG AR 22 AR v UE Bt 2 IN A 22 T CCP N RRFP . BIRASIFRCE A, 1S “Cisco Configuration

Professional AR -
2. ¥ Anyconnect VPN .pkg HEIA FEREEH PC,

£ 10S EAC'E Anyconnect VPN
AR PR B E A AP TR THRE I L EP R . AERCE R CCP [ S48 3 7E 10S B 4% L% Anyconnect VPN #fE.
FEAF Cisco 10S B 2% FFC® Anyconnect VPN, 5L R HER.
1. 7E Cisco 10S HHi#s [ 2%2%9f /5 Anyconnect VPN #Kff
2. {#H CCP [SHcE SSL VPN b F3ZRI SSL VPN K¢
3. WiE Anyconnect VPN FH /M P BEE
4. TCE T IR
IR 1. AE 10S Mti#s L2e3E 93 Anyconnect VPN #k A
TE 10S B¥ A 22 Anyconnect VPN #kfF, SERLL R ER:

1. #T9F CCP MiFHFESF, ¢ Configure > Security, #RJ5Had: VPN,
2. J&JT SSLVPN, Jfik#% Packages.



/- Cigeo Configuration Professional

| Application  wiew  Teols  ralp

A G Configure > Security > VPN > 550 VPN = Packages @
- e—————as—
N -
| VPN
ey e
e r— - Cisco SSLVPN Cliant Softwane =3
¥ B Bacurity [ et Paage. | U |
5 Audit
L Security Sudl SELVPN Cligr Packages Installed | Bequente Humber
Jﬁ-.-.ll and ACL
* ] ACL Editar
Li=101
L) v Dasign duida
) FRa-io-Bite VPR
) Easy VPH Ramate
‘| Easy VPN Sariar g—
= Detilz:

_1muu.m|: Multipoing VBN
w By sl ven
] BEL vPH Managar

| BEL VPH Gateways
Cisco Secure Deskiop Sofware

| Packagas
* ] VPN Componants Wou miEElinstal Cisco Serurs Deskiop sofwars for S5L VPN chents bo use 3 Secune Deskiop.
-
[T P | I I‘
|

1 Advancad Seoarity
| e

3. {F Cisco SSL VPN & ufitkflr, Btk Browse.

BRI Install SSL VPN Client Package XJiEHE.

Install SSLVPN Client Package

Specify the location of Installation bundle,

* RouterFile System; | Browse... |

My Computer | Browse

Sequence: |1 vl

Cownload the latest Cisco Anyconnect Installation bundle.

Install | Cancel | Help |

4. ¥8%E Cisco Anyconnect VPN & Flumds{R mfr g .

o WA Cisco Anyconnect VPN & umBilGfE M lH s NAFEH, B Router File System FAMEFZEINTIGHE, K5
Browse.
o W Cisco Anyconnect VPN & J'iiBi (G ANAERG HAINAAH, M My Computer HLIEXTEHE, #RJ5H.d; Browses
B IEL File Selection Xi&AHE.

File Selection |Y
B9 lash] I Mame ] Size(bytes) | Time Modified
L webvpn OF2709 16:11:20
harme.shtrmi 1,038 08/07/09 11:03:40
12BMB. sdf 527849 01/20/09 15:36:00
home tar 122880 080709 11:03:40
c1841-advsecuritykd-mz.124 34 337172 07/27M0912:11:08
attack-drop.sdf 242285 01/20M09 15:36:18
sslclient-win-1.1.4.176.pky 415956 080709 11:03:32
paddu.cfy 5,007 031606 12:49:42
cpeonfig-1 8w cig 2,888 080709 11:03:40
sameconfiog-1841 cfiy 2746 01/20009 15:38:26
cpexpress tar 2,314,240 08/07/09 11:03:52
anyconneci-win-2 3. 2016-k9 2 67 O7/27004 12:11:56

Filename: Jﬂash:!anycunnechwn-z.&?m B-k9.pkn

ok | cancel Help

5. MEFEW RN P BiE, JFHad OK.




X

Install SSLVPN Client Package

Specify the location of Installation bundle,

& Router File System |ﬂash:1anvc0nnect—win

My Computer | Browse. ., |
Seguence: |1 vl

Cownload the latest Cisco Anyconnect Installation bundle.

Install | Cancel | Help |

6. e uBIEIM B, i Install.
Hi Yes, SRJEHT OK.
8. BB AR I R G, R I LA

~

Information

X

@ Cizcao S5LVPHM client package successfully installed.

9. Hili OK 4k4L.
B 2. AF CCP [ FHELE SSLVPN b R3CAN SSLVPN G
PEELE SSL VPN | RSCHT SSLOVPN 36, SEpibl N D ER:

1. #%# Configure > Security > VPN, #RJ5 i SSL VPN,

2. MKW SSL VPN Manager H1 Create SSL VPN JEIfi-F.

Application  View  Tools el

bt Cavivaini by Mhembiee

LTI 2AL NN Configurs > Security > VPN > S5LYPN 3 S5L VPN Hahager @

v
-

-

Croate S51 VPN | Edit S5LVEN |

) Rotar

Y ESear, click Launch the selected tvsk’ bution. |
] Bmeurity st S
L] Firawall and AcL A
* ] Ak Edanr &
v Exven ,’ﬁ,_
VPN Daign Guids WBPH  Group
- - Deerwy  Poicy
(] S#uta-Sitw VRH
] Taxy VPH Ramcte
L] tazy VPN Samvar
Racarmnded
L) Dpnarmic Mukipaint v Tashe
= BHS i ret ansbled on your reuten A dome 5L VEH Enable D85
¥ E3S6L vEH sarvices raquire DM b vark, 1 i recemmandad that yau
ull.nllm ansbls CHa.
I EBEL VPN Gatevars * Creste a new SSL VPH
LY Padiager Uie this wizard b creste & naw SEL VP,
e SV Conpearnta A a new policy to an existing SSL VPH for a ew group of users
L anm
*a Usw this wizasd b0 oresie & naw pokoy e an esisting EEL VPN for & new group of wsers,
* [ Advarnced Sacunty For axamals you can e dbe Sapar st pobdad foe Siffarant dapastrmentd in pour Sompany.
" Configure sdvanced feshures for an existing S5 VPR
Wipe thix wizard bo configrure sdvanced faaturers puch ar thin diang, full tunnel, and Ciree
Saours Dashtop for an ewisting 6L VN,
Laynch the salactad lask -
14 | "

3. IEH Create a New SSL VPN FRiEF4H, SXJ5HF Launch the selected taske

BRI KE UL SSL VPN Wizard XfiHiE.



S5L VPN Wizard

Welcome to the Create S5L VPH Wizard

The MNew SSL VPN wizard lets you to do the Tollowing:
* Specify an IP address, name and digital cenificate for the SSL VPN,
* Create users locally, and specify how these users should be authenticated.

* Enable the router to download full-tunnel SSL VPN client software o client PCs,
for full-tunnel connecthity.

* Specify the corporaie infranet sites users are allowed to visit, and provide a link
1o their e-mail.

* Customize the SSLYPH pontal page.

Back I et = | Finish | Cancell Help |

IP Address and Hame

Thig is the IP address users will enter 1 access the SSLVPN portal page. If multiple SSLVPN
senices are configured in this router, the unique name is used to distinguish the senice.

IP Addrass: [”2-15.1.1 El Marne: [new

I™ [Enable secure Cisco CP access through 172.16.1.1]

URL o access the SSLVPN gateway, I

Digitsl Cerlificate
When users connect, this digital cerificate will be sent to their web browser to authenlicate the
router.

Cortificate: |TP-selfsigned-1951682551 |«

/¥, Information

URL to login to this 3SL VPN sendca: hitps 7216114

-:Elackl Meod = | Finigh I cgncall Help |

5. HIANFT SSL VPN WZcfy TP Hbudik, Jf 40t SSL VPN bR S AME— 4 FR .

WAL R —A 1P Huhl (SSL VPN W26) GIEANE (Y SSL VPN b R3C, {HE/N LRI NGME—, ARG ELLF 1P bk
https://172.16.1.1/

6. i Next, #kaEdkir LI 3.

S 3. BUE Anyconnect VPN H B - Eids A
TSR LU AAA AR S5 3% A P s R s o 04T S A S0 AE o ASTE B s 4 FH A B 2 1 P R AT 5 40 B0
TERLE Anyconnect VPN FH PR P8, e T P&

1. SEFEE 2 )5, By SSL VPN Wizard User Authentication FJ3EHETH) Locally on this router L4l .



S5L VPN Wizard

User Authertication

You can conflgure user accounts locally on this router. You can conflgure Wser accounts on a
ARA server 5o that the router can confact this server to authenticate users when they try to log
on. Specify how SSL VPN should authenticate the users when they login.

" Extemal ARA servar

&+ Locally on this router

" Firston an exdernal A4 server and then locally on this router

 Use the A8& authentication method list | =

Creale user accounts locally on this router.

| Usemame | Add... I
Edit... I

test

AT LA F 5 A ) AS B s i .
2. Wi Add, RERIAHFER.

Add an Account "

Enter the username and password

Username: |tsweb |
—— Password

Fasgword =Mone=

Mewy Password: |“""“* |

Canfirm Mew Password: |*”””‘1 |
W Encrypt password using MDS hash algaorithm

Privilege Level:

o] 24 | Cancel | Help |

3. W 0K, JRARHE R ER LA .
4. WITFHR )G, ¥l Next, ZREERHTHIE 4.

S 4. BUE Anyconnect fEiE
HWEE )Y Anyconnect 4SfEE A TP Huhbyth, SERGUAT SRR

1. HT Anyconnect R EHBEVFH AN Intranet Wi, FFUIATFERLE URL %FK. By Configure Intranet Websites XfiHAE
F Next J%24H.



S5L VPN Wizard

Configure Intranet Wehsites

You can configure groups of infranet websites here. Each group can be given a heading and
can contain one or more websites. Each ofthese groups will appear in the portal page as
links that users can click to navigate to these sites,

Add or select the group of websites you want to display in the poral page.
Action |

<Back | Neax | ok | cancel| Hem |

2. Tl Enable Full Tunnel &iEfE Ak,
SSL VPN Wizard
[+ Enable Full Tunmel

Enabling full tunnel downloads the SSLVPN full tunnel client software 1o the client,

IP Addres=s Pool

Create a new or select an existing address pool from which clients will be given an IP address
wihien they cannect,

IF Address Pool:

3 3 Select an existng IF Fool
Cisco 85L VPN Client Software |
Install Package... | Uninstall Package. .. | Change Ssquencs...l
SSLVPN Client Packages Installed Sequence Mumbear
fashiwebypnisee_1.pki —
-
1| 117
¥ Keep the Full Tunnel Client sofware installed on client's PC.
Advanced Options
Click Advanced Tunnel Options. . to configure split tunneling, split DNS, browser provy
sefings, DNS and WINS servers,
Advanced Tunnel Options... |
< Back | Next = | Flnish | Cancel [ Help |

QI SSL VPN B TR 3C i e AE K 1P il

il 205 Intranet Fn] A H T % o iR kARG BY o

ST (o) FEIPHbIE ST TE B b7 B, JF HakFe QI — AN B 1Pt

f£ Add IP Local Pool XA, HAMBEBIIZAFRE (10, new) , RJ5Hd Add.



Add IP Local Pool

Pool Name: | new

—|P address Range

Start IP address | End IP address
— ache Size
Cache Size: |ED

[5]°4 | Zancel | Help |

6. 7F Add IP address range XTHGHET, %A Anyconnect VPN % /umfihbbiial, 4R)5H4 OK.
R 12,4207 ZaiRAF, TP bbb N AR HEER R R 0. W EA AR Mt yaE, w7 e S gt
RICHIFR [ hE, DAk,

7. i Ok.

8. Mhfr/z)i% Install Full Tunnel Client & i%HE.

SSL VPN Wizard

¥ Enable Full Tunnel

Enabling full unnel downloads the SSLVPN Ul tunnel elient sofware 1o the clignt,

IF Address Fool

Create a new or select an existing address pool from which clients will be given an IP address
when they connect,

IP Address Poal: niew

Cigeo S5L VPN Client Software

-
Install Package... | Uninstall Package... | Change Ssquencs...|
SELVPN Client Packages Installed Sequence Number
flashwebyvprlfsve 1. pkig =
-
1| 3
W Keep the Full Tunnel Client sofware installed on client's PC.
Advanced Ogtions
Click Advanced Tunnel Options... to configure splitunneling, split DNS, browser proxy
setlings, DNS and YWWINS servers,
Advanced Tunnel Options . |
< Back | Next = | Flnigh | Cancel [ Help |

9. FCEERBFEIEIL, WisrEIpEE . 4% DNS. A SARH Y E LUK DNS Rl WNS JiRg-gess,
VER: Cisco W ZFE/DHECE DNS Fl WINS R454%.

FRCE SR BEEET, Sl D
a. i Advanced Tunnel Options F%4fl.

b. H.:f DNS and WINS Servers METi-, %A DNS A1 WINS ¥ TP Huht.



10.

11.

C.

Advanced Tunnel Options

| Split Tunneling _Elr_ulvsar Prowy Seftings | DNS and WINS Servers !

DME Servers WYWING Semvers

Default Domain:

Prirmary DNE Server. 10111 Prirmary WINS Server: 10412
Secondary DMS Server | Secondary WINS Server;

ok | cancel | Hen |

FEEE > EBEE, i Split Tunneling ¥R,

Advanced Tunnel Options

Split Tunneling | Browser Proxy Seftings | DNS and WINS Servers |
Split Tunneling Split DNS

Select Include or Exclude to configure the Metwarks

Use the corporate DS server to resolve the
shown in the list.

domain names for the Tollowing domains. Other
damains the client ISP DMNS server will be used.

" Include Traffic Learn More

" Exclude Trafic
Destination Metworks:
IP Address Mask Add... |

_Edf |
_Defete |

™ Ext 1| LAN Usze samicolons () to separate eniries,

Ok | Canl:ell Help |

AP ] 4% 1 [l I A 22 e el i AN 2 e R TR (K D REAR A 70 BUBRTE . 73 1 B SR WY Aff i 52 W2 2 A Bdl i LA e

AR HAR AT A, XA AT R E BRI EE RS, 1 A e i ) ORI e 2

e

~I

M4 (Internet) HEAT

BN, 1S “ASA 8.x: 7E ASA L AVF VPN & i EEE R &R, Hp B T Cisco AnyConnect VPN

B {EM I PEE SR Cisco HIGM %414 (ASA) 8.0.2 BFaiffsIl Internet jil.

SERRL BRI E 5, #il Nexto
H e X SSL VPN 7] T ki BB A E

Wid Customize SSL VPN Portal Page W LAH & X[m% - &ax SSL VPN [/ T U5 2.



SSL VPN Wizard

Customize SSL VPN Portal Page

You can customize the S5L VPN portal page that s displayed to users, You can selecta
predefined therme for the poal page. Atheme defines colors for texds and backaround and &
logo. You can cresle new themes, and customize colors, text and logo in Edit SSLVPN

Theme: |Open Highway =

Preview:

A
alialie g vpN server GIEREES
CISCO

EnterWeb address (URL): | |E|

<Elal:kE Newd = | Finish | Cancelj Help E

12. SeRCEENX SSL VPN [/ )5, #uili Next.
13. i .

55L VPN Wizard

Summary of the Configuration

Fead the following summary of the configuration. Either click Finish ta send the
configuration to the router, or, click the Back buiton 1o make modifications.

SSLYPM Sendce Mame hew
SELYPM Policy Mame :policy_1
SEL VPN Gateway Name : gateway_1

Uger Authentication Wethod List © Local
Infranet websites: Disabled

Full Tunnel Configuration

SVC Status ‘Yes
|P Address Fool L e
Split Tunneling :Disabled

SplitDME : Disabled

Primary DNS Server. $10.1.1.1

Primary WINS Server 1 10.1,1.2

Install Full Tunnel Client :Enabled
Location

DME iz not enablad onyour router. As some S5L WPN serdces reguire DNS towork, itis
recammended thal you enable DNS,

«Back | 1120 - | Finish | cancer| Heip |

14. Hili Deliver fRAFIECE, #RJ5Hidi OK.
SSL VPN i) K530 Y i 42 A8 R I 1 2%



Deliver Configuration to Router X

Deliver defta commands to the router's running config.

Previevy commands that will be delivered tothe router's running configuration.

|aas authentication logn ciscocp_vpn_xauth_ml_1 local
0 local pood newy 192,165,101 1921681010

weebvpn gateway gateway_1

ip address 172.16.1.1 port 443

http-redirect port S0

inservice

sl trustpoint TP-self-signed-19351 892551

exit

webvon contexd sales

#aa authentication list clzcocp_vpn_xauth_mi_1

1 | >

|

The differences between the running configuration and the startup configuration are lost whenever
the router is turned off.

¥ iSave running config. to router's stardup config.:
This operation cantake several minutes.

Deliver | Cancel I Savetnfile] Help

VR WRIRERIERE R, WTTEEE SSL VPN VFREAT IR
B AIE S, SEREL R AR
a. 1EFE Configure > Security > VPN, #RJ5 i SSL VPN,

b. Huili SSL VPN Manager, #RJ5 i/ Edit SSL VPN &I,

-~ ‘ s . . :
¢~ Cisco Configuration Professional

.TT 2L | Configure > Security > WPH > S5L WPH > 55L ¥PH Manager @
Harme .
Cotre TR

[ & —eeeee

e Creats SSLVPN | Edit SSLVPN

¥ B Secunty —

] Sacunty fuda SSLVPH Contexds
_] Firewall and AZL Narne
» ] ACL Editer

¥ Even
] VPN Dasign Guide

Details about Web VPN Context sales

Sita-to-Sits VBH
A " . Itern Narme Hem Value
[ M VN B o Group Policies
_] Eaty VPN Sarcar poliey_1
SRrvices LIRL Mangling, 0WA Full Tunmel
[+] Bl
L Bynamic Muttpolr URLS Exposed to Users CVWASERYER - itpoit 0.1 2.1.10femchange
¥ Esse wen Semers Exposed to Users <Nong=
|} S5L VPN Mana WINS Servers <Hones
] 5L VPH Gatev|x

w
[ monitar

c. RHERHEM LT, FHHd Edit button.



Edit S5L VPN Context -sales

an

Group Policies MName: [

HTML Display Settings : .
- NetBIOS Name Server Li Associated Gatewsy: IEBTEWaL‘I )
— Port Forward Lists )

URL Lists Dormain: [
~=Cigco Secure Deskiop Authentication List ECIStocp_t'pn_;{aum_mLLl

- App ACL
- Action URL TimeRange Authentication Domain: [

¥ Enable Context

Maximum Number of users: E‘Iﬁ
VRF Name: |=Mone= |
Default Group Policy; [paticy_1 |

[~ Enable Radius Accounting

Ok ! Cancel i Help !

d. 7E Maximum Number of users “F-B{H', A4 AL SR IEAHH P4
e. i OK, #RJ5H.i5 Delivers,
BRI BB AR E S

CLI it
CCP B LL R i AT

1

Router#tshow run
Building configuration...

Current configuration : 4110 bytes

|

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

|

hostname Router

|

boot—start-marker

boot—end-marker

|

logging message—counter syslog

no logging buffered

enable password cisco

|

aaa new-model

|

1

aaa authentication login default local

aaa authentication login ciscocp vpn xauth ml 1 local
aaa authorization exec default local

|

|

aaa session—id common

|

crypto pki trustpoint TP-self-signed—1951692551
enrollment selfsigned

subject—-name cn=10S-Self-Signed-Certificate—1951692551
revocation—check none

rsakeypair TP—self-signed-1951692551

|

1

crypto pki certificate chain TP-self-signed-1951692551



certificate self-signed 02
3082023E 308201A7 A0030201
31312F30 2D060355 04031326
69666963 6174652D 31393531
33345A17 0D323030 31303130
4F532D53 656C662D 5369676E
39323535 3130819F 300D0609
8100CD40 156E21C4 4F84401A
75FCH3DA ABOB43AF T7OE7DBC2
5E558DFC 13A20167 5D169C47
6D955F46 2BDADBBO 5275F07E
5FD90203 010001A3 66306430
551D1104 0A300882 06526F75
C556AF46 CHF7A1F0 2ADD2D22
56AF46C5 F7A1F02A DD2D22F7
81004886 D666121E 42862509
274374EE 803823FB 79CFD135
924D3168 98357A5B E1F15449
0694F21C 0983F254 6620FCD7

quit

dotll syslog

ip source-route
!

|
|
|

ip cef
|

02020102
494F532D
36393235
30303030
65642D43
2A864886
F5674319
€9416C4B
3BC083C9
C124CCF3
0F060355
74657230
F75BF7B7
5BF7B730
CATFDACC
2B116544
5C9C22D0
8E460D29

multilink bundle—name authenticated

300D0609
53656C66
3531301E
305A3031
65727469
F70D0101
CC05B708
009C3695
A2B66790
64DDICE1
1D130101
1F060355
301D0603
0D06092A
9C57C8BE
88B5CFB1
577FB036
BO9B87ES

username test privilege 15 password 0 test
username tsweb privilege 15 password O tsweb

!

|

!

archive
log config
hidekeys

|
|
|
|
|
|

interface FastEthernet0/0

ip address 10.77.241.111 255.255. 255. 192

duplex auto

speed auto

|

interface FastEthernet0/1
description $ES LAN$

ip address 172.16.1.1 255.255.255.0

ip virtual-reassembly
duplex auto

speed auto

|

interface FastEthernet0/1/0
|

interface FastEthernet0/1/1
|

interface FastEthernet0/1/2
|

interface FastEthernet0/1/3
!

interface ATM0/0/0

no ip address

shutdown

no atm ilmi-keepalive

|

interface Vlanl

no ip address
|

ip local pool new 192.168.10.1 192.168. 10. 10

ip forward-protocol nd

ip route 10.20.10.0 255.255.255.0 172.16. 1.2
ip route 10.77.233.0 255.255.255.0 10.77. 241. 65

ip http server
ip http authentication local
ip http secure-server

2A864886
2D536967
170D3039
312F302D
66696361
01050003
T2A79C69
67C20847
79883814
1B6F5744
FF040530
10230418
551DOE04
864886F7
EB6745FC
B7BBO3E2
A3D8BBO08
ADC3D589

F70D0101
6E65642D
30383037
06035504
74652D31
818D0030
90997D30
4FOBC7BO
5008EBF6
282E4EA5
030101FF
30168014
16041405
0D010104
533A8C08
F3D65A62
5507C574
F4D74659

04050030
43657274
31303538
03132649
39353136
81890281
6F556A37
715F0518
169FA897
A0840385
30110603
05F279A9
F279A9C5
05000381
FEF2C007
BOEE050A
18F2F48F
A5CEA3OF 1A9C



|
|
|
|
|

control-plane

|

!

line con 0

line aux 0

line vty 0 4

password cisco

transport input telnet ssh

transport output telnet
|

scheduler allocate 20000 1000

|

webvpn gateway gateway_l

ip address 172.16.1.1 port 443
http-redirect port 80

ssl trustpoint TP-self-signed-1951692551
inservice

|

webvpn install svc flash:/webvpn/svc 1.pkg sequence 1
|

webvpn context sales

secondary—color white

title—color #CCCC66

text—color black

ssl authenticate verify all

|
!
policy group policy 1

functions svc—enabled

2

sve address—pool “new”
sve dns—server primary 10.1.1.1
sve wins—server primary 10.1.1.2
default-group—policy policy 1
aaa authentication list ciscocp vpn xauth ml 1
gateway gateway 1
max—users 10

inservice
|

end

@7 AnyConnect VPN %% 77 it i 2

P 2V AnyConnect VPN %, SEiCL 5.

VER: £ Internet Explorer o, MM H#SMINEZELIMNIIR . HRIEMER, ESH Rews/ B ihsnine2ET
sk R (1I8) 7 .

1. F&n PR EAE Web ST 2e i N i #e WebVPN #1011 URL = 1P Hhhl.

https://<url>

o

https://<IP address of the Router WebVPN interface>
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) SSLVPN Service - Mozilla Firefox

File Edt View History Bookmarks Tools Help

Ba(ck . Rellg"ad Home LI https://172.16.1. 1webvpnuhtml
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CISCO

English A
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|
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Welcome to

Cisco Systems
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dhali cisco AnyConnect
cisco -

Using Sun Java for Installation

@ WeblLaunch
VPN Client Downloader

e

Downloading required files. Please wait, .,
Time Left: 57 secs {304.0 KB of 1,39 MB copied)

Time remaining: 2 seconds

(NNNRNRRRNRRRRRRA RN AR RRRANRRND l

VER:  F# Anyconnect T, THEANL BN 2e3E ActiveX A

Pt N IhiER G, 43 i” Connection Established &

'éllls':.'lc;. Cisco AnyConnect VP

Connection Established

@I weblLaunch
The Cisco AnyConnect YPH Client has successfully

Platior connected,
Detection The connection can be controlled from the tray icon,
R EtivER circled in the image below:

Q:__-'-"E‘.T L4 1143

- Connected -
Cance

o |isco AnyConneck
d

anyconnect - Paint
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#42 Cisco AnyConnect VPN Client

ﬁ Conneckion |

@ stetistcs | B abour |

sl
CISCO

Connection State:

Client address:
Server Address:
Client Address (TPwa):

Byles Sent:
Bywhes Received:

Time Connected:

Connected

192.1658.10.2
172.16.1.1
Disabled

322
233

00:03:51

WPM session established to 172.16.1.1,

Hiid Detailss

BB L Cisco AnyConnect VPN Client:Statistics Detail XFiffE.

#4 Cisco AnyConnect VPN Client: Statistics Details

Statistics | Foute Datails|

Connection Information

State; Connected

hdode: Al T raffic

Duration: 00:05:10
Butes

Sent; 322

Received: 233
Frames

Sent: 2

Feceived: 1
Control Frames

Sent: 10

Heceived: 1

1 AT
CISCO

Address Information

Client: 192.168.10.2
Server 1721611
Clent [IP+E}: Dizabled
Tranzport I nfarmation
Pratocal: TLS
Cipher: RE& AES 128 SHAT
Compreszsion; Hone
Prosy Address: Mo Prosy
Posture Asseszment
Lazst Performed: Dizabled

Feset

] [ Export... ] [ViewLog...]

Statistics Details XRHEW S VEARIERSHE R, QABEERGEME, RPN E) AL 7 5 8Os, b
HF R AR R LLR Cisco Secure Desktop JRAVFMPRAS . ML iZEIR L[ Reset %41 n B EAL AT Hidls. EH]
Export FZHIWHRF T MIGETH Bt $2 DORIES ok 3t BSOS AnyConnect 50 SR S/ S B A SCAR SCAF IR A4 FR AN B

PRINZ FR AL AnyConnect—-ExportedStats. txt, BRI E 5.

1E Cisco AnyConnect VPN Client XHEHET, i About EINF.

ZEI R E/R T Cisco AnyConnect VPN & i AR AS(E B o




=42 Cisco AnyConnect VPN Client

| W Cornection | € Statistics | & About

i)
CISCO

Cisco AmyZonnect YR Client Version 2,3.2016

Copyright 2004 - 2009 Cisco Svstems, Inc, All Rights
Reserved

This product includes software developed by the
Opens5l Project For use in the OpenSsL Toolkit:
htkp: Hhwens, opensslorg

YPM session established to 172.16.1.1,

Cally
AR 53 T B AL B RE 5 1E W4T .

HHT show #1415 WebVPN KBk, Al DAFEM&ATA4H (CLT) bE#ATIX 2y 4 DL R G THE BAHARE . 5% show @& HI1ES
SE, WEIKAE WebVPN FRHE .

VEE:  ar s R (IR D (0IT) SZREHEEE show fird. A OIT W/ && XS show T4t 734,

Router#show webvpn session context all

WebVPN context name: sales

Client Login Name Client IP Address No of Connections Created Last Used
test 10. 20. 10. 2 3 00:03:10 00:02:56

Router#ishow webvpn session user test context sales
WebVPN user name = test ; IP address = 10.20.10.2 ; context = sales
No of connections: 0
Created 00:26:05, Last-used 00:25:24
User Policy Parameters
Group name = policy 1
Group Policy Parameters
url list name = “webserver”
idle timeout = 2100 sec
session timeout = Disabled
functions =
mask—urls
svc—enabled

citrix disabled

address pool name = “new”

dpd client timeout = 300 sec

dpd gateway timeout = 300 sec

keepalive interval = 30 sec

SSLVPN Full Tunnel mtu size = 1406 bytes
keep sslvpn client installed = enabled
rekey interval = 3600 sec

rekey method =

lease duration = 43200 sec

Router#show webvpn stats
User session statistics:

Active user sessions
Peak user sessions
Active user TCP conns
Session alloc failures
VPN session timeout
User cleared VPN sessions:
Exceeded total user limit:

O OO OO DN

AAA pending reqs
Peak time

Terminated user sessions :

Authentication failures
VPN idle timeout
Exceeded ctx user limit

0
00:00:52
2
1
0
0



Client process rcvd pkts :
Client process sent pkts

Client CEF received pkts :
Client CEF rcv punt pkts :

Client CEF sent pkts

Client CEF sent punt pkts:

SSLVPN appl bufs inuse
Active server TCP conns

Mangling statistics:

Relative urls

Non-http(s) absolute urls:

Interesting tags
Interesting attributes

Embedded script statement:

Inline scripts

HTML comments

HTTP/1.1 requests

GET requests

CONNECT requests
Through requests
Pipelined requests
Processed req hdr bytes
HTTP/1. 0 responses

HTML responses

XML responses

Other content type resp

Resp with encoded content:

Close after response
Processed resp hdr size
Backend https response

HTTP Authentication stats :

Successful NTLM Auth
Successful Basic Auth
Unsupported Auth

NTLM srv kp alive disabld:
Oversize NTLM Type3 cred :

Num 401 responses
Num Basic forms served
Num Basic Auth sent

CIFS statistics:
SMB related Per Context:

TCP VC' s
Active VC's
Aborted Conns

NetBIOS related Per Context:

Name Queries
NB DGM Requests
NB TCP Connect Fails

SMB related Global:

Sessions in use
Mbuf Chains in use
Active Contexts
Empty Browser List
Empty Server List
NetShareEnum Errors

HTTP related Per Context:

Requests

Request Packets RX
Response Packets TX
Active CIFS context

HTTP related Global:

Server User data

Net Handles
Authentication Fails
Timers Expired

Net Handles Pending SMB
Browse Network Ops
Browse Domain Ops
Browse Server Ops
Browse Share Ops
Browse Dir Ops

File Read Ops

File Write Ops
Folder Create Ops
File Delete Ops

File Rename Ops

URL List Access OK

Socket statistics:

Sockets in use

O OO OV OO OO OO oo

[=NeleleleBololoheol=Rol ol =il

108
589

o O O

o O

[\
g
g}
[$2]

O O O OO O oo

O O OO OO oo

(=)

o O

S O OO OO

Server process rcvd pkts
Server process sent pkts
Server CEF received pkts
Server CEF rcv punt pkts

Server CEF sent pkts

Server CEF sent punt pkts:

SSLVPN eng bufs inuse

Absolute urls
Non-standard path urls
Uninteresting tags

Uninteresting attributes :
Embedded style statement :

Inline styles
HTTP/1.0 requests
Unknown HTTP version
POST requests

Other request methods
Gateway requests

Req with header size >1K :
Processed req body bytes :

HTTP/1.1 responses
CSS responses

JS responses

Chunked encoding resp

Resp with content length :
Resp with header size >1K:
Processed resp body bytes:
Chunked encoding requests:

Failed NTLM Auth

Failed Basic Auth

Unsup Basic HTTP Method
NTLM Negotiation Error
Internal Error

Num non-401 responses
Num NTLM forms served
Num NTLM Auth sent

UDP VC’ s
Active Contexts

Name Replies
NB DGM Replies

NB Name Resolution Fails :

Mbufs in use
Active VC's

Browse Errors
NetServEnum Errors
NBNS Config Errors

Request Bytes RX
Response Bytes TX
Active Connections
Requests Dropped

CIFS User data
Active CIFS context
Operations Aborted
Pending Close

File Open Fails
Browse Network Fails
Browse Domain Fails
Browse Server Fails
Browse Share Fails
Browse Network Fails
File Read Fails

File Write Fails
Folder Create Fails
File Delete Fails
File Rename Fails
URL List Access Fails

Sock Usr Blocks in use

[=NeleleleBol=Nolel ==l RN

O O O O OO

O O OO OO oo

(=]

[=eleNeN =]

1 26286



Sock Data Buffers in use
Select timers in use
Sock Tx Blocked

Sock Rx Blocked

Sock UDP Connects
Sock Premature Close
Sock Select Timeout Errs

SO OO O OO

Port Forward statistics:
Client

proc pkts

proc bytes

cef pkts

cef bytes

oS O O O

WEBVPN Citrix statistics:

Server
Packets in : 0
Packets out : 0
Bytes in : 0
Bytes out 0

ACL statistics:
Permit web request
Permit cifs request
Permit without ACL
Permit with match ACL

o O O O

Single Sign On statistics:
Auth Requests
Successful Requests
Retranmissions
Connection Errors
Unknown Responses

O O O OO

URL-rewrite splitter statistics:
Direct access request : 0
Internal request : 0

Tunnel Statistics:

Active connections : 0
Peak connections o1
Connect succeed : 3
Reconnect succeed : 0
DPD timeout : 0
Client

in CSTP frames 132
in CSTP data : 5
in CSTP control 2 27
in CSTP bytes ;1176
out CSTP frames 4
out CSTP data : 0
out CSTP control 4
out CSTP bytes : 32

cef in CSTP data frames : 0
cef in CSTP data bytes : 0
cef out CSTP data frames : 0
cef out CSTP data bytes : 0

e {E CCP ', #E#¢ Monitoring > Security > VPN Status > SSL VPN > Users, P& aedip 43 SSL VPN Fi 5%

Sock Buf desc in use
Sock Select Timeouts
Sock Tx Unblocked
Sock Rx Unblocked
Sock UDP Disconnects
Sock Pipe Errors

Server
proc pkts
proc bytes
cef pkts
cef bytes

Client
0

0
0
0

Deny web request

Deny cifs request

Deny without match ACL
Deny with match ACL

Pending Auth Requests
Failed Requests

DNS Errors

Request Timeouts

Redirect request

Peak time
Connect failed
Reconnect failed

Server
out IP pkts

out IP bytes
in IP pkts

in IP bytes

cef out forwarded pkts
cef out forwarded bytes
cef in forwarded pkts
cef in forwarded bytes

—_ o O O oo

Do

o o oo

oS O O O

o O O O

: 00:34:51
: 0
: 0

: 805

0
0
: 0
0
0

£ VPN Status

Usor List

Digtannett

G2 Easy VPN Server
£R IKE SAs
530 S5L VPN (Al Comterts)
=38 =ales
Dsers]

bEsl 10,20 2

User Login Hame | Client IP addeess | Mumber of connettions

LasiUsed
00608

Pt fanwand name

Details about useriest

Deseription Value
SEL VPN User Name test

IP Address 10.30.40.2
Contexd sales

Mo of Connettons ]
Connection Created (o060
Lastirezed 005065
[sd={u]

Ciroup Marme palicy_1
LRL li=1name “wabeerer
lidfle Thee out 100 sae
Session Timeoul Digabled




e &Pt Monitoring > Security > VPN Status > SSL VPN > Sales, &AM HASTHFIYHET SSL VPN <ifE H.

Cinsas_____  —
Sysbem Resources

IFSec Tunnels
DMYPN Tunneis TP Usage: Mlemory Usage:
e ise ([
IKE Shs R Lt RE A D
S 5L VPN QI Corints)
[=3=]

Mo Rafrash Interal Feaktima dala ewmry 10 sec w
Users

Peak Humber of Users=2

User Session | URL Mangling | Port Forwarding - CIFS | Full Tunnel

Dhescription Value =
Active used sessions
P alk S 8T SRSEI0NS
ictive user TGP connactions

Session allog fallures
WFN Session imeaout
User tieared VPM Sessions
A, pending requests
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Error:SSLVPN Package SSL-VPN-Client :installed Error: it

W) FEEE A e SVC BRI, mIRE I LA N U4 R SSLVPN Package SSL-VPN-Client :installed Error:f#fi.
RTS8 AR T R S A A

Wl B i 2

A4 T clear fir% 5y WebVPN KHk. XXM HITEAIME R, S0 “fJ1] WebVPN Clear #id” o

AT debug @ty WebVPN SCHk. AL HITEANEE, HS MR WebVPN Debug fiv< .

ER: A debug Ar&TTRESXT Cisco Wi M MMIENT . fEH] debug dr&Ziil, W2 FdAK Debug fir4 MIHELAE L.

FHRAR B
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