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LEHFBR R () B a0 R BETE BN, fR SR EARE A H . Bl LLOE 2 Mgk BEETXT EE L MR AT 9 2% i b b 125 i R 2500 Bl i 3k
Uige, VEERAR EXEC #EU FEA] capture fvd E**Hﬂﬁﬁj@,ﬁéﬁiﬂﬁm lﬁ@‘tﬁﬁlﬁtnpvﬁ’] no BR. EAEHIEMIR, HEH
show capture name 74 . ELRHPRIRAT RIS, mﬁﬂ? copy capture fy%.

£ ASA/PIX H, ﬁ%ﬁﬁﬂ https://security appliance-ip-address/admin/capture/capture namel/pcap] #ir37 Web W% #5H 7
FEHAROHRE B WRIRE pcap MIIECHET, MSK—A libpeap KEaUMSCHE F 331 Web wIVigsH, FHnlfiH Web | Migsf
Ve S U ﬁﬂ%«l%‘éj{/*[:l*l%“ru ASCIT #%aU& %] TFTP E&%%EEP W REE BIHRCk, A A B EC L R P4 SRS it i
fitio TEETVEANE DA /SBEHI 6k, FTFEWSIX 40y PCAP M IEH TCPDUMP 5% Ethereal BHUE .

4 3.1(7) 1 3.2(2) LLRUHY FWSM fieAsth, f#ifH https://fwsm—ip—-address/capture/capture namel/pcap] #r 431t Web W%
AR B AR .

1F 3.1(7) A1 3.2(2) LAJGHY FWSM AT, &{#H https://fwsm-ip—address/capture/context name/capture name[/pcap] #v4
76 Web WY& & A HIR ARG R

fldn, w{EH Web WYERSAL NI EAE SN captest MIFIRATIHIRNZ, BN B IR T00F B i 155 KB a5 R i AR «
FRAS 3.1(7) F1 3.2(2) LAHT:

https://fwsm-ip-address/capture/captest

WA 3.1(7) 8% 3.2(2) UEFFAAER BT

https://fwsm—ip—address/capture/single vf/captest

WA 3.1(7) 8% 3.2(2) VUEFFHALAEL BT BT

https://fwsm-ip-address/capture/context name/captest

FER: A WebVPN i3k fomy 2 A v & I TERE . Rl ORAE AL R EA T WA s HE KR T o (KR RS A I R P A AR

LG 20 HRE S 7 FH T B AR SORY b B () B A A SR D RE 115 B
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FEOQ/D !
/ |:| User1
% 10.20.10.1/24

Router1 / .--- “\
FEO/ - Outside  ASA FED/2 - Inside |:|! User2

R WECESPEHN TP ik RAE Internet EANRIEEAM . XLEHIER ARSI EIAETH A RFC 1918 Hbhit.
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2.

#% Cisco ASDM 6.1 for ASA - 10.77.241.111

File  View Took | Wizards | Window  Help Lok
@m G%Cu Startup Wizard... |°Bach. E)Fuwad| ? Help
IPsec WPN Wizard, ., '
fevice tht SSL WP Wizard
% Add ﬂDelsbe ica Dashboard r&ﬁml[lasl'boad r%lrlnmﬁum
TSR High &vallzbiliey and Scalabiity Wizard..,
[ B 10.77.241.1][..._Packat Kapburs wiaerd... il
B 10.77.241.141 General | License |
Lo 77241011
Host Mame:  ciscoasa.default. domain.invalid
ASAVersion: B.0{2)  Device Uptime: Od 4h 49m 50s

ASDM Yerson: 6.1(3)
Firgwal Mods! Roubed
Totsl Flash: 64 MB

Device Type:  ASA 5510
Context Made: Single
Totsl Memary: 256 MB

BTk T QR Fras, Hdi Next:

& Capture Wizard

r . .
Packet ‘_:EDT.UIE Wizard | overview of Packet Capture (Step 1 of 6)

Use this wizard ta configure and run capkure, The wizard will run one: capbure oneach of the ingress
and egress interfaces, After capturing you can save the captures bo your PC For examination o replay
In a packet analyzer,

The wizard will guide you through the Folowing basks:

. Select aningress interface.

. Select an egress inberface,

. Set the buffer parameters,

. Run the: capbures,

. Save the captures bo your PC (optional).

B o P e

| Ingress Egrass —
| s |

STTTEE = STTTLET =

[t (5]

Bar [Ne:tﬁ
"

FEBE Orp, SR TR A EARR S50 18 Ingress interface YE24 Inside, FF4@ALELIR A EHR GLGIEA H bx
IP Miuhit, IFERTERALAIAN S (AL R T WS . Sedh, LEREZEd ASA HERAOECE CRTY (TP JEbAbiE#E B (2

DRIl T

= Capture Wizard
¥ Packet Capture Wizard

£

Ingress Traffic Selector (Step 2 of 6)
s et
T N

nside
CCLLLLT &
Siource Host Mebwork Destination HostiNetwork
1020102 | Ss.2ss2emms v 172.16.1.2 55,255.255,255 % |
Protocal:

< Back |Ne:F} Finish Cancel Hﬁ]

il Nexto



4., %E$ Egress interface 1F24 Outside, RGHEALEFA BEr 1P Huhik, FEAEPTEMHLAIANN 2 FACSRAL I HERD, 40 R FTos:

= Capture Wizard

r Packet Fﬁptul& Wizard | Egress Traffic Selector {Step 3 of 6)

Egress Interface:

_I .i . Egrass I_
outside
TTTLLIL o
| |Source HostMNetwork Destination Host/Network
172.16,1.2 255,755.255,25 | 1020102 | besmsasses v
Prococal: | The protocol and services are selected an the ingress screen,
Source Pork Services Destination Pork Services

< Back [ Nzt > || Finish Cancel Help

Hdy Nexto

5. FEFTHRHE AR R ZS [ AL SR B A O/ NI R P XK/, BRI S S i AT R SR T L T 1. BbAh, R A A X
PRI, 1LY Use circular buffer EIEHE. EAREIH, REHEHAZENX, FbREPIZEIEE.

= Capture Wizard

X

¥ Packet Capture Wizard | Buffers (Step 4 of 6)

-“ The packst size is the longest packet that the capbure can hold. We suggest using the longest size
¥ | availsble ko capture as musch information as possible, The buffier size is maxinum amount of memnary
that the capbure can use to store packets, You may chooss to use & drodlar buffer to stare packets.

‘When the circular buffer has used all of the buffer storage the capture will begin wnbing over the oldest
packets,

Packet Size: 1522 14 - 1522 bytes

Buffer Size: 524735 1534 - 33554432 bytes
[]Use crcular buffer

< Back || Nest > Finish [ Cancel [ﬁ]

Hili Next.

6. JbH DB REA ASA LRCE DIME ASA HSRFTREGR GV MAIER, EREIREAEN CEARG PR HIR 1P B3R .
Hiili Next.



= Capture Wizard [E]

¥ Packet Capture Wizard | summary (Step 5 of 6)

Traffic Seleckors
! inside |

- ! Capbure ip probocol traffic between 10,20.10,2 255,255, 255,255 and 172, 16.1.2 255,255.255.25
E access-st asdm_cap_selector_nside permit ip 10.20,10,2 255,255.255, 255 172,16, 1.2 255.255.2%
access-ist asdm_cap_sslector_jnside permit ip 172.16.1,2 255, 255,255,295 10.20,10.2 255.255.2¢

1 apply ingress caphure on the inside interface,
capture asdm_cap_inside packet-ength 1522 buffer 574758 access-list asdn_cap_selector_inside
capture asdm_cap_inside inkberface inside

| outside

| Capbure ip protocol traffic between 172,16.1.2 255,255, 255,255 and 10,20.10,2 255, 255,255,258
access-ist asdm_cap_seleckar_oukside permitip 172.16.1.2 255,295, 255.255 10.20,10.2 255,255,
access-ist asdm_cap_sslector_outside permitip 10,20.10,2 255.255,255.255 172.16,1.2 255,255,

! Apoly earess cacture on the outside interface, !l
< >

Buffer Parameters

There is one caphure buffer For ach interface., The buffer size is 524288, The buffer holds packeks
of up to 1522 bytes in size,

7. WFPIR, Hili Start JFAREGE AR

= Capture Wizard ri]
¥ Packet Capture Wizard | Run Captures (Step 6 of G)
Chick the Stark bukton o begn Caphurng,
Ingress: dmz La Metwaork Sniffer spplication
Egrass: inside Launch Metwork Sniffer Application
i ire fist i
< Dack | Hest = || Finish | [ Cancel | [ Hep |

8. MIFHILUAIR LI, WEZRNAFEING ping AL, LUELEISA H s 2 3 sh AR g ASA FiFRZE ph X Hilidk .
9. H.ii Get Capture Buffer DAEXZH ASA FIRZEyI XAk



11.

B Capture Wizard

¥ Packet Capture Wizard

)
Run Captures {Step 6 of 6)
Eart Stop ] | cetcapbwemffer |

Chick the Start bukton o begn capburing, 3

Ingress: insids | Launch Netwark snfer application |

Egress: cutside Laurich Network Sniffer Application

Save CAphUres. . | [ Jear Buffer on Device ]
<Ok | net = [ Pinh | [cancel | [ heb |

¥ Packet Capture Wizard

Run Captures {Step 6 of 6)

Stop

]

[

Gek Capbure Buffer ]

Chick the Start button to begn capburing,

Ingress: inside

Launch Network Sniffer Applcation |

1: 23:43:49.276139 10.20.10.2 > 172.16.1.2:
21 239349.276139 172.16,1.2 = 10.20.10,2:
3 23:48:49.276139 10.20.10.2 > 172.16.1.2:
4: 23:43:49.276139 172.16.1.2 » 10.20.10.2:
5: 23:43:49.276139 10.20.10.2 > 172.16.1.2:
6: 23:48:49.206133 172.16.1.2 » 10.20.10.2;
71 23:48:40.286133 10.20.10.2 > 172.16.1.2:
8: 23:48:42.206133 172.16.1.2 > 10.20.10.2:

Egrass: outside

| 1:23:48:49,276139 10.20.10.2 > 172.16.1,2:

21 23:48:49.276139 172.16.1.2 » 10.20.10.2

31 23:43149.276139 10.20,10,2 > 172.16.1.2:
4: 23:48:149.276139 172.16.1.2 > 10.20.10,2;
0: 23:48:49.276139 10.20.10.2 » 172.16.1.2:
6 23:45:49,266133 172.16.1.2 > 10.20.10.2:
7:23:48:49.206133 10.20.10.2 » 172.16.1.2:
8! 23:45:40.280133 172.16.1.2 > 10.20.10.2:

|
iy
|
T
|
|
Ty
i

|

|
i
T
Ll
T
i

H
t echo reply
1 echo request:
+ echo reply
1 echo request;
H
t echo request
+ echo reply

-1 -1 -]

0

amichiz request

acha reply

Launch Network Sniffer Application ]

i
: icrp:
P
pi
P
P
P
P

echo request
acho raply
echo request
echo reply
acho request
echi reply
wcho requesk
echo reply

E

I SaveE CAPIURES. . |[ Clear Buffer on Device ]
LAY

[Save the packets in the b

uffer. |

L

Finsh | [ cancel | [ Hep |

{E Save Captures T ", R ROAFIREE 01X I BT 75
Jo, RIEFHERDA Save ingress capture B{ Save egress captures

Ao WTRLE ASCIT 8l PCAP. R4 MR 55 i) k444 . AR



B= Save Captures

O}
() PCAP

Sawe the buffer in the specified Format ko the localhost,

I Saanress capture. ., ]

’ Save egress capbure... ]

[ Close l [ Help ]

WIRFEE peap #30, WWTLAMEH] TCPDUMP 5k Ethereal FIFF3Cff. ASCIT #% X (WaskSCAFRT LAEH] Web W Mi2s T & F o
12. W PR, 7€ Save capture file B M9, $EHEAliFR ORI SO A DR SR CAHRAA BRI B, AR5 Hi Save:

Save capture file
Save it |Lf} Capture data ﬂ & = ER-

My Recent
Documents

il

Desktop

My Network. File name: ingress ﬂ Eave |
] Cancel

Places
Save as type:

13, il SER.



= Caplure Wizard |E|

r Packet Capture Wizard | Run Captures {Step 6 of 6)

-“ Eart Stop ] [ Get Capburs Bufer ]
1 | Click the Start buttan to begn caphuring,

Ingress: insids | Launch Netwark Snfer applcation |

23:48:49.276139 10.20.10.2 » 172.16.1.2: ip: acho raquask -
234349276139 172.16,1.2 = 10.20.10.2: wmps echo reply

23:48:49.276139 10.20.10.2 > 172.16.1.2: ip: echo requesk

23:48:49.276139 172.16.1.2 > 10,2010, 2: icrap: echa raply

23:48149,276139 10.20.10.2 > 172.16.1.2: kmp: echo request

23:48:149.206133 172.16,1,2 » 10.20,10,2: icp: echo raply

23:43:409.286133 10.20,10.2 = 172.16.1.2: wmp: echo request

234349, 286133 172.16,1.2 = 10.20.10.2: icrmps scho reply \r|

[ - B S S

Egress: cutside Laurich Network Sniffer Application ]

23:43:49.276139 10.20,10.2 = 172.16.1,2: mp: echo request -~
23:48:49.275139 172.16,1,2 > 10.20,10,2: iamp: echo raply

23143409, 276139 10.20.10.2 > 172.16.1.2: cmp: echo request

23:48:149,276139 172.16,1,2 » 10.20,10,2: icrp: echo reply

23:48:49. 276139 10.20.10.2 > 172.16.1.2: imp! acho request

23:48149.286133 172.16.1,2 > 10.20.10.2: wmp: echo reply

23:48:49.286133 10.20.10,2 > 172.16.1,2: icmp: echo request

2314340286133 172.16.1.2 = 10.20.10.2: krp: echo reply w

L T o

l S&ve caphures, . ][ Cear Buffer on Device ]

c Back || Next = U@M[ﬁ]

AT 5E I T B Bl L R

fiH] CLI #E ASA/PIX g & HHE BRI i i
B CLI £ ASA/PIX R E Bk tudlizh, Wbl N %,

L M s, BCEWNMAMNSIZ D, JFE TP Mk e55 5.

2. BLEVINA£ asdm cap selector inside 1 asdm cap selector outside LAFHiZR M PN 5 WA 28 A% Sy 3 A1 50 9 28 F M B0 X 28 A%
T 2 DAY 508 TR 4% B i £ o

access—list asdm cap selector inside extended permit ip host 10.20.10.2 host 172.16.1.2
access—list asdm cap selector inside extended permit ip host 172.16. 1.2 host 10.20. 10.2
access—list asdm cap selector outside extended permit ip host 172.16. 1.2 host 10.20. 10.2
access—list asdm cap selector outside extended permit ip host 10.20.10.2 host 172.16.1.2

3. R BXEC R, M capture 2 JaslEdE OliIRHFE. capture A NAEVIMFIR % ASA BICEF I REITTICE
Ja A . EICRCE R, Hw XAh capin [PAI3R. BILgbe Bl 0, e w RS 5 g%k
asdm_cap_selector_inside VGECHIEHEM, 41T Fios:

ASA#tcapture capin interface inside access—list asdm cap selector inside

FIFEHL, 2 X4HK capout [fiZR. B RI4MHE D, Jrfewe Risk 5 U7 K asdm cap_selector outside VCAC %R
W, R ETR:

ASA#capture capout interface outside access—list asdm cap selector outside

DUE, ASA RETTARA SRR 1 (OB it o AEAE AT IRk 245 A, 3 m] 4 R BRI SR A AR IK no capture Ay

7E ASA L AE AR E

£ ASA BEek EEERRN AT

TEEEWIROEIE, EHH IR TR show capture v, LU &Hl
IREZ X N show fy2Hii: show capture capin v /"4 A capin
(REGETRZAIRY N P

ASA#tshow capture capin

20 packets captured
1: 01:49:24. 087474 10.20.10.2 > 172.16.1.2: icmp: echo request
2: 01:49:24. 087474 172.16.1.2 > 10.20.10.2: icmp: echo reply




3: 01:49:24. 087474 10.20.10.2 > 172.16.1.2: icmp: echo request
4: 01:49:24. 087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
5: 01:49:24. 087474 10.20.10.2 > 172.16.1.2: icmp: echo request
6: 01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
7: 01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
8: 01:49:24. 087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
9: 01:49:24. 087474 10.20.10.2 > 172.16.1.2: icmp: echo request
10: 01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
11: 01:49:26.247042 172.16.1.2 > 10.20.10.2: icmp: echo request
12: 01:49:26.247042 10.20.10.2 > 172.16.1.2: icmp: echo reply
13: 01:49:26.247042 172.16.1.2 > 10.20.10.2: icmp: echo request
14: 01:49:26.247042 10.20.10.2 > 172.16.1.2: icmp: echo reply
15: 01:49:26. 257051 172.16.1.2 > 10.20.10.2: icmp: echo request
16: 01:49:26. 257051 10.20.10.2 > 172.16.1.2: icmp: echo reply
17: 01:49:26. 257051 172.16.1.2 > 10.20.10.2: icmp: echo request
18: 01:49:26. 257051 10.20.10.2 > 172.16.1.2: icmp: echo reply
19: 01:49:26. 257051 172.16.1.2 > 10.20.10.2: icmp: echo request
20: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply

20 packets shown
ASA#

show capture capout 14 /R4 capout FIFHIRGEM X A2

ASA#show capture capout
20 packets captured

1: 01:49:24. 087474 10.20.10.2 > 172.16.1.2: icmp: echo request
2: 01:49:24. 087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
3: 01:49:24. 087474 10.20.10.2 > 172.16.1.2: icmp: echo request
4: 01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
5: 01:49:24. 087474 10.20.10.2 > 172.16.1.2: icmp: echo request
6: 01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
7: 01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
8: 01:49:24. 087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
9: 01:49:24. 087474 10.20.10.2 > 172.16.1.2: icmp: echo request
10: 01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
11: 01:49:26.247042 172.16.1.2 > 10.20.10.2: icmp: echo request
12: 01:49:26.247042 10.20.10.2 > 172.16.1.2: icmp: echo reply
13: 01:49:26.247042 172.16.1.2 > 10.20.10.2: icmp: echo request
14: 01:49:26.247042 10.20.10.2 > 172.16.1.2: icmp: echo reply
15: 01:49:26. 257051 172.16.1.2 > 10.20.10.2: icmp: echo request
16: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply
17: 01:49:26. 257051 172.16.1.2 > 10.20.10.2: icmp: echo request
18: 01:49:26. 257051 10.20.10.2 > 172.16.1.2: icmp: echo reply
19: 01:49:26. 257051 172.16.1.2 > 10.20.10.2: icmp: echo request
20: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply

20 packets shown
ASA#

FHRAF B
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