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C:\Program Files\Cisco\Cisco AnyConnect VPN Client> vpncli.exe state

Cisco AnyConnect VPN Client (version 2.5.0193) beta.

Copyright (c) 2004 - 2010 Cisco Systems, Inc. All Rights Reserved.
>> state: Connected

>> state: Connected

>> registered with local VPN subsystem

>> state: Connected
>> state: Connected

Q. TPHBHLSACE|AnyConnect 5 P 3 i) LA AZAH [F] % %5 1w PCH LIV B 4R TPl kL 2

A ANfE. ASA (HIBETR) 20 HC BB IPHLIE R PTG JH 7 o A FRE I TP, R i it Pl B T, ASANS i 2L
T AR R SAE R 45 o T AN P 488 e 15 T AN 3 vl SEEL D o

Q. AnyConnect &5 ZFIPHVFZ 7 i 2
A . JFA S AnyConnectiRAS2. 4, ‘& JEFIPERE it "B AEASABE SR RIWFIPYFRIIE A T 250 VFAIIE (BEANASA) $R 4L
of AR R RISREC T # AnyConnect FIPHEZASRAC . 22 [P TP 22 4 PE 76 31 () AnyConnec t A Hi S WS AR T Aif S5 £ 41 1)
1%‘)%\0

Q. AnyConnect VPNZ )i 15 2 F5 4 EIDNSTHBE 2

A JE. FFEGHIRCARS. 0. 4235,  AnyConnect SZHFWindows FiMacHL#% 1 EC [ 73 RIDNSTh . Z7% (1) 3 FIDNS T e 4 s Ak 1 fift 5
VRN S

Q. BT IR i (K P AN T A 43 1128 T AnyConnect BE 1E #1247 ?

A. AnyConnect 3.0, X8 18 RVFH:

TLS (SSL) - TCP 443

SSL Redirection - TCP 80 (optional)

DTLS - UDP 443 (optional but HIGHLY recommended)

IPsec/IKEv2 - UDP 500, UDP 4500 (and the client services port used for SSL)

Legacy IPsec IKEvl - ESP mode - UDP 500, Protocol 50
IPsec/NAT-T - UDP 500, UDP 4500

IPsec/TCP - TCP XXX  (admin definable)

IPsec/UDP - UDP 500, UDP XXX (admin definable)

AT LA, SFAnyConnect VPN i ) 145 )5 o
Q. 4@t HDAPHR S, MAnyConnect%d )" ik, ANFHCSDSCFER, Jf H.CSDLEASAJE H?

A. 4CSDAAnyConnect V& IS AN nT A, {HJECSDAEASAJE A, AnyConnectAT——4% “CSDF##” o 4CSDFFEK AT,
AnyConnec t# 15 iX L6DAP J& 4 :

endpoint. os. version = "Mac0S” | “Palm Web0S” | “Linux” | “Pocket PC” |
“Apple Plugin” | “Unknown”
endpoint. feature = “failure”

SRR AT R iPadMITPHITER S .« BRSNS JiafTWebOSINBE sk i, HlUn % ERTHSHLPre.
“Linux” AL inux AR RLinuxRAE 57 5l 5 (G100 g i) o “ 5 BRI 9Windows B LL /R BE#&-4R
o “Mac0S” KApple MACKL AR o “ARAN” APTAH HE B &Y.

B, EIPHLIEZ P i fFIDAP traceff R by B
DAP_TRACE: dap add to lua tree:endpoint[”application”]
[“clienttype”]="AnyConnect”

DAP TRACE: dap add csd data to lua:endpoint.feature="failure”
DAP TRACE: dap add csd data to lua:endpoint.os. version="Apple Plugin”

T0S B (IDAP J& PEAE—LEASARRCA T el Pl . &5, WA TAE, W#RIEAIESI/ECisco Bug ID CSCtj46900 (R
VM) F )

Q. {EFHR AT T0STE AL A KRR U2 (A, By CELED) F T A2 figAnyConnec t B3 (11 JH F 45 F . VPN
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Q. 1ENLZE N FJAnyConnect & 75 S 7 VPN 48 i Th e 2
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