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ASDM 2515

1. Hii Configuration, #RJ5Hit; Remote Access VPN,
. JBJT Certificate Management, #RXJFi%E#¢ Identity Certificates.
3. Bl Add, #RJ5Hd Add a new identity certificate HAIEFZ4.

4. Hif New,
5. {F Add Key Pair XfiGHEPHiii Enter new key pair name FRIEFZAL.

6. AT THRIRZE YIS 2K
Ao Z sslvpnkeypairs

7. H.ili Generate Now.
8. 7E Add Identity Certificate XJiEHEH, HfTRBT % 1% XS Ab Tk HPARES o

9. X+ Certificate Subject DN, iEHIAMTIERER] VPN &8 O REH4 (FQDN) .

CN=sslvpn. cisco. com
10. Bl Advanced, #RJG#E Certificate Subject DN “FEt+#u Af# 1 FQDN.

{540, FQDN:sslvpn. cisco. com
11. Hii Ok.

12. k" Generate Self Signed Certificate HikHE, X5 Add Certificate.
13. il Ok.
14. ¥ Configuration, #XJ5iid7 Remote Access VPN,

15. FEJF Advanced, ZRJFi%E#¢ SSL Settings.
16. ff Certificates XK, EFEIGHTZHE: SSL VPN M0 (D , ARJEHd Edit,

17. 1F Certificate FHuFEH, HHLFATARMN AZLIES.
18. i 0K, #RJ5 ¥ Apply.

fir 24T 7

ciscoasa

ciscoasa(config)#crypto key generate rsa label sslvpnkeypair
INFO: The name for the keys will be: sslvpnkeypair
Keypair generation process begin. Please wait...

|—— Generate an RSA key for the certificate. (The name should be unique.
|—— For example, sslvpnkeypair.)



ciscoasa(config)#crypto ca trustpoint localtrust

|-— Create a trustpoint for the self-issued certificate.
ciscoasa(config-ca—trustpoint)#enrollment self
ciscoasa(config-ca-trustpoint)#fqdn sslvpn. cisco. com

ciscoasa(config-ca—trustpoint)#subject—name CN=sslvpn. cisco. com

|-—— The fully qualified domain name is used for both fqdn and CN
!=——= The name should resolve to the ASA outside interface IP address.

ciscoasa(config-ca—trustpoint)#keypair sslvpnkeypair

!——— The RSA key is assigned to the trustpoint for certificate creation.
ciscoasa(config-ca—trustpoint)#crypto ca enroll localtrust noconfirm

% The fully—qualified domain name in the certificate will be: sslvpn.cisco.com

ciscoasa(config)# ssl trust—point localtrust outside

|-—— Assign the trustpoint to be used for SSL connections on the outside interface.

B 2. FEIFFRI SSL VPN %) i AR
ASCAYEFH /& AnyConnect SSL 2.0 % /3. #EATLALE Cisco f?“#?%kﬂlﬁé’fcﬂxi‘zg)ﬂﬁﬁ%o oF T R A PRI (A R g
T, BMRERGATFE MM AnyConnect BME. HRIFELN{EE, 1ES R Cisco AnyConnect 2.0 RATHRAFRE.
FREL AnyConnect /U5, 1H5EHLA T PE:

ASDM 5 3%

1. ¥ Configuration, #RJ5#iili Remote Access VPN,
2. FEJF Network (Client) Access, #RJ5iREJF Advanced.
3. JBJF SSL VPN, RJ51E# Client Settings.
4. {F SSL VPN Client Images X1, #il; Add, #5855 Upload.
5. WIWIFHER] AnyConnect 75 )7 Uiy NECE| 1AL E
6. EFESCHF, SRJEHd Upload File.
— B P RS, BOEIRCRNTE BRSSO Bk BB N A
7. Hi Ok
B 5 o IR —N 0 HE, ZESRIEHIA S B2 R EI WG HA/E 4T SSL VPN & s g .
8. i Ok

9. il OK, #RJ5H.d5 Apply.
10, EFXFEAR F AR 2 THEE RS AnyConnect F2/7E R AT 5 (1K LD,

i ATl

ciscoasa

ciscoasa(config)#tcopy tftp://192.168.50.5/anyconnect-win—2. 0. 0343-k9. pkg flash
Address or name of remote host [192.168.50.5]?

Source filename [anyconnect-win—2.0.0343-k9. pkg]?

Destination filename [anyconnect-win—2.0.0343-k9. pkg]?

Accessing tftp://192. 168. 50. 5/anyconnect-win—2. 0. 0343-k9. pkg. .. !!!111nnt

Writing file disk0:/anyconnect-win-2.0.0343-k9. pkg. .
SRR RN RN E RN RN R RN R RN RN RN R RN R R R RN R R R R R R RN RN R R R R R R R RN R RN

2635734 bytes copied in 4.480 secs (658933 bytes/sec)
!—— AnyConnect image is downloaded to ASA via TFTP.

ciscoasa(config)#webvpn
ciscoasa(config-webvpn)#sve image diskO:/anyconnect-win—2.0.0343-k9. pkg 1

!—— Specify the AnyConnect image to be downloaded by users. The image that is

!——— downloaded the most should have the lowest number. This image uses 1 for the
!—— AnyConnect Windows image

S 3. JAH Anyconnect il



ARV AnyConnect %)7VumiZE4E%] ASA, BAIHEL I SSL VPN R0 BRIVl o ASZRBIME A4 1 2 1F AnyConnect %
¥

ASDM 518
1. Hii Configuration, #RJ5 it Remote Access VPN,
2. J&JF Network (Client) Access, #R/Fi%## SSL VPN Connection Profiles.

3. %" Enable Cisco AnyConnect VPN Client EiLAE.
MBI Allow Access HIEME, SRf5Hd5 Apply.

b

i ATl

ciscoasa

ciscoasa(config) #webvpn
ciscoasa (config-webvpn)#enable outside
ciscoasa(config-webvpn)#svc enable

!——— Enable AnyConnect to be downloaded to remote computers.

DYR 4. GIEDHTI AL S

2SR ] T4 e 2 P e e I A Y T8 P i (A S 8. ARG 44 SSLClientPolicy R4 SN .
ASDM 4%

1. i Configuration, #&J5H¥.ili Remote Access VPN,

2. J&JT Network (Client) Access, #RJGikFt Group Policies,

ki Add.
4, 1EFE General, #RJ57t Name FBtHi A SSLClientPolicy.

w

5. ik Address Pools Inherit HikHE.
6. Hili Select, #RJEHid; Add.

BER L Add TP Pool XJiHHE.
7. FEMZAYETARAMA K 1P B N B S kit .

AR X A A -

o #H¥R: SSLClientPool
o B4R TP Muhik: 192.168.25.1
o Ending IP Address: 192.168.25.50
o TMHERD: 255, 255. 255. 0
8. H.ii Ok.

9. EPEHAE bR, AR5 HdE Assigne
10. Hf OK, ZRJ5¥Hi More Options.
11. HUE#EH Tunneling Protocols Inherit HiLfE,

12. & SSL VPN Client,
13. HELAERPIERE Servers,

14. HUEZES DNS Servers Inherit HiEHE, SR)5Hi A AnyConnect %) 'ul{#FHHI TS DNS Hk4s#sf) IP Hudik.
AoIAE R 192. 168. 50. 5,

15. il More Options.

16. HUiikrh Default Domain Inherit &iEAE.

17. BN A0k, 61, tsweb. local.
18. Hiili 0K, #AJ5 5 Applys

i ATl

ciscoasa

ciscoasa(config)#ip local pool SSLClientPool 192.168.25.1-192. 168. 25. 50 mask 255.255.255.0



!——— Define the IP pool. The IP pool should be a range of IP addresses
!— not already in use on the internal network

ciscoasa(config)#group—policy SSLCLientPolicy internal
ciscoasa(config)#tgroup—policy SSLCLientPolicy attributes
ciscoasa(config—group—policy)#dns—server value 192.168.50.5
|-—— Specify the internal DNS server to be used
ciscoasa(config-group—policy)#vpn—tunnel-protocol svc

!—— Specify VPN tunnel protocol to be used by the Group Policy.
ciscoasa(config—group—policy)#default-domain value tsweb. local
!—— Define the default domain assigned to VPN users

ciscoasa(config-group—policy)#address—pools value SSLClientPool

!-—— Assign the IP pool created to the SSLClientPolicy group policy.

BCE VPN JERRVT A 51 RS TT 1650

JA FZE TG, #Ks AAVE SSL/IPsec &g FF45 11 Vi Il 1) 4

ASDM 25 IR

1. Hili Configuration, #RJ5f.ii Remote Access VPN,
2. JBJIT Network (Client) Access, #XJGEJF Advanced.
3. FEJT SSL VPN, #Rj5i%#¢ Bypass Interface Access List.
4. Faff Enable inbound SSL VPN and IPSEC Sessions to bypass interface access lists HIEMHEANTIEFRDS, KRG8
Apply.
AT

ciscoasa

ciscoasa(config)#sysopt connection permit-vpn

!—— Enable interface access—list bypass for VPN connections.
!—— This example uses the vpn—filter command for access control.

ciscoasa(config-group—policy)#

U 6. G AnyConnect 25 Il #22 I I B E i SC A S T 24
HRER] ASA W, VPN % i 0% B B G B S bR A . BRI T e R 2R VPN & (Wl IPsec L2L. IPsec FEVS
)\ Jo% F1 SSLOMIZE i SSL) WML,
ASDM 3%
1. Hii Configuration, #XJ5Hiis Remote Access VPN,
. J&JF Network (Client) Access, #RJ5J#JT SSL VPN,
3. 1EFE Connection Profiles, #RJ5Hiid; Add.
4. HFE Basic, REHIALLMA:

o %&Mk: SSLClientProfile
° QﬁiE: jiﬂﬁ

o BRIAZ ZEME :SSLClientPolicy
5. Ffif# SSL VPN Client Protocol EiEHEANFEHIRE.

6. {EAGEHTEIF Advanced, 2RJEEFEE SSL VPN,
7. {£ Connection Aliases R Add, SR/FHIAF P AT LUK VPN ERRECBIMIAZFR. #l41, SSLVPNClient.
8. iy OK, AREHIIPE 0K,

9. fF ASDM 7 HIJE#E, % Allow user to select connection, identified by alias in the table above at login page &
EHE, SRJE 5l Apply.

i ATl



ciscoasa
ciscoasa(config)#tunnel-group SSLClientProfile type remote—access
!——— Define tunnel group to be used for VPN remote access connections.
ciscoasa(config)#tunnel-group SSLClientProfile general-attributes
ciscoasa(config—tunnel-general) #default—group—policy SSLCLientPolicy
ciscoasa(config—tunnel-general) #tunnel-group SSLClientProfile webvpn-attributes
ciscoasa (config—tunnel-webvpn) #group—alias SSLVPNClient enable

|-— Assign alias for tunnel group.

ciscoasa(config—tunnel-webvpn) #webvpn
ciscoasa(config-webvpn)#tunnel-group—list enable

|—— Enable alias/tunnel group selection for SSL VPN connections.

S 7. BE AnyConnect 27Ul NAT Hafg

T AV SSLOVPN 2 ui iy i) (AR TP Huhlokyell, #ANECE NAT Hff. ZEA/RHIF, SSL VPN %7 umd s i a6 1P
192. 168. 50. 5.

W WRAJEH] Nat—control, WIALHATHAER. fHH] show run nat-control A @REATHIE. ZEE ASDM HEATHRAE, iFH
ili Configuration, Miili Firewall, #RJ5i%E#¢ Nat Rules. HIMf Enable traffic through the firewall without address
translation EIEAECIE, WA LAk 0B,

ASDM %
1. Hidi Configuration, #RJ5H.idi Firewall.

2. %&# Nat Rules, RJ5H.lF Add.
3. &FF Add NAT Exempt Rule, ZRJ5HIALLFH:

o

Bl Hhs
Berl: A

o

KU 192. 168. 50. 5

o

HitHh: 192. 168. 25.0/24

o

o NAT Exempt Direction: NAT Exempt outbound traffic from interface ’inside’ to lower security interfaces
(Default)

4. i OK, #RJEHd Apply.

i ATl

ciscoasa

ciscoasa(config)#access—1list no nat extended permit
ip host 192.168.50.5 192. 168. 25. 0 255. 255. 255. 0

!—— Define access list to be used for NAT exemption
ciscoasa(config)#nat (inside) 0 access—list no nat

I-—— Allow external connections to untranslated internal
|—— addresses defined by access lisy no nat.

ciscoasa(config)#

R 8. K IS IR A B A

TR A B I0AE CBRIAETID , IR DAZAE A 2 vh @ H P A a4, DMEITH 2 5055000,
ASDM 518
1. Hii Configuration, #RJ5Hii; Remote Access VPN,

2. FEJT AAA Setup, RJGEHE Local Users.
3. i Add, REEIALLTE:



o M4 : matthewp

o M. p@sswlrd

o BN : p@sswOrd
4. 1EPE No ASDM, SSH, Telnet or Console Access HiE 4.
5. Hili 0K, #RJ5H.d: Apply.
6. MFIHAMHFF, BHEEIPE, RENT Save,

AT
ciscoasa

ciscoasa(config)#username matthewp password p@sswOrd
ciscoasa(config) #username matthewp attributes
ciscoasa(config-username) #service—type remote—access

!——— Assign user remote access only. No SSH, Telnet, ASDM access allowed.
ciscoasa(config-username)#write memory

!——— Save the configuration.

% Uk

1 H B4 AT LLGAIE SSL VPN i B S 15 %1
f/] AnyConnect 7% )7 ¥ri%4E8] ASA

BPAE PC L% o, ARIGEERE]) ASA AN, BRHTE Web HUBLESHIA ASA [¥) https A1 FQDN/IP Hdt. WAL Web
WUHE, H IR SAERIE RIS A B

BAIF SSL VPN % /i

f§iF] show vpn—sessiondb svc 2B UFEREM SSL VPN %7 ¥ o

ciscoasa (config-group—policy)#show vpn-sessiondb svc

Session Type: SVC

Username : matthewp Index : 6

Assigned TP : 192.168.25.1 Public TP 0 172.18.12. 111
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 35466 Bytes Rx : 27543

Group Policy : SSLClientPolicy Tunnel Group : SSLClientProfile
Login Time : 20:06:59 UTC Tue Oct 16 2007

Duration : 0h:00m:12s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

ciscoasa(config-group—policy)#

vpn-sessiondb logoff name username 42 7 CAARHEH 7 LR85 H . Wigrns, HHPKWE] Administrator Reset VHE.

ciscoasa(config) #vpn—sessiondb logoff name matthewp
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name “matthewp” logged off : 1

ciscoasa(config)#

% AnyConnect 2.0 &JumMITEM SR, W2 Cisco AnyConnect VPN P B138TT .

HEBR W

AR A A A BT T e B A T W R B

s HERR A A (ATIE)

Ak R NPREMA D (0IT) ZFHes show yd. R OIT W &EX show &% 9T .



WiE: UH debug fyZ A, {EZ[A K Debug fir S HIHEEFR.
o debug webvpn svc 255 — E/sEi#ET WebVPN i%EJ:3) SSL VPN &) umAHo< debug JH B

RCINIK AnyConnect B3k

ciscoasa(config)#debug webvpn sve 255
INFO: debug webvpn svc enabled at level 255.
ciscoasa(config) #ATTR FILTER ID: Name:

SSLVPNClientAccess

, Id: 1, refent: 1

webvpn rx data tunnel connect

CSTP state = HEADER PROCESSING

http parse cstp method()

...input: ~CONNECT /CSCOSSLC/tunnel HTTP/1.1
webvpn cstp parse request field()

...input: 'Host: 10.10.1.5 -

!=—— Qutside TP of ASA

Processing CSTP header line: 'Host: 10.10.1.5

webvpn cstp parse request field()

...1input: 'User—Agent: Cisco AnyConnect VPN Client 2, 0, 0343’
!=— AnyConnect Version

Processing CSTP header line: ’User—Agent: Cisco AnyConnect
VPN Client 2, 0, 0343

Setting user—agent to: ' Cisco AnyConnect VPN Client 2, 0, 0343’

webvpn cstp parse request field()

...input: ’Cookie: webvpn=3338474156@28672@1192565782@EFB9042D72C
63CE02164F790435897AC72EE70AE’

Processing CSTP header line: ’Cookie: webvpn=3338474156@28672@119
2565782@EFB9042D72C63CE02164F790435897ACT2EETOAE’

Found WebVPN cookie: *webvpn=3338474156@28672@1192565782@EFBI042D72C
63CE02164F790435897ACT2EE70AE’

WebVPN Cookie: *webvpn=3338474156@28672@1192565782@EFB9042D72C63CE02
164F790435897ACT2EETOAE’

IPADDR: 3338474156’ , INDEX: 28672’ , LOGIN: ’ 1192565782’

webvpn cstp parse request field()

...input: ~X-CSTP-Version: 1’

Processing CSTP header line: ’X-CSTP-Version: 1’

Setting version to ' 1

webvpn cstp parse request field()

...input: ’X-CSTP-Hostname: wkstationl’ -

!—— Client desktop hostname

Processing CSTP header line: ’X-CSTP-Hostname: wkstationl’
Setting hostname to: ’wkstationl’
webvpn_cstp parse request field()
...input: X-CSTP-Accept-Encoding: deflate;q=1.0’
Processing CSTP header line: ’X-CSTP-Accept—Encoding: deflate;q=1.0’
webvpn cstp parse request field()
...input: ’X-CSTP-MTU: 1206’
Processing CSTP header line: ’X-CSTP-MTU: 1206
webvpn cstp parse request field()
...input: ’X-CSTP-Address-Type: IPv4’
Processing CSTP header line: ’X-CSTP-Address—Type: IPv4’
webvpn cstp parse request field()
...input: ’X-DTLS-Master—Secret: 72B8AD72F327059AE22CBB451CB0948AFBE9S8296FD849
49EB6CAEDC203865C76BDBD634845FA89634C668A67152ABB51’
Processing CSTP header line: ’X-DTLS-Master—Secret: 72B8AD72F327059AE22CBB451C
B0948AFBE98296FD84949EB6CAEDC203865C76BDBD634845FA89634C668A67152ABB51’
webvpn cstp parse request field()
...input: ’X-DTLS-CipherSuite: AES256—-SHA:AES128-SHA:DES-CBC3-SHA:DES—-CBC-SHA’
Processing CSTP header line: ’X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:
DES-CBC3-SHA : DES-CBC-SHA’
Validating address: 0.0.0.0
CSTP state = WAIT FOR ADDRESS
webvpn cstp accept address: 192.168. 25. 1/255. 255. 255.0 —
!-—— 1P assigned from IP Pool

CSTP state = HAVE ADDRESS

SVC: NP setup

np_svc_create session(0x7000, 0xD41612C8, TRUE)
webvpn_sve_np_setup

SVC ACL Name: NULL

SVC ACL ID: -1

SVC ACL ID: -1

vpn put uauth success!

SVC TPv6 ACL Name: NULL

SVC TPv6 ACL ID: -1



SVC: adding to sessmgmt

SVC: Sending response

Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

webvpn rx data cstp

webvpn rx data cstp: got internal message

Unable to initiate NAC, NAC might not be enabled or invalid policy

JIMP) AnyConnect Bk (|5 104

webvpn_portal. c:ewaFormSubmit webvpn login[1808]
ewaFormSubmit webvpn login: tgCookie = 0
ewaFormSubmit webvpn login: cookie = d53d2990
ewaFormSubmit_webvpn login: tgCookieSet = 0
ewaFormSubmit webvpn login: tgroup = NULL

webvpn portal. c:http webvpn kill cookie[627]
webvpn_auth. c:http _webvpn pre authentication[1905]
WebVPN: calling AAA with ewsContext (-717386088) and nh (-717388536) !
WebVPN: started user authentication...
webvpn_auth. c:webvpn aaa callback[4380]

WebVPN: AAA status = (REJECT)

webvpn portal. c:ewaFormSubmit webvpn login[1808]
ewaFormSubmit webvpn login: tgCookie = 0
ewaFormSubmit webvpn login: cookie = d53d2990
ewaFormSubmit_webvpn_login: tgCookieSet = 0
ewaFormSubmit webvpn login: tgroup = NULL
webvpn_auth. c:http webvpn post authentication[1180]
WebVPN: user: (matthewp) rejected.

http remove auth handle(): handle 9 not found!
webvpn portal. c:ewaFormServe webvpn login[1749]
webvpn _portal. c:http webvpn kill cookie[627]
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