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WLC GUI

EE F Configurations > Layer2 > VLAN > Click + Add > VLAN ID "Custom VLAN ID" > Name
"Custom Name" > State ACTIVATED > ARP Broadcast ENABLED , Il T~ BFffRo

VLANEL &

WLC CLI

WLC#

WLC#config t
WLC(config)#vlan [VLAN ID]
WLC(config-vlan)#name [WORD]
WLC(config-vlan)#exit

WLC(config)#vlan configuration [VLAN ID]
WLC(config-vlan-config)#arp broadcast
WLC(config-vlan-config)#end

WLC#
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B ¥ F Configurations > Tags & Profile > Policy > Click + Add > General > WLAN Switching Policy
> Central Switching ENABLED > Central Authentication ENABLED > Central DHCP
ENABLED , 21 FEFf R

KEEEE

BB F Access Policies > VLAN > VLAN/VLAN Group > Configure VLAN > Click Apply to
Device , I BIFfRo

WLC CLI

WLC#

WLC#config t

WLC(config)#wireless profile policy [WORD]
WLC(config-wireless-policy)#shutdown



WLC(config-wireless-policy)#passive-client
WLC(config-wireless-policy)#no ip mac-binding
WLC(config-wireless-policy)#central switching
WLC(config-wireless-policy)#central dchp
WLC(config-wireless-policy)#central authentication
WLC(config-wireless-policy)#vlan [WORD | VLAN ID]
WLC(config-wireless-policy)#no shutdown
WLC(config-wireless-policy)#end

WLC#
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WLANSLE1T802.1X & 11 B & o

E ¥ F Configurations > Tags & Profile > WLAN > Click + Add > General > Profile Name "Custom



Name" > SSID "Custom Name" > WLAN ID* "Custom Name" > Status ENABLED > Click Apply to
Device , I BIFfRo

Add WLAN

WLANE &

B ¥ F Security > Layer2 > PSK "check box" > PSK Format ASCII > PSK Type Unencrypted > Pre-
Shared Key* "Custom Key" > Click Update & Apply to Device , 21T BFfRo
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WLANEL &

WLC CLI

WLC#

WLC#config t

WLC(config)#wlan [WORD] [WLAN Identifier]
WLC(config-wlan)#shutdown



WLC(config-wlan)#security wpa akm psk
WLC(config-wlan)#no security wpa akm dotlx
WLC(config-wlan)#security wpa psk set-key ascii [WORD]
WLC(config-wlan)#no shutdown

WLC(config-wlan)#end

WLC#
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Effi B Configurations > Tags & Profile > TAG > Click + Add > Name "Custom Name" > WLAN-
POLICY Maps:>#&— T+ Add > WLAN Profile* "Select Custom WLAN" > Policy Profile* "Select
Custom Policy" > Click the "blue check box" > Click Apply to Device , #1F EBIFf7Ro
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WLC CLI

WLC#

WLC#config t

WLC(config)#wireless tag policy [WORD]
WLC(config-policy-tag)#wlan [WORD] policy [WORD]
WLC(config-policy-tag)#end

WLC#
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ew Help
admin@timpadilLubunku: ~ >

bdmin@timpadilLubuntu:~5 ifconfig
np@s3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet [192.168.166.111 netmask 255.255.255.0 broadcast 192.168.1
H6.255
ineté feB0::a00:27ff:febd:cb3c prefixlen 64 scopeid 0x20<link>
ether 08:00:27:bd:cb:3c| txqueuelen 1000 (Ethernet)
RX packets 7880 bytes 573918 (573.9 KB)
RX errors @ dropped @ overruns O frame @
TX packets 398 bytes 32329 (32.3 KB)
TX errors @ dropped @ overruns @ carrier @ collisions ©

o: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 166 bytes 15376 (15.3 KB)
RX errors © dropped @ overruns @ frame @
TX packets 166 bytes 15376 (15.3 KB)
TX errors @ dropped O overruns © carrier @ collisions ©

BE , EVME TSI EH#ITping B R REBR AEM.

admin@timpadilLubuntu: ~
File Actions Edit WView Help
admin@timpadilLubuntu: ~

admin@timpadilLubuntu:~$ [ping 192.168.166.1

.168.166.1 (192.168.166.1) 56(84) bytes of data.

from 192.168.166.1: icmp_seq=1 ttl=64 time=175 ms
from 192.168.166.1: icmp seg=2 ttl=64 time=3.32 ms
from 192.168.166.1: icmp_seq=3 ttl=64 time=28.6 ms
from 192.168.166.1: icmp_seq=4 ttl=64 time=29.8 ms
from 192.168.166.1: icmp_seq=5 ttl=64 time=67.7 ms
from 192.168.166.1: icmp_seq=6 ttl=64 time=21.3 ms
from 192.168.166.1: icmp_seq=7 ttl=64 time=17.3 ms
from 192.168.166.1: icmp_seq=8 ttl=64 time=4.52
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EfiFIHost VM laptop CLI ( E#VMEERERKCLI ) , AEHTifconfig /alliiH o

BEED IS @oan by & aE|H
%% Command Prompt

Description - altek RTLB851BE WiFi 6 802.1lax PCIe Adapter #5
Physical Address. . . . . . . . . -UB-A1-52-A6~5F

DHCP Enabled.

Autoconfiguration Enabled . . . .

lireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Description

Physical Address

DHCP Enabled.

Autoconfiguration En

Link-local IPv6 Addr e e e F:86F:b9cc:b8Ua%l(Preferred)
IPvil Ad : 3 66.108(Preferred)

Subnet

: 6U.102.
171.76.16
NetBIOS over Tcpip : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State . . . . : Media disconnected

Connection-specific

Description : Bluetooth Device (Personal Area Network)
Physical Ad UB-A1-52-A6-60

DHCP Enabled.

Autoconfiguration Enabled . . . .

WLCHEER

WLC CLI

WLC#

WLC#show wireless profile policy detailed [WORD]
WLC#show wireless tag policy detailed [WORD]
WLC#show wlan name [WORD]

WLC#show vlan

WLC#show platform software arp broadcast

WLC#
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IP#h 31k 192.168.166.108 FIMACH#E 3t dcdb.a152.a65f 0 Bl id THMVMERR R B, X EIENE , &
9800 WLC F E X EEFEIVMAFHIPFIMACHIE, B2 | BBEEFLANIEISE FHTERaHE
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B & EMonitoring > Wireless > Clients , 1 N BFiR, ZERETR , THVMELZRERKAIIPFIMACIH,
HE7£Cisco 9800 WLC GUIHEMI AT B

stleili:  Cisco Catalyst 9800-CL Wireless Controller wecorarct | % % A B O W@ O q WFectuck| [~ @
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WLCEF & imEs s
WLCH S HEE
£ 45| B 7R9800 WLC LMY H B FEELRRE,

E B ZTroubleshooting > Packet Capture > Click + Add > Capture Name* "Create Custom Name"
> Filter* "any" > Buffer Size* "100" > Available "Select Interface" > Click Apply to Device , 21T &
Fli7Ro

WLCEH S HEENAERE

WLC CLI

WLC#
WLC#monitor capture [WORD] interface [Interface] [Interface Number] both
WLC#monitor capture [WORD] buffer size 100



WLC#monitor capture [WORD] match any

WLC#monitor capture [WORD] start

WLC#monitor capture [WORD] stop

WLC#monitor capture [WORD] export flash:[Name.pcap]
WLC#no monitor capture [WORD]

WLC# copy flash:<Name.pcap> tftp://<IP ADD>/<Name.pcap>
WLC#

Wireshark & £l 2 # &

FEWireshark & #I 2 HEH , VM P11 192.168.166.11 1B ABICMPFER MR ib st bk
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a
dm:® imEaean
A lcmp (5] |+
o Time Dstination Address Protoel  Soruce Port  Dest Rort [Resol Length MAC SRC MECOST 021t o BOL11 T Rate Metwork
+ [[w mame Tow Saek [ 76 Stroniiewss_311 861~ Wware_Biseice Hcho (ping) request doeande. 192, 168, 16,1
. 53 ;905360 1o i4r 241 160 \seare B4iSeice Eigtrosheth 53ip6 Echo (ping) reply  Jg-Sbd, 193,168 368, 11)
B4 H025/162 10w 5348 5347 176 Wlatronlimes 5106 Whaare_Bd:Seice Echo (ping) request Sdedb 192,168 144.1
5 205/162 10w 5347 5248 165 Veare B4iSeice Wistronieseh 5k1a6. Echo (ping) reply  ddedoedd. 192,168,166,
% D025/162 1o - 7 a-eve. 192,168,166,
o Mat/se == Time Source Address D:E{Iha{loﬂ Address ey 183, 360,148
118 P25/162 109 192,168.166.111 192,168,166.1 LT 192168166
339 DRI 1o fre 192,168,364,
127 M2S/162 e ] ddeddd 192. 168, 166,
138 D2%/162 10 —= = - - e I 192,168,164
149 05/162 1105100.924909 1% 5248 5347 176 Wistronlewes 521261 Veare_BdiSerce Echo (ping) request  ddedoedd. 192,160 166,
150 FIS/I6E 1135 0IEME e s247 5248 168 Ve B4Seice trotierh 53w Echo (ping) reply  dd-mube. 192,168,166,
182 MIS/162 F1:35: 0. 903041 1cee 5348 57 1% stronbiewes $3iaki Wiare BiSeice Kcho (ping) request ddededd. 192. 168,164,
193 MOS/162 311353198501 109 5247 S8 e \Skare BAiSerce Wistrosliesh_52ta6 Echo (ping) reply  ddediedd 192,168,166,
206 DIS/L62 1o 5248 5247 176 Wistrontment 536 Wasre_iditeice Echo (ping) request ddededd. 192,168,364,
07 MI5162 o 347 348 168 e 541510 i stroaeseh_S2:a6. Echo (ping) reply  dde-dba.
I BI8/16 e 5348 5347 176 Wlstrenbeweh 52:08: Waire B8:5eice Echo (piag) riquidt Sdeabd
12 HI%/162 10 5247 5248 165 VPhare BaiSeice Wistronlieseh 52706 fcho (ping) reply  ddedoedd.
245 PIS/I62 1113513503509 e S48 s247 176 Wlstrontioes 52105 are_4:3eice Echo (ping) request  dd-gedd
244 TIN/L6D T1:35:95. 000985 1o 5247 5148 168 Veare BAiSeice troliewets 52 ok Kcho (ping) reply  ddedbd.
261 MOS/162 1111510604899 109 5248 sM7 176 Wistronlewes 521361 VWeare_B415eice Echo (ping) request ddedebd.
262 DOISIL6D 45355 4040093 e 5247 5248 16 Echo (ping) reply  Ade@ubd.
275 MIS/162 T1105107.08TH92 o S368 347 176 Echo (ping) request ddededi..
I FIS/IED 11115070872 1w 5347 538 16 . Echs (piag) riply  Sd-mpd
196 DIN16D T1:35:00.095988 10 sae8 507 176 Wistronbeweb 521067 Waare_BdiSeice Kcho (ping) request ddededd.
7 DIS/16D T1:35: 1. 405HEE 192. 109 iy s P i mateat Easns Biho fniami casio diseps
» frame &8z 176 Bytes on wire (1408 bits), 176 bytes captured (1588 bits) Receiver address: Cisco_6a:11:80 (f@:d8:05:6a:11:80) o af ) ) E
» Ethermet I1, Seci Cisco_oe138:112 (884fifSrcerSEif2), Dst: Clsco 3ar2ecff (sbile:nd:| ITransmitter address: WistronNeweb_52:a6:5f (dc:4b:al:52:a6:5f) ;; - 4 ;; o weex
» Internet Protocol Version 4, Snc: 68,176,120, Dst: 192.163.268.00 5 . . . . . e L, . *
+ User Datagras Pratocol, Sec Port: S48, Dit Ports 5247 Destination address: VMware_84:5e:ce (8@:58:56:84:5e:ce) q? 3 : a e
) Comtral and Provisisning of Wireless Aceess Poists = Data Source address: WistronNeweb 52:a6:5f (dc:4b:al:52:a6:5f) g ol i Tt
~ TEEE 802.11 G5 Bata, Flagsi ... T r—— e ————— s PP,
Type/Ssbtype: QoS Data (Bxpozs) 08 00 58 15 00 02 00 82 LR B
Frame Control Pield: GudlEE|Suasped) <8 74 0% 03 53 53 B3 B8 w1 -}
L & slcroseconds 18 19 1a ib 1c 14 de 3f 5 2 27 “apu
T 2829 2 36 2 M e M 5 % 7

10188 (T0:dB:05:
ettt

#0840 » Frageent musber: §

* Sequence musbers 16

Qo Contral: @udol
> Legheel-iiok Contral
5 Intermet Probocol Version 4, Srer 153.168.186.111, Dst: 193.168.166.1
) Intermet Comtral Message Pretocsl
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