REEHBFREWLC LRV IBS

k
W
i

2205 1 AR R
=6 2. iﬁ':F' /ﬁﬁqﬂﬁCA 5%

=0 3. 88 BFIRCATBRE
=H 4.8 }ﬁﬁ CARH

A
ISRl

AR BT ARL AN HIE(WLC) |55 7 55 = 75 8 B 7 R M0 P B,
AR

BREBEBEMUT EE

o MEIREE AR HIBE(WLC)
- NEASMERLEE (PKI)
« X.5098F

BRA T
AN AHHEARRIBA T B ANE LR

- 3504 WLC ( 818#k%78.10.105.0 )

- ARG H5 T EMNOpenSSL 1.0.2p

« Windows 10E i

- RESAEBEREREEBMUBCANIERE  TE=EFE (HE, bE. R)
- BEAEREQBAHETFTP)RAMRES , AREREH,

ANHHEARBBEBEERETREANKEMEL. XHPEAINAMBERERRERER (HK
) BVHERERRE) . MREHPEEREFT | FRARECHEAETAESTRERNTE,



BREMN

EAIreOS WLC L |, B AL 48 A A WebAuthfMWebAdminfI E =5 BF . TEE , WLCHIEHR
—{BPEM(Privacy Enhanced Mai) &L IER , HP I EEPWAMEES , —EIRCARES NS
- BERUBANFEEARKEEESE=HBHHNCSR , WiglHENBE THIIWLCH,

ANEFEFAELFARTRERNRERER , UREBELFZNRADRINBRE R, AXEPEA

#9 38 &8 H 2k B debug transfer all enableFldebug pm pki enable ( EWLC ERAA ) » EATFTPE
HREER

5E R R AR

RO BBEBLRMBERNBRE T ERSUIBRHEBR

<ffroot>

*TransferTask: Apr 21 03:51:20.737:

Add I D Cert:

Adding certificate & private key using password checkl123

*TransferTask: Apr 21 03:51:20.737:

Add Cert to I D Table:

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Apr
Apr
Apr
Apr
Apr
Apr

21
21
21
21
21
21

Add Cert to I D Table:

*TransferTask:

Apr

Decode PEM Private

Addi ng certificate (nane: bsnSsl WbauthCert) to ID table using password check123

03:
03:
03:
03:
03:
03:

51:
51:
51:
51:
51:
51:

Decod

20
20
20
20
20
20

ng

.737: Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
.737: Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
.737: Decode & Verify PEM Cert: Cert/Key Length 6276 & VERIFY

.741: Decode & Verify PEM Cert: X509 Cert Verification return code: 1
.741: Decode & Verify PEM Cert: X509 Cert Verification result text: ok
.741:

PEM encoded Private Key using password check123

21 03:51:20.799:

Key: Error reading Private Key from PEM encoded PKCS12 bundl e using password check12:

*TransferTask: Apr 21 03:51:20.799: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
*TransferTask: Apr 21 03:51:20.799: Add WebAuth Cert: Error adding ID cert
*TransferTask: Apr 21 03:51:20.799:

RESULT_STRI NG

Error installing certificate

BARFR  BMREHERNEE  LEWLCAT MU HBELETRE,
=Pl 2. 58P R B FRCATE

<tfroot>


https://www.cisco.com/c/zh_tw/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Apr
Apr
Apr
Apr
Apr
Apr
Apr

21
21
21
21
21
21
21

04:
04:
04:
04:
04:
04:
04:

34:
34:
34:
34:
34:
34:
34:

Decode & Verify PEM Cert:

*TransferTask: Apr 21 04:

Decode & Verify PEM Cert:

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Apr
Apr
Apr
Apr

21 04:
21 04:
21 04:
21 04:

34:43.321:

43.
43.
43.
43.
43.
43.
43.

319:
319:
319:
319:
319:
321:
321:

Add ID Cert: Adding certificate & private key using password Ciscol
Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 4840 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 0

X509 Cert Verification result text: unable to get |ocal issuer certificate

Error in X509 Cert Verification at O depth: unable to get local issuer certifi

34:43.321:
34:43.321:
34:43.321:
34:43.321:

Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
Add WebAuth Cert: Error adding ID cert

RESULT_STRING: Error installing certificate.

fERA R : BREWLCER DM IssuerfIX509v3 Authority Key Identifiertlfi , LB EHBBIEMN
CAR®E. MEFECARERHCARMY , AL B ITARRE. 78l , FOEWCAREREBE,

ttOpenSSLESATANRESEBRENUATFHHEEN

<#root>

>

openssl x509
wlc.crt

-text -noout

Certificate:
Data:

-in

Version: 3 (0x2)

Serial Number:

50:93:16:83:04:d5:6b:db:26:7c:3a:13:f3:95:32:7e
Signature Algorithm: sha256WithRSAEncryption

| ssuer: C=US, O=TAC Lab, CN=Wreless TAC Lab Sub CA

Validity

Not Before: Apr 21 03:08:05 2020 GMT
Not After : Apr 21 03:08:05 2021 GMT
Subject: C=US, O=TAC Lab, CN=guest.wirelesslab.local

X509v3 extensions:

X509v3 Authority Key ldentifier:



keyi d: 27: 69: 2E: C3: 2F: 20: 5B: 07: 14: 80: E1: 86: 36: 7B: EQ: 92: 08: 4C: 88: 12

<#root>

>

openssl x509 -in
int-ca.crt

-text -noout

Certificate:

Data:

Version: 3 (0x2)

Serial Number:
dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:97
Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, O=TAC Lab, CN=Wireless TAC Lab Root CA
Validity

Not Before: Apr 21 02:51:03 2020 GMT

Not After : Apr 19 02:51:03 2030 GMT

Subj ect: C=US, O=TAC Lab, CN=Wreless TAC Lab Sub CA

X509v3 Subject Key ldentifier:

27:69: 2E: C3: 2F: 20: 5B: 07: 14: 80: E1: 86: 36: 7B: EO: 92: 08: 4C. 88: 12

HE , WREERWindows , FRAFERH.cEIER , AREM T URRELFME

%II

o

WLCE* :



a  Certificate
General Detals  Certfication Path

Shiowi= 'a::.ll:- "

Wireless TAC Lab Sub CA, TA...
.. Valid from Monday, Aprl 20, 2020 10:08:...
- vald to Tuesday, Aprl 20, X021 10:04...
| Gt el wiraksoglah sl TAFS I o

'EtItFrnp-rIHm | Copy to Fie. ..




a | Certificate

General Detals Cartification Path

Shiow: . <al> '--'.
Fraded . T "
| Viakd o Tussday, April 20, 2021 10:08..
' puest. wirshessab local, TACL...
RSA (2048 Bits)

0% 00
Chent Authentication (1.3.6. L...
1 driart W e sifume & T THR AT TN I T ARE T
€ »

Hnm'l'zmmmlmmxmwmn' |

EdtPropertes... | | CopytoFie...

FREICARE :



a Certificate
General Detals Certification Path

Show: .{H:- |

Field Value
Thursday, Apri 18, 2030 9:51...

Wiredess TAC Lab Sub CA, TA...
RSA (2048 Bits)

-------

:Iﬁ.ﬂr: key parameters 0500
{31 Authority Key Identifier KeyIDmchabffoca7d4ac3dbTca. ..
{1 |Enhanced Key Usage Chent Authentication (1.3.6.1....
[i1 Subject Key Identifier 27692ec32F205b071480e 1863. ..
mﬂ.ﬁ-rﬂ#ﬂnh tii'n'illril'l'urul-':i'.i Bath | annt

= Wireless TAC Lab Sub CA

= TAC Lab

= US




r
a  Certificate

General Detals Certification Path

Show: | <All> o

Fiald Value

| Ivald to Thursday, April 18, 2030 9:51...

| subject Wireless TAC Lab Sub CA, TA...

| |Public key RSA (2048 Bits)

| |Public key parameters 05 00

51 Authority Key Identifier KeyID=chabffécaTd4c3Tca. .

i) Enhanced Key Usage Chent Authentication (1.3.6. 1....
Cubject Key Identifier 27692ec32f 205607 1480e 1863. ..

U Bmgir e b adn e 2 ihiart Tvna="4 Dath | snnt

IE?E'EI:{E!I’EDE:D?I% 18636 7be092084c8812 |

EditProperties... | Copy b Fie..

AMBPRECARRER  FHELBEREYENRE,
=4 3. ERRBRCABH



<tfroot>

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Decode & Verify PEM Cert:

*TransferTask: Apr 21 04:

Decode & Verify PEM Cert:

*TransferTask: Apr 21 04:
*TransferTask: Apr 21 04:

Apr
Apr
Apr
Apr
Apr
Apr
Apr

21
21
21
21
21
21
21

04:
04:
04:
04:
04:
04:
04:

28:
28:
28:
28:
28:
28:
28:

09.
09.
09.
09.
09.
09.
09.

X509

28:

09.

643:
643:
643:
643:
643:
645:
645:

Cert

645:

Add ID Cert: Adding certificate & private key using password Ciscol
Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 4929 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 0

Verification result text: unable to get issuer certificate

Error in X509 Cert Verification at 1 depth: unable to get issuer certificate

28:09.646: Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
28:09.646: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC

FERAR  LWRGIBERFI2FBL , BERSHHSRFMERZE (RBCA) RNTPERE. EPRECARE
£ F#11TIssuerf1X509v3 Authority Key Identifierifi i B2 5% LABR AR CARS | A LUBREAERIAIER .

ttOpenSSLESAANRESEBRENUATFHFHEEN

<tfroot>

>

openssl x509 -in

int-ca.crt

-text -noout

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:97
Signature Algorithm: sha256WithRSAEncryption

| ssuer: C=US, O=TAC Lab, CN=Wrel ess TAC Lab Root CA

Validity

Not Before: Apr 21 02:51:03 2020 GMT
Not After : Apr 19 02:51:03 2030 GMT
Subject: C=US, O=TAC Lab, CN=Wireless TAC Lab Sub CA

X509v3 extensions:

X509v3 Aut hority Key ldentifier:

keyi d: CB: A6: FF: 6C: A7: D4: C3: 4B: 7C: A3: A9: A3: 14: C3: 90: 8D: 9B: 04: AO: 32



<#root>

>

openssl x509 -in
root-ca.crt

-text -noout

Certificate:

Data:

Version: 3 (0x2)

Serial Number:
dl:ec:26:0e:be:fl:aa:65:7b:4a:8f:c7:d5:7f:a4:96
Signature Algorithm: sha256WithRSAEncryption

| ssuer: C=US, O=TAC Lab, CN=Wreless TAC Lab Root CA

Validity
Not Before: Apr 21 02:40:24 2020 GMT
Not After : Apr 19 02:40:24 2030 GMT

Subj ect: C=US, O=TAC Lab, CN=Wrel ess TAC Lab Root CA

X509v3 Subj ect Key ldentifier:

CB: A6: FF: 6C. A7: D4: C3: 4B: 7C. A3: A9: A3: 14: C3: 90: 8D: 9B: 04: A0: 32

FREICARE



s  Certificate

General Details Certification Path

Show '-s.u} o
Faeld Value
| version V3

|| serial number 00d 1ec260ebef 13865 7b4asc. ..
| |signature algorithm sha2S6RSA

| _|signature hash algorithm ~ sha256
=
o
fr=s]

B _'_ = - = ' = B e -
yireless AL Lab Hoot LA, TA.,

| Vahd from Monday, April 20, 2020 9:51:0...
Vahd to Thursday, April 18, 2030 9:51...
LT Wiralace TAC labh Sidv "8 TA




a  Certificate

General Detals  Certification Path

Show .1:.“} '-.-'.
Field value ~
[ Ivakd to Thursday, Aprd 18, 2030 9:51...
| subject Wireless TAC Lab Sub CA, TA...
|| Public key RSA (2048 Bits)
|| Public key parameters 0500
|Enhanced Key Usage Chent Authentication (1.3.6. 1....
|Subject Key Identifier 276926 32f205b07 1480 1863. ..
L e 1 e b e e ﬁh‘hﬂ"l"l'ﬂﬂ Dl | et v
hymﬁﬁsmmat?mamnmn I
| EditProperties... | | Copy toFle...
[ o

BCARE :



a  Certificate

General Detals  Certificaton Path

Show:  <All> w
Field Value A
| Serial number 00d 1ec260ebef Laas5Th4asfc. ..
| | signature algorithm sha2S5RSA
| Signature hash algorithm sha2s6
| 1ssuer Wireless TAC Lab Root CA, TA...
| Ivahd from Monday, April 20, 2020 9:40:2...
| lvahd to Thursday, April 18, 2030 9:40...
: Wireless TAC Lab Root CA, TA...
By i by DaA 4R Rite) bl
= Wireless TAC Lab Root CA
= TAC Lab
=Us

EditProperties... | Copy to Fie...




Wirsless TAC Lab BEoot CA. TA. ..
Monday, April 20, 2020 9:40:2...
Thursday, April 18, 2030 9:40...

Wireless TAC Lab Root CA, TA...
BEA AR Rite)

iy

CN = Wireless TAC Lab Root CA
0 =TAC Lab

| EditPropertes.. | Copy toFie...




a  Certificate b4

General Detals Certification Path

Show: |<All> W
Fied Value e
" lssuer Wireless TAC Lab Root CA, TA...
| |vald from Manday, April 20, 2020 9:40:2...
| valid to Thursday, Apeil 18, 2030 9:40...
| |Subject Wireless TAC Lab Root CA, TA...
| |Public key RSA (2048 Bits)
' |Public key parameters 05 00
chatffecaddc3dbTca3a%all...
L Basic Frnetrants G dyiart Tunas™8 Dathlannt

chabffbca7d4c34b Tcala9a3 14c3908d9% 048032

Edit Properties... | Copy to Fle...

HMARCARER (HERENERENERE )  HEGEERIERRE,

i ANEERAZEEREE (RE, PECATIRCA) K EREERNER, WRERESIR




2EHECARENER. EKRIBCARE2H , TUMERLATRFHNE—HER,

=P 4. BFIRBCARE

<tfroot>

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Decode & Verify PEM Cert:

*TransferTask: Apr 21 04:
*TransferTask: Apr 21 04:
*TransferTask: Apr 21 04:

Apr
Apr
Apr
Apr
Apr
Apr
Apr

21
21
21
21
21
21
21

04:
04:
04:
04:
04:
04:
04:

56:
56:
56:
56:
56:
56:
56:

50.
50.
50.
50.
50.
50.
50.

272:
272:
272:
272:
272:
273:
273:

Error in

56:50.274:
56:50.274:
56:50.274:

Add ID Cert: Adding certificate & private key using password Ciscol
Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 3493 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 0

X509 Cert Verification at 0 depth: unable to get local issuer certifi

Add Cert to ID Table: Error decoding (verify: YES) PEM certificate
Add WebAuth Cert: Error adding ID cert
RESULT_STRING: Error installing certificate.

BRFR  MRABRPRTWILCEEZNARBHARES , RESERERRY , RERER, T
EXAmERRTRABZERETRE, WHURRREHI2MRHI35 848 F R RE B ZARCAR BBk

, RERMEEHENRREERLE,

EVE N |

<#froot>

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Retrieve CSR Key:

21
21
21
21
21
21
21
21
21
21

can

*TransferTask: Apr 21

Add Cert to ID Table:

*TransferTask: Apr 21
*TransferTask: Apr 21
*TransferTask: Apr 21

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

34.
34.
34.
34.
34.
34.
34.
34.
34.
34.

764:
764:
764:
764:
764:
764:
767:
767:
768:
768:

Add WebAuth Cert: Adding certificate & private key using password
Add ID Cert: Adding certificate & private key using password

Add Cert to ID Table: Adding certificate (name: bsnSsTWebauthCert)
Add Cert to ID Table: Decoding PEM-encoded Certificate (verify: YES
Decode & Verify PEM Cert: Cert/Key Length was 0, so taking string 1
Decode & Verify PEM Cert: Cert/Key Length 3918 & VERIFY

Decode & Verify PEM Cert: X509 Cert Verification return code: 1
Decode & Verify PEM Cert: X509 Cert Verification result text: ok
Add Cert to ID Table: Decoding PEM-encoded Private Key using passwo

t open private key file for ssl cert.

05:02:34.768:

No Private Key

05:02:34.768: Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
05:02:34.768: Add WebAuth Cert: Error adding ID cert
05:02:34.768: RESULT_STRING: Error installing certificate.
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https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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