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* Iphone5s , 10.2

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BERESRERE) . MREHBEEET , FRACREEMES IRERNEE,

BREMN

Bonjourt# € & —BApple [REZI[IHE , ©EAMBBEEE RKMDNS)RECHREH AR L
HEEMRE. BonjourtiE AR BREBEES MR EH, SEEHNESEEIEZIBonjourtB itk
ipv4 224.0.0.251 (ipv6 FFO2 : : FB), It EEUDP#5353 k& FAmDNS,

Bonjourt# E £ A #Y ith tit 2 7S ith $ERR AR #E it | RS RS E T AR 2%, HREFRRB(TTL)EE
A1, BESELCEHEERBREEARE. EEREMBERKRMEIR (BEXRE )
Bonjour® Fim ( FFRIRK ) XEER—FB+P. SEEHTEXRMLEBE,

AT HRILEE , BRERLANZE ISR (WLC)E1EABonjourEiE, WLCEEBonjourfR¥ , fEFR/E
BIREUE LEBonjourE S ( AirPlay, AirPrint% ) . 570 , Apple TVHIBonjour® Fik7EE R/FER R
KIFEE, B , REENEFHHATMMIATRN FRH,

A

AxX ;&

wRgE &

WLC Mgmt IP 10.48.39.142,
vlan 1

Client, vlan 232 H
CAFWAP Tunnel

AP 192.168.231.105
Apple TV, vlan 239 vlan 231

FHRARNERIMR



#Cisco WLC EIETMDNSHEEHTHEE AL R, ELSRRAPWMT -

FR1E

IR

P\

EWLC L2 BEAFAmMDNSH

=

R

MRERZEEIYBFIMDNSERER ( WER ) , W.CEERELERERE.

Query LSS
Service Name Service String Status Status Origin
AirPrint _ipp._tcp.local. v ALL v &
AirTunes _raop._tcp.local. ALL v | 2
AppleTv _airplay._tcp.local. L ALL v 2
HP Photosmart Printer 1 _universal._sub._ipp._tcp.local. L4 ALL v | &
HP Photosmart Printer 2 _cups._sub._ipp._tcp.local. L4 AlLL v | &
Printer _printer._tcp.local. v ALL v | &3

BEEREHE —EHBEBNREFS. REFRARSREIRLREEHMETE, REENBK
BERBEEBNBE. I, e —BRSEFRBIBBIFR. AppleTVARIEEA

: _airplay._tcp.local,

E£RMAMDNSE , 2SSt HER (EENDENE ) MEEER LNFEREKMDNSE
#1EI1%£%F)224.0.0.251,
&

I

FEWLCR S ERER LR |, $380. 81F82E RWLCHEAEERIRIP (10.48.39.142) M &
T ( 192.168.232.11F1192.168.239.8 ) , EBE R [E224.0.0. 251X EH , MTEFI R

83 15:24:18.208051 18.48.39.142 224.9.8.251 MDNS

(A |mdns

Mo. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info
80 15:24:18.206675 19.48.39.142 224.8.9.251 MDNS 216 Standard query 8x@ee@ ANY _:
81 15:24:18.207818 192.168.232.11 224.8.8.251 MDNS 216 Standard query 8xeeee ANY _:
82 15:24:18.287663 192.168.239.8 224.0.9.251 MDNS 216 Standard query @x8gee ANY _:

Standard query 8x0888 ANY

Frame 8@: 216 bytes on wire (1728 bits),
Ethernet II, Src: Cisco_b9:62:68 (@@:a2:
Internet Protocol Version 4, Src: 10.48.
User Datagram Protocol, Src Port: 5353,

216 bytes captured (1728 bits) on interface @
89:b9:62:608), Dst: IPvdmcast_fb (©1:08:5e:00:00:fb)
39.142, Dst: 224.6.6.251
Dst Port: 5353

Multicast Domain Name System (query)

Packet 3B RWLCEBEREIXEN, AMENTEREEENEE224.0.0.251WWLCEM. H
REtEARBBERETH , HitcapwapHESEMBERIH  MARIPHARARERFIP , B
B Ky ith 2 #H$EIP 239.100.100.100 , MEFf o

Standard query 8x8088 ANY _ipp._ tcp.local, "QU" qug

83 16:24:18.208051 18.48.35.142 224.8.8.251 MONS

Frame 83: 292 bytes on wire (2336 bits), 292 bytes captured (2336 bits) on interface @
Ethernet II, Src: Cisco_b9:62:64 (@0:32:89:b9:62:64), Dst: IPvamcast_64:64:64 (@1:80:5e:64:64:64)
Internet Protocol Version 4, Src: 18.48.39.142, Dst: 239.108.188.188
User Datagram Protocol, 5rc Port: 5247, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
IEEE 802.11 Data, Flags: ......F.
Logical-Link Control
> Internet Protocol Version 4, Src: 18.48.39.142, Dst: 224.8.€.251
User Datagram Protocel, Src Pert: 5353, Dst Port: 5353
» Multicast Domain Name System (query)

I | LAEEIP 239.100.100.100% AT 2K ? FEWLC L , 7 HN2E(AP)4E B = (controller >

general) 5% & B4 4 i 1t 5239.100.100.100 ( N | 239 E R Mip ) » APHIALLAEIEE YL



BET. WLCHKEHRER A , APERERLEBL/MREE, #15239.100.100.100 ( EFT2HF
W EREET—ERIPEEN ) AHBREWLCHAPZ BicapwapiREH , |MEFFIHET
BAEANEARE (ETURERRBREBEMINsERD ) , MEFT.

llllallll Saye Configuration
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Genera
Henexal Name AKS_WLC
Icons -
802.3x Flow Contral Made Disabled v
Inventory
LAG Mode on next reboot Disabled v (LAG Mode is currently disabled).
Interfaces
Broadcast Forwarding Disabled ¥
Interface Groups
= AP Multicast Mode 4 Multicast ¥ | 239.100.100.100 Multicast Group Address
Multicast
b Internal DHCP Server AP IPv6 Multicast Mode 4 Multicast * ||:: IPvE Multicast Group Address
b Mobility Management AR Fallback Enabled v
CAPWAF Preferred Mode ipvs ¥

Ports

sEaciE , EUERER , WLCRVLAN 1H112504 , APRVLAN 231, HREENRFEHvian®
, BEER/BRLEMVIan 1230 AAREEH , EXRFREER T,

N B NEEAE L AAWCHAPEEVIANBREERS  HAPEEBER S AR T AEE,
mtuath: eSS AR SR B RSB S EAP, ISR REESE
 FREEA,

ItHEREMERNTNFMER , MEFR.

[ [mdns

[ No. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info

| 808 15:24:18.206675 10.48.39.142 224.0.9.251 MDNS 216 Standard query 8x8@ee ANY
81 15:24:18.287018 192.168.232.11 224.8.8.251 MDNS 216 Standard query 8x8888 ANY
82 15:24:18.287663 192.168.239.8 224.8.8.251 MDNS 216 Standard query ©x8eee ANY
83 15:24:18.208051 10.48.39.142 224.9.9.251 MDNS 292 Standard query ©x@200 ANY

» User Datagram Protocol, Src Port: 5247, Dst Port: 5247
> Control And Provisioning of Wireless Access Points - Data
» IEEE 882.11 Data, Flags: ......F.
> Logical-Link Control
> Internet Protocol Version 4, Src: 10.48.39.142, Dst: 224.0.8.251
> User Datagram Protocol, Src Port: 5353, Dst Port: 5353
~ Multicast Domain Name System (query)
Transaction ID: @xeeee
» Flags: ex@48e Standard query
Questions: 6
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
_ipp._tcp.local: type ANY, class IN, "QU" question
_raop._tcp.local: type ANY, class IN, "QU" question
_airplay._tcp.local: type ANY, class IN, "QU" question
> _universal._sub._ipp._tcp.local: type ANY, class IN, “QU" question
_cups._sub._ipp._tcp.local: type ANY, class IN, “QU" guestion
_printer._tcp.local: type ANY, class IN, "QU" question

AR AREFEPREINANEEE. £EE€ , ABHFRRABEFIREEENHEHNEM,

<{froot>



(Cisco Controller) >

debug ndns all enable

Cisco Controller) >*emWeb: Feb 22 16:24:18.203: bgSetBonjourAccessPolicy :1192 Bonjour AccessPolicy sta
*emWeb: Feb 22 16:24:18.203: bgSetBonjourQueryInterval :1359

Bonj our query interval is already configured for requested value = 15

*Bonjour_Process_Task: Feb 22 16:24:18.215: bonjourProcessTask :

220 Processi ng nessage type = BONJOUR_AGGREGATED QUERY

*Bonjour_Process_Task: Feb 22 16:24:18.215: sendBonjourPkt : 3881 sendBonjourPkt msg-type = BONJOUR_AGG
*Bonjour_Process_Task: Feb 22 16:24:18.216: Send to Wired, All vlan is TRUE

*Bonjour_Process_Task: Feb 22 16:24:18.216: sendBonjourPacketToWired : 3652 sending aggregated query on
*Bonjour_Process_Task: Feb 22 16:24:18.216: buildBonjourPacket : 2916 Preparing for 12 Multicast send
*Bonjour_Process_Task: Feb 22 16:24:18.216: buildBonjourPacket : 2936 allVlan = 0 ,

vianld = 0

*Bonjour_Process_Task: Feb 22 16:24:18.216: buildBonjourPacket : 2948 simInterfaceMacAddrGet(

managenent

) = 00:A2:89:B9:62:60

*Bonjour_Process_Task: Feb 22 16:24:18.216: Inside buildBonjourAggregatedQuery, available Ten = 1458
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : 7339 Sending mDNS AGGREGATED q
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 1 ] Including SRV = AirPrint
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 2 ] Including SRV = AirTunes

*Bonj our _Process_Task: Feb 22 16:24:18.216: fill BonjourAggregatedQuery : [ 3 ] Including SRV = Appl eTV

*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 4 ] Including SRV = HP_Photo
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 5 ] Including SRV = HP_Photo
*Bonjour_Process_Task: Feb 22 16:24:18.216: fillBonjourAggregatedQuery : [ 6 ] Including SRV = Printer
*Bonjour_Process_Task: Feb 22 16:24:18.216: -——--——--——————————— -~
*Bonjour_Process_Task: Feb 22 16:24:18.216

fill Bonjour Aggr egat edQuery : PACKET-1 nDNS- QUERY sent for [ 6 ] services

*Bonj our _Process_Task: Feb 22 16:24:18.216: fill BonjourAggregatedQuery : nDNS- QUERY sent for all service

*Bonjour_Process_Task: Feb 22 16:24:18.216: -—-—---—-—-=-------—-—-———-ommm oo
*Bonjour_Process_Task: Feb 22 16:24:18.216: buildBonjourPacket : 3054 BONJOUR_AGGREGATED_QUERY: buildBo

*Bonj our _Process_Task: Feb 22 16:24:18.216: buil dBonj our Packet MCAST-DST-1P ADDR = 224.0.0. 251

S BB 2. WLCHREBonjourfR#% ( Apple TVES )

FEREREH | Apple TV (192.168.239.37)[[1224.0.0.2518% @, EBEAHF FApple TVRELF
B, FRAE A A E ZEBcapwapBEiE W ES . WLCEXER| —/XmDNSERKEE , BRIERE
BTTL , BEEF Akeepalive S HEITHE | MEIFTR.



Mo. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info
9363 15:22 -388333 192.168.239, 224.8.8.251 MDNS Standard query response exeeee TXT,
9364 15:22:92.389688 fe80::18c1:887.. ffe2::fb MDNS 1456 Standard query response @xeeee TXT, cache
9369 15:22:02.402261 192.168.239.8 224.0.8.251 MDNS 714 Standard query response @xeee@ PTR, cache
9371 15:22:02.486054 192.168.239.8 224.98.9.251 MDNS 7a7 Standard query response @xeeé@ PTR, cache

16039 15:22:03.390977 192.168.239.37 224.0.0.25 MONS Standard query response @x@@e@ TXT, cache

10043 15:22:03.391354 fe80::10c1:887.. ffo2::fb MONS 1456 Standard query response @xedee TXT, cache

> Frame 9363: 1436 bytes on wire (11488 bits), 1436 bytes captured (11488 bits) on interface @
Ethernet II, Src: Cisco_5f:f7:ca (@@:14:f1:5f:f7:ca), Dst: Cisco_b9:62:60 (89:a2:89:b9:62:68)
Internet Protocol Version 4, Src: 192.168.231.185, Dst: 16.48.39.142
» User Datagram Protocol, Src Port: 24585, Dst Port: 5247
» Control And Provisioning of Wireless Access Points - Data
IEEE 8@2.11 Data, Flags: ....... T
Logical-Link Control
Internet Protocol Version 4, Src: 192.168.239.37, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (response)

Apple TVH F¥HH € FE 0 B T 7R o

[A]mdns

No. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info
9363 15:22:02.388333 192.168.239.37 224.8.0.251 MDNS 1436 Standard query response @x@ee@ TXT, cache f1
9364 15:22:02.389688 fe88::16c1:887.. ffe2::fb MDNS 1456 Standard query response @xeeee@ TXT, cache fl
9369 15:22:02.402261 192.168.239.8 224.8.9.251 MDNS 714 Standard query response ©xeeed@ PTR, cache fl
9371 15: . 486854 192.1658.235.8 MDNS 787 Standard query response @x8088 PTR,

22: 224.8.0.251
:22:083.396977 192.168. .37 224.8.8.251 MDNS Standard query response 8x@888 TXT, cache
10043 15:22:03.391354 feB80: :10c1:887.. ffO2::fb MDNS 1456 Standard query response @x€ee@ TXT, cache fl
[Request In: 9327]
[Time: ©.@48960800 seconds]
Transaction ID: @xeees
» Flags: ©x848@ Standard query response, No error
Questions: @
Answer RRs: 21
Autherity RRs: @
Additional RRs: 8
v Answers
» 70-35-68-63.1 Wireless Team (4)._sleep-proxy._udp.local: type TXT, class IN, cache flush
» _services._dns-sd._udp.local: type PTR, class IN, _sleep-proxy._udp.local
+ _sleep-proxy._udp.local: type PTR, class IN, 78-35-68-63.1 Wireless Team (4)._sleep-proxy._udp.local
78-35-68-63.1 Wireless Team (4)._sleep-proxy._udp.local: type SRV, class IN, cache flush, priority @, weight 8, port 53184, target Wirel
» Wireless Team (4)._airplay._tcp.local: type TAT, class IN, cache flush
» _services. dns-sd._udp.local: type PTR, class IN, _airplay._tep.local
> _airplay._tep.lecal: type PTR, class IN, Wireless Team (4)._airplay._tecp.lecal
> Wireless Team (4)._device-info._tcp.local: type TXT, class IN
18EE6911DC61@EWireless Team._raop._tcp.local: type TXT, class IN, cache flush

iEERABERApple TVEEBWLCHER, EIEESE=T , Apple TVEIEE T21IERKE , HHP R
Airplay AR 7 2% Sl

<#root>
*Bonjour_Msg_Task: Feb 23 16:22:02.372:

18: ee: 69: 11:dc: 60

Parsi ng 21 Bonjour Answers.

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1562 aStringNameStr = Wireless Team (4
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1579 RR: Wireless Team (4)._airplay._t
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1581 aStringNameStr : Wireless Team (4

Bonj our _Msg_Task: Feb 23 16:22:02.374: Found Service Nane: _airplay. _tcp.local., Service Provider Nane:W

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgServiceAllowedInMsalDb : 181 srv_str = _airplay._tcp.local. t
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgServiceAllowedInMsalDb : 195 Incoming Service Advertisement s



*Bonj our _Msg_Task: Feb 23 16:22:02.374: Service-Name = Appl eTV Service-String = _airplay._tcp.local. Tyg

<<< Airplay service registered in WLC DB >>

*Bonjour_Msg_Task: Feb 23 16:22:02.374: Service Name:_airplay._tcp.local. is supported in Master-servic
*Bonjour_Msg_Task: Feb 23 16:22:02.374: aDatalen: 2, aSrPtrRecord.aSrvProName.size: 39
*Bonjour_Msg_Task: Feb 23 16:22:02.374: Updating updateBonjourSrPtrDb:

*Bonjour_Msg_Task: Feb 23 16:22:02.374: aType: 12, aClass: 1, aTTL: 4500, aDatalen: 2, ptr: 0x327a9d93,

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : .. < SP-SR_PTR PKT >...

*Bonj our _Msg_Task: Feb 23 16:22:02. 374: bgProcessServi ceAdvRsp : SERVICE NAME ......... = Appl
*Bonj our _Msg_Task: Feb 23 16:22: 02. 374: bgProcessServi ceAdvRsp : SERVICE STRING ....... = _air
*Bonj our _Msg_Task: Feb 23 16:22: 02. 374: bgProcessServi ceAdvRsp : SERVI CE PROVIDER . .. .. = Wre
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : aTTL ................. = 450

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1546 msg : 0x327a9bda, ptr : 0x327a9d9

SR 3WLCHEBEEF iRk REEM

M, BIREFi5(192.168.232.98) E A MK A M EEFREHERRBENEN (BFETF R
MERZHBHIENERERXE ) , MEM .

N | midns
No. Time Source Destination Protocel  Length  Signal strength (dBrm) Channel  Info

2544 16:83:27.563772 192.168,232.98 22 Standard query ©x@@888 PTR _sleep-proxy._udp.local, "QM"
2545 16:83:27.563785 fe88: :B7c:ccSc.. ffO2::fb MDNS 288 Standard query ©x@0808 PTR _sleep-proxy._udp.local, "QM"
3198 16:83:45, 206702 192.168.232.98 224.0.8.251 MDNS Standard query 8x8888 PTR _raop._tcp.local, "QU" questid

319916:83:45.207216 feBo: :1B7¢cicche. ffO2::fb MDNS 216 Standard aquery ©x0008 PTR racp. tep,local, "OU" questic

Frame 3198: 196 bytes on wire (1568 bits), 196 bytes captured (1568 bits) on interface @
Ethernet II, Src: Cisco_5f:f7:ca (@8:14:F1:5f:f7:ca), Dst: Cisco_b9:62:6@ (89:32:89:b9:62:68)
Internet Protocol Version 4, Src: 192.168.231.105, Dst: 16.48.39.142
> User Datagram Protocol, Src Port: 24585, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
IEEE 8€2.11 Data, Flags: ....... T
Legical-Link Central
Internet Protocol Version 4, Src: 192.168.232.98, Dst: 224.€.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
v Multicast Domain Name System (query)
Transaction ID: @x@eee
Flags: @xeee@ Standard query
Questions: 2
Answer RRs: @
Authority RRs: @
Additional RRs: 1
~ Queries
_raop._tcp.lecal: type PTR, class IN, "QU" gquestion
_airplay._tcp.local: type PTR, class IM, "QU" guestion
Additional records

<#root>
*Bonjour_Msg_Task: Feb 27 17:03:15.603: 00:6d:52:5d:5a:7d Parsing 2 bonjour questions

*Bonj our _Msg_Task: Feb 27 17:03:15.603: 00: 6d:52:5d: 5a: 7d Query Service Name: _airplay._tcp.local., RR-T

*Bonj our _Msg_Task: Feb 27 17:03:15.603: processBonjourPacket : 1017 gNameStr : _airplay._tcp.local., bor



*Bonjour_Msg_Task: Feb 27 17:03:15.603: Service Name
*Bonjour_Msg_Task: Feb 27 17:03:15.603: 00:6d:52:5d:5a:7d SRV

SR AWLCELAEBEERE Fim¥Bonjour RN EM

WLCLAURELE IRFS AR (4), _airplay._tcp.locafEHEE, RIPERTHWIRIPRE Fimvianfy BH5E
E , EARFIH5192.168.232.11 , MEIFTRo

7838639 19
784786 192
6.120678 192

8966 16:06:46.121534 fe80::10¢c1:887..

Destination
224.0.9.251

ffo2::fb

Protacol  Length  Signal strength (dBm)
MDNS
MDNS
MDNS
MDNS
MDNS
MDNS

Channel  Info

Standard query
Standard query
Standard query
ndard query
Standard query
Standard query

&

AppleTV Service String
_airplay._tcp.local. 1is supported by cl

_airplay._tcp.local. i

response exeoce
response
response
response
response

response 0x0600

+ Frame 8886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits) on interface @

» Ethernet II, Src: Cisco b9:62:64 (©0:32:89:b9:62:64), Dst: Cisco 5Ff:f7:ca (00:14:Ff1:5F:F7:¢ca)
» Internet Protocol Version 4, Src: 1@.48.39.142, Dst: 192.168.231.185

» User Datagram Protocol, Src Port: 5247, Dst Port: 24585

» Control And Provisioning of Wireless Access Points - Data
IEEE 862.11 Data, Flags: ......F.

+ Logical-Link Control

Internet Protocol Version 4, Src: 192.168.232.11, Dst: 224.0.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353

“ Multicast Domain Name System (response)

Transaction ID: &x88ee

» Flags: ©x8488 Standard query response, No error

Questions: @

Answer RRs: 7

Authority RRs: @

Additional RRs: 8
v Answers

_airplay._tep.local: type PTR, class IN, cache flush, Wireless Team (4)._airplay._tcp.local
services. dns-sd. udp.local: tvpe PTR. class IN,

HERH B

<{froot>

BONJOUR AGGREGATED QUERY_RESPONSE

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

*Bonj our _Process_Task:

Feb

Feb

Feb

Feb

Feb

Feb

Feb

27

27

27

27

27

27

27

17:

17:

17:

17:

17:

17:

17:

03:

03:

03:

03:

03:

03:

03:

45.

45.

45.

45.

45.

45.

45.

229:

229:

229:

229:

229:

230:

230:

airplav. tcp.local

bui | dBonj our Quer yResponsePI d

bui | dBonj our Quer yResponsePI d

bui | dBonj our Quer yResponsePI d

bui | dBonj our Quer yResponsePI d

bui | dBonj our Quer yResponsePI d

bui | dBonj our Quer yResponsePI d

bui | dBonj our Quer yResponsePI d

SRV-NAME .. ... Appl eTV
SP-NAME. . . ....

SEND TO ...... BONJOUR_PKT_
VLAN ......... 232

IS MCAST ..... NO

DST-MAC ... ... 00: 6D: 52: 5I
DST-I1P ....... 192. 168. 232.



*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponsePld : ALL mDNS-AP .. : O

*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1ld : TTL COUNTER .. : TIMEOUT_RES
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponsePld : RESTART TIME . : O
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1ld : SNOOP STATUS . : O
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1d : LSS STATUS ... : DISABLED
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1ld : RSP SRV NAME . : AppleTV
*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1ld : MSG-ID ....... : 0

*Bonjour_Process_Task: Feb 27 17:03:45.230: buildBonjourQueryResponseP1d : POLICY STATUS : DISABLED

*Bonj our _Process_Task: Feb 27 17:03:45.230: buil dBonj our Quer yResponsePl d | NCLUDI NG SpData : Wrel ess Te:

*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID SR-PTR RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID SD-PTR RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID SRV RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID TXT RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID NSEC RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID DOMAIN RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: fillBonjourDomain : 6055 : attaching SP-DOMAIN RR
*Bonjour_Process_Task: Feb 27 17:03:45.233: VALID DOMAIN-NSEC RR FOUND, attaching.....
*Bonjour_Process_Task: Feb 27 17:03:45.233: buildBonjourPacket DST-IP ADDR = 192.168.232.98

*Bonj our _Process_Task: Feb 27 17:03:45.233: Transmtting bonjour Pkt to STA: 00: 6D: 52: 5D: 5A: 7D

*Bonj our _Process_Task: Feb 27 17:03:45.233: Unicast Packet sent to client 00:6D:52:5D 5A: 7D success.

BRRE SR B R AR

A EPIR (40 W T P A e R AL AR L3 1T R AR
BTHBARBMINPNEE  BECREE , AU TEBETEARE,
S8 2% BRAMDNS,

EGUIF | EffiController > mDNS , #BF R,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMAN

Controller
ceneral Global Configuration
Icons mDNS Glabal Snooping ‘
Inventory mDNS Policy 1
Interfaces Query Interval (10-120) 15 (mins)

Interface Groups

£ CLI L :

<tfroot>

show network summary



(snippet)

MDNS SNOOPTING. .« v it it e e e aaaee e Enabled
mDNS Query Interval.............cviiiinnnn. 15 minutes

SR2UWREERMEERMDNSEERER , FRAMALENREDENIZEERESR,
HER 3.HERIESSIDTRA TmDNS |, I H IFfERImdnsHL E1E R 2 ¥R FISSID,

EGUIF , EEZWLAN > WLAN ID > Advanced , I BFf R,

mDNS

mDNS Snooping ¥ Enabled
mDNS Profile |default-mdns-profile ¥

£ CLI £ :

<ttroot>

show w an <I D>

(snippet)
MDNS StatusS......iiiiiii ittt it e tae e eannnns Enabled
MDNS Profile Name...........ciiiiiiiiiiiiiinnnnnn default-mdns-profile

HER 4. BBEMDNSIRBREEXREEMDNSHRBF 5 H, EE5HWLCIREUZ IRIEHIHEIHE B
(Apple TV, airprinters),

EGUIH | EfiE|Controller > mDNS > mDNS Domain Name IP> Summary , 21~ BlFfRo

mDNS Domain Name IP > Summary

Mumber of Domain Name-iF Entries 1

Damain Naiive MAC Address IP Address Vilan Id Ty TTL (seconds) Time Left [seconds)
Wireless-Team-3.local. 18:ee:89:11:dc:60 192.168.239.37 239 4725 4492

£ CLI L :

<tfroot>

show ndns donai n-nane-i p sunmary

Number of Domain Name-IP Entries................. 1
DomainName MAC Address IP Address Vlan Id Type TTL Time left (sec) (sec)



Wrel ess-Team 3.1 ocal. 18:ee: 69:11:dc: 60 192.168. 239. 37 239 Wrel ess 4725 4163

SRS MERMBRHUARTRIERERBARE T,

EGUIF , BEZController > mDNS > General > Service Name , 21~ BIFfRo

mDNS Service > Detail < Back Apply
Service Name AppleTy
Serveoe Siring _aerplay,_tep.local,
Service Id 3

Service Query Status o

ongin ALL il
Profile Count i
Servioe Provider Count 1
rofie iInfermaton Service Frovider infermation
Profil fi t 5 P f t
Frofile Name MAC Address Service Provider Name AP Radio MAC Wlan 1d Type
default-mdns- profile 18:¢¢:69: 1100260 Wireless Team (). _airplay._tcp.local. ad:Be:2a: Tozah 60 239 Wireless

Priority MAC Information
Prigrity MAC

AP Group default-group

Priority MAC AP Group

£ CLI L :

<{froot>

show nmdns service detail ed AppleTV

Service Name. .. ... ottt e e et e AppTleTV

Service String. . ... et e _airplay._tcp.local.
Service Id. ..o e e 3

Service query StatlUS. ....c.vuuiiinenernnnnnnennns Enabled

Service LSS statUs. .. .viirriniiiii i e i iaaaeeenns Disabled

Service learn origin. ... .c..uuiiiiinnnnnnnenn. Wireless and Wired
Number of Profiles........ ... .o .. 1

Profile. .o e e default-mdns-profile
Number of Service Providers ..................... 1

Number of priority MAC addresses ................ 0

ServiceProvider MAC Address AP Radio MAC Vlan Id Type TTL Time left(sec) (sec)

Wreless Team (4). _airplay._tcp.local. 18:EE: 69:11: DC. 60 A4: 6C. 2A: 7C: 8F: 80 239 Wrel ess 4500 3841

SBMREWLCKABERZRYE , FRERSE W1EbonjourBIE:S ( Controller>>mDNS>>mDNSZIE
2% ) TEHZRK. BonjourBlBERREWLCLEINFIERBEESHIRE , ARABEETAKEE
, b RBEBEZRE, &R LAfEBonjour B B2 # E WG MR , EEARNERTRESFIEEETR

o



SR 7UTRARFAFBonjourtIfi e -

<{froot>

debug ndns error enabl e

debug ndns nessage enabl e

debug ndns detail enable

debug ndns all enable

Bonjour2| & 25 #lshow mdns service not-learntts A A/ERAR T &,

SR BWHIATR , MRWLCHAPHRFTREM FRF , XHAPEBEXRERERE , BRAEME
vianZ B B RBEE ERAEEEH, ELEESF , viangvlan 1 (WLC)Hlvian 231 (AP).

Conf t

!

interface Vlanl

ip pim sparse-dense-mode

interface Vlan231

ip pim sparse-dense-mode
1

B RVEERE

<tfroot>

Gateway#sh ip mroute 239.100.100.100
IP Multicast Routing Table

(*, 239.100.100.100), 2w4d/stopped, RP 10.48.39.5, flags: SIC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
Vlan231, Forward/Sparse-Dense, 2w0d/00:02:10
Vl1an232, Forward/Sparse-Dense, 2w4d/00:02:11



10. 48. 39. 142

, 239.100.100.100), 2w4d/00:02:50, flags: T

Incom ng interface: M anl

, RPF nbr 0.0.0.0, RPF-MFD
Outgoing interface Tist:

VI an231, Forward/ Spar se-Dense, 2wod/ 00:02: 10, H

BRYELEKRER , BREZFHEMDNSEWLC LETRNERSR. ERIRNBARGERRAR
& SRRy

BEWNTT R,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



