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1.8 & OpenStack & F & BB B ARRE,

[stack@li rector ~]$ source stackrc
[stack@li rector ~]$ openstack stack Iist
[stack@lirector ~]$ ironic node-list
[stack@lirector ~]$ nova |ist

--nested

2.#OSP-DEI BB EFT B Undercloud R 2B EREH A, SEEFEITAEE,

[stack@lirector ~]$ systenctl
UNIT

neut r on- dhcp- agent . servi ce

neut r on- openvswi t ch- agent . servi ce
Agent

neut r on- ovs- cl eanup. servi ce

Cleanup Utility

neutron-server. service

openst ack- aodh- eval uat or. servi ce
service

openst ack- aodh-1i st ener. service
service

openst ack- aodh-notifier.service
service

openst ack-cei |l oneter-central . service
agent

openst ack-cei | omet er-col | ector. service
service

openst ack-cei |l ometer-notification. service
notification agent

openst ack- gl ance- api . servi ce

named d ance) APl server

openst ack- gl ance-regi stry. service
named d ance) Registry server

openst ack- heat - api - cf n. service

APl Service

openst ack- heat - api . servi ce

openst ack- heat - engi ne. servi ce

openst ack-i roni c-api . servi ce

openst ack-i roni c- conduct or. service
service

LOAD

| oaded
| oaded

| oaded

| oaded
| oaded

| oaded

| oaded

| oaded

| oaded

| oaded

| oaded

| oaded

| oaded

| oaded

| oaded

| oaded
| oaded

openst ack-i roni c-i nspector-dnsmasq. servi ce | oaded

I ronic | nspector

openst ack-i roni c-i nspector. service

for OpenStack Ironic

openst ack-ni stral -api . service

openst ack- ni stral - engi ne. servi ce
openst ack- i stral - executor. service
openst ack- nova- api . servi ce

openst ack- nova-cert. service

openst ack- nova- conput e. servi ce

openst ack- nova- conduct or . servi ce
openst ack- nova- schedul er. servi ce
openst ack-sw ft-account -reaper. service
(swift) - Account Reaper

openst ack-sw ft-account. service
(swift) - Account Server

openst ack-sw ft-contai ner-updat er. service
(swift) - Container Updater

openst ack-sw ft-contai ner. service

| oaded

| oaded
| oaded
| oaded
| oaded
| oaded
| oaded
| oaded
| oaded
| oaded

| oaded

| oaded

| oaded

ACTI

acti
acti

acti

acti
acti

acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti
acti

acti

acti

VE

ve
ve

ve

ve
ve

ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve
ve

ve

ve

SUB

runni
runni

list-units "openstack*" "neutron*"

ng
ng

exited

runni
runni

runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni
runni

runni

runni

ng
ng

ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng
ng

ng

"openvsw t ch*"
DESCRI PTI ON

Neut r on
Neut r on

OpensSt ack
OpensSt ack

DHCP Agent
Open vSwitch
OpenSt ack Neutron Open vSwitch
Neutron Server

Al ar m eval uat or

OpensSt ack
OpensSt ack

OpenStack Alarm i stener

OpenStack Alarm notifier

OpenSt ack ceil ometer centra

OpensSt ack ceil ometer collection

OpensSt ack ceil onet er

OpensSt ack | mage Service (code-

OpensSt ack | mage Service (code-

Openst ack Heat CFN-compati bl e
Heat APl Service

Heat Engi ne Service
Ironic APl service

I roni ¢ Conduct or

OpensSt ack
Openst ack
OpensSt ack
OpensSt ack

PXE boot dnsmasq service for

Har dwar e introspection service

APl Server

Engi ne Server

Execut or Server

Nova APl Server

Nova Cert Server

Nova Conpute Server
Nova Conduct or Server
Nova Schedul er Server
Chj ect Storage

M stral
M stral
M stral
OpensSt ack
OpensSt ack
OpensSt ack
OpensSt ack
OpensSt ack
OpensSt ack
OpensSt ack

Chj ect Storage

OpenSt ack Obj ect Storage

OpenSt ack Onbj ect Storage



(swift) - Container Server

openst ack-swi ft - obj ect -updat er. service | oaded active running OpenStack Object Storage
(swift) - Object Updater

openst ack-sw ft - obj ect. service | oaded active running OpenStack Object Storage
(swift) - Object Server

openst ack-sw ft-proxy.service | oaded active running OpenStack Object Storage
(swift) - Proxy Server

openst ack- zaqgar . servi ce | oaded active runni ng OpenStack Message Queui ng
Servi ce (code-naned Zagar) Server

openst ack- zagar @ . servi ce | oaded active runni ng OpenStack Message Queui ng
Servi ce (code-naned Zagar) Server Instance 1

openvswi t ch. servi ce | oaded active exited Open vSwitch

LOAD = Reflects whether the unit definition was properly | oaded.

ACTI VE
SUB

The high-level unit activation state, i.e. generalization of SUB.
The | owlevel unit activation state, values depend on unit type.

37 |l oaded units listed. Pass --all to see | oaded but inactive units, too.
To show all installed unit files use 'systenctl list-unit-files'.

BEHTIRINBEH , FRNAEHNTHMKRER, LEKREEDR3.5GCB,

[stack@li rector ~]$df -h
ARERAESOHTELD S , SHEME R fEUndercloud & i 17 2/ Aundercloud-backup-
[timestamp].tar.gzfy{E R | REAS H w82 H 7 R ARES.

[root @irector ~]# mysql dunmp --opt --all-databases > /root/undercl oud-all -databases. sql
[root@irector ~]# tar --xattrs -czf undercl oud-backup- " date +% .tar.gz /root/undercloud-all-
dat abases. sql

/etc/nmy.cnf.d/ server.cnf /var/lib/glancel/inages /srv/node /hone/stack

tar: Renoving leading “/' from nenber nanes

BEEEE R
1. AutoDeployE R g7 lb & ¥} :

- BBHEREHIRE(CDB)

- BBEEBEE

- BERHEBHF

- Rt AFEE
2. R F/EUERR A% |, S8 Efi{pAutoDeploy Confd COBERIMIETHEE , WHERAS E R EE
EE M RIBRER

SEHMBERURXNTHIT , MREREX , ZEELEEFALE. At , XEARHEREN
CDBE#l,

ubunt u@ut o- depl oy- i so- 2007-uas- 0: ~$ sudo -i
r oot @ut o- depl oy-i so-2007- uas- 0: ~# servi ce uas-confd stop
uas-confd stop/waiting

r oot @ut o- depl oy: / hone/ ubunt u# servi ce autodepl oy status
aut odepl oy start/running, process 1313

r oot @ut o- depl oy: / hone/ ubunt u# servi ce autodepl oy stop
aut odepl oy stop/waiting



r oot @ut o- depl oy-i so-2007- uas-0: ~# cd /opt/ci sco/ usp/uas/confd-6.3.1/var/confd
r oot @ut o- depl oy-i so-2007- uas- 0: / opt/ ci sco/ usp/ uas/ confd-6. 3. 1/ var/ confd# tar cvf
aut odepl oy_cdb_backup. tar cdb/

cdb/

cdb/ O cdb
cdb/ C. cdb
cdb/aaa_init.xm
cdb/ A. cdb

4 #&autodeploy_cdb_backup.tari& & Z {55 [ IR 85 -

S5 EBHETRETERE , WAEHER T HE AR

r oot @ut o- depl oy: / horme/ ubunt u# confd_cli -u adnmin -C
Wl conme to the ConfD CL
adm n connected from 127.0.0.1 using consol e on aut o-depl oy

aut o- depl oy#show runni ng-config | save backup-config-$date.cfg a Replace the $date to
appropri ate date and POD reference
aut o- depl oy#

6.1 B B BB B B RS

r oot @ut o- depl oy-i so-2007-uas-0: ~# servi ce uas-confd start
uas-confd start/running, process 13852

r oot @ut o- depl oy: / hone/ ubunt u# servi ce autodepl oy start
aut odepl oy start/running, process 8835

7. BB 515 B &3 fEAutoDeploy VMULE B &

cd /opt/ciscolusp/uas/scripts

8.F Ecollect-uas-logs.shis S HE LAUE B &6,

sudo ./collect-uas-Iogs. sh

9.ftAutoDeployi1TISOBR G 7 , % H &k &40 A AR5 -

r oot @OD1- 5- 1- 7- 2034- aut o- depl oy- uas- 0: / hone/ ubunt u# / hone/ ubunt u/i sos
r oot @OD1- 5- 1- 7- 2034- aut o- depl oy- uas- 0: / honme/ ubunt u/ i sos# |

total 4430888

drwxr-xr-x 2 root r oot 4096 Dec 20 01:17 ./

drwxr - xr-x 5 ubuntu ubuntu 4096 Dec 20 02:31 ../

-rwxr-xr-x 1 ubuntu ubuntu 4537214976 Cct 12 03:34 usp-5_1_7-2034.i so*

10. WSS Rk B A5 EC B I A K F E R 10 R AR Lo

ubunt u@ut o- depl oy- vnf -i so-5-1-5-1196- uas- 0: ~$sudo su

r oot @ut o- depl oy-vnf -i so-5-1-5-1196- uas- 0: / hone/ ubunt u#l s /et c/rsysl og. d/ 00- aut odepl oy. conf
00- aut odepl oy. conf

r oot @wut o- depl oy-vnf -i so-5-1-5-1196-uas-0:/ hone/ ubunt u#l s /etc/rsysl og. conf

rsysl og. conf



AutolT-VNF {5

AutolT-VNF 2EMREEFEMEE , RS T ERIPNERE(DB). AutolT-VNFEEEUItra-MAYEL
BEERFE-SHTHROEE Al ATELREHENEER.

1.8 580X StarOSE & , I #% HF & 2 540 7 AR5

root @uto-it-vnf-iso-5-8-uas-0:/hone/ubuntu# cd /opt/cisco/usp/upl oads/
root @uto-it-vnf-iso-5-8-uas-0:/opt/cisco/usp/uploads# |1

total 12

drwxrwxr-x 2 uspadmin usp-data 4096 Nov 8 23:28 ./
drwxr-xr-x 15 root r oot 4096 Nov 8 23:53 ../

STW- W - 1 ubuntu ubunt u 985 Nov 8 23:28 systemcfg

2.8 E lecrlpts B &3 ¢ AutolT VMUK EE B 5%,

cd /opt/ciscol/usp/uas/scripts

3. B Ehcollect-uas-logs.shis - 15 LA E A &

sudo ./collect-uas-Iogs. sh

4 WERFEAFEERD LG EREFERORRIEF.

ubuntu@ut o-it-vnf-iso-5-1-5-1196-uas-0: ~$sudo su

root @uto-it-vnf-iso-5-1-5-1196-uas-0:/hone/ ubuntu#l s /etc/rsysl og. d/ 00-autoit-vnf.conf
00- aut oi t - vnf. conf

root @uto-it-vnf-iso-5-1-5-1196-uas-0:1s /etc/rsysl og. conf

rsysl og. conf

AutoVNF {3

AutoVNF & EREN B {EVNFMHAIVNF, AutoDeploy#&5IE{tVNFMFTVNF P E /Y i B E5% 2
AutoVNF |, AutoVNF#I{TIb IR, A T REIVNFM |, AutoVNFASE#ZEEVIM/OpenStack B , &
VNFMERE) % , AutoVNFfE FAVNFMERE)VNF,

AutoVNFE 1:NJTER , FEUltra-MEXESF , B =AAutoVNFEE#EZ I EEIE T, Ultra-MZEEE
AutoVNF#fE | jfﬂ_JJ«)\ 1TIRE,

MiE  RERSERE  AFZXE | TREREMHERMR.

AutoVNF i3 55 &E A -

ETERE

. ConfD CDB DB

. AutoVNF B 55 ( R B AutoVNF &Y S 1845118 )
- R HFERE



BB EQENHN LS TEMARRA/EUERA Y EER iE0 RRSR 2 ETRD.

1.2 A B EAutoVNFIf 52 38 H 2 & Aconfd-master.

r oot @ut o-t est aut ovnf 1- uas- 1: / home/ ubunt u# confd_cli -u adnmin -C

Wel cone to the ConfD CL

adm n connected from 127.0.0.1 using consol e on auto-testautovnfl-uas-1
aut o-t est aut ovnf 1- uas- 1#show uas

uas version 1.0.1-1

uas state ha-active

uas ha-vip 172.57.11.101

I NSTANCE | P  STATE ROLE
172.57.12.6 alive CONFD- SLAVE
172.57.12.7 alive CONFD-MASTER
172.57.12.13 alive NA

aut o-t est aut ovnf 1- uas- 1#exi t
r oot @ut o-t est aut ovnf 1-uas-1: / home/ ubuntu# ip a

1: |l o: <LOOPBACK, UP, LOAER UP> ntu 65536 qdi sc noqueue state UNKNOWN group default
I i nk/1 oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host lo
valid_|Ift forever preferred_|ft forever
inet6 ::1/128 scope host
valid_|Ift forever preferred_|ft forever

2: eth0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdisc pfifo_fast state UP group default glen
1000
link/ether fa:16:3e:c7:dc:89 brd ff:ff:ff:ff:ff:ff
inet 172.57.12.7/24 brd 172.57.12. 255 scope gl obal ethO
valid_|Ift forever preferred_|ft forever
inet6 fe80::f816:3eff:fec7:dc89/64 scope |ink
valid_|Ift forever preferred_|ft forever

3: ethl: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdisc pfifo_fast state UP group default qglen
1000
link/ether fa:16:3e:10:29:1b brd ff:ff:ff:ff:ff:ff
inet 172.57.11.101/24 brd 172.57.11. 255 scope gl obal ethl
valid_|Ift forever preferred_|ft forever
inet6 fe80::f816: 3eff:feld: 291b/ 64 scope |ink
valid_|Ift forever preferred_|ft forever

2RMETERE , WAERERIED MRS,

r oot @ut o-t est aut ovnf 1- uas- 1: / home/ ubunt u# confd_cli -u adnmin -C

Wel cone to the ConfD CL

adm n connected from 127.0.0.1 using consol e on auto-testautovnfl-uas-1

aut o-t est aut ovnf 1- uas- 1#show running-config | save running-autovnf-12202017.cfg
aut o-t est aut ovnf 1- uas- 1#exit

r oot @ut o-t est aut ovnf 1-uas- 1: / honme/ ubunt u# |l runni ng-aut ovnf-12202017. cfg
-rWr--r-- 1 root r oot 18181 Dec 20 19: 03 running-autovnf-12202017.cfg

3.{# 12 CDBIL# 18 =B 2 B 2 A AR =5



r oot @ut o-t est aut ovnf 1- uas- 1:/ opt/ ci sco/ usp/ uas/ conf d-6. 3. 1/ var/ confd# tar cvf
aut ovnf _cdb_backup. tar cdb/

cdb/

cdb/ O. cdb

cdb/ C. cdb

cdb/aaa_init.xm

cdb/ vpc. xm

cdb/ A. cdb

cdb/ gi | an. xm

r oot @ut o-t est aut ovnf 1- uas- 1: / opt/ ci sco/ usp/ uas/ conf d- 6. 3. 1/ var/ conf d#
r oot @ut o-t est aut ovnf 1- uas- 1: / opt/ ci sco/ usp/ uas/ confd-6. 3. 1/ var/confd# Il autovnf_cdb_backup.tar
-rwr--r-- 1 root root 1198080 Dec 20 19: 08 autovnf_cdb_backup.tar

4. 8B scripts B # , W& B3 & B0 @ R=R.

cd /opt/ciscol/usp/uas/scripts

sudo ./col |l ect-uas-I1o0gs.sh

ZATAutoVNFIRI B AHITHIE HITEL S ER |, LARE B 3 I0AS B & BE 40 [ AR=R.
6. F AN imAAutoVNFIEER#ER LR RKAKEE , Y5 EEwSH0RRR.

ubunt u@ut o-t est aut ovnf 1- uas- 1: ~$sudo su
root @ut o-t est aut ovnf 1- uas- 1: / horme/ ubunt u#l s /et c/rsysl og. d/ 00- aut ovnf . conf
00- aut ovnf . conf

root @ut o-t est aut ovnf 1- uas- 1: / hone/ ubunt u#l s /et c/rsysl og. conf
rsysl og. conf

ESCiR {7

1. AutoVNFE E BB E#EVIME B E Ultra-M# R 5 R BMEIESC. AutoVNF/EMAGVNFHER E
BIERIESC , MESCRIEBEAVIME B REEIVNF,

2. Ultra-Mf# R A RAPWESCE 11T R, FE T MEESCERMES , ©f X EUltra-MA iy B (& # &
o BRMERR , MERKPEFEEER/BIE , B LURERRK,

fE REBRZSERE  AFZXE | TRFERZEMHERR.

ESClridFFlE

- BITERE

- ConfD CDB DB

. ESCH##

- RIEBFEE
3. ESCERERMTHBRRRTF , EESCERNHEEBMIBNZBEVNFEREMBN S EREHETE
EFMEE, BRAEEENVNF/POD/HEHHTEERRIITELRD .

4 f£ Ahealth.shis S IBEERFESCHETMRRARE BIF.

[root @ut o-test-vnfml-esc-0 admi n]# escadm st at us



0 ESC status=0 ESC Master Healthy

[ root @ut o-test-vnfml-esc-0 admi n]# heal th. sh
esc ui is disabled -- skipping status check
esc_nonitor start/running, process 836
esc_nona is up and running ...

vi mmanager start/running, process 2741

vi mmanager start/running, process 2741
esc_confd is started

toncat6 (pid 2907) is running... [ O ]
postgresql-9.4 (pid 2660) is running..

ESC service is running...

Active VIM = OPENSTACK

ESC Operati on Mode=OPERATI ON

/opt/ciscol/ esc/esc_database i s a nount point

ESC HA (MASTER) with DRBD

DRBD_ROLE_CHECK=0
MNT_ESC_DATABSE_CHECK=0
VI MVANAGER RET=0
ESC_CHECK=0
STORAGE_CHECK=0
ESC_SERVI CE_RET=0
MONA_RET=0

ESC_MONI TOR_RET=0

ESC HEALTH PASSED

S5ARMETEIE |, WA ERE 82 H 10 A ARES.

[root @uto-test-vnfml-esc-0 admi n]# /opt/cisco/esc/confd/bin/confd _cli -u admn -C

adm n connected from 127.0.0.1 using consol e on auto-test-vnfml-esc-0.noval oca
aut o-t est - vnf nL- esc- 0# show runni ng-config | save /tnp/runni ng-esc-12202017.cfg
aut o-t est - vnf nlL- esc- O#exi t

[root @ut o-test-vnfml-esc-0 admin]# Il /tnp/running-esc-12202017.cfg
SrW- - - . 1 tontat tontat 25569 Dec 20 21:37 /tnp/running-esc-12202017.cfg

R RRE
1.#$ESCRRE RHEEE N,

2.2 AFIESC VM EHEITIHR 2 Bi ST TR

[ adm n@wut o-t est - vnf ml- esc-0 admi n] # sudo bash

[root @ut o-test-vnfml-esc-0 adm n]# cp /opt/ciscol/esc/esc-scripts/esc_dbtool.py
/opt/ciscol/ esc/esc-scripts/esc_dbtool . py. bkup

[root @ut o-test-vnfml-esc-0 adm n]# sudo sed -i "s,'pg_dunp,'/usr/pgsql-9.4/bin/pg_dunp,”
/opt/ciscol/ esc/esc-scripts/esc_dbtool.py

#Set ESC to mmi nenance node
[ root @ut o-test-vnfml-esc-0 adm n]# escadm op_node set --npde=mai ntenance

3SREESCEAALBRETERHEERN,

[root @ut o-test-vnfml-esc-0 adm n]# escadm op_node show



4 EFESCHEMRNENERMER TEHHERE.

[root @uto-test-vnfml-esc-0 admi n]# sudo /opt/cisco/esc/esc-scripts/esc_dbtool.py backup --file
scp: // <user nane>: <passwor d>@backup_vm.i p>: <fi | enane>

58ESCRRER MEFEEN WHFEEN,

[ root @ut o-test-vnfml-esc-0 adm n]# escadm op_npde set --node=operation

[ root @ut o-test-vnfml-esc-0 adm n]# escadm op_node show

6. BB T i% B &I W E B,

[root @uto-test-vnfml-esc-0 admin]# /opt/ciscol/esc/esc-scripts

sudo ./col |l ect_esc_Il og. sh

7 ERAESCESRMR L ERMELSR | Wik AFERI iR MRS
8.IKMEMEESC VM LW R BRI ERD , Wi HEmIH0 [ RS

[adm n@ut o-test-vnfmR2-esc-1 ~]$ cd /etc/rsyslog.d
[adm n@ut o-t est -vnf m2-esc-1 rsysl og.d] $ls /etc/rsysl og. d/ 00- escmanager . conf
00- escnmanager . conf

[ adm n@ut o-t est -vnf nmR-esc-1 rsyslog.d] $ls /etc/rsyslog. d/ 01- nressages. conf
01- messages. conf

[adm n@ut o-t est -vnf m2-esc-1 rsysl og.d] $ls /etc/rsysl og. d/ 02- nona. conf
02- nona. conf

[adm n@ut o-t est -vnf mR-esc-1 rsysl og.d] $l's /etc/rsysl og. conf
rsysl og. conf

EM{i#&

1. VNFM/ESCR(E)#% , AutoVNFEFIESCRUBIEMB S, EMEBRE % , EMISEESCHTHEEIM
FE(E)VNF(VPC/StarOS),

2. EMEUltra-MR T RHFEEF1NTER. BE—EEE=ZEEMERMEB[NEE | Utra-MZEBIREE
1 & B BS L PE

e REBRSERE  AFZXE | TRFEREMHERR.

EMig 05 #EA

- BITEE

- NCS DB

- EMB& ( RENCS=E A/ A E SR )
%\r L HEEEE

3. EM DBiR 3RV SARIFEMF , HESCERMMEZFTHF R ZTEVNF VM B AR ERH ST E 4
BE, BEEEHITREVNFPOD/IEB T E S 2 %3178 LEE A



4 R EMETE B X E R EW I im0 MRS,

ubunt u@nf dldepl oynent em 0: ~$ sudo -i
r oot @nf dldepl oynentem 0: ~# ncs_cli -u admn -C

adm n connected from 127.0.0.1 using consol e on vnfdldepl oynentem 0
adm n@cnm# show running-config | save emrunni ng- 12202017. cfg

root @nf dldepl oynentem O: ~# || em runni ng- 12202017. cfg
-rwr--r-- 1 root root 19957 Dec 20 23:01 emrunni ng-12202017.cfg

5.%EM NCS DB#1TEfr , WAAE RE 2 54 [ RES.

ubunt u@nf dldepl oynent em 0: ~$ sudo -i
root @nf dldepl oynentem O: ~# cd /opt/cisco/em git/em scn ncs-cdb
root @nf dldepl oynent em O: / opt/ ci sco/ em git/em scm ncs-cdb# ||

total 472716

drwxrwxr-x 2 root root 4096 Dec 20 02:53 ./

drwxr-xr-x 9 root root 4096 Dec 20 19:22 ../

-rwr--r-- 1 root root 770 Dec 20 02: 48 aaa_users. xm
-rwr--r-- 1 root root 70447 Dec 20 02:53 A. cdb
-rwr--r-- 1 root root 483927031 Dec 20 02:48 C. cdb
-rwrwr-- 1 root root 47 Jul 27 05:53 .gitignore
-rwrwr-- 1 root root 332 Jul 27 05:53 gl obal -settings. xm
-rwrwr-- 1 root root 621 Jul 27 05:53 jvmdefaul ts.xm
-rwrwr-- 1 root root 3392 Jul 27 05:53 nacm xm
-rwr--r-- 1 root root 6156 Dec 20 02:53 O cdb
-rwr--r-- 1 root root 13041 Dec 20 02: 48 startup-vnfd.xm

root @nf dldepl oynentem O:/ opt/ci sco/ em gi t/ em scm ncs- cdb#
root @nf dldepl oynentem O:/opt/cisco/em git/emscm# tar cvf em cdb_backup.tar ncs-cdb

ncs- cdb/

ncs-cdb/ O cdb

ncs- cdb/ C. cdb

ncs- cdb/ nacm xm
ncs-cdb/jvm defaul ts. xm
ncs- cdb/ A cdb

ncs-cdb/ aaa_users. xm

ncs- cdb/ gl obal -settings. xm
ncs-cdb/.gitignore

ncs- cdb/ start up-vnfd. xm

root @nf dldepl oynentem O:/opt/cisco/emgit/emscnm# || emcdb_backup.tar
-rwr--r-- 1 root root 484034560 Dec 20 23:06 em cdb_backup.tar

6.8 fnElscripts B # , W& B 5304 H &8 250 R RS

/opt/cisco/emscripts

sudo ./col |l ect-eml ogs. sh

- EEMEBE , NCSiERAERMRNERS
- B FFEEMESRMER LN RKBFERE |, WiEH S8 2H 0 [ R:

root @nf dldepl oynentem 0:/etc/rsysl og. d# pwd
letc/rsyslog.d



root @nf dldepl oynentem O0: /et c/rsysl og. d# ||
total 28

drwxr-xr-x 2 root root 4096 Jun 7 18:38 ./
drwxr-xr-x 86 root root 4096 Jun 6 20:33 ../

-rw-r--r-- 1 root root 319 Jun 7 18:36 00-vnmf-proxy.conf
-rw-r--r-- 1 root root 317 Jun 7 18:38 0l-ncs-java.conf
-rwr--r-- 1 root root 311 Mar 17 2012 20-ufw. conf
-rwr--r-- 1 root root 252 Nov 23 2015 21-cloudinit. conf
-rwr--r-- 1 root root 1655 Apr 18 2013 50-defaul t. conf

root @nf dldepl oynentem 0: / etc/rsysl og.d# |s /etc/rsysl og. conf
rsysl og. conf

StarOS{i# %
¥AStarOS , EEw®HILER.

- FEEHEERERARS LHEGTEE R E&(CDR)
- MEREKEAFOXREE

-NBEEE

- ElRERERR

- Rt AEE

BFBE
OSPD#R
OSPDIRARR L B 1A e R e3A1T

- OSPD{& 7 ATt BOSPDfRIMRZRES
- OSPDREMEF AT LR , A REFFERRFHNVEOSPDMAMRES.

=) EIS g%t ]

1. EVMERERUEAMRER , IREBBIBEVM , STEENRB MBI ZZENERMES.
BITELRENRBERT AN RELSBDHE,

Checking AutoDeploy Processes
Verify that key processes are running on the AutoDepl oy VM

r oot @ut o- depl oy-i so-2007-uas-0: ~# initctl status autodepl oy
aut odepl oy start/running, process 1771

r oot @ut o- depl oy-i so-2007-uas-0: ~# ps -ef | grep java

root 1788 1771 0 May24 ? 00: 00: 41 /usr/bin/java -jar

/ opt/ ci sco/ usp/ apps/ aut odepl oy/ aut odepl oy-1. 0.jar com ci sco. usp. aut odepl oy. Application --
aut odepl oy. transacti on-1 og- st ore=/var/ | og/ ci sco-uas/ aut odepl oy/ transacti ons

St oppi ng/ Rest arting AutoDepl oy Processes

#To start the AutoDeploy process:



r oot @ut o- depl oy-i so-2007-uas-0: ~# initctl start autodepl oy
aut odepl oy start/runni ng, process 11094

#To stop the AutoDeploy process:
r oot @ut o- depl oy-i so-2007-uas-0: ~# initctl stop autodepl oy
aut odepl oy stop/waiting

#To restart the AutoDeploy process:

r oot @ut o- depl oy-i so-2007-uas-0: ~# initctl restart autodepl oy
aut odepl oy start/runni ng, process 11049

#If the VM is in ERROR or shutdown state, hard-reboot the AutoDeploy VM

[stack@odl-ospd ~]$ nova list |grep auto-deploy

| 9b55270a- 2dcd- 4acl- aba3- bf 041733a0c9 | aut o- depl oy- | SO 2007- uas-

0 | ACTIVE | - | running | mgnt=172.16. 181. 12,
10. 84. 123. 39

[ stack@odl-ospd ~]$ nova reboot —hard 9b55270a- 2dcd- 4acl- aba3- bf 041733a0c9
2R "TEEHIME L FARE , FREUTSRRE , KEERDZNMRE, EAZINETHR
%o

[stack@odl-ospd ~] $ nova list |grep auto-deploy

| 9b55270a- 2dcd- 4acl- aba3- bf 041733a0c9 | aut o- depl oy- I SO 2007- uas-

0 | ACTIVE | - | running | mgnt=172.16. 181. 12,
10. 84. 123. 39 [stack@odl-ospd ~]$ cd /opt/cisco/usp/uas-installer/scripts

[ stack@odl-ospd ~]$ ./auto-deploy-booting.sh --floating-ip 10.1.1.2 --delete

3.MBRAutoDeploy# , &AM E M floatingipttb it EFAIRE.

[stack@odl-ospd ~]$ cd /opt/cisco/usp/uas-installer/scripts
[ stack@odl-ospd scripts]$ ./auto-deploy-booting.sh --floating-ip 10.1.1.2

2017-11-17 07:05: 03,038 - INFO Creating AutoDepl oy deploynent (1 instance(s)) on
"http://10.1.1.2:5000/v2.0" tenant 'core' user 'core', SO 'default'’

2017-11-17 07:05: 03,039 - INFO Loading inmage 'auto-deploy-ISO 5-1-7-2007-usp-uas-1.0.1-
1504. gcow2' from '/opt/cisco/usp/uas-installer/inmges/usp-uas-1.0.1-1504. qgcow2'
2017-11-17 07:05: 14,603 - INFO Loaded inmage 'auto-deploy-I| SO 5-1-7-2007-usp-uas-1.0. 1-
1504. gcow?2'

2017-11-17 07:05:15,787 - INFO Assigned floating IP "10.1.1.2" to IP '172.16.181. 7
2017-11-17 07:05:15,788 - INFO Creating instance 'auto-deploy-ISO 5-1-7-2007-uas-0'
2017-11-17 07:05:42,759 - INFO Created instance 'auto-deploy-ISO 5-1-7-2007-uas-0'
2017-11-17 07:05:42,759 - INFO Request conpleted, floating IP: 10.1.1.2]

4. #%Autodeploy.cfgiE %, 1SOFconfd_backup tarts 2= 1t fis 7 {7l Bk 83 B & 2| AutoDeploy VM,

5.1t A tartE R B confd cdbiE =R,

ubunt u@ut o- depl oy-i so- 2007- uas- 0: ~# sudo -i
ubunt u@ut o- depl oy- i so- 2007-uas-0: # service uas-confd stop
uas-confd stop/waiting

r oot @ut o- depl oy-i so-2007-uas-0: # cd /opt/cisco/usp/uas/confd-6.3.1/var/confd
r oot @ut o- depl oy-i so-2007- uas- 0: / opt/ ci sco/ usp/ uas/ confd-6. 3. 1/ var/ conf d# tar xvE

/home/ubuntu/ad_cdb_backup.tar

cdb/


http://10.84.123.4:5000/v2.0

cdb/ O cdb
cdb/ C. cdb
cdb/aaa_init.xm
cdb/ A. cdb

r oot @ut o- depl oy-i so-2007- uas- 0~# service uas-confd start
uas-confd start/running, process 2036

#Rest art Aut oDepl oy process

r oot @ut o- depl oy-i so- 2007- uas- 0~# service autodeploy restart

aut odepl oy start/running, process 2144

#Check that confd was | oaded properly by checking earlier transactions.

r oot @ut o- depl oy-i so-2007- uas- 0: ~# confd_cli -u admin -C

Wl conme to the ConfD CL

adm n connected from 127.0.0.1 using consol e on auto-depl oy-i so-2007-uas-0

aut o- depl oy-i so- 2007- uas- O#show transaction

SERVI CE
SITE

DEPLOYMENT
SITE TX AUTOVNF  VNF  AUTOVNF

TX ID TX TYPE ID DATE AND TI ME
STATUS I D I D I D ID TXID
1512571978613 servi ce-depl oyment t b5bxb 2017-12-06T14: 52: 59. 412+00: 00 depl oynent - success

6. 40 R EE MR RN IRE W IELT ; RSB IIN E AR ERAERKBRSERE,

ubunt u@ut o- depl oy- vnf -i so-5-1-5-1196- uas- 0: ~$sudo su
r oot @ut o- depl oy-vnf-i so-5-1-5-1196-uas-0:/ hone/ ubunt u#l s /etc/rsysl og. d/ 00- aut odepl oy. conf
00- aut odepl oy. conf

r oot @ut o- depl oy- vnf -i so- 5- 1- 5- 1196- uas- 0: / home/ ubunt u#l s /et ¢/ rsysl og. conf
rsysl og. conf

AutoIT-VNF{E R

1. AutolT-VNF VMR8 , tRVMEREIRNERME BT ENMBBURBSZEENER
HES, MITELDSBIIEAuUtolT-VNF,

Checking AutoIT-VNF Processes
Verify that key processes are running on the AutoIT-VNF VM:

root @uto-it-vnf-iso-5-1-5-1196-uas-0: ~# service autoit status
Aut ol T-VNF i s runni ng.

#Stopping/Restarting AutoIT-VNF Processes

root @uto-it-vnf-iso-5-1-5-1196-uas-0: ~# service autoit stop
Aut ol T-VNF APl server stopped



#To restart the AutoIT-VNF processes:

root @uto-it-vnf-iso-5-1-5-1196-uas-0: ~# service autoit restart
Aut ol T-VNF APl server stopped.
Starting Autol T- VNF

/ opt/ ci scol/ usp/ apps/ auto-it/vnf
Autol T APl server started.

#If the VM is in ERROR or shutdown state, hard-reboot the AutoDeploy VM

[stack@odl-ospd ~]$ nova list |grep auto-it

| 1c45270a- 2dcd- 4acl- aba3- bf 041733dlal | auto-it-vnf-ISO 2007-uas-

0 | ACTIVE | - | running | mgnt=172.16. 181. 13,
10. 84.123. 40

[ stack@odl-ospd ~]$ nova reboot —hard 1c45270a- 2dcd- 4acl- aba3- bf 041733dlal

2. 0RAutol T-VNFAAIRE , FERUATBEEREERIE 2ol RE, ERBOESR.

[stack@odl-ospd ~] $ nova list |grep auto-it
| 580f af 80- 1d8c- 463b- 9354- 781ea0c0b352 | auto-it-vnf-I1SO 2007-uas-
0 | ACTIVE | - | running | mgnt=172.16. 181. 3,
10. 84. 123. 42 [stack@odl-ospd ~]$ cd /opt/cisco/usp/uas-installer/scripts

[stack@bodl ospd ~]$ ./ auto-it-vnf-staging.sh --floating-ip 10.1.1.3 --delete

3.1 @iBE {Tauto-it-vnf stagingiE SIEEFHE L B BT , IFEREH LI EANHERZEIP,

[stack@odl-ospd ~]$ cd /opt/cisco/usp/uas-installer/scripts
[stack@odl-ospd scripts]$ ./auto-it-vnf-staging.sh --floating-ip 10.1.1.3

2017-11-16 12:54:31,381 - INFO Creating StagingServer deployment (1 instance(s)) on
"http://10.1.1.3:5000/v2.0" tenant 'core' user 'core', SO 'default'

2017-11-16 12:54:31,382 - INFO Loading image 'auto-it-vnf-I1SO 5-1-7-2007-usp-uas-1.0.1-
1504. gcow2' from '/opt/cisco/usp/uas-installer/imges/usp-uas-1.0.1-1504. qcow2'
2017-11-16 12:54:51,961 - INFO Loaded inmage 'auto-it-vnf-|SO 5-1-7-2007-usp-uas-1.0.1-
1504. gcow?2'

2017-11-16 12:54:53,217 - INFO Assigned floating IP "10.1.1.3 to IP '172.16.181. 9
2017-11-16 12:54:53,217 - INFO Creating instance 'auto-it-vnf-I1SO 5-1-7-2007-uas-0'
2017-11-16 12:55:20,929 - INFO Created instance "auto-it-vnf-ISO 5-1-7-2007-uas-0’
2017-11-16 12:55:20,930 - INFO Request conpleted, floating IP: 10.1.1.3

4. FEBEAutoIT-VNF L EFHEH APODH £ A ISORR 5,

[ stack@odl-ospd ~]$ cd i mages/5_1_7-2007/i sos

[ stack@odl-ospd i sos]$ curl -F file=@usp-5_1_7-2007.iso http://10.1.1.3:5001/isos

{
"iso-id": "5.1.7-2007"

}

Note: 10.1.1.3 is AutolT-VNF IP in the above command.
#Val idate that 1SOis correctly | oaded.

[ stack@odl-ospd isos]$ curl http://10.1.1.3:5001/isos

{


http://10.84.123.4:5000/v2.0
http://10.84.123.42:5001/isos
http://10.84.123.42:5001/isos

"isos": [
{
"iso-id": "5.1.7-2007"
}
]
}

5.#VNF system.cfgig Rt R im A RBFEH F|AutoI T-VNFERMER, EXRRHF , BR
AutoDeploy#E & E|Autol T-VNF VM,

[ stack@odl- ospd aut odepl oy] $ scp system vnf* ubuntu@O. 1.1. 3:
ubuntu@O0. 1. 1.3's password:

system
vnfl.cfg
100% 1197 1. 2KB/'s 00: 00
system
vnf2.cfg
100% 1197 1. 2KB/'s 00: 00

ubunt u@ut o-it-vnf-iso-2007-uas-0: ~$ pwd
/ home/ ubunt u

ubuntu@ut o-it-vnf-iso-2007-uas-0:~$ Is
systemvnfl.cfg systemvnf2 cfg

6. M5 REHE|AutolT-VNF LB EE , tAutoDeployELEH TS E, FSEANLE ;

ubunt u@ut o-it-vnf-iso-2007-uas-0: ~$ sudo -

root @uto-it-vnf-iso-2007-uas-0:~$% cp —rp systemvnfl.cfg systemvnf2.cfg
/ opt/ ci sco/ usp/ upl oads/

root @uto-it-vnf-iso-2007-uas-0:~$l s /opt/ciscol/usp/upl oads/
systemvnfl.cfg systemvnf2.cfg

7 MRVMAHERIELT , FRAEUANR IV EANROERMARKAFEERE

r oot @ut o- depl oy- vnf -i so-5- 1- 5- 1196- uas- 0: / horme/ ubunt u#l s /et c/rsysl og. d/ 00- aut oi t - vnf . conf
00- aut oi t - vnf. conf

r oot @ut o- depl oy-vnf -i so-5-1-5-1196-uas-0:|s /etc/rsysl og. conf
rsysl og. conf

AutoVNF 1%

1.0 R AutoVNF VMEER SRR EBRMMRE |, AIRRERME TIRE, JITEENMRD , UARBZEE
RV EBERRR. BT i:‘tbf,ﬁl«)\ﬂleAutoVNFo

2HEREN TR, W "R AREHVM. BEFHREAutoVNF VM,

EXREHF | reboot auto-testautovnfi-uas-2.

[root @bl-barenetal scripts]# nova list | grep "auto-testautovnfl-uas-[0-2]"

| 3834a3e4-96¢5-49de- a067- 68b3846f babb | auto-testaut ovnf 1-uas-

0 | ACTIVE | - | running | auto-
t est aut ovnf 1-uas-orchestrati on=172. 57. 12. 6; aut o-t est aut ovnf 1- uas-

managenent =172.57. 11. 8

I
| Of bf ecOc- f 4b0- 4551- 807b- 50c5f e9d3ea? | aut o-test aut ovnf 1- uas-



1

| ACTIVE | - | running | auto-

t est aut ovnf 1-uas-orchestrati on=172.57. 12. 7; aut o-test aut ovnf 1- uas- nanagenment =172. 57. 11. 12

| 432ela57- 00e9- 4e58- 8bef - 2a20652df 5bf | aut o-t est aut ovnf 1- uas-

2

| ACTIVE | - | running | auto-

t est aut ovnf 1-uas-orchestrati on=172.57. 12. 13; aut o-test aut ovnf 1- uas-
managenent =172.57.11. 4

[ root @Dbl- barenetal

scripts]# nova reboot --hard 432ela57-00e9- 4e58- 8bef - 2a20652df 5bf

Request to reboot server <Server: auto-testautovnfl-uas-2> has been accept ed.

[ root @Dbl- barenetal

scripts]#

3.—EHERMBERE A BETCREEMNARSE.

r oot @ut o-t est aut ovnf 1-uas- 1:/ opt/ci sco/ usp/ uas/ scripts# confd_cli -u admn -C

VWl cone to the ConfD CLI

adm n connected from 127.0.0.1 using consol e on auto-testautovnfl-uas-1

aut o-t est aut ovnf 1- uas- 1#show uas

uas version 1.0.1-1
uas state ha-active

uas ha-vip 172.57.11.

I NSTANCE | P

172.57.12.6
172.57.12. 7
172.57.12. 1

3

101
STATE ROLE
alive CONFD- SLAVE
alive CONFD- MASTER
alive NA

4. 1R FRBREEEMEAUtOVNF VM |, BEEHEBEL S REITIRE,

[stack@odl-ospd ~]$ nova list |

grep vnf 1- UAS-uas-0

| 307a704c-al7c-4cdc-8e7a-3d6e7e4332fa | vnf1l- UAS- uas-

0

| AcTIVE | - | running | vnf1l-

UAS- uas-orchestration=172. 168. 11. 10; vnf 1- UAS- uas- nanagenent =172. 168. 10. 3

[ stack@odl-ospd ~]$ nova delete vnf1l- UAS-uas-0
Request to del ete server vnfl-UAS-uas-0 has been accepted.

5.5 7 fxfEautovnf-uas VM , FE#H{Tuas-checkiE TBEAREMRE, SHEREEHR. RAEEH
—fxIBIEBXHIT , LEHETRENUAS VM,

[ stack@odl- ospd
[ stack@odl- ospd

2017-12-08 12: 38:
2017-12-08 12: 38:
2017-12-08 12: 38:

[stack@b3-ospd scripts]$

2017-11-22
2017-11-22
2017-11-22
2017-11-22
2017-11-22
2017-11-22

14:
14:
14:
14:
14:
14:

01:
01:
01:
01:
01:
01:

~]$ cd /opt/cisco/usp/uas-installer/scripts/
scripts]$ ./uas-check.py auto-vnf vnfl-UAS

05, 446 -
07,925 -
07,925 -

07, 215
09, 575
09, 575
09, 778
13, 568
13, 568

I NFO
I NFO
I NFO

Check of AutoVNF cluster started
I nstance 'vnf1l-UAS-uas-0' status is 'ERROR
Check conpl eted, AutoVNF cluster has recoverable errors

./uas-check.py auto-vnf vnfl-UAS --fix

I NFO
I NFO
I NFO
I NFO
I NFO
I NFO

Check of AutoVNF cluster started

I nstance vnf1l-UAS-uas-0' status is 'ERROR

Check conpl eted, AutoVNF cluster has recoverable errors
Removi ng i nstance vnf 1- UAS- uas-0'

Rermoved i nstance vnf 1- UAS-uas-0'

Creating instance vnfl-UAS-uas-0' and attaching volume *vnf1-



UAS- uas-vol - 0'
2017-11-22 14:01:49,525 - INFO Created instance ‘vnf1l-UAS-uas-0

[stack@b3-o0spd scripts]$ ./uas-check.py auto-vnf vnfl-UAS

2017-11-16 13:11: 07,472 - INFO Check of AutoVNF cluster started
2017-11-16 13:11: 09,510 - INFO Found 3 ACTI VE Aut oVNF i nst ances
2017-11-16 13:11: 09,511 - INFO Check conpl eted, AutoVNF cluster is fine

6.2 AZ/EAutoVNFIEREHER, MEREIER , MEUNPIRLAAMARGFEL ERAEEBIRE,

t b3- bxb- vnf 1- aut ovnf - uas- O#show uas

uas version 1.0.1-1
uas state ha-active
uas ha-vip 172.17.181.101

I NSTANCE | P STATE ROLE

172.17.180.6 alive CONFD- SLAVE
172.17.180.7 alive CONFD- MASTER
172.17.180.9 alive NA

#i f uas-check.py --fix fails, you may need to copy this file and execute again

[stack@b3-0spd] $ mkdir -p /opt/cisco/usp/apps/auto-it/common/uas-deploy/
[stack@Db3-o0spd] $ cp /opt/cisco/usp/uas-installer/common/uas-deploy/userdata-uas.txt
/opt/cisco/usp/apps/auto-it/common/uas-deploy/

7 MBVMAHERIELT , FRAEUANRINEANRDERMBERKAFEELRE, BREEMN
A AutoVNF E i #25 FHR1E

ubunt u@ut o-t est aut ovnf 1- uas- 1: ~$sudo su
root @ut o-t est aut ovnf 1- uas- 1: / home/ ubunt u#l s /et c/rsysl og. d/ 00- aut ovnf . conf
00- aut ovnf . conf

root @ut o-t est aut ovnf 1- uas- 1: / hone/ ubunt u#l s /et c/rsysl og. conf
rsysl og. conf

ESCHik{E

1. AMRVMERERNEAEAMRE , ESCERMBRTMRE, JITEENRE , ARBHZHENER MR
o FITIBELIRIREESC,

2MEERN "$E5R, = TR MEHVM , —BEEEEEFHFMBESC VM, EILREIH  BEVEE
vnfm1-ESC-0# E# A&,

[root @bl-barenetal scripts]# nova list | grep auto-test-vnfnl- ESC

| fO3e3cac-a78a-439f-952b- 045aea5b0d2c | auto-test-vnfml- ESC
0 | ACTIVE | - | running | auto-testautovnfl-
uas-orchestration=172.57.12. 11; auto-test aut ovnf 1- uas-
managenment =172. 57. 11. 3
|
| 79498e0d- 0569- 4854- a902- 012276740bce | auto-test-vnfml- ESC-
1 | ACTIVE | - | running | auto-testautovnfl-
uas-orchestration=172.57. 12. 15; auto-test aut ovnf 1- uas-
managenment =172.57. 11. 5



[root @bl-barenetal scripts]# [root@bl-barenmetal scripts]# nova reboot --hard f03e3cac-a78a-
439f - 952b- 045aea5b0d2c\
Request to reboot server <Server: auto-test-vnfmnl-ESC 0> has been accepted.

[root @bl-barenetal scripts]#

SAMEMERTESC VML EZEEHME , FERBRUATIRAT.

[ stack@odl- ospd scripts]$ nova list |grep ESC-1

| c566ef bf-1274-4588-a2d8- 0682e17b0d41 | vnf 1- ESC- ESC-

1 | ACTIVE | - | running | wvnf1l-
UAS- uas-orchestration=172. 168. 11. 14; vnf 1- UAS- uas-

managenent =172. 168. 10. 4

[ stack@odl-ospd scripts]$ nova delete vnfl-ESC-ESC-1
Request to delete server vnfl-ESC ESC-1 has been
accept ed.

4 fEAUtoVNF-UASHEHESCEHESH , W E S KM HFEFPE#Hboot_vm.pydn & 5 LA I ESCHITE

o

ubunt u@nf 1- uas-uas-0: ~$ sudo -i
root @nf 1- uas-uas-0: ~# confd cli -u admin -C
Wel cone to the ConfD CLI

adm n connected from 127.0.0.1 using consol e on vnf1-uas-uas-0
vnf 1- uas-uas- O#show transacti on

TX I D TX TYPE DEPLOYMENT | D
TI MESTAMP STATUS

35eef c4a- d4a9- 11e7- bb72-f al63ef 8df 2b  vnf - depl oynent vnf 1- DEPLOYMENT 2017-11-
29T02: 01: 27. 750692- 00: 00 depl oyment - success
73d9c540-d4a8-11e7-bb72-fal63ef8df2b vnfm depl oynent vnf1l-ESC 2017-11-
29T01: 56: 02. 133663- 00: 00 depl oynent - success

vnf 1- uas- uas- O#fshow logs 73d9c540-d4a8-1le7-bb72-fal63ef8df2b | display xml

<config xm ns="http://tail-f.com ns/config/1l.0">
<l ogs xm ns="http://wwv ci sco. comf usp/ nfv/usp-aut ovnf - oper">
<t x-i d>73d9c540- d4a8- 11e7- bb72- f al63ef 8df 2b</t x-i d>
<l 0g>2017-11-29 01:56: 02,142 - VNFM Depl oynent RPC triggered for depl oynment: vnfl-ESC,
deactivate: O

2017-11-29 01:56: 02,179 - Notify depl oynment

2017-11-29 01:57: 30,385 - Creating VNFM 'vnfl-ESC-ESC-1' with [python //opt/cisco/vnf-
staging/bootvm.py vnfl-ESC-ESC-1 --flavor vnfl-ESC-ESC-flavor --image 3fe6bl197-961b-4651-af22-
dfd910436689 --net vnfl-UAS-uas-management --gateway_ ip 172.168.10.1 --net vnfl-UAS-uas-
orchestration --os_auth url http://10.1.1.5:5000/v2.0 --os_tenant_name core --o0s_username ***kk#*

--0s_password ****** __-bg os_auth_url http://10.1.1.5:5000/v2.0 --bs_os_tenant_name core --

bs_os_username ****** __bsg os_password ****** __egc ui_startup false --esc_params_file
/tmp/esc_params.cfg --encrypt_key ****** __uger pass ****** __yuger_confd pass ****** __kad vif
eth0 --kad_vip 172.168.10.7 --ipaddr 172.168.10.6 dhcp --ha_node_list 172.168.10.3 172.168.10.6
--file root:0755:/opt/cisco/esc/esc-

scripts/esc_volume_em staging.sh:/opt/cisco/usp/uas/autovnf/vnfms/esc-

scripts/esc_volume_em staging.sh --file root:0755:/opt/cisco/esc/esc-
scripts/esc_vpc_chassis_id.py:/opt/cisco/usp/uas/autovnf/vnfms/esc-scripts/esc_vpc_chassis_id.py
--file root:0755:/opt/cisco/esc/esc-scripts/esc-vpc-di-internal-


http://tail-f.com/ns/config/1.0
http://www.cisco.com/usp/nfv/usp-autovnf-oper
http://10.84.123.35:5000/v2.0
http://10.84.123.35:5000/v2.0

keys.sh:/opt/cisco/usp/uas/autovnf/vnfms/esc-scripts/esc-vpc-di-internal-keys.sh]...
5.#5boot_vm.py T & ZEIShelliE T EE R (esc.sh)F , MFEAEHNER(EES
core/Cisco@123)E#FrBEEAE BB MBTE 1T, BHFEBR — encrypt_key:EEH, ¥
Huser_passHuser_confd_pass , EEE A — user_passwd username:password(R ] —
admin:Cisco@123)1& =\,

BIE , #Erunning-configZ #bootvm.pyURL , A% #$bootvm.py#E R EEN Elautovnf-uas VM, EZ
Bild , 10.1.1.32 88T,

root @nf 1-uas-uas-0: ~# confd_cli -u admin -C
Wel cone to the ConfD CL
adm n connected from 127.0.0.1 using consol e on vnf1l-uas-uas-0

vnf 1- uas- uas- O#show running-config autovnf-vnfm vnfm

configs bootvm

value http://10.1.1.3:80/bundl es/5.1.7-2007/vnf m bundl e/ bootvm 2 3 2 155. py
!

root @nf 1-uas-uas-0: ~# wget http://10.1.1.3:80/bundles/5.1.7-2007/vnfm-bundle/bootvm-
2_3 2 155.py

--2017-12-01 20:25:52-- http://10.1.1.3/bundles/5.1.7-2007/vnfm bundl e/bootvm2 3 2 155. py
Connecting to 10.1.1.3:80... connected

HTTP request sent, awaiting response... 200 K

Length: 127771 (125K) [text/x-python]

Saving to: ‘bootvm2_3 2 155. py’

:::::::::::>] 127,771 --.-K's in 0.001s

2017-12-01 20:25:52 (173 MB/s) - ‘bootvm2_3_2_155.py’ saved [127771/127771
Create a /tnp/esc_parans.cfg file.

root @nf 1-uas-uas-0: ~# echo "openstack.endpoint=publicURL" > /tmp/esc_params.cfg

6.1 F iR 1B ¥ 1T ¥ 1Tbootvm.py pythonig S BRI shellis 5.

root @nf 1-uas-uas-0: ~# /bin/sh esc.sh

+ python ./bootvm.py vnfl-ESC-ESC-1 --flavor vnfl-ESC-ESC-flavor --image 3fe6bl197-961b-4651-

af 22-df d910436689 --net vnf 1- UAS-uas- managenent --gateway_ip 172.168.10.1 --net vnf1l-UAS-uas-
orchestration --os_auth_url http://10.1.1.5:5000/v2.0 --0s_tenant_nanme core --0S_usernane core -
-os_password Cisco@?23 --bs_os_auth_url http://10.1.1.5:5000/v2.0 --bs_os_tenant_nane core --
bs_os_usernane core --bs_os_password C sco@?23 --esc_ui_startup false --esc_parans_file

/tnp/ esc_parans. cfg --user_pass adm n: G sco@?23 --user_confd_pass adm n: C sco@?23 --kad_vif ethO
--kad_vip 172.168.10.7 --ipaddr 172.168.10.6 dhcp --ha_node_list 172.168.10.3 172.168.10.6 --
file root:0755:/opt/ciscolesc/esc-

scri pts/ esc_vol une_em st agi ng. sh: / opt/ ci sco/ usp/ uas/ aut ovnf/ vnf ns/ esc-
scripts/esc_vol unme_em staging.sh --file root:0755:/opt/ciscol/ esc/ esc-

scripts/esc_vpc_chassis_id. py:/opt/cisco/usp/uas/autovnf/vnfns/esc-scripts/esc_vpc_chassis_id. py
--file root:0755:/opt/ciscolesc/esc-scripts/esc-vpc-di-internal-

keys. sh: / opt/ci sco/ usp/ uas/ aut ovnf/ vnf ns/ esc-scri pts/ esc-vpc-di -internal -keys. sh

| Property


http://10.84.123.42/bundles/5.1.7-2007/vnfm-bundle/bootvm-2_3_2_155.py
http://10.84.123.42/bundles/5.1.7-2007/vnfm-bundle/bootvm-2_3_2_155.py
http://10.84.123.35:5000/v2.0
http://10.84.123.35:5000/v2.0

Val ue

| OS-DCF: di skConfig
MANUAL

| OS-EXT-AZ:availability_zone
nmgnt

| OS- EXT- SRV- ATTR: host
1.1 ocal domai n

| OS- EXT- SRV- ATTR: hyper vi sor _host nane
1.1 ocal domai n

I
| OS- EXT- SRV- ATTR: i nst ance_nane
000001eb

| OS-EXT- STS: power _state
1

| OS-EXT-STS:task_state

I
| OS-EXT-STS:vm state
active

| OS-SRV-USG | aunched_at
02T13: 28: 32. 000000

I
| OS-SRV-USG termn nated_at

| accessl Pv4d

| accessl Pv6

t b5-ul t ram osd- conmput e-

t b5-ul t ram osd- conput e-

i nst ance-

2017-12-



I
| addresses | {"vnfl-UAS-uas-orchestration": [{"OS EXT-IPS-

MAC: mac_addr": "fa:16:3e:d7:c6:19", "version": 4, "addr": "172.168.11.14", "OS-EXT-1PS:type":
"fixed"}], "vnfl-UAS-uas-managenent": [{"OS-EXT-I1PS-MAC nac_addr": "fa:16: 3e: 31: ee: cd",
"version": 4, "addr": "172.168.10.6", "OS-EXT-1PS:type": "fixed"}]}

| config_ drive | True

| created | 2017-12-
02T13: 27: 49Z

I
| flavor | {"id": "457623b6-05d5-403c- b2e4- aa3b6a0c9d32", "links":

[{"href": "http://10.1.1.5:8774/fl avors/457623b6- 05d5- 403c- b2e4- aa3b6a0c9d32", "rel ":
"bookmark"}]}

I
| hostld |

f 5d2bbf Oc5a7df 34cf 2e6f 62ae0702ef 120f f 82f 81c3f 7664f f b35e9

| id | 2601b8ec- 8f f 8- 4285- 810a-
e859f 6642ab6
I
| image | {"id": "3fe6bl97-961b-4651-af 22-df d910436689", "links":

[{"href": "http://10.1.1.5:8774/i mages/ 3f e6b197- 961b- 4651- af 22- df d910436689", "rel ":
"bookmark"}]}

| key_name -

| metadata

| name | vnfl-esc-esc-

| os-extended-vol unes: vol umes_attached | []

| progress
0

| security_groups | [{"nane": "default"}, {"nane":
"default"}]

| status
ACTI VE


http://10.84.123.35:8774/flavors/457623b6-05d5-403c-b2e4-aa3b6a0c9d32
http://10.84.123.35:8774/images/3fe6b197-961b-4651-af22-dfd910436689

| tenant _id
f d4b15df 46c6469cbacf 5b80dcc98abc

| updated | 2017-12-
02T13: 28: 32Z

| user_id |
d3b51d6f 705f 4826b22817f 27505c6¢cd

I
7.17E0SPDH , MEFMESCERMBRRE T RN EBETRE,

[ stack@odl-ospd ~]$ nova list|grep -i esc
| 934519a4- d634-40c0- a5le-f c8d55ec7144 | vnf 1- ESC- ESC-
0 | ACTIVE | - | running | vnfl-
UAS- uas-orchestration=172. 168. 11. 13; vnf 1- UAS- uas-
managenent =172. 168. 10. 3
I
| 2601b8ec- 8f f 8- 4285- 810a- e859f 6642ab6 | vnf 1- ESC- ESC-
1 | ACTIVE | - | running | wvnf1l-
UAS- uas-orchestrati on=172.168.11.14; vnf1l- UAS-uas-
managenent =172. 168. 10. 6

#Log in to new ESC and verify Backup state. You may execute health.sh on ESC Master too

ubunt u@nf 1- uas- uas-0: ~$ ssh adm n@72.168.11.14

HUHH BB HHHHH R R B H U R R R R R R R R R R R R RS R
# ESC on vnfl-esc-esc-1.novalocal is in BACKUP state
HUHH BB HHHHH R R B H U R R R R R R R R R R R R RS R

[adm n@nf1-esc-esc-1 ~]$ escadm st at us
0 ESC status=0 ESC Backup Heal t hy

[adm n@nf 1-esc-esc-1 ~]$ heal th.sh
ESC HA ( BACKUP)

ESC HEALTH PASSED

[adm n@nf1-esc-esc-1 ~]$ cat /proc/drbd

version: 8.4.7-1 (api:1/proto:86-101)

G T- hash: 3a6a769340ef 93b1ba2792¢c6461250790795db49 build by nockbui |l d@ui | d64R6, 2016-01-12
13:27:11

1: cs: Connected ro: Secondary/Primary ds: UpToDat e/ UpToDate C r-----
ns: 0 nr: 504720 dw. 3650316 dr:0 al:8 bmO l0:0 pe:0 ua:0 ap:0 ep:1 wo:f 00s:0

8. MNRESC VMAAMEY AFEEFRERE , Fit Ul iRt FERER E.
O.HRESCENEERR , FRATEREMEZHNFLLESCIRE ; HMNESC HA , KEEWBIVMPH
17, RBEEEXVMH T,

# service keepalived stop

10.REESCHIREAMEE , YRREHANENEHBIVMP —IH 2= 1L,


mailto:admin@172.168.11.14

# escadm st at us
MBTESTHBUREERE, FRAKENERESIFELNESCHEN -5 , XTEEKEHEHT
—EHEAMAEESC , KEEREERREHFIDRBDE E L AF R EPostgreSQLE K&,

# | opt/ciscol esc/esc-scripts/esc_dbtool.py restore --file
scp: /[ <user name>: <passwor d>@backup_vm i p>: <fi | ename>

12. EFTRABIESCIRBE A TR E R EIE R,
13. 5 AEMEE B P HITHHA | BEH R Ekeepalive R 75

# service keepalived start
14 EREBRYIRELETER ; BREANKYNEHNRBDERMERMBFRERE. BRTEE
FTBESCE ###85 PHR1E.

[adm n@ut o-test-vnfnR-esc-1 ~]$

[adm n@ut o-test-vnfnR-esc-1 ~]$ cd /etc/rsyslog.d

[adm n@ut o-t est-vnfm2-esc-1 rsysl og.d] $ls /etc/rsysl og. d/ 00- escmanager . conf
00- escnmanager . conf

[

[adm n@ut o-t est-vnfnR-esc-1 rsyslog.d] $ls /etc/rsyslog. d/ 01- nessages. conf
01- nessages. conf

[adm n@ut o-t est-vnfm2-esc-1 rsysl og.d] $ls /etc/rsysl og. d/ 02- nona. conf
02- nona. conf

[ adm n@ut o-t est-vnf nR-esc-1 rsyslog.d] $ls /etc/rsysl og. conf
rsysl og. conf

EM1R1E

1.0REM VMBEREBFRGHEMRGMER "#/E5R, RE , ERAETUERGENIEFRES
ZENEM VM,

2. ESC/IVNFMREREMERBEZN T , Bt , EEMEREEMRENERT , ESCEER BEIX
EEMEE#EE, HMMEMERERE , MBESCEZERITRIKE , ESCERZIVMER BIERREE,

SHEERERBRT , — BEEXAERRBEEBIFER , FAERUUFHNEEMER MR, AFER
AEEBIER R , TRUITHFIHNE , E-HFREE,

4 8 E IE B AR N R IR

[ stack@odl-ospd ~]$ source corerc

[ stack@odl-ospd ~]$ nova list --field nane, host,status |grep -i err
| c794207b- a51le- 455e- 9a53- 3b8f f 3520bb9 | vnf 1- DEPLOYMENT- _vnf 1- D_0_a6843886- 77b4- 4f 38- b941-
74eb527113a8 | None | ERROR |

5% AZIESCE[ARES , 5 EZHEWEMAICF VM TR EE SR 4E, MO B, ESCHELHE
WRIEIRIE | ILIRETAEE LD BERNTERAE,

ubunt u@nf 1- uas-uas-1: ~$ ssh adm n@72. 168. 10. 3



[adm n@nf1-esc-esc-0 ~]$ sudo /opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli recovery-vm-action DO
vnfl-DEPLOYMENT-_vnfl-D_0_a6843886-77b4-4£f38-b941-74eb527113a8
[ sudo] password for adnin:

Recovery VM Action
/ opt/ ci sco/ esc/ conf d/ bi n/ net conf -consol e --port=830 --host=127.0.0.1 --user=admn --
privKeyFil e=/root/.ssh/confd_id_dsa --privKeyType=dsa --rpc=/tnp/esc_nc_cli.ZpRCG i euW
<?xm version="1.0" encodi ng="UTF- 8" ?>

<rpc-reply xmins="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" nessage-id="1">

<ok/ >

</rpc-reply>

6.E53#%/var/log/esclyangesc.log , BRI Ko

[adm n@nf 1-esc-esc-0 ~]$ tail -f /var/log/esc/yangesc.| og

14:59: 50,112 07-Nov-2017 WARN Type: VM_RECOVERY_COMPLETE

14:59: 50, 112 07- Nov-2017 WARN Status: SUCCESS

14:59: 50,112 07-Nov-2017 WARN Status Code: 200

14:59: 50,112 07-Nov-2017 WARN Status Msg: Recovery: Successfully recovered VM [vnf 1- DEPLOYMENT-
_vnf1-D 0_a6843886- 77b4- 4f 38- h941- 74eb527113a8]

#Log in to new EM and verify EMstate is up

ubunt u@nf 1lvnf ddepl oymentem 1: ~$ /opt/cisco/ncs/current/bin/ncs_cli -u admin -C
adm n connected from 172.17.180. 6 usi ng ssh on vnf lvnfddepl oymentem 1

adm n@cn# show ems

EM VNFM

ID SLA SCM PROXY

2 up up up
3 up up up

BESCHZERBIVME

1 EELERERT , ESCHREINREMBEERMBIVM, #RGEREM MBI EESCRHMITESCEIH#,
ESCUMANFEE -2, EHMEESCLHIThealth.shilBaREREME), EESCHATH
, ESCHRe 28 EVMMRELREIVM. HRUIRECEHE | BLAFEFS-7TDESBETK.

2. 487 LLEE $2 lvar/log/esclyangesc.log Fl/var/log/esc/escmanager.log. MR EE R ES-7H0EZRR
BEMEEREESE  AEAESETENESZENERE:ES,

3.—EHERMBMRINREIET ; MRENANKINEARDERMARKAFEERE, BRE
A PRBESCE B8 AR 1E,

root @baut ot est vnf mlem 0: / et ¢/ r sysl og. d# pwd
/etc/rsyslog.d

root @baut ot est vnf mlem 0: / et c/ rsysl og. d# |

total 28
drwxr-xr-x 2 root root 4096 Jun 7 18:38 ./



drwxr-xr-x 86 root root 4096 Jun 6 20:33 ../]

-rw-r--r-- 1 root root 319 Jun 7 18:36 00-vnmf-proxy.conf
-rw-r--r-- 1 root root 317 Jun 7 18:38 0l-ncs-java.conf
-rwr--r-- 1 root root 311 Mar 17 2012 20-ufw. conf
-rwr--r-- 1 root root 252 Nov 23 2015 21-cloudinit. conf
-rwr--r-- 1 root root 1655 Apr 18 2013 50-defaul t. conf

r oot @baut ot est vnf mlem 0: / etc/rsysl og. d# |s /etc/rsysl og. conf
rsysl og. conf

StarOSE R

1. NREEStarOS VMAREBRGREMEEMER "TH/EE3R ) RRE | FH BT LURRILLIERF K
EZSEmStarOS VM,

2. ESC/VNFMZEE#2StarOS E S M Bz i T4 , B ULFECF/SFEE MR BN IR BN TR T
, ESCHEH BBIRECF/SFESMR, BRELNMERR , MRESCHEEKUTHIRE , ESCE
VMR E & 85 R &

BHEEERBAT , " BEEFAEREBBEFIMR , EAERTUAFBHRECF/SFERME. A8
EBETRERECR , TRUTUHFEBNE , E-—HIEFEE

4AFEERRN TH#HERL REVM,

[ stack@odl- ospd ~]$ source corerc

[ stack@odl-ospd ~]$ nova list --field nane, host,status |grep -i err
| €794207b- a5le- 455e- 9a53- 3b8f f 3520bb9 | vnfl-DEPLOYMENT-_s4_0_c2b19084-26b3-4c9c-8639-
62428a4cb3a3 | None | ERROR

5% AZIESCEMMRE , HEEZZEMWEMAMCF VM#1Trecovery-vm-action. Be patient, ESCH§
LTHERERE , WIREARES P ERTERE,

ubunt u@nf 1- uas-uas-1: ~$ ssh adm n@72. 168. 10. 3

[adm n@nf 1-esc-esc-0 ~] $ sudo /opt/cisco/esc/esc-confd/esc-cli/esc_nc_cli recovery-vm-action DO
vnfl-DEPLOYMENT-_s4_0_c2b19084-26b3-4c9c-8639-62428a4cb3a3
[ sudo] password for adnin:

Recovery VM Action

/ opt/ ci sco/ esc/ confd/ bin/ netconf-console --port=830 --host=127.0.0.1 --user=admn --
privKeyFil e=/root/.ssh/confd_id_dsa --privKeyType=dsa --rpc=/tnp/esc_nc_cli.ZpRCG i euW
<?xm version="1.0" encodi ng="UTF- 8" ?>
<rpc-reply xmins="urn:ietf:parans: xnm : ns: netconf: base: 1. 0" nessage-id="1">

<ok/ >
</rpc-reply>

##Moni tor the /var/l og/esc/yangesc.log until comrand conpl et es.
[adm n@nf 1-esc-esc-0 ~]$ tail -f /var/log/esc/yangesc.|og
14:59: 50, 112 07- Nov-2017 WARN Type: VM_RECOVERY_ COMPLETE
14:59: 50, 112 07- Nov-2017 WARN Status: SUCCESS

14:59: 50, 112 07- Nov-2017 WARN Status Code: 200
14: 59: 50, 112 07-Nov-2017 WARN Status Msg: Recovery: Successfully recovered VM [vnf 1- DEPLOYMENT-



_s4_0_c2b19084- 26b3- 4c9c- 8639- 62428a4cb3a3]
6.5 % , BiB7EStarOS LiE1Tshow cardEEREBFMHE AR, WRMENVMRESF , FRHEAGEE
EAEEREHEBA, ETHXENStarOSEE E &,

[l ocal ] VNF1# show card tab
Sat ur day Decenber 02 14:40:20 UTC 2017

Sl ot Card Type Qper State SPOF Attach
1. CFC Control Function Virtual Card Active No

2: CFC Control Function Virtual Card Standby -
3: FC 4-Port Service Function Virtual Card Active No
4. FC 4-Port Service Function Virtual Card Active No
5. FC 4-Port Service Function Virtual Card Active No
6: FC 4-Port Service Function Virtual Card St andby -
7: FC 4-Port Service Function Virtual Card Active No
8: FC 4-Port Service Function Virtual Card Active No
9: FC 4-Port Service Function Virtual Card Active No

10: FC 4-Port Service Function Virtual Card Active No

EESCHEZEREIVMEF

EREERT , ESCERENMEMELZRBVM, BRS5ZEREHNRE EESCRHITESCHI#,
ESCYI RNEFEE— 28, EFMEESCLHIThealth.shiABRBETCREME ., BEESCHAEK

, ESCTIBE S8 BEVMARREL M EIVM, HRALIRECFHE , BUXEERS5-7T0ETRETH. BAIUE
& /var/log/esclyangesc.log#l/var/log/esc/escmanager.log, MRRES-77EER KT B EEKEES
WIRE , AEEERTEZEERBIENTFTHIRE.
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