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Onboard Server
Onoand RoUter 172.30.128.1/29 1P 172.30.128.2/29
Default Route: I |DG:172.30.128.1
0.0.0.0 -> 10.42.0, — —
M e 10420129
Router f Onboard Server
L
’l A
-~ .
IWa167 H IW9167
1P: 10.42.0.2129 / Suitch \ IP: 10.42.0.3/29
DG 10.42.0.1 [ DG: 10.42.0.1
Static Route: Static Route:
172.30.128.0/29 VIP: 172.30.128.0/29
DG: 10.42.0.1 10.42.06 DG: 10,4201
Vehicle

IW9167 Mesh End IWa167 Mesh End IW39167 Mesh Point
IP: 192.168.200.10/24  [P: 192.168.200.12/24  IP: 192.168.200.15/24
DG: 192.168.200.1 DG: 192.168.20001 DG: 192.168.200.1

L2TP; 192.168.200.210 [ 27TP: 192.168.200.212

: : (.
VIP: :.

192.168.200.13

Trackside Subnet A

192,168,201

Core Router

Routes:
Static Route: 172.30.128.0/29 -> 192.168.20.4
Static Route: 10.42.0.1 -> 192,168.20.4

1P: 172.20.128.2/29
DG:172.20.128.1

Core Network

ARIPERERE

IW9167 Mesh End
1P: 192.168.201.10/24
DG; 192.168.201.1
L2TP: 192.168.201.210

TRACKSIDE SUBNET 1

1

E TRACKSIDE SUBNET (n)
E Onboard Vehicke Network
L2TP Tunnel

L2TP Tunnel

IW3167 Mesh Point
1P: 192.168.201.15/24
DG: 192.168.201.1

IW9167 Mesh End
IP: 192.168.201.12/24
DG: 192.168.201.1
L2TP: 192.168.201.212

URWB Gateways

WIP:
192.168.201.13

Trackside Subnet (n)

IECE400 Primary
IP; 192.168.20.2/24
DG: 192.168.20.1
L2TP; 182.168.20.12

IECE400 Secondary
IP; 192.168.20. /24
DG: 192.168.20.1
L2TP: 192.168.20.13
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vl Cisco URWB IEC-6400-URWB Configurator

cisco 5.69.163.198 - MESH END MODE
ULTRA RELIABLE

WIRELESS BACKHALL
Sun 22 Jun 2025 11:53:05 AM HST

IOTOD IW [ Offiine GENERAL MODE
IW MONITOR Disabled General Mode
QUADRO “Mesh Passphrase® is an alphanumeric string or special characters excluding '[apex] S[double apex) "[backtick]

Sdollar] =[equal] [backslash] <[kt angle brackel] >[right angle bracket] #[hash] %[percent] ([left bracket] )fright
bracket] &]ampersand] and whitespace (e.g. "mysecuracamnet™) that indentifies your network. It MUST be the

r y 1 B 5 i F ¥ L L |
CEMERAL SETTINGS garme for all the Ciged LRWE units balonging b e Samss nabwork

- ganeral mode

(R Mesh Passphrase; eesssssss
HNETWORK CONTROL

- advanced tools Show passphrase: ||
ADVANCED SETTINGS

LAN Paramaters
- static routes

- allowlist | blocklist

_— Local IP:  192.168.20.2
- multicast
RS —_— Local Netmask: 255.255.255.0
= radius
- ntp _— Default Gateway: 192.168.20.1
- ethernet filter
- |12tp configuration Local Dns 1:
= ylan settings

Local Dns 2:

= Fluidity

- misc settings
- smart license ( |

Reset Save
MANAGEMENT SETTINGS | J

- remote access

- status

- configuration settings
- local certificate

- reset factory default

- reboot

- logout

£ 2024 Clsco andior its affillates. All rights reserved.



2. ADVANCED SETTINGS > I12tp configuration:

EL2TPECEEME £ , #$L2TP WAN IPi#bit 5 ELie WEBEFTER R — F/# , WIEEWANBEBEEALL 7
BRHERE, AHUDPIBEXZERE B5701,

SINIT
CISCO

ULTRA RELIABLE
WIRELESS BACKHALL

Cisco URWB |EC-6400-URWE Configurator
5.69.163.198 - MESH END MODE

Sun Z2 Jun 2025 121525 PM HET

I0TOD IW m Configuration contains changes. Apply these changes? Discard [ Review ] Apply & Reboot
IW MONITOR  Disabled |

QUADRO L2TP Configuration

Local Unit Configuration

I d WaAHN IF Address is local WAN IF address used for externally commnunicating with the remala lunnal pears. This
- general mode address mus! be neachable from the ademal hogls, ¢.g. using por forwarding on the Ladd gateway, WAN
METWORK CONTROL gateway is the local gateway used by the local unit to communicate with the outside world. Local UDP Port is the
port used by remaote pears bo communkcats with the local unit I:U mieans [P ancapsulation).

——p BL2TP

GENERAL SETTINGS

- advanced tools

ADVANCED SETTINGS
WAN IP Address WAN Natmask WAN Gateway Local UDP Port
- static routes
- allowlist | blocklist —_— | 192.168.20.12 255.255.255.0 192.168.20.1 5701
SIMUREns: Max number of LZTP tunnels: 10
- sNmp
- radius

[Corer

- ethernet filter

- 12tp configuration
- vlan settings

- Fluidity

L2TP Tunnels

- misc settings L2TP Tunnels eurrantly installed.

- smart license Remote IP Address Remote UDP Port Status
MANAGEMENT SETTINGS

I 192.168.200.210 5701 IDLE

- status
= configuration settings Add a New L2TP Tunnel
- local certificate Remote WAN P address coresponds o the WAN 1P address of the REMOTE unit. Remote UDP port is the port
reset factory default nAurmber af the REMOTE wnil (0 means IP encapsulation)
Remaote WAN IP Address Remaote UDP Port
- reboot Add
—_—

- logout

0 2024 Clsco andior its affillates. All rights reserved.
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Global Gateway ( £ =4 #E ) #I1E,

'::I ot Cisco URWE IEC-6400-URWB Configurator
ISCO 5.69.163.198 - MESH END MODE
ULTRA RELIABLE

WIRELESS BAGKHALL Sun 22 Jun 2025 12:46:51 PM HST

I0TOD IW [ Offline FLUIDITY
IW MONITOR Fluidity Settings
QUADRO The wnil Gan operald in 3 modes: Infrastruciure, Infrastruciung (wirgless relay), Viehicle,

The wnil must be 561 as Infrastructure when it acts as the entry point of the infrastructune for the mobile vehicles
and it Is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
miust b 301 ag Infrasbructure (wirgless relay) ONLY wihen it is used as a wirgbess ralay agent 1o other

GENERAL SETTINGS i Y
Infrastructne units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as

- general mode it will usa the wiralass connection to ralay the data coming form the mobis units.
The wnil must be se1 as Vehicle when it is mobile. Vehicle 1D must be set ONLY when the unit is configured as
HETWORK CONTROL Vehicle. Specifically, Vahicle ID must be a wnique among all the mobile units installed on the same vehicle, Unit
installed on different vehicles must use diffarent Viehicle IDs.
- advanced tools The Metwork Type filed must be sel according to the general network architecture. Choose Flat if the mesh and
the infrastruciure nitworks belong to a single layer-2 broadcast domain. Lise Mulliple Subnets if thoy are
ADNANCED SETTINGE organized as different layer-3 routing domains.
- static routes .
. —_— Fluidity & Enable
- allowlist | blocklist
- multicast Unit Role:  Infrastructure W
= SAMp
—_— MNetwork Type: Mulliple subnets
- radius yp P
- ntp e Enable Global Gateway:

- athernet filter

- [2tp configuration ’

= vlan settings Reset J “
- Fluidity ke
- misc settings

- smart license
MANAGEMENT SETTINGS

- ramote access

- status

= configuration settings
- local certificate

- reset factory default

- reboot

= logout

© 2024 Cleco andlor its affilates, All rights ressrved,
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1. GENERAL SETTINGS > General Mode:
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HEABRBEERERENSBIP, iR EHENEREEAE.

||I|ll|l|
Cisco

ULTRA RELIABLE
WIRELESS BACKHALL

IW Service
IW Monitor Enabled

QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist ! blocklist

- multicast

- SAMp

- radius

- ntp

- athernet filter

- 12tp configuration

= wvlan settings

= Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

= configuration settings
- reset factory default

- reboot

= logout

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sun Jun 22 120341 EDT 2025

GENERAL MODE

General Mode

Select MESH END mode if you are instaling this Cisco Catalyst IW9167E Heavy Duty Access Point at the head
end and connacling his w10 & wired network (e, LAN),

D mesh point
Mode: o mesh end
() gateway

Radio-off: [_]
LAN Parameters
Local IP:  192.168.200.10
Local Nelmask: 255.255.255.0
Default Gateway: 192.168.200.1
Local Dns 1:

Local Dng 2:

Enable IPvE:

|

O

£ 2035 Cisco and/or s affiliates. All rights resenved,

2. GENERAL SETTINGS > Wireless Radio:
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ol Cisco URWB IWS167EH Configurator
CISCO 5.246.2.0 - MESH END MODE

ULTHRA RELIAELE

VeSS BAGE Sun Jun 22 19:04:48 EDT 2025

IW Service [ Offine | WIRELESS RADIO
IW Monitor [ Enabled | Wireless Settings
QUADRO “Shared Passphrase” is an alphanumeric string or specdal characters exchuding Tapex] “Tdouble apox] ' [backtick]

S{dollar] =[equal] \[backslash] and whiltespace (e.g. “mysecurecamnet”) that indentifies your nebwork. it MUST be
the gama for all tha Claco URWE units balonging 1o the sama mehwork.

GENERAL SETTINGS
- general mode Shared Passphrase: eesssssss

= wireless radio
Show passphrase: [ |

- antenna alignment and stats
In order lo eslablish a wirsless connection batween Gisco URWE units, they need io be operating on the sama
HETWORK CONTROL frequency.

- advanced tools Radio 1 Settings
ADVANCED SETTINGS

- advanced radio settings Role: | Fluidity v
- static routes

Fi MHz): 5180 a
- allowlist | blocklist rueancyi(Mk)

- multicast Channal Width (MHz): 20 b
- SNMp
- R Radio 2 Settings

- nt .

d Role: Disabled W
- gthernet filter
- [2tp configuration
=vlan settings )

9 [ Reset Save

- Fluidity
= misc settings

- smart license
MAMNAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

= logout

D 2025 Cisco and/or s affillates, All rights reserved.

3. ADVANCED SETTINGS > 12tp configuration:
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] Cisco URWB IW9167EH Configurator

cisco 5.246.2.0 - MESH END MODE
ULTRA RELIABLE

IRELESS BAERHAL Sun Jun 22 19:10:25 EOT 2025

IW Service Configuration contains changes. Apply these changes? Discard Review Apply
W Meniter

QUADRO
L2TP Configuration
GENERAL SETTINGS Local Unit Configuration
- [ neral moda WAN IP Address is local WAN IP address used for exdermally commnunicating with the remole tunned peers, This
irel di address must be reachable from the external hosts, e.g. using por forwarding on the LAN gabeway, WAN
- wireless radio gateway is the local gateway used by the local unit lo communicate with the oulside world. Local UDP Port is the

- antenna alignment and stats port used by remoda peers to commienkcate with the local unit (0 means IP encapsulation).

NETWORK contTROL ~————> HL2TP

- advanced tools WAN IP Addrass WAN MNetmask WAN Gateway Local UDP Port
ADVANCED SETTINGS —— 8% 182.168.200.210 255.255.255.0 192.168.200.1 5701

- advanced radio settings
- static routes Max number of LZTP tunnels: &

- allowlist | blocklist

= multicast
Gono
- SNmMp

- radius

= tp

- athernet filter L2TP Tunnels
- 121p configuration L2TP Tunnels currently installed.

- wl etti
:;’i‘;w nas Remote IP Address Remote UDP Port Status

- misc seltings 182.168.20.12 5T IDLE

- gmart license

MAMNAGEMENT SETTINGS 192.168.20.13 S7T01 IDLE

- remole access

ST IRt Add a New L2TP Tunnel
SalEa Remobte WAN IP address cormesponds o the WAN IP address of the REMOTE unit. Remote LIDP po is the por
- configuration settings number of the REMOTE unit (0 means IP encapsulation).
- reset factory default Remote WAN IP Address Remate UDP Port
Add
- reboot _—
= logout

B P05 Clace andior Ha affiliates. All fights reserved.
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ULTR:A RELIABLE
WIRELESS BACKHALIL

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sum Jun 22 19:26:26 EDT 2025

IW Service Configuration contains changes. Apply these changes? Discard | Review Apply
IW Maonitor

QUADRO
FLUIDITY
GENERAL SETTINGS Fluidity Settings
- genaral mode The: unil can operale in 3 modes: Infrastruclure, Infrastructune (wirgless relay), Vehicle

Ther wnil must be $¢ as Infrastructure when it aclts as the entry point of the infrastructune for the mobile vahicles

- wireless radio and it is connected b a wined natwork (backbone) which possibly includes other Infrastrecture nodes. The wni

- antenna alignment and stats mizst be ot as Infrastructure (wirsless relay) ONLY when it is used as a wireless relay agent to other
Infrastrectura units. In this operating mode, the unit MUST MOT be connected to the wired network backbone as
HETWORK CONTROL it will usa the wiraless connaction to relay the data coming form the maobile units.
The unit must be set as Viehicle whan it I3 mobile. Vahicla 1D must ba sel ONLY whan the unit is configured as
- advanced tools ‘iehicle. Specilically, Vehicle 1D must be a unique among all the mobile units installed on the same vehicle, Linit

installed on differen! wehicles must use different Vehicle 1Ds.

ADVANGED SETTINGS The: Metwork Type filed must be sl according 1o the general network architecture. Choose Flat if the mesh and

- advanced radio settings thax infrastructurg networks belong to a single layer-2 broadeast domain, Use Mulliple Subnets if they ane
organized as different laydr-3 routing domaing
- static routes .
. ) _— nit Role:  Infrastructure A
- allowlist | blocklist wnit
- multicast .
—_— Network Type: Multiple subnets ~
-snmp
= The following advanced settings allow bo fine-tune the performance of the system depending on the specific
- radius environment. Please do not aller this settings unless you have read the manual first and you know what you ane
doing.
ntp The Handoff Logic controts the algorithm used by a mobile radic 1o select the best infrastructure point to connect
- athernet filter to. In Mormial made, the point providing the stronges! signal ts selected. In Load Balancing mode, the mobde

radio prErﬂri the poand which r.'ll'l‘.'l\liUES- the besl balance betwaan Srgl'l."ll 3L‘1’."|"|gl|l. and amounl of raffic camiad.
= [2tp configuration
- e .

- vlan settings Handoff Logic: andard oy

= Fluidity
- misc settings J

Reset Save

= smart license

MANAGEMENT SETTINGS
= remote access

- firmware upgrade

- status

- configuration settings
= reset factory default

- reboot

- logout

BLEEHEIRE

1. GENERAL SETTINGS > General Mode:

BETREEGEERERE, DEREREVTUEEZE TR, B-—FRETHEREER —EEEH
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UL Cisco URWB IW9165E Configurator

CISCO 5.66.194.36 - MESH FOINT MODE
LLTRA RELIABLE

IR ACKEHA
FRELESSIENE - Sun Jun 22 2001110 EDT 2025

IW Service m GENERAL MODE

IW Monitor m General Mode

Select MESH POINT moda il you are abllaching an 1P adge devica (Le. network cameara, encodar, abs.) 1o this

GEMERAL SETTINGS Cisco 10T IWS165E Senes Actess Poiml of il you aré using this unil a8 a relay point in e mash nstwork.
- general mode p )
ﬂ meash paint
= wiraless radio
i Mode: () mesh end
- antenna alignment and stats {:}
alewa

HETWORK CONTROL 9 ¥
- advanced tools

Radio-off: [

ADVANCED SETTINGS

- advanced radio settings
' g LAN Parameters

- static routes

- allowlist / blocklist
— Local IP:  10.42.0.2

- SAMp
- radius _— » Local Netmask: 255.255.255.248
= ntp
- ethernet filter —_— Default Gateway: [10.42.0.1 I
- I2tp configuration
- vlan settings Local Dns 1:
- Fluidity

. . Local Dns 2:
- misc settings
MAMNAGEMENT SETTINGS Enable IPvE: |:|

- remote access

- firmware upgrade y

- configuration settings

- reset factory default
- reboot
- logout

D 2024 Cisco andlor Ite aliliates. AN rights reservod.

2. GENERAL SETTINGS > Wireless Radio:

fEWireless Radio ( B#RE ) HE L , X EFHEFEEMEEEHRNZE. BERNTEHNERE
AEXEAREA "REBM. . HMARBERERTULZEERNEARERE  BEAERZESD
{£f & T Radio 1 , ¥ BZH T Radio 2 , LAR{LIRME,
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CISCO

LILTRA RELIABLE
WIRELESS BACKHALIL

Cisco URWB IW3165E Configurator
5.66.194.36 - MESH POINT MODE

Sun Jum 22 20:01:16 EDT 2025

IW Service m WIRELESS RADIO

IW Monitor m Wireless Settings

"Shared Passphrase” i an alphanumens sting of special charactars axcluding Japex] "[double apex] "[backlick)
GEMNERAL SETTINGS S[dollar) =[equal] [backslash] and whitespace (6.9, "mysecursecamng™) thal mdantifies your nabwork, I MUST b
thar sam Tor all the Cisco URWE units belonging 1o the sama nabwark
- general mode

= Wireless radio - Shared Passphrase: essssssss

- antenna alignment and stats

NETWORK CONTROL Show passphrase: [_]

. advanced taols In order lo establish a wirehess conneclion between Cisco LIRWE unils, they need 1o be operating on the same
frequeancy.

ADVANCED SETTINGS
Radio 1 Settings

- advanced radio settings

- static routes —_— Role: Fluidity w
- allowlist | blocklist
- snmp - Frequency (MHz): 5180 W
- radius
- Channel Width (MHz): 20 W
= ntp
- ethernet filter Radio 2 Settings

- I2tp configuration

- vlan settings Role: Disabled v

- Fluidity
- misc settings ]
MAMAGEMENT SETTINGS Reset ] Save

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

-« reboot

- logout

© 2024 Cieco andler ite affiliates. AN rights resarved.

3. ADVANCED SETTINGS > static routes:
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CISCO

ULTRA RELLABLE
WIHELESS BACKHALL

IW Service m
IW Maonitor m

GENERAL SETTINGS

- general mode

- wiraless radio

- antenna alignment and stats
HETWORK CONTROL

= advanced tools

ADVANCED SETTINGS

- advanced radio settings

= static routas

-allowlist /blocklist ——— T >
= ENmMp

- radius

= ntp

- ethernet filter

= 12tp configuration
=vlan settings

= Fluidity

= misc settings
MANAGEMEMNT SETTINGS
- remote access

= firmware upgrade

- status

= configuration settings
- reset factory default
- raboot

- logout

4. SRERE>TRENMY -

Cisco URWB IW9165E Configurator

5.66.194.36 - MESH POINT MODE

Sun Jun 22 20:09:49 EDT 2025

STATIC ROUTES
Static routes
Add any memobe subnet that does naot belong 1o local netwarks
Active static routes

Subnet Matmask Gateway

172.30.128.0 255.255.255.248 10.42.0.1

Add new static route

Subnet Metmask Galeway

configuration.

© 204 Cisco and/or its affiliates. All rights reserned.

del

Route added. Note: unable to install static route live, please double check current network

EEWERER, "EVAG, LARES "H#H. . ERAZETRESMERER , KEKTW

“ﬁ'i&ﬂlﬂ rﬁibiiﬁlm o XARBEEFTNERERESEM—NWERIDER

, MRE—=H#H L

FEZEERE  BXEAFMEEREREREMRINERD, &% , H%Network Type ( HEBE
) R E BMultiple Subnets ( Z1EF4# ) o



tfranf Cisco URWB IW9165E Configurator

C15C0 5.66.194.36 - MESH POINT MODE
ULTRA RELIABLE
WIRELESS BACKHALL Sun Jun 22 20018200 EDT 2025
IW Service FLUIDITY
IW Monitor Fluidity Settings

Thve unil can operate in % modes: Infrasiructure, Infrastruciure (wirslass relay), Vehicle.
Thee unil must be el as Infrastruciure when it acts as the endry point of the infrastruciure for the mobile vehicles
and # is connecled to a wired nedwork [backbone) which possibly includes other Infrasiructune nodes, The unit

GENERAL SETTINGS

- general mode must be sof as Infrastructure (wirgless relay) ONLY when il is used as a wireless relay agent to olther
Infrastrecture units. In this operating mode, the unit MUST NOT be connected o the wired network backbone as
- wireless radio it will use the wireless connection o relay the data coming form the mobile units

The unit must be et as Vehicle when it is mabile. Vehicla ID must ba set ONLY when the unit is configured as
‘Vehicle. Spacifically, Viehicle |0 must be a unigue among all the mobile units installed on the same vehicle. Unit
Insialled on different vehicles must use differant Vehicle 1Ds.

T Metwork Type filed must be sel according to the general network architeciune. Choose Flat if the mesh and
- advanced toaols thi infrastructune networks balong to a single layer-2 bropdeas! domain, Use Muliple Subneats if they are
arganized as different [ayer-3 routing domains,

- antenna alignment and stats
HNETWORK CONTROL

ADVANCED SETTINGS

- advanced radio settings ———P Unit Role:  Vehicle b
- stati b ; "
mrase Tes 3 Automatic Vehicle ID: [ ] Enable
= allowlist f blocklist
J— — Vehicle 1D:| ]
=radius S Network Type: + Flat
~nig The following advanced settings Multiple subnets e of the system depending on the specific
= athernet filter environment. Please do not aler «— ———., e s g e 80 Hve maRLE] first and you know whal you are

daing.

= [2tp configuration
- vlan settings

= Fluidity

Thex Handalf Logic controls the algonthm uséd by & moblle rds 1o sebect the best infrastruciurs point 1o conmect
fo, In Mormal mode, the point praviding the strongest signal is selected, In Load Balancing mode, the mabile
radio prafiers the point which provides the best balance between signal strength and amount of traffic carred

i . Handoff Logic:  Standard W
- misc settings
MANAGEMENT SETTINGS
- remote access )
Reset
- firmware upgrade ]
- status

- configuration settings
- reset factory default

= raboot

- logout

D 2024 Cisco andlor its afliliates. AN rights reserved,
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Edit Device Configuration

] Search

General
| General
Multicast 1 Mode
SHMP Global Gateway v
LLDP
Radius Shared passphrase
NTP URWE
L2TP
Vian Local IP Address
Fluidity 192.168.20.2
Fluidity Advanced
Fluldity MPO Local Metmask
Misc 255.255.255.0
Spanning Tree
Ethernet Filter Default Gateway
QoS 192.168.20.1

MPLS

ERIWIIXEREREAMER  Fis , EREFEAKEDHA  BERERMEXTERRB M

o
Edit Device Configuration
Q) Search General
I General
Wircless Radio rf.k}de
Advanced Radlo Settings Gateway W
Kay Control
— F_?adio off
Multicast On
SHNMP
p— F_?adio off mode
NTP Fluldity
L2TP
Visn Local IP Address
Fluldity 192.168,20.3

Fluidity Advancad
Fluidity Pode Proximity E_.oc:al Netmask
Fluidity Frequency Scan 255.255,285.0

Fluidity MPO
Default Gateway

2. FEL2TPER % , WAN IP. WANMERSEIE, WANMEE., B, EEHE, FE , EEHIEL2TPEE
B,
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Edit Device Configuration

=

i} Search

General
Multicast
SNMP

LLDP

Radius

NTP

L2TP

Vian

Fluidity
Fluidity Adwanced
Fluidity MPO
Misc

Spanning Tree
Etharnet Filtes
QoS5

MPLS

® Enable L2TP

on W

@ L2TP interface

Ethernet! o

“ WAN IP Address

192,168,202

© WAN Netmask

255.255.255.0

® WAN Gateway

192.168.20.1

“ Local UDP Port

s700

Edit Device Configuration

Y Ear
1 Search

Genaral
Multicast
SNMP

LLDP

Radius

NTP

L2TP

Vian

Fluidity
Fluidity Advanced
Fluidity MPQ
Migc
Spanning Tree
Etharnet Filter
Qo5

MPLS

3. &% , REMA "REM. B "RE, ABGKER

o

5701

® Layer-3 MTU for the WAN
interface

1480

® L2TP Tunnels Number

]

L2TP Tunnels

Riencte WAN P Address

192.168.200.210 e

TERES

, MR B B KA RSB 748



Edit Device Configuration

{ Search Fluidity

General

Multicast Unit Role

SNMP Infrastiuctung

LLOP

Radius Metwork Type

Ll Multiple subnet

La2Te

Wian Enable Primary Pseudowire
Enforcement

Fluidity .

Fluidity Advanced Disable

Fluidity MPO

Misc

Spanning Tree
Ethernet Filter
QoS

MPLS

Bie 5 BR Mt v AR E

1. % T—E&ERAL Bod  LEEE "R, R "TRRER

IPibiik, 7 3th 48 3% AE A T A8 EE

it EHNBEHOTRERENS , X2 TR

Edit Device Configuration

) Search

I Gieneral
Wireless Radio
Advanced Radle Settings
Eay Cantral
FluidMAX
Multicast
SNMP
Radius
MTP
L2TP
Vian
Fluidity
Fluidity Advanced
Fluidity Pole Proximity
Fluidity Freguancy Scan

Fluidity MPO

Mode

Mash End o
Radio off

Off W

Radio off mode

Local IP Address

10.122.136.50

Local Netmask

255.255.255.192

Default Gateway

10122136

W EHFEREHAAOS, it

2. £ Wireless Radio Section , Passphrase , Radio Interface ( ZEFERAECREHFEF ) ,
ERERERNOS



Edit Device Configuration

(O Search

General

Wirsless Radio
Advanced Radio Settings
Key Control

FluldhAX

Multicast

SNMP

Radius

NTP

L2TP

Vian

Fluidiny

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequency Scan

Fluidity MPO

Wireless Radio

* Passphrase

URWEB

® Radio 1 enabled

on

Radio 1 role

Fluidity

Radio 1 Freguency (MHz)

5180 MHz

® Radio 1 Channel width

20

Radio 2 enabled

off

Radio 2 role

Radio 2 Frequency (MHz)

Radio 2 Channel width

3. EL2TPE % , WAN IP. WAN#ERRIETE. WANKEES, 18,

=1

Edit Device Configuration

) Seaech

General

Wireless Radio
Advanced Radio Seitings
Key Control

Fluldhax

Multicast

SNMP

Radus

NTP

LITP

Wlan

Fluidity

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequency Scan

Fluidity MPO

* Enable L2TP

an

® L2TP Interface

Ethermeti

¥ WaN IP Address

192.168,200.210

WAN Netmask

266,255.265.0

¥ WAN Gateway

192.168.200.1

Local UDP Port

5701

FREE. RN, EEXEL2TPRE



Edit Device Configuration

) Search L2TP Tunnels Number

Genaral &
Wireless Radio
L2TP Tunnels
Advanced Radlo Settings
Eey Contral
FluitMAX Pt A B A Rt i
Multicast 192.168.20.12 5701
SNMP
Radius
NTP
I LaTp
b Remote WAN 1P Addross e mals
WVian
192.168.20.13 5701
Fluidity
Flukdity Advancead
Fluidity Pole Proximity

Fluidity Frequency Scan

Flukdity MPO

4. &% FERARDYE K KEACLAREMRRE  MERERNLARSHETHE

Edit Device Configuration

Fluidity
Genera
‘Wireless Radio Unit Role
Advanced Radio Settings Infrastructure -
Key Control
FluidMAX Automatic Vehicle ID
Multicast
SNMP
Radius Vehicle ID
NTP
L2TP
Wian Metwaork Type
I Fluldity Multiple subnet
- Fluidity Advanced -
Fluidity Pole Proximity Handoff Logic

Fluidity Freguency Scan
Fluidity MPO

Enable Primary Pseudowire

BLEEMERE

1.1 T—REFA, ok, HEEE "B, EA TEMRER,
IPitib, 7Nt 48R A M TR B RS

CWEHFEREHAOS, it



Edit Device Configuration

’:.‘ Search
Made
General
Mesh Point i
Wireless Radio
Advanced Radio Settings Radio off
& Key Control
off =
FluidMAX
v Multicast Radio off mode
SHMP
Radius
NTP Local IP Addrass
L2TP
10.42.0.2
Wlan

Fhulcity Local Netmask
Fluidity Advanced '

255,255,255, 248
® Fluidity Pole Proximity

Fluidity Frequency Scan Default Gaiewa-,r

& Fluidity MPO
10.42.0.1

2. fEWireless Radio Section , Passphrase , Radio Interface ( 2 E i f © R EZIR Mt im @A
), BEREERNOS
Edit Device Configuration

] Search

Wireless Radio

General

Wireless Radio Passphrase

Advanced Radio Settings ClscolURWE

Key Control

FluldMAX Radio 1 enabled Radic 2 enabled

Multicast an v off .
SNMP

Radlus Radio 1 role Radio 2 role

NTP Fluldity w

L2TP

ign Radio 1 Frequency (MHz) Radio 2 Frequency (MHz)
Fluidity 5180 MHz w

# Fluidity Advanced

Fluidity Pole Proximity Radioc 1 Channel width Radio 2 Channel width
Fluidity Frequency Scan 0 v
Fluidity MPO

3.&% , FEMA "REM,  H "Ef, ACLEAA "EH,  YHLEAFEEE "HHID,
, EIRF RS B B AR R 218 T8



Edit Device Configuration

Fluidity
Wireless Radio Unit Raole
Advanced Radio Senings Vehicle
Kay Control
Fluldhiax Automatic Vehicle 1D
Hica
SHMP
13 Vehicle ID
NTP 7
L2TF
Vian Netwark Type
I Fluidity Multiple subnet
Fluidity Advanced
Fluidity Fole Proximity Handoff Logic
Fluldity Frequency Scan Standard
Fluidity MPO

4 MREFPERTESANREHREHAMBOZE TR, ALAEEHRERE J:EEl_ﬁﬁE%EHO
EREES  YEEERR FHENGRER I EEREARRKRMAR ENVEEN

Edit Device Configuration
) Static Routes
Misc

Spanning Tree

MPLS

Ethernet Filter - o

Arp 172.30,128.0 255.255.255.248
QoS
Wi-Fi Multimedia Queues ——
Armpdu 10.42.0.1
TFTP
Ethernet Settings
GNSS
SRCR R33I Metric
MAT Sattings
Telamatry
I Static Routes
Allowlist/Blockhist

VLAN Subnets

BIBCLIGEEIEREN T
AFRBYEMRBEETNAERRTCURWBEEWCLIEE, RRELSEMMAERE. RUIEAMRER
FMEH - EMFastFail LiR. B ENFastFail R ES R , F2RTHEHREINNE, LEEN
BREEREIBREBMEAVIPELS , YBREBREFMEMENERE L BB EFastFail,

i B £ 19 M 18 R

H&IEC6400E: & 7 # Ed



iotod-iw configure offline

### BASIC

CONFIG ###

modeconfig passphrase URWB

ip addr 192.168.20.2 netmask 255.255.255.0 gateway 192.168.20.1
modeconfig layer 3 mode gateway

12tp wan 192.168.20.12 255.255.255.0 192.168.20.1 port 5701
12tp add 192.168.200.210 5701

### APPLY

write
reboot

CONFIG ###

EAPEIREE B AR

configure
### BASIC

configure
configure
configure
configure
configure
configure
configure
configure

mpls fastfail primary 192.169.20.4

### APPLY

write
ReTload

configure
### BASIC

configure
configure
configure
configure
configure
configure
configure
configure

iotod-iw offline
CONFIG ###

ap address 1ipv4 static 192.168.20.2 255.255.255.0 192.168.20.1
modeconfig mode gateway

modeconfig mode meshend radio-off fluidity

wireless passphrase URWB

fluidity id infrastructure

12tp wan 192.168.20.12 255.255.255.0 192.168.20.1

12tp port 5701

12tp add 192.168.200.210 5701

CONFIG ###

B B IR Mt i SR AR E

iotod-iw offline
CONFIG ###

ap address ipv4 static 192.168.200.10 255.255.255.0 192.168.200.1

modeconfig mode meshend //Applicable for only Mesh End Trackside Radio
modeconfig mode meshpoint //Applicable for only Mesh point Trackside Radio
wireless passphrase URWB

dotllRadio 1 enable

dotllRadio 1 channel 149

dotllRadio 1 band-width 20

dotllRadio 1 antenna ab-antenna

// Set the virtual IP address of the redundant device group in



configure dotllRadio 1 antenna gain 10

configure dotllRadio 1 txpower-level AUTO

configure dotllRadio 1 mode fluidity

configure dotllRadio 2 disable

mpls fastfail primary 192.168.200.13 // Set the virtual IP address of the redundant device group in Lay
configure modeconfig mode meshend mpls Tayer 3 //Applicable for only Mesh End Trackside Radio
configure modeconfig mode meshpoint mpls Tayer 3 //Applicable for only Mesh point Trackside Radio
configure fluidity id infrastructure

## L2TP CONFIG ## //Applicable only to the mesh end Trackside radios
configure 12tp wan 192.168.200.210 255.255.255.0 192.168.200.1
configure 12tp port 5701

configure 12tp add 192.168.20.12 5701

configure 12tp add 192.168.20.13 5701

### APPLY CONFIG ###

write
ReTload
FlEEEERE,

configure ijotod-iw offline
### BASIC CONFIG ###

configure ap address ipv4 static 10.42.0.2 255.255.255.248 10.42.0.1
configure modeconfig mode meshpoint

configure wireless passphrase URWB

configure dotllRadio 1 enable

configure dotllRadio 1 channel 149

configure dotllRadio 1 band-width 20

configure dotllRadio 1 antenna ab-antenna

configure dotllRadio 1 antenna gain 10

configure dotllRadio 1 txpower-Tevel AUTO

configure dotllRadio 1 mode fluidity

configure dotllRadio 2 disable

configure modeconfig mode meshpoint mpls Tayer 3

configure fluidity id vehicle-id 1

configure ip route add 172.30.128.0 255.255.255.248 10.42.0.1

mpls fastfail primary 10.42.0.6 // Set the virtual IP address of the redundant device group in Layer-3

### APPLY CONFIG ###

write
ReTload

R/ R E
BB HESELE



configure terminal

ip route 172.30.128.0 255.255.255.248 192.168.20.4
ip route 10.42.0.1 255.255.255.248 192.168.20.4
exit

write

PR SERER A BRECIE -

configure terminal

ip route 0.0.0.0 0.0.0.0 10.42.0.6
exit

write

BB CURWS L3S EE

IREFEE L2 | EER MR

- WEEHRTESFEIBMRRE KO BHEH L FETEVLAN,

- CEHARSAEHBHBNERE T,

« EUWERER

- BEAEERERELEEVLAN,

- REEEERREE TN EMHEE EERAVLANTIEE,

- WHZEBPRRER i FREZ OB BVERN,

- MiEE  EERT  REFBEFTERREBERRERELIERAKPVLANERHANSEIBRE

o

EREEHFEEIBERDEEEAREN



Routes:
{ Static Route; 172.30.128.0/29 > 192.168.204 |
Static Route; 10.42.0.1 -> 192.168.20.4
Static Route: 10.10.10.0 -> 192.168.20.4
Static Route: 10.10.20.0 -> 192.168.20.4

Static Route: 10.10.320.0 -> 192.168.20.4 -~ -

172.20.128.1 192.168.20.1
e — IECE&400 Primary
IP: 192.168.20.2/24

DG: 182.168.20.1
Core Router
Server \ L2TP: 182.168.20.12
Core Server

IP: 172.20.128.2/29 192.168 200.1 192.168.201.1
DG: 172.20.128.1 URWB Gateway
\core Network
IW9167 Mesh End IW39167 Mesh End
IP: 192.168.200.10/24 IP: 192.168.201.10/24
DG: 192.168.200.1 DG: 192.168.201.1
L2TP: 192.168.200.210 LZTP: 192.168.201.210

Wayside Subnet A Wayside Subnet B

w9167 IW9167

1P: 10.42.0.2/29 IP: 10.42.0.3/29
DG: 10.42.0.1 L helallall®”  D4G: 10.42.0.1
Static Route: Static Route:
172.30.128.0/29 VIP: 172.30.128.0/29
DG: 10.42.0.1 ! 10.42.0.6 1 DG: 10.42.0.1

. T —_ =

IT TEAM Sales TEAM Camera
IP 10.10.10.50/24 IP 10.10.20.50/24 xl ™ IF 10.10.30 5024
GW 1010101 &5 GW 10.10.20.1 GW 10.10.30.1
<2 <
Vehicle

WRER BN EE



Switch#show vlan brief

VLAN Name Status Ports

1 default active Gil/o/3, Gil1/o0/6, Gil/0/7
Gi1/o/8, Gil1/0/9, Gil/0/10
Gil/0/13, Gil/0/22

10 IT active Gil/0/16
20 SALES active Gil/0/17
30 CAMERA active Gil/0/18
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Switch #show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gil/0/23 on 802.1q trunking 100
Gil/0/24 on 802.1q trunking 100
Port Vlans allowed on trunk

Gil/0/23 1-4094

Gil/0/24 1-4094

Port Vlans allowed and active in management domain

Gil/0/23 1,10,20,30,60,100

Gil/0/24 1,10,20,30,60,100

Port Vlans 1in spanning tree forwarding state and not pruned

Gil/0/23 1,10,20,30,60,100

Gil/0/24 1,10,20,30,60,100

IREEREEE

* VIANKAEER B EHKMARNERET LA,

configure vlan status enabled
configure vlan management 60
configure vlan native 60

- MEFEHRAFFEE  ERERXEMTUSA A FRBEEHRSEMRAE, FHENRER
RAR2EREERENERIP, MRRERERE , AILERXEREN PR FREREA.

configure ip route add 10.10.10.0 255.255.255.0 10.42.0.6
configure ip route add 10.10.20.0 255.255.255.0 10.42.0.6
configure ip route add 10.10.30.0 255.255.255.0 10.42.0.6



BB ARV ELE

configure terminal

ip route 10.10.10.0 255.255.255.0 192.168.20.4
ip route 10.10.20.0 255.255.255.0 192.168.20.4
ip route 10.10.30.0 255.255.255.0 192.168.20.4
exit

write

CURWBSE 3B B8 PR HERR -

ERBELIMRSERT , L2TPRERERFTERENREEREZ— ; FHEL , BAERIDLER
WAITARES R EREENSEHN L 2TPRESEERERIZFEEFRELERN IR HNE
o

REBERENEEHERIECLIEHIT "show I2tps HRERGUIREAREE,

L2TPEIE B 7

- L2TPEHEBETERML2TPREE K HARAE(CONN, WAIT, IDLE),

- EMEBRKHEBBEBAE TR , EEMRKIFH L, L2TPIREEAS RN CONNREE | T/EEED
MR, L2TPAREEAS IR R IDLEAR RS, M RAAEE RN Y E BB S BRE R ERR
B BREES

- MRFE  IUELEREENRELMERE LEHL2TPRRE.

« WAN IPitt it i RS B HENL2TPEREERE —# , WX ARKENEE P RE,

L2TPIRERE

- BEsEMBEEESEERMeshinZ I L2TPRRE
- BESFHERKRESEMHEREIL2TPRRE

WRAMEREERE (IEREHCHBAELET ) , AERLEMRBESELIRE R R
BEcCHNAEBER

- ELEHAENEEREIRENL2TPEEE — CONN
o F2EMEREMNEB AR IR 2 ERL2TPBEE — IDLE
- BB EMARNEBREK R ZEHL2TPPEE — IDLE
- B E MR ARK IR 2 BHL2TPRZE — IDLE

HATERE ERENSEE

s EE—HENZENELEAEBNIP, WAN IPSEEIP,
- HEEMNERRKIPHUFAIER ; ZEEQNIPFTREREENIEEWAN IP,



- EEMWAN IP;[E — £ AR EMRIHEHAMEBEHAWAN IPETEE.,
- BEEABBREZIEERN ZABERINBRE,
« UDPEZETHA  AEBNRRYHEEEFATENUDPEETRERE,
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