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Kubernetes Namespace Architecture

Modular | Scalable

Cisco CMDP - Example: Kubernetes (System), CEE and SMF Application

Kubernetes Cluster (Cisco CNDP)
Mamespaces, key components and their roles

Namespace: kube-system Namespace: cee-hgb-cee Namespace: Ismlf-hqbsm{m
Kubernetes System Components CEE Plarfgrm Cumpgnents : SMF CNF .ﬂ\pp!ucatron Components
{Observability, Monitoring and Operations) (5G Core - Session Management)
‘Compaonent Category Key Componants (Examgiles) Purpass [= ategory Key Comp: Purpose Component Category Kiey Components (Exsmples) Purpose
x 8 caloonode, caloo-tube-controlers,  Pod nitworking and ‘ Alasting & alertmanager, alert-lagger, Alerting, notification % Cache cache-pod Caching for SMF application
4 fabe-proay ntwirk policy (Calic) Netifications alert-router and avent management
prometheus, node-exporel, s collection g (s rd'!k*'mw.m. m
] DNS ooredng Cluster DNS resolution ﬂl Monitoring & Metrics  blackbon-exporter, a-m "
- kube-state-metrics e O oo ; controlee, Si-sarvi ‘::: i
; Application Dl jon handing
wted, kube-agiserver, A E ; fuend, fiuent-worker, Log callection - -
Q ControlPlane  kube-contiober-manager, e Logging flogot-proxy, logs-retriever  and processing < uary gipc-ep. gipp-ep, fiep. User plans and interface
kube-scheduler - = Dashboands and uelp-proay processing
D Wisualization orafana, grafana-dashiboard wisakmatkon - Distrintie key-valu
S = Database elcd
T e Certificate management L shone for SMF
. v and renewal s Database postgres, pgpocl Parsistent storage
k for CEE platform EZd Event&Messaging  eventr, kafls ::' TagVEs
= i dc-adant = Noge kg and system thanos, pv-manager, Long-tenm metrics storage !. sy -
S Hodedervioes | joumald-laplet, U | pveiiBanions S songe Pegeofsioo pt pevisoomh -l e peoreet || S B 1| oare-pod georspbcation, St kot
ations nodemgr, smart-agert and node managemen
ﬂ' Maonitaring | e User and chuster security ﬁ Operations & cps-coner. rrm.ndmmm:m— Hr.‘.\:rorn\rc‘;peralms . e
Security (2 m fmonitoring Management shiow-tac-franager, restart-kabeizt  and maintenance ﬂl Monitoring gtwlhws-rulﬁ 5 Msriinring and dashbomts
Hardware / Infra bime-kg-exporter, cimc-alerts-  Infrastructune and
suel Oaars Additional system Monitoring exponter, node-problem-detoctor  hardware monitoring O Security / ACCESS  radius-ep, rest-ep, dns-proxy ;"‘d”"?r;;m AP access
i Iuke-stats, core-retrisver, Additional platform SO
eee Others s g, senvice companints | SBTVICES sss Others dr-moniter, protocol components  Additional SMF senvices

. Kubernetes Control Plane (in l(uhe-smem namespacej
ik

. eted, kube e

Key Points

+ AN namespaces run in the same Kubermetes cluster (Cisco CNDP).

+ Each namespace provides specific functionality with clear separation.

» kube-system hosts core Kubemetes cluster senvices,

= coe-hgb-coe provides obsenvability, monitoring, logging and platform operations.

« smf-hqbemf0 hosts SMF CNF application compaonents.

= Component list based on fve cluster cutput (rubect] get pods) - names may vary per chuster,

| Provides cone Kubametes chester management and orchestralion Senices.

s
Worker Nodes (Application workloads)

{ icati loads mespaces with ck ion,
Run pods from all namespaces: kube-system, cee-hgb-cee, smi-hgbsmf(1 | Hasts: appiication work il T

@ ‘egend

‘“ Benefits
9 pace: kube-system » Logical isolation of workloads by namespace,

= Better resource management and oparational visibilty.

« Improved security and access control.

= Easier monitoring and troubleshooting.

Supparts multi-application deployments (Kubernetes, CEE, SMF).
Flexible and reusable architecture across different clusters.

G MNamespace: cee-hgb-cee
G Mamespace: smf-hgbsmf01

. .
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Stores and maintains historical alerts that are received from the Alert

Provides support to visualize the logs that are provided by the locally

="

!‘ alsrt-lugger manager. These alerts are avaiable to user through the CEE ops-center, l'l o installed fluentBit pods.
Provides routing support for the alert manager to alerts toits " Assists in retrieving Kemel, Kubelet, and Container level logs through
< Cal e i B e retion output to the JournalD driver.
Process alerts from Prometheus and route them to its receivers through | = logs-forwarder Support pods logs forwarding to external server through Fluent it
A alertmanager alert-router, It also provides a list of active alerts in CEE ops-center | - Create tunnels to enable Prometheus to scrape KPIs from the node-exporters
and Grafana, < metrics-proxy-group on KVM nodes.
Enables Promethews blackbox probing of endpoints aver HTTP, TCP, Exports the node metrics to Prometheus and to be viewable on the Grafana
Q blackbox-exporter and ICMP, Ili node-exporter dashboard in Host detaids and summary dashboards,
Provices summary of statistics that are collected by Prometheus service m ops-center-cee-ops-center Supports user management, authentication, conlfigu_umm show
lll bulk-stats and create periodic snapshots of statistics on each node in the form commands for CEE features, which run on pods inside the cluster.
of G5V files. g path-provisioner Provisions the local storage volurme along with pv-provisioner.
u cee-product-documentation  CEE Product documentation page provides an overview of CEE functions, Manage the Postg i for connection, replication, load balance,
g ppool and 50 on. Pgpool is a middleware that works between PostgreSOL servers
m cime-alerts-exporter Scrapes and exports CIMC alerts to be viewable in Grafana. and a PostpreSOL database.
- S postpres Supports SCL database with recundancy to store alerts and Grafana dashboards.
= core-retriever Assists in retrieving the core dumps. |
| Enatsies monitoring and alerting for the Kubemetes cluster, both local and remote.
E documentation Contains the documentation (metrics and usage). "I prometheus-hi-res :tr” wes alerts, meirics, kubemetes resources exported by pods and mades
E fluentbit Collects the logs from journalD or systemd and forwards to the extemnal =] prometheus-rules Contains the default alerting rules and recording rules for Prometheus.
applications like Splunk or another remnote fluent instance.
e prometheus-scrapeconfigs-synch. Synchronizes the Prometheus scrape configuration.
.
l'l grafana-dashboard-metrics Assists in collating Grafana metrics on the dashbaard. e o age Moritors the state of o A — and associated pods.
serBibish Collects the logs from remote fluent instances and forward these logs 0 Pv-provisioner Enables the application pods to automeatically provision the persistent volumes.
to external collectors ke Splunk, a . Monitors the pod ready status and resets the kubelet if the state is nat-ready
o T E ; even though pod s ready.
g grafana Provides visualization tool and hast-level dashboards to examing metrics oy T — o et
nd alerts. pports the Tac-Debug feature to collect coredump, logs. metrics, statistics,
s . a show-tac-manager and ops-center configuration. It also maintaing and provides HTTPS acoess
to files storage in the intemal Apache server.
gg grafana-dashboard-metrics Supports the internal file server for Grafana dashboards. Py e ST e ;
-agent-cee-ghobal-ops-center 3 = : - ’
o L The CEE ops-center p fon facly.
: = Assists in generating metrics about the state of Kubernetes objects: )
kube-state-metrics nade status, node capacity (CPU and memary), and sa on, g thanos-query-hi-res Runs the Thanas appication to support the Prometheus query, data storage,

and remote cluster monitoring.
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@' Objective P Prerequisites
: i i = + SMI Cluster Manager deployed and accessible via Ingress URL
Deploy CEE via SMI Cluster Manager for centralized lifecycle management. v VR e Traiant Sl e S aca ot rapaeilor, (e s avilaiia

I\D Access SMI Cluster Manager ('3 ) Link Cluster (Ops Center) @ Set Initial Boot Parameters _5) Synchronize & Verify

Use SMI Cluster Manager CLI §  Offtine Installation Bind CEE to the desired cluster Configure intial boot IDEM""”‘ CEE S oniky
via the provided =, provide software package URL 69 by cefining application and parameters for deployment. progress.
F— S » Configure credentiats iSLANce naMmes. Deploy
-5 » Provide SHAZS6 hash —» —+ - 5
p = § clusters <name» actions sync run
= Config ployment F KeyF
g s R ;
% cli login <ingress-url> * Registry secrets = use-velume-claims Check Status
$ cli configure terminal Online Installation * Namespace = auto-deploy 4§ clusters <names actions syne status
« Configure repository details +  Network (Metconf/S5H) = single-node
« Provide credentials o Ingress - and other required settings sw Loy
* Enable image verification § clusters <name> actions sync logs
Key CLI Configuration Examples Deployment CLI Flow (Example) Key Configuration Parameters
Define CNF package Set initial boot parameters Login to SMI Cluster Manager Parameter Purpose
software cnf <name> initial-boot-paraneters #'cld loginicingress-url> P Defines the Cloud Native software package
package-url <url> use-volume-claims true o Canfigure CNF / repository [URL, credentials, SHAZ56).
credential <name> auto-deploy true software enf ... or repository ... repository Specifies the CNF source for image retrieval
sha256 <hash> single-node true (online maode).
e Configure cluster and paramaters initial-boot-paramaters  Sontrols volume claims, deplayment automation
= = Link CEE to cluster cluster <nam> ... and node deployment mode.
Configure repositary (onling) D o Trigger deplayment application=name Name of the CEE application in Ops Center.
cluster <name>
repository <name» application-name <cee-app> % clusters <namex actions sync mun instance-name Instance name for the CEE deployment.
Ufldﬁﬂii:lrv-“fl’ instance-name <cee-instance> o Mandtor stbas nAMmEspace Kubemetes namespace for CEE.
credential <name>» NAMESPACE <NABESPACE? 0 ing i i
e L G e isﬁy-se:ret ::ecret-nanes $ clusters <name> actions sync status registry-secret Secret for pulling images. from registry.
ingress <ingress-host> o Check logs network (MetconfS5H) Network configuration for chuster access.
§ clusters <name> actions sync logs ingress Ingress configuration for acoessing CEE

@ Note: Commands and parameters may vary based on the software release. Use the latest documentation for exact syntax and supported options,

SMI Cluster Manager CEEZ & F1#/ B8 5] 5 4848

ZHEEN

. BHRZETLUEIBERURLM2561I % £ M & EE 7% (SHA-256) /= 5| A At 8B g,
- BHEGEACEE/SMFIEETARAFFEMOps Centerfd| 15 48 BAH

E&RCEERBER

F£SMI Cluster ManagerBtEH , 5l A1t CEEE B8 B K HSHA-256 5 %,

software cnf cee
url file:///data/software/images/cee-2026.01.1.08.tar
sha256 <CEE-SHA256-HASH>

exit

£ A HL R AV ERESHA-256H, T HNEUAREEN , XFRTERNRERN.
BB SAFNEE F0

REERHRESMFEE RO, AbREFE. ERRMMNEPBHEMES . 15315 ERYERB 57 H



I RFE#R,

clusters <cluster-name>
ops-centers smf <smf-ops-center-name>

app-name-override cn
repository-local smf-2026.04.m0.1i50
sync-default-repository true
netconf-ip <NETCONF-IP>
netconf-port 2029
ssh-ip <SSH-IP>
ssh-port 2028
initial-boot-parameters use-volume-claims true
initial-boot-parameters auto-deploy false
initial-boot-parameters single-node false

exit

exit
B TOIRETHNER

ops-centers smf <smf-ops-center-name>|#4 & &£ EESMF Ops Center{5] 18 48 B Bk
repository-local EEARSENEAERXREEMRE,
sync-default-repository true ERSHBFERARENERREFE,
netconf-port 2029 FEENETCONFERERE,
ssh-port 2028 EEZENR(SSH)EBRERE,
use-volume-claims true AFEABEERBEFARBTER,
B B Efalse ZRBEHNE , WERSTNBRIBNHBERNES,
E5 i Bhfalse EETEREGHENNINE,

s BNMRREFERFFRRREEFH R, EEMHETEARTABTENRE
REZ B , FBREFIEL(E,

EMEREERE

FEE R MOps Centerfit EXE B & RETHER TR,

clusters <cluster-name> actions sync run

BERSAREM B,

clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync logs
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BEROLBREEYMH. Prometheus, Alertmanager, Fluent Bit/fluent-proxy, HEC, syslog#ll
OpenTelemetry B B2 A& RIBE &, MELET BB , IE{LBEIER.
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|-- Togging splunk --> HEC / TCP 8088 --> Splunk HEC input



+-- logging syslog --> RFC 5424 / UDP 5140 --> Splunk syslog input
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Cisco SMI CEE - Log Forwarding to Splunk using HTTP Event Collector (HEC)

0 Purpose & Use Case

Cisco SMI CEE ' [
[Cloud Execution Environmant)
} HTTP/HTTPS
| (Splunk HEC)
CEE Co s
P — | TcPages
Evestts ar collocted from CEE (JSON Events)

companents and forwarded to.

Spiurk wsing HTTP Event
Collector (HEC) in JSON format, |

(2 J¢

-onfiguration (CEE CLI)

Forveand CEE evirts 10 Sphunk Iogging sphunk hast <SPUUNE_IP>
usingg HTTP Event Collector logging splunk port 8088
[HEC). |oggang splunic token GEC_TONEN.
Iagging splurk cinable-1hs tra
& Ensbles niear real-tane Ingging sphuris disable-ts-verification trse.
ingestien with structured
JHON events.
p ey Parameters [Example)
» Usad for CEE generated Host <SPLUNE_IP>
wvents based on configuned
logine (2.9, System, audit, [ L
alaren, application/senvce Auth Token <HEE,_TOKEN:
logs, performance metrics) =
i Disalsle TLS o
depending on configuration. TP - s ;
* Provides centralized Disabsle TLS e
chsenvabdlity and fastor Werieaton Vet shigped)
traubleshaating.

e Verification & Troubleshooting

Packet Capture (on fluent-proxy node)

i B

Splunk
splunk >

HTTP Event Collector (HEC)
Heceives JEON events from CEE
wia HTTR/HTTPS.

Splunk Index
Stores and indexes the everds
in the configured index.

g, NODE_MAME>).

s topdump Al ay port BERE S o
con_bet poap

Analyze in Wireshark

O th PCAP in Wirgshawke,

Filtr by http or

http, request.mothed == "FOST™,
Inspect the JSOM payloads.

TS i ceabiend i this, configaration
fdita bs senk i clearient over HTTPL

Cisco SMI CEE
Syslog (UDP)
RFC 5424
CEE Components
{0.g., Fuent-prosy) UDP 5140
E missages are generated (Syslog Messages)
from CEE
forwanded 1o Splunk using
| standard syshog format (RFC 5424).

o Purpose & Use Case

s Uses standard sysiog Sormat
(RFC S424)

Forward CEE sylog risisagi
s Sl vt LIDP.

+ Providdes 3 reiabie mechanism
#a send platform and appication
wvents in syslog format

* Used for infracstructun,

. wrutde TLS 2
werilication.

Secure, scalable and near real-time event ingestion from Cisco SMI CEE to Splunk using HEC.

CEE Splunk¥2 EBHHECHIsyslogiE B R R B S

Splunk HTTPE 4 I £ 25 5 3%

Loggisg
Toggieng 3yslag port 518

Lagsing s

Lot ayalog sysleg_Format rfesade
Logging syslog syslog misize 10600

syslog st aSPLUNE T

logggirg syslog syslogypeocid-bey P33
loggtng worioer #liaheintereal 0

p ﬁmw

<EPLUN_ TP
Fort 5140

e udy

Format rfctazs

M Size 1890000 bytes
Howame Key Tl
Mt Kby MESSACE

Appname Key  SYSLOG_IOENTIFIER
Frocess 0 Key D

Flsh bborval 80 sesnnds

o Verification & Troubleshoating

Packet Capture (an fuent-proxy node)

= Capture the sysiog (UDPYS140) trafc on the
e where the fuent-prowy pod is deployed
(6.0 <MODE_NAME>]

o tepdamp oAl a part SMB oW
con_syileg. poae

Analyze in Wireshark

= Open the PCAP in Wireshark.

= Filter by udp.poet == 5140,

» Werify RFC 5424 sysiog massaces and
fiedd rapgings [hofonaees, AppaTe,
FrbEag, procad. #2)

Mot + Syt s serd ovir LW o suthanticafion

Standard syslog (RFC 5424) forwarding from Cisco SMI CEE to Splunk for operational visibility and monitoring.

Splunk HECEZHTTPEAREX A EAHECE RE T . CEEREHEZEHIERENHECHK
%, MARERHUBESETENERNER.

N, Tirme Source Destination Length Protocol (L]
-+ 109 25.807708 CEE Splunk 2487 HTTP POST /services/collector/event HTTP/1.1
«— 125 25.008062 Splunk CEE 346 HTTP/JSON HTTP/1.1 200 OK , JSON (application/json)
162 25.812389 CEE Splunk 6B28 HTTP POST J/services/collector/event HTTR/1.1
173 25.212698 Splunk CEE 346 HTTP/ISON HTTP/1.1 200 OK , JSON (application/json)
'y
Frame 189: Packet, 2487 bytes on wire (19896 bits), 2487 bytes captured (19896 bits) 32 34 31 35 8d 92 55 73 65 72 2d 41 67 65 : 2415-- User-Age
Linux cooked capture w2 3a 20 46 6c 75 65 Ge 74 2d 42 69 74 bd 82 nt: Flue nt-Bit--
Internet Protocol Version 4, Src: CEE (18.32,8.22), Dst: Splunk (19.32,66.250) DEEEES SRR e S e e
Transmission Control Protocel, Src Port: 2821, Dst Port: B@BB, Seq: 199, Ack: 1, Len: 2415 38 2d 34 62 34 34 2d 62 62 36 36 2d 64 31 ngbH —bb68-d1
[4 Reassembled TCP Segments {2613 bytes): #102(198), #100(2415), #118(2415), #111(2415)] 31 38 63 64 31 39 66 37 Od @2 43 6f 6e 6e  BalBcdld 7--Conn
Hypertext Transfer Protocol 74 69 61 Ge 3a 28 &b 65 65 78 2d 61 6c 6O ection: keep-ali
POST sservices/collector/event HTTP/1.1\r\n 9d Ba 0d B2 Th 22 74 69 6d 65 22 3a 31 37 we-- - (" time":17
Host: 10.32.66.250:8088\r\n 33 34 30 31 37 37 2e 38 35 36 39 34 31 2¢ 88340177 .856041,
76 65 Be 74 22 3a Tb 22 5f 42 af 4f 54 5f "event™: {"_BOOT_
Content-Length: 2415\r\n 22 33 22 32 62 64 39 35 32 38 61 31 64 39 ID":"2bd 9528Baldd
s F t- 64 39 61 61 32 61 63 38 64 66 63 36 38 36 Bdd@aaZa cBdfcERb
Authorization: splunk 30 32 64 22 2c 22 5f 4d 41 43 48 49 de 45 acd2d"," _MACHINE
- - 44 22 3a 22 39 65 65 66 64 33 62 33 64 36 _ID":"Oe efd3b3de
E::::ecrmn- keep-aliveirin 34 37 36 33 62 64 37 62 61 39 3B 35 63 61 dbd763bd Tbad85ca
. 37 37 66 36 22 2¢ 22 57 48 47 53 54 4e 41
IBgsponss in frame: 125) 22 3a 22 68 71 62 2d 77 6f 72 Gb 65 72 38
[Full request URT: hitp://18.32.66.250: 8088/ services/collector/event]) 65 30 34 75 31 34 22 Zc 2?2 51 52 55 4e 54
File Data: 2415 bytes 45 5f 53 43 4f 50 45 22 32 22 73 7973 74
BRCA AR 4 44 72 30 22 % 22 3¢ 22 5¢ 34 52 41 de
. i <
Data [.): 7b2274696d652230313738383334303137372¢3835363934312¢226576656e7422307h225142474154514 4t 52 54 22 3a 22 6a 6f 75 72 Ge 61 Gc 22
[Length: 2415] 5@ 52 49 4f 52 49 54 59 22 3a 22 33 22 2c

en

En a- ad

-

an =a

"
T ]



HECHERERL 3%

R ERRPIE2ELCEE Splunkin #ERE. ZEHILHTRTA K LTRHEBNEERE

S,

AR RROIERZEATLSHNESRE. EEEENMHECERR MR LERE. YREE
, FIRIR X EHNCEEMRAEREMATLSHMEERE AL REHECH MBI S,

logging splunk
<CEE-specific HEC endpoint and authentication parameters>
disable-tls true
disable-tls-verification true

HREREBT , CEERR/EHERKEIBAEBRNFluentE 3 T ERIIHECH /Y,

CEE Tog or event source

%
CEE forwarding service / fluent-proxy

I
+-- HTTP(S) HEC over TCP 8088 --> Splunk HEC endpoint

v
Splunk ingestion tier

v
Splunk indexing tier

HEHECHK E I ¥ HE T FEHERR

Efluent-proxy R BHECR £ , f£CEE R B 2= B H a8 Blfluent-proxy pod & HKubernetes T EEii B4

o

kubectl get pods -n <cee-namespace> -o wide | grep fluent-proxy

EEBMHECRENKubernetesEi®h I |, HEHECEMNER I,



tcpdump -ni any port 8088 -vv -w splunk_hec.pcap

HRMATLSHIER , EXaBESRREREVN B EFEER  EBETSFETHTTPESH, M
RERATTLS, A LUEHEREIESHARTNEORIER.

AR EROBENBRTRESHRMNENNEE. REINHBREIETFERNKRENE
W, WREHEER,

FEFAUDP 514009 % 4% H 368X

% Z{ASplunkB & B EEARFC 54241 3R EMUDPES140E R XM AFiLE. RO EECEW
R, FAHEER DM ITIESRRIFER.

Togging syslog host <SPLUNK-IP>

logging syslog port 5140

Togging syslog mode udp

logging syslog syslog_format rfc5424

Togging syslog syslog_maxsize 1000000

Togging syslog syslog-hostname-key _HOSTNAME
Togging syslog syslog-message-key MESSAGE

Togging syslog syslog-appname-key SYSLOG_IDENTIFIER
Togging syslog syslog-procid-key _PID

Togging worker flush-interval 60

RFC 5424 i %1 AR

CEERM 1 Rigt B H AR
EHE(0) EERNRBEASEETERFREH.
AE f#% B E B EX.
Rt B AR RERRASEARKIE BB,
PID(_P) 1B R E R B /AR
UDPE@mME R 2imE

UDPREERIHE |, E%T?;Eﬁi\%iﬁbcﬁﬁﬁ , BRRHER, HEHIRLEAERERNETEKR. BKH
. BREWRETMTU), T, EWHT%&*H%EU/E%?‘TZ%O

EEmAKEBFREN N HEHKubernetesEi B L | iE1T :



tcpdump -ni any udp port 5140 -vv -w splunk_syslog.pcap

MR Fluent-Proxy B2 R & B 5 ERTHNTERSENENOHESY. WEHaZH

B EARK,

~
MIEE : RFC 5424 EZ BN BEFERNRAE BT EERN . RBRHRFEHAUDP 5140, ER

TLSHRFAFERE—EFENEE , cREATNEEENZRELRE,

N gt ABE BB ip.dst 1= 1902 =] |
Ha, Time Soust Deitration  Length | Protace ks
2% v.wewase  Lec p L. 533 aymiog NI UL EDLRRRL RRI DAL 1030 BERE MU AT BLTOULY HICIIRICULOY SNTS! = = NUFETTIRAR-U—UL LEMIUILIG] 18 LA AL UL ap Y 54 RELEAVEY SR LS. Ao
48 0.000458  CEE Splunk 833 Syslog USER. INFO: 1 2026-09-827T09:91:18, 5770837 hab-sworkerd2-c04uld 035¢1950b20 0587 - - \uFEFFNI26-09-02 [IRFOII7H] felixfint_datsplane.ge 2041: Received wproto.HostMe_
42 0.000498 CEE Splunic 721 Syslog USER. INFO: 1 2026-09-82T89:101119. 5763772 hgb-workerdZ-coduld 95613950020e 20987 = = \UFEFFIN26-09-02 [INFO] 78] felixfint_dataplane.go Received sproto.HostHe
4% 0.00049% CEE Splunk 21 Sysleg WEER. INFO: 1 DOI6-00-22THE: 01210, 5T69TTI hob-workerdd-elduld DELTEREO0I00 10687 - - \WFEFFIOD6-09-02 [INFOTITA] folixsint_dataplane.ge Recoived =prote. HostMe
44 0.800508 CEE Splunk 721 Syslog USER. DIF0: 1 2626-09-82T83:81:19.5765772 hob-workerd2-edduld 35513350b20e 2587 - - \uFEFFHI26-05-02 [THFO][78] felixfint_dataplane.go Received sproto.HostHe
46 0.0B0G0E CEE Splunic 91T Syslog USER. INFO: 1 2026-00-82T89:81:10. 5773857 hgb-workerd2-e0duld 0SETIHS0020e INIET = = \UFEFFIN26-00-02 [INFO]ITE] felinfint_dataploss.ge 2041 Received sprots.HastMe_
47 0.00060% CEC Splunk 917 Syslog USER, TNFO: 1 2026-09-827T83:01:19, 5773081 hab-workerdZ-ciduld 95573350b20e 20587 - - \WFEFFDIZE-09-02 [INFA]I7H] felicfint_datoplane.ge 2041 Received =proto.HostMe.
42 0.00061@ CEE Splunk 917 Syslog USER.INFO: 1 2026-89-82T3:081119.577388Z hgb-workerdZ-ef4uld 95513958b20e 29587 - - \UFEFFIO26-09-82 [1wFo] 78] felixfint_dataplane.ge 2841: Received sproto.HostMe_
58 0.880633 CEE Splunk 276 Syileg USER. INFO: 1 DO2E-00-00TeH:01:20. 5003147 hgb-workerdl-c0duld BO3502630104 200AT - - \uFEFFIO26/00/02 nedesgr-0 [ERROR) [GrClisnt.ga:X8B] [infra.gr_client.esre] GR _
51 0.000634 CEE Splunk 276 Syslog USER., TNFO: 1 2026-09-82T85101120.5893147 hob-workerdZ-eoduld 090507e3aled 19987 - - \uFEFFIN26/09,02 nodesgr-0 [ERROR] [GrClient.gozz98] [infra.gr_client.core] GR —
CEE Splunk 276 Sysleg USER,INFO: 1 2026-09-82T09:01:20,5803147 hqb-workere2-coduld 093502c3aled 20987 - - \WFEFFINZE/09/02 @ nedesgr-i [ERROR] [Grelient,ge:238] [infra.gr_client.corel GR
cee Splunk 721 Sysleg USER., INFO: 1 2O26-09-827T05:01:21,5770867 hab-workerdZ-e0duld 9551INS0bI0 ST - - \uFEFPIIZG-00-02 [IRFOIIT] felix/int_datoplane.ge 2041: Received sprote. HostHe
55 0.000659 CEE Splunic 721 Syslog WUSER. INFOr 1 2026-09-82T83101121.5778867 hgb-workerdZ-edduld 95513950020e 20987 - - \UFEFFIM26-09-02 #9:@1121.435 [INFO][78] felix/int_dataplame.go 20411 Received sproto.HostMe_
56 0.000668 CEE Splunk 721 Syslog USER, INFO: 1 T0I6-00-82TRH:01:21. 5778867 hqb-workerdZ-obduld 95513H500200 IHFET = - \WFEFFIOZ6-00-02 9:@1:21.435 [INFO1ITE] felix/int_dataplane.go 2041: Meceived sproto.HostMe_
38 0.000708 CEE Splunk 853 Syslog USEA. INFOE 1 2026-09-92TH9:1 01324, 5772318 hob-workerdZ-ciduld 95003950020 29987 - - \WFEFFMZE-09-02 [inFol (78] felin/int_datoplane.ge 2041 Received »proto.HostMe.
53 0.880709 CEE Splunk 853 Syslog USER. INFO: 1 026-00-82T09:81:24. 5772317 hgb-sworkerd2-s0duld 0551I950020e 10987 - - \uFEFFIN26-00-02 [INFO]I78] feliefint_dataplone.ge 2041 Received sprots.HastMe_
60 0.000710 CEE Splunk 833 Syslog USER. INFO: 1 2026-09-02TR9:01:24.5772011 hob-workerdZ-edduld 25573550020 29587 - - \WFEFFIOI6-09-02 [INFOTITA] felix/int_dataplone.go i041: Received »proto.HostMe..
52 0.000733 CEE Splunk 276 Syslog USER, INFO: 1 2026-09-82T89191125 5772672 hqb-workerdZ-coduld 093502¢3aled 29987 - - \WFEFF2I26/09/02 nedemgr-9 [ERROR] [Grelient.gosZ3e] [infra.gr_client.core] GR -
£3 b.000734 CEE Splunic 278 Syslog USER. DiF0: 1 BOI6-B0-83TeN: 81125, 5773672 hob-workerdZ-cbduld $93580c3aled IHIET - - \WFEFFDRIE/ 80,82 nedesgr—i [ERRSH) [Grilient.gosThE] [infragr_client.core] GR _
64 0.00073% CEE Splunk 276 Syslog USER. INFO: 1 2026-09-82T09:91:25,5772672 hab-swurkerd2-e04uld 093502e3aled 20587 — - \uFEFF2026/09/02 09:01:25.339 nodesgr—0 [ERROR] [GrClient.go:288] [infra.gr_client.core] GR -
66 0.000851 CEE Splunic 214 Syslog USER. INFO: 1 2026-09-82T09:01:25 5788907 hgb-workerdZ-coduld 13175027374 20987 = = \UFEFF2026-09-02 @9:@1:25,294 INFO root: no pv found for with label nodeshgb-workerf2-cdsuld
&7 0.000852 CEE Splunk 214 Sysleg WSER. INFO: 1 DOI6-00-22THF: 01325, 5TIRFT hob-workerdd-elduld FIITCILITITA 10587 - - \WFEFFIOD6-09-02 INFO roat: ne gv found for with label nodeshgb-workerdd-edsuld
&8 0.800853 CEE Splunk 214 Syslog USER. THFO: 1 2626-09-82T83:81:25.5788587 hob-workerdZ-edduld 1317c3027374 2587 - - \uFEFFII26-05-02 IHFG root: no pw found for with label nodeshgb-workerd2-edduld
78 0.080873 CEE Splunic 853 Syslog USER. INFO: 1 T026-00-82T09: 91228, 5771867 hgb-workerd2-c0duld 055IINS0020e JNIET = = \UFEFFIN26-00-02 #9:01:28.098 [INFOI1(TE] felis/int_dataplame.gs 20411 Meceived sprots. HestMe_
71 0.000874 CEE Splunk 833 Syslog USEA, TNFO: 1 2026-09-82T83:01:20, 5771067 hab-workerdZ-coduld 95513350020e 20587 - - \uFEFF2O26-09-02 @9:01:20.099 [INFO]ITH] felix/int_datoplant.ge 2041 Received =proto.HostHe.
72 0.000874 CEE Splunk 853 Syslog USER. INFO: 1 2026-89-82T3:081:28.5771862 hgb-workerdZ-ed4uld 95513358b20e 29587 - - \UFEFFIO26-09-82 [InFo] 78] felix/int dataplane.ge 2041: Received sproto.HostMe_
74 0.00080% CEE Splunk 288 Syileg USER. INFO: 1 TO26-00-02T5:01:28. 5700032 hgb-workerdZ-elduld D55IIH50L20e J0SAT - - \uFEFFI26-00-02 [INFOTITA] felin/dussary.ge 1 Susssrising 33 dataglase Feco-
75 0.000899 CEE Splunk 68 Syslog USER.INFO: 1 2026-03-22T05:01126.5789002 hab-worker82-eiduld 95613350h20e 20587 - - \FEFF2026-00-02 89191128091 LINFO) (78] felix/summary.go 1881 Sumearising 33 dataplane reco
Frame 941 Packet, 276 bytes om wire (2208 bits), 276 bytes captured (2288 bits) i 08 00 00 00 00 00 00 10 00 01 84 06 Tc 1 be €1
Linex cooked capture ¥2 10 BT 00 08 B0 45 0b 81 B0 23 47 46 8B 37 il bd 4o [ ™ b _u
Internet Protocel Yersion 4, Sroi CEE (19.32.8.22), Dsts Splunk (19.32.66.250) Co L ELEL A SLELL L L R U
Niar Datagras Provecal, rc Park: 47128, Dk Porc: S48 40 54 30 39 3a 30 31 3a 33 30 Ze 35 38 30 31 34 3 TH! 8113 9,360140
I-) Syslog messsge: USER,INFO: 1 2026-99-027T09:01:0, 01402 hqb-worker0Z-e0duls e90502elaled 200987 0 S5a 20 68 71 62 2d 77 6 72 6b 65 72 30 12 24 €8 hab-ws rkerii-e
sens o @0 BOBR 1... = Facility: USER - random user-level messages (1) . 2: 33: ;: ;; ;: §; ;g g g: g’ 1!: ;: ;z J: :; 3: ﬂﬂl Ll 1“?:)1\
- = = L I e ]
e e WO e P ERExIRRE aEaRRhen My eba
Timestamp: Sep 2, 2006 14:31:39.388140000 15T O 30 20 5k 45 52 52 4 52 S5d 20 Sb 4T 72 43 6c €5 ] [GrCld
Hostname: hgb-workerdi-ediuld 0 6% Be 74 In 67 6f Ja X2 29 28 34 20 5b 09 te 66 s8] [inf
App Mame: #33582elaled @ 72 81 26 67 T2 5f EX 6c 69 65 G 74 26 63 6F T2 dent.cor
Procass 10: 2087 ® oean 65 5020 47 52 20 50 6f 64 20 69 73 20 6 61 74 4 45 net
Maingm 11 = 0 20 63 6f 6e be 65 63 74 65 64 Zc I8 63 61 Ge Ge ed, cann
0 6f 74 20 6d 6f Ge 63 74 6f 72 29 72 65 78 6c 69 Ot monit or repli
Structured Data: 0 63 61 74 69 Gf Ge 20 66 61 69 6C 75 72 65 20 66 cation f ailure f
BOM: Bxet bbb 1 Bc 61 67 T3 lags

Messager JO36/89/82 89181130.339 nodesgr-8 [ERROR] [GrClient.gorzas] [infra.gr_client.core] &8 Pog

fEFAUDP£5140FIRFC 542418 A5 CEE R #% H 558 & 2 Splunk

EZ3R. SNMPFICIMCH EREM

CEEZ# {# FPrometheusFlAlertmanager. Prometheusf (& iEZEMERHF A, AlertmanageriG
HEMHRBIIEKSE  YTHEREARREHEANBHXE., CEEERIHHRRER L BRI &
, EEIACEEBE th TR E,



E Key Points

Kubemetes / » Alerts are configured in CEE ops center
Applications A m using PromQL based rules.
SME 9 Prom{L SMMP Traps ‘_I-i » Prometheus collects metrics, Alertmanager
Metrics Alert Rules: - Alerts CEE Ops Center vzc) evaluates the rules and generates alerts.
—_— + 1 +
Pmme&m!s ? Aler ag Disphays axtive alerts, —  External NMS « Active alerts can be viewed and managed
Other CRPSIVIFS Collects metrics Evaluates alert rules provides management (.. Zabbix, HP NMM, in CEE 0ps center.
from cluster and and generates alerts and visualization SolarWinds, etc,)
applications (Grafana integrated) * SNMP trapper pod sends the generated
Cluster & Nodes . ! : J alerts to an external NMS wsing SNMP v2¢.
| Dashboards & Analysis i
Alert Rules Configuration (Example) SNMP Trapper Configuration
Configured in CEE Ops Center (PramQL) Configured in CEE (CLI) Configuration Details
( Rule Groupc Disoennect_neasons ) [hgbs/hqb-cee] cee# show running-config snep-trapper SNMP Trapper E
Evaluation Interval: 300 seconds (5 minutes) snmp-trapper enable true Version SNMP w2
snep-trapper vZc-target 10.32.66.25@ Target IP 10.32 66.250
RuleName  PromiQL Expression (Simpiified) Duration  Severity  Alarm T) port 162
Li community $8$DvVxZozlMifpMNbgKhttoAwtisuimrUlgrstsatensc= Port 162
surn by (namespace,gr_nstance _id) exit Community (Encrypted)
GTPC_pat [ratefsmi_disconnect_stats[reason=~ et
- ‘disc_gtpc_peer_pathfalldisc_eutra_gtpc 15m major Ber Nanrgn
follurn _peer_pathiaidisc, wian gipc_peer peshtalifSml) SNMP Trapper Pod
> 10 Running in cee-hgb-cee namespace
sum by {namespace,gr_instance id) $ kubectl get pods -n cee-hab-cee -0 wide | grep snmp
UPF_path_  (rae{smi_duconnect_stats{reason=- 18m majer Processing snmp-trapper-68dEdSbdcS-tz94t  1/1  Running @ 28d  192.168.104.133  hob-master®3-ed4uld
fadure ‘disc_upf_init_path_falurejdise_pdurel_upf, Errce Alarm
init_path_failure{[Smil) >= 10 Pod Name Status Pod IP Node Namespace
F— g istance.id) snmp-trapper-68d6dsbdcs-1294t Runining 192.168.104.133 hab-master03-e04u10 cee-hgb-cee
(rate{smf_disconnect_statsfreasona~
mm_exchange_ ‘disc_pdusetup_rm_exchg_failure] = Processing e
failure dise_eutra_pensetup_resource mgr_exchy b Ermor Alarm ‘ frdmecgéegls (Example)
falledldisc_wian_pdnsetup_resource_magr_ - 1w in Ps Center
euchy faledfSmi) >= 10 [hab/hab-cee] ceed show alerts active summary
RAME uIo SEVERITY $Tl.ll'l$ AT SOURCE SUMMARY
Prom0L i used to define alert conditions based on metrics collected by Promtheus. SoCNSHSI S
o When the condition is met, an alert is generated and displayed in CEE ops center, and Bond_Interface_state_ Pr—— major e hob-masterdl- 684006  rerdctld of hobmasterdl-edudé in coerhgb-ces has bren down. .
also sent via SNMP trap [lf’mlﬂigul‘em Bond_Interface_state_ FSl3essdféls major  08-25T11:50:11 hob-werkerdl:sd4ul2  enos of hobeworieril-eldul? in con-hgb-coe has been down for ...,
i watchdog barkfadsdMs  minor 08-25T10:42:34 Systes This is an alert meant te ensure that theentine alerting pl...

CEE Prometheus#lAlertmanager® R 2 MISNMP 4218

CIMCEHRESIRM T HENERREEIRE®, cimc-alerts-exporter#§ W ECIMCE 3R & FA I 2\ BF
ZEN , LMEEGrafanaPETEER TR B

[hab/hgb-cee] ceed# show running-config cime

® CEE monitors the hardware health and cime cluster hgb )
reachability of UCS/CIMC servers in the T e
CNDP cluster. server <MASTER-1-IP>

name hgb-masterl-smf # Configure all UCS/CIMC servers
® CIMC alerts help detect hardware faults, T in the cluster.
power/thermal issues, and server name hob-master2-smf ® Use the default CIMC username
- exit (admin) and the configured password
unreachability. server <MASTER-3-IP> Eenu:;tZJ e
4 Pl 11 A name hgb-master3-smf &

[ ] These alerts p‘rowde early |nd|t;at|on of exit @ Provide the CIMC management IP
infrastructure issues that may impact b v L address and a descriptive name
node functionality and application pods exit fovieactisegeo
running on the cluster. R et ar

exit
exit
ert Workflow ert Examples and Response
Alert Workfl Alert E | dR
Alert Name
g a 9 — Indicates a UCS server hardware fault (e.g. power, thermal,
m —_— SHEVe fan, memory, PSU, etc.).
UCSCRIC - '.C'Efw . CEE A*E":IS / server-not-reachable-alert Indicates that the CIMC of the server is unreachable,
Servers ng Mﬂnc
{Hardware health :
and reachability) (cime-lerts-exporter) c:f;cxg:ram Ns::.";iﬁg" ke Recommended Response
€  Veldste the alert in CEE Ops Center (show alerts / Grafana).
Metric Meaning Check the affected server's CIMC directly for detailed hardware status.

o o cimc_server_not_reachable_alert = 1 = CIMC is unreachable
& cime_server_not_reachable_alert = @ or metric cleared - CIMC is reachable / recovered

Imvestigate the impact on the node and running workloads,

Take corrective action (e.g. hardware replacement, RMA) if required.

Reference: Cisco SMI CEE documentation — UICS Server Status Alerts

CEE CIMCE R [E H es B ES i iR HIHARE S



SNMPEE R —BEEHRNEENE ; ETREHESplunk HECR R AFER A, HEMSHEIXRE
BHATE.

MBI E G A E(MIB)SE DIECISCO-CNEE-MIB.myFICISCO-SMIL.my,
R FEETER

CEE bulk-stats R 2 3 i@ iBPrometheus R FTE AN EHIZHR 2 FBE(CSV)IRR, BELZEMR
FTIRER ) MARERAER B &R

Architecture / Flow Configuration (CEE CLI)

Bulk Stats collects key metrics from b/hal- ca show running-config bulk-stat
key o [hob/hab-cee] ceed nE £ stats
Prometheus at regular intervals using - f “": ost
predefined PromQL queries. Queries fatconbgured bulk-stats enable true
m:wg-na intenval)
e T " " v il Stored on CNDP bulk-stats user splunk
“:“’ “3;‘;9" ""S'&ﬁ;ﬁ written ‘0‘;‘35 tles Prometheus —————p BulkStats —— Master Nodes bulk-stats external-ip 10.32.8.19
and stored on tl master nodes (Metrics) (Collects metrics fdata/bulk) bulk-stats external-port 2222
(local storage). * and generates Files retained a5 per
Matrics collected from SV files) prun interval bulk-stats interval-minutes 5
® These files can be pulled by an external system CEE and Kubernetes ; bulk-stats prune-interval-days 2
(e.g. Splunk) for long-term storage, reporting bulk-stats vnf-name habsafal
and analysis. Puiled by External System bulk-stats global-default-value @
® Supports trend analysis, capacity planning (e.g. Splunk) using SFTP bulk-stats global-default-namespace [ smf-hgbsmfdl ]
and offline reporting. For long-term storsge and analysis
Example Metric Sample Bulk Stats File (CSV) File Retrieval (SFTP)
Bulk Stats Query (from CEE CLI) File: bulk_stats_YYYYMMDD_HHMMSS.csv {excerpt) Bulk stat files can be pulled from any CNDP master node.
bulk-stats query 55 _FOU_Est_Failures n7_policy create response timeout timestamp wnf, nAMHSPICE matric, walug
expression "sum{saf_service_stats{procedure_types'pdu_sess_create’, e o izen m - o m — sftp =P <PORT> <USER-BHASTER_IP>:/data/bulk
statwss ' fadlures’ reason="nT_palicy create_response_tisecut”, zab;::. '::::m hubs.]l;ﬁ. yn‘-hqby-]'o: %_m_:‘-_:;‘uﬁ_mmr_mm_r R :25‘
rat_types"NR"H} by (nasespace]” all!s SN e LEME™S Sycoom Jsemame sphunk
exit 0260915075000  hobsmidl  smi-hgbumil 56 Session Release Falures
= 2006-09-15075000  hobesi0l  smd-hgbesi0l  GTPC_Path Faikere 1 Fassword bdehae! 4
Explanation 0260915005500 habend] | smihabumi0] | 50.PORLEst Fkres, 7_pofcy_crosterespunse timecat O Port s
Metric mm 55 PW.F:LFqures_n? pelicy_create_response_timeout 0260915075500  hgbemid]  smi-hoteef]  5G_PDUEst Sucoess 13m0 Mostor v S
Seurce Metric sl _service _stats 020915075500 hobemil  smi-hgbamiil 56 Session_Rolease_Fallunes 5 —
Filters »  procedune_type = pdu_sess_create 0260315075500  hobsmidl  smi-hgbsmfl  GTAC_Path Failue [ Directory fdatafbulk
o status = failures ™ e
» reason = n7_policy_create_response_timeout o » Use the configured usemame, passwond, port
) ®  rat_type = NR (5G) = Each row represents the metric value at the configured interval, o Z‘i";’;‘;m’m the configured intervel
Aggregation Sum of failures per namespace o ® The file contains multiple metrics for the configured namespaci(s). (.. every 5 minutes).
Collection interval  As configured (e.9. every 5 minutes) # Files are retained as per the prune-interval-days setting (e.g. 2 days).

« Please verify the pull from the Splunk side.

Key Points

» Bulk Stats uses predefined PromQL queries to collect metrics from Prometheus.
» C5V files are generated at configurable intervals and stored on CHDP master nodes.

#» Files can be pulled by external systems (e.g. Splunk) using SFTP.

* Supports leng-term reporting, trend analysis and capacity planning.

= Retention is controlled by the prune-interval-days.

» Global default namespace can be configured, with the option to define namespace-specific queries.

CEE#t /X 5T RIS R IBPrometheus EE 2 Y EHICSVIR R

Bulk-statistics#ii H X B E IS, B2 T HERNEE, EEDBBHMASCSV/RARTERERHE
% s fE A BISplunkBE | FHEE SIEESPIUNKB S B EH,

OpenTelemetry System Gateway

BT Cisco SMIIRA X BT A EE A OpenTelemetry CollectoriBE8. ‘FﬁEﬁiEi-_OpenTelemetry
Protocol(OTLP) Rt FE A#EBLER| , Wi ENEEMN B FE I Kb R iR ER

S



MfEE : Cisco SMI Cluster Manager Operations X #& i 5l OpenTelemetry#8 B E2 i 2
2026.03. 1 EE, WMEARTERRABERNIFIEREPRE K AULEHFNECRANVEER
B MARZKRERHEEBERE,

REEER R

OpenTelemetry-enabled applications
|
| OTLP
v
CEE OpenTelemetry System Gateway
|
+--> Local metrics backend
+--> Local Togging backend
+--> Remote exporters
|
+--> OTLP / OTLPHTTP
+--> Splunk HEC
+--> Other supported destinations

Rt OpenTelemetry Collectori8 B3t & FE A it E & M B &R W,

otel-collector gateway enabled
otel-collector gateway system local-backends metrics-enabled true
otel-collector gateway system Tocal-backends logs-enabled true

ENEFTENBRBRER , BKETLIENERIP,

otel-collector gateway system external-ip <external-ip-address>

AEEAEHSRERE T BN RERE.

otel-collector gateway system proxy http-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy https-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy no-proxy 127.0.0.1,.svc,.cluster.local



iy RImERZEF P AEENREEBEOARRREXENN TN SHEBIPRENREREDRR
hENZLER,

1= Uiy EE HH 2R
BEE HH 25 ik B it &
otlp HEE , EE#5EREEFZEZOTLP over gRPCHI & U,

SiE
otiphttp  |AF , EE|ERNEXFEBHTTPEZOTLPH KR,
Hir & ki 5| 5o 8% 48 # B 55X BISplunk HECH& &5 B,
HEZA FOERAE BBRFEAXENEGE B,
debug Hit K EE|XESRBENHREDR,

OpenTelemetryEBEEEW., EEMEHER, SFRGEWGER ; RERBENERER ; EH
B PR F SR EE RN A R IR,

REERDREITA : otlpEAUESRHIERIEERE , MotlphttpHsplunkhecZ BE HEBRRNEEES
, HPEIBEBHMRANE T XBEE.

E2OpenShift OpenTelemetry Lb B

Cisco CEE#OpenShiftE 5 # A2 ##E X : OpenTelemetry Collector A] LA A& 3R =\ FE FI A o £ 22
MRiRCE. EANEEMZEELXTE,

= CEE OpenTelemetry R {48 E3 OpenShift OpenTelemetryt& =X,
AR X & OpenTelemetryH) CEEFFE A TEE &2 T OpenTelemetryByOpenShift TEE &
BIAWE |OTLP OTLP
KERAR I TFAEENRKREE OpenTelemetry Collectorh & =% {5118
EEfs |[ER BE. EWH B, BB, EWH
U BT M | A b 2 U 0 S B A IR v B L 2R RS RImES
SplunkE & | X #&{L B CEERL & F #splunkhecfEH2S  |Splunk HECEE 28 ( ELE R )

EELRIEBMN, EMETLELERERBUMERESRXEHOpenTelemetry, OpenShiftid & 5 F
OpenTelemetryiR{EE/WERHBERR , MCisco SMIRFKBAR LA EEN,

R ETERHY OpenShift2 £ 2R i B R N £ 85 @ IBHEC# Kubernetes T #E & £ [6 Splunk B 2% 3& 81 & &
- CREATERWESRNER K MIAREEFCEEZRENERINES,

%ﬁ:

JL ==
X JE

k
il



¥ CEERS

#ESMI Cluster ManagerG S REM A , YRR S HEAHWCEET/EEH,

clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync logs

2B BEHECH R B

BERHECKR B EHEE BB B TCP 8088im 2t HSplunk N EiELEH, 0 BIFERRFE AR
RAUDP 514052 8k A B f ERY EEERE

ERAERHSFHNERSHEES L TR ERSRERECE B REERR EERASHHEEE.
B A B RS

BFRIEE, BREH. CIMCEBRA#XMEITER R BIZBEHH B R ERAFZETHNBRESNET. W
RE A OpenTelemetry , s5F A XL HISMI Cluster Manageri2 fEiBIZEa R KBS, EEMEHSE
TR

RHTA

TR FEHRER
SMIBEEES EHRP K , X BBBAAENCEERS.
EE REFHETUGFEREDENZENRE/ EEDS.
Splunk HEC |E#REZNETCPES088 LE EMWHECHERER,
RiEBFH RFC 54241 NS4 2 E R ERUDPES 140 BRE K,
BIHRMCIMC  |AlertmanagerF+HEE E H SR REREN BREA.
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