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SMF Base DNN > Virtual DNN Resolution Flow

SMF#$EZADNN ( ffAMFEUL ) BT BERDNNIBES

SMF Base DNN - Virtual DNN Resolution Flow

AMF

Base DNN = base-apn.operator.com

W

policy subscriber polsub
Match: SUPI + Charging Char + GRInstance

NF DNN Identity
UDM -» always Base DNN
(apn.operator.com)

CHE JLRE RN Operator Policy: oppol_enterprise
Virtual DNN (enterprise- [ = ] l Operator Policy: oppol_base }
iot.cc) on virtual path Match: CC=DE i b

[ Policy DNN: poldnn_enterprise ] L Policy DNN: poldnn_base ]

DNN Profile: dnnprof-enterprise-iot.cc DNN Profile: dnnprof-base-apn.operator.com
dnn = enterprise-iot.cc (VIRTUAL DNN) dnn = base-apn.operator.com (BASE DNN)
NF List: [ chf, radius, upf ] NF List: [ chf, udm, upf ]
PCF: disabled

Shared RGR Tag: base-apn.operator.com_N
dnn rmagr (links profile to resources)

|
A J K J

IPAM UPF Green = Virtual DNN Path
IP Pools tagged base-apn.operator.com_N, dnn-list [ base-apn.operator.com_N ] Blue = Base DNN Path

VRF: vrf_base-apn@B2B Black = Shared resources
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config
policy subscriber polsub
precedence 1

supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>

instance-start-range 1
instance-stop-range 1

operator-policy oppo1_<VDNN>_instl
exit

precedence 2

supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>

instance-start-range 2
instance-stop-range 2
operator-policy oppo1_<VDNN>_inst2
exit
exit
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HEEFEEEE K , 150 EHRDNNKEEDNN,

config

policy operator oppol_<VDNN>_instl
policy dnn poldnn_<VDNN>_instl
exit

policy operator oppol_<VDNN>_inst2
policy dnn poldnn_<VDNN>_inst2
exit

KEEDNN

IWERER T EHRDNNE R, EANEZARDNN ( REAMF ) HERE|ERDNNEEE R,

config

policy dnn poldnn_<VDNN>_instl

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_instl
exit

policy dnn poldnn_<VDNN>_inst2

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_inst2
exit
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config

profile dnn dnnprof-<VDNN>_instl

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-Tist [ chf radius upf ]
dnn rmgr <RMGR-TAG>_1

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>
exit

profile dnn dnnprof-<VDNN>_inst2

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-Tist [ chf radius upf ]
dnn rmgr <RMGR-TAG>_2

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>
exit

apn <VIRTUAL-DNN-NAME>



gtpp group gtpp_group
active-charging rulebase rulebase-mobility
exit

J7#£2:NSO MoP B Ei1t,

FEERE 2R : virtual_dnn_new_optionA.cfg

P& . /var/opt/ncs/mops

(ERAREZHHCLIAER )

NSORH (#EEHE — MEWE ) :

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [

{
"file-name": "virtual_dnn_new_optionA.cfg",
"order": 1,
"target-devices-Tlist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
1
3
1,
"operation-type": "dry-run"

SEE . B REITRE R operation-type:dry-run' R B EF B, BEE

operation-type:323X 1 LAFER

SMFE XX % B T

ESMF ERERFHEEDNNE EERE -

show system status
show running-status info | nomore

mEARA T



show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>

e RHEMRER100% , EBGPZHCDL Pod E#TRKE

UPFELE — #TE&DNN

1£ P B vk Bh R A E BEDNN R I FR B UPF L #5718 EE #DNN APNELE ,

&8 A RIPVA4:

config
context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type 1ipv4
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ip access-group <IPV4-ACL-NAME> in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

{£i8 A RIPV6:

config
context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type ipv6
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ipv6 access-group <IPV6-ACL-NAME> in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

HRIPVAVE (EHE )

config



context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type ipv4 ipv6
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ip access-group <IPV4-ACL-NAME> in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
ipv6 access-group <IPV6-ACL-NAME> 1in
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

NSO MoP & B {t.(UPF):

BB R : virtual_dnn_upf_new.cfg

P& 1& . /var/opt/ncs/mops

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{
"file-name": "virtual_dnn_upf_new.cfg",
"order": 1,
"target-devices-1ist": [
{ "target-device-name": "<UPF-NODE-SITE-A-1>" 1},
{ "target-device-name": "<UPF-NODE-SITE-A-2>" 1},
{ "target-device-name": "<UPF-NODE-SITE-A-3>" 1},
{ "target-device-name": "<UPF-NODE-SITE-A-4>" 1},
{ "target-device-name": "<UPF-NODE-SITE-B-1>" },
{ "target-device-name": "<UPF-NODE-SITE-B-2>" 1},
{ "target-device-name": "<UPF-NODE-SITE-B-3>" },
{ "target-device-name": "<UPF-NODE-SITE-B-4>" }
]
}
1,
"operation-type": "dry-run"
}
}
UPFIZRR &R

show configuration context <UPF-CONTEXT> apn <VIRTUAL-DNN-NAME>
show system status
show session summary



UPFELEfETF

EFFBUPFLUEER , MFEENEENSIERRE, ESEUPFLHT :

show boot

show dir /flash

show dir /sftp

cp /flash/<PRODUCTION-CONFIG>.cfg /sftp/<PRODUCTION-CONFIG>_Backup-<DATE>.cfg
save configuration /flash/<PRODUCTION-CONFIG>.cfg -noconfirm

BRI REE2ER D . EHEBRYEHDNN

ESMFLEFHEEHDNN , W HEFEERHEEE (Sl , EANFFE, ZRA/RAPCFES,

MRADIUSERE ) B , FEEALLER D .
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FE1. SMF EME#CLI

TEFRE B ESMF L3117

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
mode offline

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
mode offline

exit

show config diff | nomore

commit

E



J7£2. NSO MoP B &1t

BLERER : virtual_dnn_offline.cfg

B 1& . /var/opt/ncs/mops

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{

"file-name": "virtual_dnn_offline.cfg",

"order": 1,

"target-devices-1ist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }

]
}
] ’
"operation-type": "dry-run"
}
}
EE - REITEME R operation-type:dry-run' BB E . REBEHAE operation-
type:commit' LA{E FEF
TRERE .

show system status
show running-status info | nomore

RMMRELERIFSH100%. BGPHCDL Pod N EEFHEE , t FEHREFUELETE,

HER2 S SUEHEDNNEL B2 R I B4

BR1.ENFEEHRMERUDMIAZE APCFE B

B #: EBDNNE X FCHF, UPFMRADIUS, UDMEAEZADNN, 2ZAPCF,



E1ECLI:

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
no mode offline
dnn <VIRTUAL-DNN-NAME>
network-function-1ist [ chf upf radius ]
pcf-interaction false

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
no mode offline
dnn <VIRTUAL-DNN-NAME>
network-function-1ist [ chf upf radius ]
pcf-interaction false

exit

show config diff | nomore

commit

NSO MoP B &1t :

Bl E#E =R : virtual_dnn_modify_no_udm_no_pcf.cfg

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{
"file-name": "virtual_dnn_modify_no_udm_no_pcf.cfg",
"order": 1,
"target-devices-Tlist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
1
}
1,
"operation-type": "dry-run"
3
}
FHNEREE :

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
dns primary ipv4 <PRIMARY-DNS-IP>
dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>



dnn <VIRTUAL-DNN-NAME>

network-function-Tist [ chf upf radius ]

dnn rmgr <BASE-DNN-RMGR-INST1>

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true

pcf-interaction false

userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false

eventmgmt-policy <EVENT-POLICY>

exit

B RERE

show
show
show
show

system status

running-status info | nomore

running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>

W3R RRARER100% , REBGPEHCDL PodEREE) , HRAW IR
2FREENUH

{5 P BE 1R B 8 A & U S WP AL BR =

#ESMF CLI LA B EE R BRiT AR ¢

monitor subscriber supi imsi-<TEST-IMSI>

RHEPHTRBITA -
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mER

RHER

PDUYERFEERZ 55>

DNN =2 AMF# U #<Base-DNN-NAME>

UDME &(Nudm_SDM)

X FUDMAEIDNN =EZDNN ( &iBdnn rmgr )

CHF B &)(Nchf_ConvergedCharging)

Eix EICHFHYDNN = <VIRTUAL-DNN-NAME>

UPF ( 2l PFCP&:%)

APN = <VIRTUAL-DNN-NAME>

RADIUS Access-Request ( TR EA )

Called-Station-Id = <VIRTUAL-DNN-NAME>

PCFE &)(Npcf_SMPolicyControl) ( ZIRERA )

DNN = <VIRTUAL-DNN-NAME>

PCFEE) (WIREH ) Rt BpchiH A
PDUE¥ER R ERINEL2FE
IP{z it % B RIERBSBEHNBERIP

ERssERERH RO (BREMEN)

--- PDU Session Establishment Request ---
DNN: <VIRTUAL-DNN-NAME>
S-NSSAI: SST=1, SD=<SD-VALUE>
PDU Session Type: <SESSION-TYPE>

--- Nudm_SDM (Subscription Data) ---
DNN: <BASE-DNN-NAME>

--- Nchf_ConvergedCharging_Create ---
DNN: <VIRTUAL-DNN-NAME>

<-- Base DNN used for UDM Tookup

<-- Virtual DNN sent to CHF

--- PFCP Session Establishment Request (to UPF) ---

APN: <VIRTUAL-DNN-NAME>

--- RADIUS Access-Request (if applicable) ---
Called-Station-Id: <VIRTUAL-DNN-NAME>

<-- Virtual DNN sent to UPF

<-- Virtual DNN sent to RADIUS

--- Npcf_SMPolicyControl_Create (if applicable) ---

DNN: <VIRTUAL-DNN-NAME>

--- PDU Session Establishment Accept ---
PDU Address: <ALLOCATED-IP>

<-- Virtual DNN sent to PCF




DNN: <VIRTUAL-DNN-NAME>

ERBUPF LY ESE

show subscribers imsi <TEST-IMSI>

show subscribers user-plane-only full callid <callid>

2358
2y R RBIE
<VIRTUAL-DNN-NAME> EEEDNNGS B A% enterprise-iot.cc

<VIRTUAL-DNN-PROFILE-INST1>

DNNEEERE , HIE1

dnnprof-enterprise-
iot.cc_inst1

<VIRTUAL-DNN-PROFILE-INST2>

DNNELEERR , HIE2

dnnprof-enterprise-
iot.cc_inst2

<BASE-DNN-RMGR-INST1>

EWDNNIEREESR , fI7
1

base-apn.operator_1

<BASE-DNN-RMGR-INST2> ERDNNIE2H EREEER |base-apn.operator_2
<SMF-NODE-SITE-A> VhBAEHSMFERE B SMFuL ZHA
<SMF-NODE-SITE-B> 35 84B E (SMFET B & 18 SMF-SITE-B
<UPF-NODE-SITE-A-1>Z|<UPF- N

NODE.SITE.Ad> 5 BE AR UPF B 26 UPF1AZUPF1D
<UPF-NODE-SITE-B-1>Z|<UPF- =
NODE.SITE.B.4> 35 BB UPF 7 % UPF1AZUPF1D
<PRIMARY-DNS-IP> DNNAYEDNS IP 10.x.X.X




2 R ~BIE
<SECONDARY-DNS-IP> DNNEYEEBIDNS IP 10.x.X.X
<CHFEERE=R> CHFRE TEEEREER nfprf-chf2
<AMFEL & 8 %> AMFRE TREEERR nfprf-amf1
<UDM-PROFILE> UDM#ER T RELBEER B nfprf-udm1
<SCP-PROFILE> SCPHEE TEEERAR nfprf-scp1
<CHARGING-FILE> TEEEEER chgprof-b2b
<QOS-PROFILE> QoSELEREE B 5qi-to-dscp-mapping-table

<RADIUS-GROUP>

RADIUS AAAEE 18

aaa_group_iot

<UP-IDLE-TIMEOUT> EAEIEZEEER (®) (3600

<CP-IDLE-TIMEOUT> BEEEZERER (¥) 7320
. . . . J\

<INACTIVITY-TIMER> Userplane inactivity timer ( ¥ 3600

)

<EVENT-POLICY> EHEERKERE em_duplicateip
<WPS-PROFILE> BRELIEFRERERE dynamic-wps
<NSO-SERVER> NSOfa frzs T #E/IP nso-server.mgmt
<UPF-CONTEXT> DNNHUPF L T X & BEHEE
<GTPP-GROUP> AREECDRIGTPPHE gtpp_group




2y R RpIE
<RULEBASE-NAME> BHGTERAIE rulebase-mobility
<IPV4-ACL-NAME> IPVAEEZFIEE S ue_acl_B2B
<IPV6-ACL-NAME> IPv6Rh BB & B ipv6_acl_B2B
<SESSION-TYPE> PDUEFEIPEL I IPV4/IPV6/IPV4V6
<TEST-IMSI> AEEAEIMSIAETRE  [10000XXXXXXXXX
BERERE
#1E NFEE PCFEE) |RADIUSER| pcfEERE

A |[ chf udm upf radius |E A ( FEE% ) |ERA AEE (FEER)

B |[ chf upf radius ] 2FH 2 R/A pcf-interaction false
B |[chfudmupfpcf] |ERUAE 2EHA KRECE ( FEER )

D |[ chfupf] 2FA 2FH pcf-interaction false
ERATREE

EY] BEHRH NFEEZ& PCF&&E

1 |MBERUDM +ZFPCF|[ chf upf radius ] pcf-interaction false

2 |MIBRUDM , fREBPCF|[ chf upf radius pcf] |FEE% ( BRA )

3 |BEXEAPCF [ chf udm upf radius ]|pcf-interaction false




EL]] BERA NFEEZ % PCFi&E
4 |BBRRADIUS [ chf udm upf pcf] |FEE% ( BUR )
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