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BREAEME(CDLRARMAEA AN SHET —KKV(Key-value) ERIHEEFE.
COLERIABEEBHA ( B AMY ) MGeo HAZHEERREEE T,
CDLER# T

- BREMRIENFNERERFEES.

- REEEEE (EREBSFERATD)

- BEREHE—2FEMNDOS (EBRE ) ER , BANFELEFERAE,

- SUAM — Z2LEE2@ RN AR TULER,

- HHE2EEENGeoTLER,

- REXE/REBSFERENTRARERE, ARTETEEE , ALEE 7T HEYRERE

o


/content/en/us/td/docs/wireless/ucc/smi/cdl/1-10/b_ucc-5g-cdl-config-and-admin-guide-1-10.pdf

3. ER

# % : (cdl-ep-session-c1-d0-7¢79¢c87d65-xpm5v)
- CDL# % AKubernetes(K8s)POD. T # & AR ENFZE Fi%ABgRPC over HTTP24Y
H, AREEENEREREREAEILOEARIHAOH,
& FE : (cdl-slot-session-c1-m1-0)
- CDOLRInx BELZREEE MR, ELMRBEEKSs PODEEN , ARmBNERREEFL
FAEBgRPC/TH
- BEFBEPODHHEERYUENEFTE. ELEEFRUMBERIEINERSFEER
% 5| : (cdl-index-session-c1-m1-0)

- Index microservicef# 17 B2 % 5| 18 B3 1Y & ¥

- R& , WRSIERAREEEmIicroservicesFREBRSFER
ETCD:(etcd-smf-etcd-cluster-0)

- CDLEAETCD ( —ERREERT ) FAERERKRZIR., ECisco Data Store EPRL
B, BAFZEMK  SERRMREFESH. Rt , SniTAGLEHNSEPODE
BB, A, EFESRR—EEREGE R RBEER,

TR+ (FXF-0)
- Kafka PODEAMEI R 2 MBI RERERUGREFIRS, HRIBHEHEER , KafakEA

MirrorMaker,
* Mirror Maker:(mirror-maker-0)

- Mirror Maker POD#$ 3 5| E X £ i 8 R iR

HE B4t Kafkath & LAEEHHEEEH’J?&%WUIEQ

g4 -

master-1:~$ kubectl get pods -n smf-smf -o wide

NAME READY STATUS RESTARTS AGE IP

cdl-ep-session-cl-d0-7889db4d87-5mln5 1/1 Running 0 80d 192.
cdl-ep-session-cl-d0-7889db4d87-8q7hg 1/1 Running 0 80d 192.
cd1-ep-session-c1-d0-7889db4d87-fj2nf 1/1 Running O 80d 192.
cdl-ep-session-cl-d0-7889db4d87-z6c2z 1/1 Running 0 34d 192.
cdl-ep-session-cl-d0-7889db4d87-2z7c89 1/1 Running 0 80d 192.
cdl-index-session-cl-m1-0 1/1 Running 0 80d 192.
cdl-index-session-cl-ml-1 1/1 Running 0 80d 192.
cdl-index-session-cl-m2-0 1/1 Running 0 49d 192.
cdl-index-session-cl-m2-1 1/1 Running 0 80d 192.
cdl-index-session-cl-m3-0 1/1 Running 0 80d 192.
cdl-index-session-cl-m3-1 1/1 Running 0 80d 192.
cdl-index-session-cl-m4-0 1/1 Running 0 80d 192.
cdl-index-session-cl-m4-1 1/1 Running 0 49d 192.
cdl-slot-session-cl-ml1-0 1/1 Running 0 80d 192.
cdl-slot-session-cl-ml-1 1/1 Running 0 80d 192.
cdl-slot-session-cl-m2-0 1/1 Running 0 80d 192.
cdl-slot-session-cl-m2-1 1/1 Running 0 80d 192.
cdl-slot-session-cl1-m3-0 1/1 Running 0 34d 192.
cdl-slot-session-cl-m3-1 1/1 Running 0 80d 192.
cdl-slot-session-cl-m4-0 1/1 Running 0 34d 192.
cdl-slot-session-cl-m4-1 1/1 Running 0 80d 192.
cdl-slot-session-cl-m5-0 1/1 Running 0 80d 192.
cdl-slot-session-cl-m5-1 1/1 Running 0 34d 192.
cdl-slot-session-cl-m6-0 1/1 Running 0 80d 192.
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cdl-slot-session-cl-m6-1
cd1-slot-session-cl-m7-0
cdl-slot-session-cl-m7-1
cd1-slot-session-c1-m8-0
cdl-slot-session-cl-m8-1
etcd-smf-smf-etcd-cluster-0
etcd-smf-smf-etcd-cluster-1
etcd-smf-smf-etcd-cluster-2
georeplication-pod-0
georeplication-pod-1
grafana-dashboard-cd1-smf-smf-77bd69cff7-qbvmv

kafka-0
kafka-1

mirror-maker-0

zookeeper-0
zookeeper-1
zookeeper-2

CDL Architecture

2/2
2/2
2/2

1/1

1/1
1/1
1/1
1/1
1/1

1/1
1/1

2/2
2/2
1/1
1/1
1/1

Running
Running
Running
Running
Running

Running O
Running O
Running 1

Running
Running

Running O

Running
Running
Running
Running
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80d
48d
34d

34d

80d
80d
49d
49d
80d

192.168.
192.168.
192.168.
192.168.
192.168.

192.168.11.17
192.168.7.59
192.168.11.66

80d 10.10.1.
48d 10.10.1.
192.168.7.41
80d  192.168.
49d  192.168.
80d  192.168.
34d  192.168.
48d  192.168.

CDL

—  Actual call data flow

-

CDLERERE

CDL Control flow(Registration and Discovery)



CDL Architecture with primary components

Map: 1 Map: 2 Map:

—,—.F Replicas: 2 Replicas: 2 Replicas: 2

== =

Map: 1 Map: 2 Map: n
Replicas: 2 Replicas: 2 Replicas: 2

x: Indexing maps /shards

n: Slot maps /shards

For HA purpose, each map should have 2 replicas minimum
Data distributed in multiple maps. Data in each map is different.
Each replica in a map has identical data for redundancy.

AR RAEE/MBBSAAERAROTARERAE. ARTETERE  RUREE T RETR
B

AR ERBERT , COLEE Kdb-ep 2EEREIA, 1EREHIR (FELHM2EEREE
) M1EZRSIHR ( FEBR2EEREE ) .

4.8

[

SRR

smf# show running-config cdl

cd1 system-id 1 /// unique across the site, system-id 1 is the primary site ID for
cd1 node-type db-data /// node Tlabel to configure the node affinity
cd1 enable-geo-replication true /// CDL GR Deployment with 2 RACKS

cd]l remote-site 2

db-endpoint host x.x.x.x /// Remote site cdl-ep configuration on site-1
db-endpoint port 8882

kafka-server x.x.x.x 10061 /// Remote site kafka configuration on site-1

exit

kafka-server x.x.x.x 10061

exit
exit

cd1l label-config session /// Configures the Tist of Tabel for CDL pods

endpoint key smi.cisco.com/node-type-3
endpoint value session

slot map 1

key  smi.cisco.com/node-type-3

value session
exit
slot map 2



key  smi.cisco.com/node-type-3
value session
exit

slot map 3

key  smi.cisco.com/node-type-3
value session
exit

slot map 4

key  smi.cisco.com/node-type-3
value session
exit

slot map 5

key  smi.cisco.com/node-type-3
value session
exit

slot map 6

key  smi.cisco.com/node-type-3
value session
exit

slot map 7

key  smi.cisco.com/node-type-3
value session
exit

slot map 8

key  smi.cisco.com/node-type-3
value session
exit

index map 1

key  smi.cisco.com/node-type-3
value session
exit

index map 2

key  smi.cisco.com/node-type-3
value session
exit

index map 3

key  smi.cisco.com/node-type-3
value session
exit

index map 4

key smi.cisco.com/node-type-3
value session

exit
exit
cdl datastore session /// unique with in the site
Tabel-config session

geo-remote-site [ 2 ]

s1lice-names [ SMF1 SMF2 ]

endpoint cpu-request 2000

endpoint go-max-procs 16

endpoint replica 5 /// number of cdl-ep pods
endpoint external-ip X.X.X.X

endpoint external-port 8882

index cpu-request 2000

index go-max-procs 8

index replica 2 /// number of replicas per mop for cdl-index, can not be changed a
NOTE: If you need to change number of index replica, set the system mode to shutdown from respective op
index map 4 /// number of mops for cdl-index

index write-factor 1 /// number of copies to be written before a successful response

slot cpu-request 2000
slot go-max-procs 8
slot replica 2 /// number of replicas per mop for cdl-slot



slot map 8 /// number of mops for cdl-slot
slot write-factor 1
slot metrics report-idle-session-type true
features instance-aware-notification enable true /// This enables GR failover notification
features instance-aware-notification system-id 1
slice-names [ SMF1 ]
exit
features instance-aware-notification system-id 2
slice-names [ SMF2 ]
exit
exit
cd1l kafka replica 2
cd1l kafka label-config key smi.cisco.com/node-type-3
cd1 kafka Tlabel-config value session
cd1l kafka external-ip x.x.x.x 10061
exit
cd1l kafka external-ip x.x.x.x 10061
exit

5. 6 FEHERR

5.1 Pod{ [&

CDLHYEfTH N EEHE . Key > Value db,

- FTBEFER#HE A cdl-endpoint pod,

« TEcdl-index podsH® , Z&MIREEFE LW/ , BREEER.

« TEcdl-slot? , RfIEREEFE (2FER ) , BREEER.
- BfAEEPoIHR (EE ) EREHD (EREETH ),

+ Kafka pod# HERBEE L,

o MRS EER AEEIT R R Ein ER e ( GeoTLER ) o

A SRS Ay B FE AR B A& | BNt BY Bl BR A P 5 4 (] i A A BF

« cdl-endpoint — E2CDLI@E A B i 85

« cdl-index — ELASFERNEH

 cdl-slot — ELREFER

- Kafka — TEPod & B ¥k 2~ B & KB & 1E

- MRERES — BEMMWEBERNGHHAERS

BB pod P I E B , B Acd pod BN RBEMEE R , HILIKREELH
ERHENNEE,

Remamber tac-debugfE 5S8R R BF ISR IR R , S ENEHPATEER ,  HAERERR TN,

iR Pod

:gull

(W

kubectl describe pod cdl-ep-session-c1-d0-7889db4d87-5mIn5 -n smf-rcdn
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kubect1 Togs cdl-ep-session-cl-d0-7c79c87d65-xpm5v -n smf-rcdn
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discovery and
tnpology
management by COL
pods
Seasien Storage Laye ‘Sassian Starage Layer
Shard-1 Shurd-2 Shardn Shasd-1 Shars:2 Sherd-n
cdi-siot cdksiot = cdi-siot cdhsion caksiot cdl-siot
Siot data
replicated b
romote site v
GAPC from
wdi-op et
OO
Ineing data
Shard Bhard: Shard replicaned ta Shard- Shard- Bhard-
1 2 - reenote siie via 1 2 m
afica and mirror
- — Maker
ot edi-inds caHinden * * [P 1 katia & cdhinda cdtinden coll-index
.
Pulls data froM Pulls data from
miror-maker  FEmole kafke atd LT A —
pushes 1o iocal fand pushes to
kafea ingtancy tacal kafka
COL St intancs COL Site-2
Loca
- +a
. mm

pafy

52 COLAMAft S SRENSHEF
HECDLRER , BESFEEE — @S Aunique-keystI L , ARERILLERE,

1N R Ltk & show subscriber supiflcdl show sessions summary slice-name slice1 db-name session

filterfV &5 51 N

« Edsupi & Mipv4AEEE 3= "1#/#imsi-123969789012404:10.0.0.3"

« ddn + ip4isit= "1#/#lab:10.0.0.3"

« HEsupi{l &WipveEEE b= "1#/#imsi-123969789012404:2001:db0:0:2:"

« ddn + ipv6 R B E5E MY 3= "1#/#lab:2001:db0:0:2::"

« smfTeidth N4 FE L= "1#/#293601283"FE X UPF L HISE R ET IR IEHERR B |, EIEEERA
, BA S eF AR EHESFHEBNEN.

« supi + ebi = "1#/#imsi-123969789012404:ebi-5"

« supi + ddn= "1#/#imsi-123969789012404:lab"

[smf/data] smf# cdl show sessions summary slice-name slicel db-name session filter { condition match ke
Sun Mar 19 20:17:41.914 UTC+00:00

message params: {session-summary cli session {0 100 1#/#293601283 0 [{0 1#/#293601283}] [] 0 0 false 40
session {

primary-key 1#/#imsi-123969789012404:1
unique-keys [ "1#/#imsi-123969789012404:10.0.0.3" "1#/#1ab:10.0.0.3" "1#/#imsi-123969789012404:2001
non-unique-keys [ "1#/#roaming-status:visitor-Tbo" "1#/#ue-type:nr-capable" "1#/#supi:imsi-12396978



flags [ flag3:peerGtpuEpKey:10.10.10.150:20.0.0.1 session-state-flag:smf_active ]
map-id 2
instance-id 1
app-instance-id 1
version 1
create-time 2023-03-19 20:14:14.381940117 +0000 UTC
last-updated-time 2023-03-19 20:14:14.943366502 +0000 UTC
purge-on-eval false
next-eval-time 2023-03-26 20:14:14 +0000 UTC
session-types [ rat_type:NR wps:non_wps emergency_call:false pdu_type:ipv4v6 dnn:lab qos_5qi_l_rat_
data-size 2866
}
[smf/data] smf#

WMRASHESMFRY 5 ENE AT L8

[smf/data] smf# show subscriber supi imsi-123969789012404 gr-instance 1 namespace smf

Sun Mar 19 20:25:47.816 UTC+00:00

subscriber-details

{

"subResponses": [
[

"roaming-status:visitor-1bo",
"ue-type:nr-capable",
"supi:imsi-123969789012404",
"gpsi:msisdn-22331010101010",
"pei:imei-123456789012381",
"psid:1",
"snssai:001000003",
"dnn:lab",
"emergency:false",
"rat:nr",
"access:3gpp access",
"connectivity:5g",
"udm-uecm:10.10.10.215",
"udm-sdm:10.10.10.215",
"auth-status:unauthenticated",
"pcfGroupId:PCF-dnn=1ab;",
"policy:2",
"pcf:10.10.10.216",
"upf:10.10.10.150",
"upfEpKey:10.10.10.150:10.10.10.202",
"ipv4-addr:pool11/10.0.0.3",
"ipv4-pool:pooll",
"ipv4-range:pool11/10.0.0.1",
"ipv4-startrange:pool11/10.0.0.1",
"ipv6-pfx:poo11/2001:db0:0:2::",
"ipv6-pool:pooll",
"ipv6-range:pool11/2001:db0::",
"ipv6-startrange:pool11/2001:db0::",
"id-index:1:0:32768",
"id-value:2/3",
"chfGroupId:CHF-dnn=1ab;",
"chf:10.10.10.218",
"amf:10.10.10.217",
"peerGtpuEpKey:10.10.10.150:20.0.0.1",
"namespace:smf",



"nf-service:smf"
]
]
}

WZESMF L BICDLAREE :

cdl show status
cdl show sessions summary slice-name <slice name> | more

5.3 CDL Pod kR &
a8 Bl
M &Edescribe pods#i it ( BRR/KE/MRE/RER, B4 ).

kubectl describe pods -n <namespace> <failed pod name>

wmqE&E

1. Pod B R IR EEM B EREZ R cdl/node-type BI AR BM EMKSsH B E R/ NARERERE
Z FAcdl/node-typelE HYk8s Hii BhE(

kubectl get nodes -1 smi.cisco.com/node-type=<value of cdl/node-type, default value is 'session' 1

3
—_—
t

Rl

2. PodsEE R CrashLoopBackOffti FE AR RE# Eetcd podsik#€, 1Retcd podKRiEIT ,
etcd &,

kubectl describe pods -n <namespace> <etcd pod name>

3. PodE A ImagePullBack# fEiR B E R B I AR B helm@EFEMMRGEFIE, BEETHE
T AT BN R E R RFMdnsARES.

5.4 Mirror MakerE R ER# 1R {LARRE

#Edescribe pods#i tH Mpod B 5

kubectl describe pods -n <namespace> <failed pod name>
kubectl Togs -n <namespace> <failed pod name> [-c <container name>]
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g E
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- MRED—BFEEN—ERSIZTAR , AERERERNOT ready ( Ri#E ) R, BMENR R

5.7 CDLIZ B S #EIE 7 /5 BREC 8% AV 18 A
m{AS 1

« TEK8SEEEH , FREEIMER AT LAE TR RS

chronyc tracking
chronyc sources -v

- BMEMEKSSHE EHNNTPEILSARRE, MREBEMRERE

ch ronyc sourcestats -v
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cdlLocalRequestFailure

MR R IRPod R IR I v RV R BB AR A RS 0 8& |, Al
BHHER (EERNBAGRN R )

cdIRemoteConnectionFailure

A

WMRENERFRR D RESSE LERI0% , RIFHRE
#H (EEAREA TGRERM )

A

cdIRemoteRequestFailure

I Rcdl-global& Bz B P E HERFREARMFE RO L
REBIBS D ENREAEKRIO%. (EBHARBAT
GRIRKE ) . AREBHBEHRELER , FHLEA I
ZEEEM,

B

cdIReplicationError

R B i vh R AV kafka B RUIESE | iR 10 MY K IR

cdlKafkaRemoteReplicationDelay 54348 | BT HER (EEARBE T CROERH )
3 y AN = N\ Y SRIVL

B

MRCDLRFEIHRENEET DL ( BARES
80% ) , RIRMERER (EERABRARREDER )

W H

cdlOverloaded — =&

MRCDLZRREIEENBTEE DL (BRESR

cdlOverioaded — R & 0% ) , AIRMEASWRER (EHHABRRBEHER )

A

R CDLE 5| ik Bikafka i B E 4R HBi1B5 0 82

-

cdiKafkaConnectionFailure

7. HRERNREE
7.1 cdIReplicationError

HERBEERBETHFORREARFLHE  FEAAEKIICR , ERMECEER HRMN BRI
kREBEER.

E'III,

7.2 cdIRemoteConnectionFailure & GRPC_Connections_ Remote_Site

ZESRBEERAMNATA "TcdlRemoteConnectionFailures 1 "GRPC_Connections_Remote_Site 1 Z#



o

¥ cdlIRemoteConnectionFailure % :

ECDLRH BT , RMEINRCDLIRHPoIREiH T A EMOEK

2022/01/20 01:36:18.852 [ERROR] [RemoteEndointConnection.go:572] [datastore.ep.session] Connection to r

TSR ZICDLE ImPod E R IEMR R im Al AR 2S | (BH0UE IR EHIEE

2022/01/20 01:37:08.730 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.732 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.742 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.742 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.752 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.754 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr

HAEREMESDERNEEFE , LBRERHNBEROT

alerts history detail cdTRemoteConnectionFailure f5237c750de6

severity critical

type "Processing Error Alarm"

startsAt 2025-01-21T01:41:26.857Z

endsAt 2025-01-21T02:10:46.857Z

source cdl-ep-session-cl-d0-6d86f55945-pxfx9

summary "CDL endpoint connections from pod cdl-ep-session-cl-d0-6d86f55945-pxfx9 and namespace smf-rcdn
labels [ "alertname: cdlRemoteConnectionFailure" "cluster: smf-data-rcdn_cee monitor: prometheus" '"na
annotations [ "summary: CDL endpoint connections from pod cdl-ep-session-cl-d0-6d86f55945-pxfx9 and nam

FXZ17E02:10:321 AR F S im £ 4

2022/01/20 02:10:32.702 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.923 [WARN] [RemoteEndointConnection.go:563] [datastore.ep.session] Cdl status chang
2022/01/20 02:10:38.927 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.934 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.934 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.935 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote

CDLEMRIEHAISMFHRFHERE !



cd1l remote-site 2

db-endpoint host 10.10.10.141
db-endpoint port 8882
kafka-server 10.10.19.139 10061
exit

kafka-server 10.10.10.140 10061
exit

exit

HHNEIHRGRPC_Connections_Remote_Site:

EENEEREEARN "GRPC_Connections_Remote_Site

Pod,.

alerts history detail GRPC_Connections_Remote_Site f083cb9d9b8d

severity critical
type "Communications Alarm"

startsAt 2025-01-21T01:37:35.160Z

endsAt 2025-01-21T02:11:35.160Z

source cdl-ep-session-cl-d0-6d86f55945-pxfx9
summary "GRPC connections to remote site are not equal to 4"

labels [ "alertname: GRPC_Connections_Remote_Site

cluster:

, AT HRAE—ECDLE K

HCDL#&UwPod HEEH , EEBREIE K HAERFRBIER

smf-data-rcdn_cee"

"monitor: prometheus

2022/01/20 01:36:18.852 [ERROR] [RemoteEndointConnection.go:572] [datastore.ep.session] Connection to r

BB AR BE IR E R | R

2022/01/20 02:10:32.702 [WARN]
2022/01/20 02:10:38.923 [WARN]
2022/01/20 02:10:38.927 [WARN]
2022/01/20 02:10:38.934 [WARN]
2022/01/20 02:10:38.934 [WARN]
2022/01/20 02:10:38.935 [WARN]

8. A& RLIE M

CDL#ZFE R 2 EBESMFIEH

[RemoteEndointConnection.

[RemoteEndointConnection

[RemoteEndointConnection

[RemoteEndointConnection.

__%Bﬁio

go

.go:
[RemoteEndointConnection.
[RemoteEndointConnection.

go

go:
.go:
go:

1437]

563]

1437]

437]
437]
437]

[datastore.
[datastore.
[datastore.
[datastore.
[datastore.
[datastore.

ep

ep

.session]
ep.
.session]
ep.
ep.
ep.

session]

session]
session]
session]

Stream to

remote

CdT status chang

Stream to
Stream to
Stream to
Stream to

remote
remote
remote
remote
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