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CEE Opcenter Rack2 E#& "network-receive-error; B

[1ab0200-snf/| abceed22] cee# show alerts active summary
NAVE U D SEVERI TY STARTS AT SOURCE SUMVARY

net wor k-recei ve-error 998c77d6a6a0 maj or 10-26T00: 10: 31 | ab0200-snf-nas Network interface "bd0"
showi ng receive errors on hostnane | ab0200-s. ..

net wor k-recei ve-error ea4217bf9d9e maj or 10-26T00: 10: 31 | ab0200-snf-nas Network interface "bd0"
showi ng receive errors on hostnane | ab0200-s. ..

net wor k-recei ve-error 97f ad40d2a58 nmj or 10-26T00: 10: 31 | ab0200- snf-nas Network interface "eno6"
showi ng receive errors on hostnanme | ab0200-. ..

net wor k-recei ve-error b79540eb4e78 nmmj or 10-26T00: 10: 31 | ab0200- snf-nas Network interface "eno6"
showi ng receive errors on hostnanme | ab0200-. ..

net wor k-recei ve-error e3d163ff4012 maj or 10-26T00: 10: 01 | ab0200-snf-nas Network interface "bd0"
showi ng receive errors on hostnane | ab0200-s. ..

net wor k-recei ve-error 12a7b5a5c5d5 maj or 10-26T00: 10: 01 | ab0200-snf-nas Network interface "eno6"
showi ng receive errors on hostnanme | ab0200-. ..

EREZEHRERA , 552 UItra Cloud Core Subscriber Microservices Infrastructure Operations
Guide,



/content/en/us/td/docs/wireless/ucc/smi/2020-02/b_ucc_5g_smi_cluster_manager_ops_guide_2020-02/m_cluster-manager-alerts.html
/content/en/us/td/docs/wireless/ucc/smi/2020-02/b_ucc_5g_smi_cluster_manager_ops_guide_2020-02/m_cluster-manager-alerts.html

Al ert: network-receive-errors

Annot ati ons:

Type: Conmuni cations Al arm

Summary: Network interface "{{ $l abels.device }}" showi ng receive errors on hostnane {{
$l abel s. hostnanme }}"

Expr essi on:

I

rate(node_network_receive_errs_total {device!~"veth.+"}[2n]) > 0O
For: 2m

Label s:

Severity: major

TR TE T B9 SRR

% ACEE labceed22 , #2Z&bd0fMeno6 T E LIMEM "network-receive-errory BREFMMEA , AR
B &7 B Fpod,

[1 ab0200- snf /| abceed22] cee# show al erts active sunmary

NAME u D SEVERI TY STARTS AT SOURCE SUMVARY
net wor k-recei ve-error 3b6al0a7cela8 mmjor 10-26T21:17: 01 | ab0200-snf-nmas Network
interface "bd0" show ng receive errors on hostnane tpc...

net wor k-recei ve-error 15abab75c8fc mmj or 10-26T21:17: 01 | ab0200-snf-nmas Network

interface "eno6" showi ng receive errors on hostnane tp...

#H1Tshow alerts active detail network-receive-error <UID>ESUBEVEZ RAVE¥MAE T

ERFIF |, MEER FFEE Rnode lab0200-smf-primary-1 pod node-exporter-47xmm.

[1 ab0200-snf /| abceed22] cee# show alerts active detail network-receive-error 3b6ala7cela8
alerts active detail network-receive-error 3b6aOa7cela8

severity maj or

type " Communi cati ons Al arnf

start sAt 2021-10-26T21:17: 01. 913Z

sour ce | ab0200-snf-primary-1

sunmary "Network interface \"bdO\" show ng receive errors on hostnane | ab0200-snf-prinmary-
AT

| abel s [ "alertnane: network-receive-errors” "cluster: |ab0200-snf_cee-I|abceed22”
"conmponent: node-exporter” "controller_revision_hash: 75c4cb979f" "device: bd0" "hostname:
1ab0200-smf-primary-1" "instance: 10.192.1.42:9100" "job: kubernetes-pods" "nonitor: promnetheus”

"namespace: cee-| abceed22" "pod: node-exporter-47xmm
| ab0200- snf _cee- | abceed22" "severity: major" ]
annotations [ "summary: Network interface \"bdO\" showi ng receive errors on hostname | ab0200-
snf-primary-1\"" "type: Conmunications Al arm ]

"pod_tenpl ate_generation: 1" "replica:

[1 ab0200- snf /| abceed22] cee# show alerts active detail network-receive-error 1l5abab75c8fc
alerts active detail network-receive-error 15abab75c8fc

severity maj or

type " Communi cati ons Al arnf

start sAt 2021-10-26T21:17: 01. 913Z

sour ce | ab0200-snf-primary-1

sunmary "Network interface \"eno6\" show ng receive errors on hostname | ab0200-snf-pri mary-
AT

| abel s [ "alertnane: network-receive-errors” "cluster: |ab0200-snf_cee-I|abceed22”
"conmponent: node-exporter” "controller_revision_hash: 75c4cb979f" "device: eno6" "hostname:
1ab0200-smf-primary-1" "instance: 10.192.1.42:9100" "job: kubernetes-pods" "nonitor: promnetheus”

"namespace: cee-| abceed22" "pod: node-exporter-47xzmm’ "pod_tenpl ate_generation: 1" "replica:



| ab0200- snf _cee- | abceed22" "severity: nmmjor" ]
annotations [ "summary: Network interface \"eno6\" show ng receive errors on hostnane | ab0200-
snf-primary-1\"" "type: Conmmunications A arm' ]

EREEEIR, Pod, #iRAR

KB EEVIPHBRNPodERE
BAMRMKBEVIP | B IRET B FIPodhy kA,
EABIR  MEBRRRIFRE | EHIELT.

cl oud- user @ ab0200- snf - pri mary-1: ~$ kubectl get nodes

NAME STATUS ROLES AGE VERSI ON
1lab0200-smf-primary-1 Ready control - pl ane 105d vl.21.0

| ab0200- snf - pri mary- 2 Ready control - pl ane 105d v1.21.0

| ab0200- snf-pri mary- 3 Ready control - pl ane 105d v1.21.0

| ab0200- snf - wor ker -1 Ready <none> 105d v1.21.0
| ab0200- snf - wor ker - 2 Ready <none> 105d v1.21.0
| ab0200- snf - wor ker - 3 Ready <none> 105d v1.21.0
| ab0200- snf - wor ker - 4 Ready <none> 105d v1.21.0
| ab0200- snf - wor ker -5 Ready <none> 105d v1.21.0

cl oud- user @ ab0200- snf - pri mary- 1: ~$ kubectl get pods -A -o wide | grep node-exporter--47xmm
cee-| abceed22 node- exporter-47xmm 1/1 Running O
18d 10.192. 1. 44 | ab0200- snf-pri mary-1 <none> <none>

RKSHEEVIPER T

Ex ¥ bd0Feno6 T E =& Aip addr | grep eno6#lip addr | grep bdO0.

FIRE : ¥IbdOFEAIBRESHF |, enocBERER B H, FEEReno5Heno6ll B AbdO T EBENT
, AT LAESMIE BB P EFE,

cl oud- user @ ab0200- snf-primary-1: ~$ ip addr | grep eno6
3. eno6: <BROADCAST, MULTI CAST, SECONDARY, UP, LOAER_UP> ntu 1500 qdisc ng prinmary bd0 state UP
group default glen 1000

cl oud- user @ ab0200- snf-primary-1: ~$ ip addr | grep bdo

2: eno5: <BROADCAST, MULTI CAST, SECONDARY, UP, LOAER_UP> ntu 1500 qdisc ng prinmary bd0 state UP
group default glen 1000

3: eno6: <BROADCAST, MULTI CAST, SECONDARY, UP, LOAER_UP> ntu 1500 qdisc ng prinmary bd0 state UP
group default glen 1000

12: bdo: <BROADCAST, MULTI CAST, PRI MARY, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP group default
gl en 1000

13: vlanlll1@d0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP group default
gl en 1000

14: vl anl12@d0: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc noqueue state UP group default
gl en 1000

182: cal i 7a166bd093d@ f 4: <BROADCAST, MULTI CAST, UP, LONER _UP> ntu 1440 qgdi sc noqueue state UP
group defaul t

fESMIsE R RARREE

& ACluster Manager VIP , A& i@iBsshanEEZ (1% ) H/0ops-center-smi-cluster-deployer,



cl oud- user @ ab- depl oyer-cm pri mary: ~$ kubectl get svc -n smi-cm

NAME TYPE CLUSTER- I P EXTERNAL- | P
PORT( S) ACE
cluster-files-offline-sm-cluster-deployer Clusterl P  10.102.53.184 <none>

8080/ TCP 110d

i so-host-cluster-files-sm -cluster-depl oyer Clusterl P 10.102.38.70 172.16. 1. 102
80/ TCP 110d

i so- host - ops-center-sni-cl uster-depl oyer Clusterl P 10.102.83.54 172.16. 1. 102
3001/ TCP 110d

net conf - ops-cent er-smi - cl ust er - depl oyer Clusterl P 10.102.196. 125 10. 241. 206. 65
3022/ TCP, 22/ TCP 110d
ops-center-smi-cluster-deployer Clusterl P 10.102.12. 170 <none>

8008/ TCP, 2024/ TCP, 2022/ TCP, 7681/ TCP, 3000/ TCP, 3001/ TCP  110d

squi d- pr oxy- node- port NodePor t 10. 102. 72. 168 <none>

3128: 32572/ TCP 110d

cl oud- user @ ab-depl oyer-cmprimary: ~$ ssh -p 2024 admin@10.102.12.170
adm n@0. 102. 12. 170' s passwor d:
Wel cone to the G sco SM Custer Deployer on | ab-depl oyer-cmprinmary
Copyright © 2016-2020, Cisco Systens, Inc
Al'l rights reserved.
adm n connected from 172.16. 1. 100 usi ng ssh on ops-center-sni-cluster-depl oyer-5cdc5f 94db- bnxqt
[I ab- depl oyer-cm primary] SMI Cluster Deployer#

WEBEMNEE. BRHERE. MTEMSIBEN, EARFF , 1ab0200-smf,

[1 ab-depl oyer-cmprimary] SM O uster Depl oyer# show running-config clusters
clusters 1ab0200-smf
envi ronment | ab0200- snf - depl oyer _1

node-defaults initial-boot netplan ethernets eno5
dhcp4 fal se
dhcp6 fal se
exit
node-defaults initial-boot netplan ethernets eno6
dhcp4 fal se
dhcp6 fal se
exit
node-defaults initial-boot netplan ethernets enp216s0f0
dhcp4 fal se
dhcp6 fal se
exit
node-defaults initial-boot netplan ethernets enp216s0f1
dhcp4 fal se
dhcp6 fal se
exit
node-defaults initial-boot netplan ethernets enp94s0f0
dhcp4 fal se
dhcp6 fal se
exit
node-defaults initial-boot netplan ethernets enp94s0f1
dhcp4 fal se
dhcp6 fal se
exit
node-defaults initial-boot netplan bonds bdo
dhcp4 fal se
dhcp6 fal se
opti onal true



interfaces [ eno5 eno6 ]

parameters mode active-backup
parameters mi-nmonitor-interval 100
parameters fail-over-nac-policy active
exit

EEVIPF | BBFE N EbdORenob L HISELF/HEE,
EMENEHHEEER  XERBUCSHAERRMEREES ST EEARE,

cl oud- user @ ab0200- snf-primary-1: ~$ ifconfig bdo
bd0: fl ags=5187<UP, BROADCAST, RUNNI NG, PRI MARY, MULTI CAST> ntu 1500
inet6 fe80::8e94: 1fff:fef6:53cd prefixlen 64 scopeid 0x20<link>
ether 8c:94: 1f:f6:53:cd txqueuel en 1000 (Ethernet)
RX packets 47035763777 bytes 19038286946282 (19.0 TB)
RX errors 49541 dropped 845484 overruns 0 franme 49541
TX packets 53797663096 bytes 32320571418654 (32.3 TB)
TX errors O dropped O overruns O carrier O collisions O

cl oud- user @ ab0200-snf-primary-1: ~$ ifconfig eno6
eno6: flags=6211<UP, BROADCAST, RUNNI NG, SECONDARY, MULTI CAST> ntu 1500
ether 8c:94: 1f:f6:53:cd txqueuel en 1000 (Ethernet)
RX packets 47035402290 bytes 19038274391478 (19.0 TB)
RX errors 49541 dropped 845484 overruns 0 franme 49541
TX packets 53797735337 bytes 32320609021235 (32.3 TB)
TX errors O dropped O overruns O carrier O collisions O

BEUCSHIRES
#ESMISE B DeployerB BUCSA IR 28

ESMIBF &£ ZF & 25 1 iE 1Tshow running-config clusters <cluster name> nodes <node name> , LA &
FHUCSHIARESHICIMC IPHE 41,

[l ab-depl oyer-cmprimary] SM O uster Depl oyer# show running-config clusters 1ab0200-smf nodes
primary-1
clusters 1ab0200-smf
nodes primary-1
mai nt enance fal se
host -profil e cp-data-r2-sysct

k8s node-type primary

k8s ssh-ip 10.192. 1. 42

k8s sshd-bind-to-ssh-ip true

k8s node-ip 10.192. 1. 42

k8s node-| abel s sm . cisco.conl node-type oam
exit

k8s node-1| abel s sm.cisco.conl node-type-1 proto
exit

ucs-server cintc user admn

ucs-server cimc ip-address 172.16.1.62

exit
BEiBActive CMIBEIBSSHH#E ACIMC IP#31£172.16.1.623 Ba 3% R IR 25 & 8.

EARHIH | [FRESE B ALAB0200-Server8-02,



cl oud- user @ ab- depl oyer-cm pri mary: ~$ ssh admin@172.16.1.62

War ni ng: Permanently added '172.16.1.62" (RSA) to the list of known hosts.
adm n@72.16. 1. 62' s password:

LAB0200-Server8-02#

MEE - REEFEFARERCIQTFRAMRENERE (MRCIQAA ).

HREEVIPENUCSRENE

EEVIPL |, E/Is -la /sys/class/net TS Eeno6 BN E BB, EARHIG , EEHIscpi &
FenobsEE R , BI4ZA R F181d:00.1#Feno6.

cl oud- user @ ab0200-snf-prinmary-1: ~$ Is -la /sys/cl ass/ net

total O

drwxr-xr-x 2 root root 0 Cct 12 06:18 .

drwxr-xr-x 87 root root 0 Cct 12 06:18 ..

I rwxrwxrwx 1 root root 0 Cct 12 06:18 bdO -> ../../devices/virtual/net/bd0O

I rwxrwxrwx 1 root root 0 Cct 12 06:18 bdl -> ../../devices/virtual /net/bdl
I rwxrwxrwx 1 root root 0 Cct 12 06:18 eno5 ->

../../devices/pci0000: 17/0000: 17: 00. 0/ 0000: 18: 00. 0/ 0000: 19: 01. 0/ 0000: 1b: 00. 0/ 0000: 1c: 00. 0/ 0000: 1
d: 00. 0/ net/ eno5

I rwxrwxrwx 1 root root 0 Cct 12 06:18 eno6 ->

../../devices/pci 0000: 17/0000: 17: 00. 0/ 0000: 18: 00. 0/ 0000: 19: 01. 0/ 0000: 1b: 00. 0/ 0000: 1c: 00. 0/ 0000: 1
d:00.1/net/enob6

BHEE : IspciFE R EBUCSHIRES LFTEEE ( -IMLOM, SLOM, PCIZE ) W&, £EES
Al A ¥ Blls -la /sys/class/net dn w1 H B B

ERPBIG | 381d:00.1BHAMLOMMenob/ T E. eno521d:00.0 MLOMIE,

cl oud- user @ ab0200- snf - pri mary-1: ~$ | spci
0 Ethernet controller: Ci sco Systens Inc VIC Ethernet NIC (rev a2)
1 Ethernet controller: Cisco Systens Inc VIC Ethernet NIC (rev a2)
3b: 00.0 Ethernet controller: Intel Corporation Ethernet Controller 10G X550T (rev 01)
1 Ethernet controller: Intel Corporation Ethernet Controller 10G X550T (rev 01)
0 Ethernet controller: Intel Corporation Ethernet Controller XL710 for 40GhE QSFP+ (rev

5e:00.1 Ethernet controller: Intel Corporation Ethernet Controller XL710 for 40GOE QSFP+ (rev

d8: 00.0 Ethernet controller: Intel Corporation Ethernet Controller XL710 for 40GOE QSFP+ (rev
02)
d8: 00.1 Ethernet controller: Intel Corporation Ethernet Controller XL710 for 40GOE QSFP+ (rev
02)

FECIMC GUIH |, ILE EVIPHifconfigia i o & ZI#IMLOM MACHz 31,

cl oud- user @ ab0200-snf-primary-1:~$ ifconfig bdo
bd0: fl ags=5187<UP, BROADCAST, RUNNI NG, PRI MARY, MULTI CAST> ntu 1500



inet6 fe80::8e94: 1fff:fef6:53cd prefixlen 64 scopeid 0x20<link>
ether 8c:94:1f:£f6:53:cd txqueuel en 1000 (Ethernet)

RX packets 47035763777 bytes 19038286946282 (19.0 TB)

RX errors 49541 dropped 845484 overruns 0 frame 49541

TX packets 53797663096 bytes 32320571418654 (32.3 TB)

TX errors 0 dropped O overruns O carrier O collisions O

cl oud- user @ ab0200-snf-primary-1: ~$ ifconfig eno6
eno6: flags=6211<UP, BROADCAST, RUNNI NG, SECONDARY, MULTI CAST> ntu 1500
ether 8c:94:1f:£f6:53:cd txqueuel en 1000 (Ethernet)
RX packets 47035402290 bytes 19038274391478 (19.0 TB)
RX errors 49541 dropped 845484 overruns 0 frame 49541
TX packets 53797735337 bytes 32320609021235 (32.3 TB)
TX errors O dropped O overruns O carrier O collisions O

o Bl PR

WMEFR , EEBREESRMEEP , MLOM(eno5/enob)EARBI B EE 112,

BEE - MRCIQAA , AIBRBEECIQHRETHE,

CLUSTER MANAGER

CM Networking Design

- Management Port (CIMC)- this port is

connected to the Management network.

- External provisioner accesses CIMC and mounts
vMedia with initial boot configuration

- Initial boot

- MLOM port 1 and 2 bonded
- Management VLAN (with IP)

- Additional networking added post boot
- Internal VLAN attached to MLOM Bond

. LAN1 is activated and attached to the CIMC
network

LEAF 1 LEAF 2 CAT

3 B & A Bl Leaves Mgrepfal fRES & B,

ERHIH | LAB0200-Server8-02 MLOMFIMLOMA EE 4R ELeaf1 FLeaf2 £ B/ EEth1/49.

Leaf 1# sh int description | inc LAB0200- Server8-02

Et h1/ 10 eth 40G PCl E- 01- 2- LAB0200- Ser ver 8- 02
Et h1/ 30 eth 40G PCl E- 02- 2- LAB0200- Ser ver 8- 02
Ethl/49 eth 40G LAB0200-Server8-02 MLOM-P2



Leaf 2# sh int description | inc LAB0200- Server8-02

Et hl/ 10 eth 40G PCl E- 01- 1- LAB0200- Ser ver 8-02
Et hl/ 30 eth 40G PCl E- 02- 1- LAB0200- Ser ver 8-02
Ethl/49 eth 40G LAB0200-Server8-02 MLOM-P1l

BRRITR

EEEE: SEREREEFACHIN. WRENexusim RBRIER , FREUCSHRER
THREFEHER,

EHAED | BEEELAB0200-Server8-02 MLOM eno6E#EHLeaf1 int eth1/49 L Y g S H
BA.

UCSaBR=EE BT , RERTEEREE , MLOMARRER .

Leaf1 B8R TXE H 555

Leaf 1# sh int Ethl/49
Et hernet1/49 is up
admn state is up, Dedicated Interface
Har dwar e: 10000/ 40000/ 100000 Et hernet, address: e8eb.3437.48ca (bia e8eb.3437. 48ca)
Descri ption: LAB0200- Server 8-02 M.OW P2
MIU 9216 bytes, BW 40000000 Kbit , DLY 10 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, medi umis broadcast
Port node is trunk
full -duplex, 40 CGb/s, nmedia type is 40G
Beacon is turned off
Aut o- Negotiation is turned on FEC node is Auto
Input flowcontrol is off, output flowcontrol is off
Auto-ndi x is turned off
Rate node i s dedicated
Switchport nonitor is off
Et her Type i s 0x8100
EEE (efficient-ethernet) : n/a
admn fec state is auto, oper fec state is off
Last link flapped 5week(s) 6day(s)
Last clearing of "show interface" counters never
12 interface resets
Load- I nterval #1: 30 seconds
30 seconds input rate 162942488 bits/sec, 26648 packets/sec
30 seconds output rate 35757024 bits/sec, 16477 packets/sec
i nput rate 162.94 Mops, 26.65 Kpps; output rate 35.76 Mps, 16.48 Kpps
Load-Interval #2: 5 minute (300 seconds)
300 seconds input rate 120872496 bits/sec, 22926 packets/sec
300 seconds output rate 54245920 bits/sec, 17880 packets/sec
i nput rate 120.87 Mops, 22.93 Kpps; output rate 54.24 Mps, 17.88 Kpps
RX
85973263325 uni cast packets 6318912 nulticast packets 55152 broadcast packets
85979637389 i nput packets 50020924423841 bytes
230406880 junbo packets O storm suppression bytes
O runts O giants O CRC 0 no buffer
O input error 0 short frane O overrun 0 underrun O ignored
0 watchdog O bad etype drop O bad proto drop O if down drop
O input with dribble 0 input discard
0 Rx pause
TX



76542979816 uni cast packets
76632574981 out put packets
3089287610 j unbo packets

O collision O deferred O late collision
0 babble 0 output discard

88726302 nul ticast packets
29932747104403 bytes

789768 broadcast packets

79095 output error
O lost carrier 0O no carrier
0 Tx pause

1£int eth1/49 Leaf1 - E A EEE #2171 "network-receive-error, 3.

=R EREAEREERER A REM

2021 Nov 17 07:36:48 TPLF0201 9BFD- 5- SESSI ON_STATE_DOWN:
10.22.101.1 on interface VIl an2201 has gone down. Reason:
Det ection Time Expired.
2021 Nov 17 07:37:30 TPLF0201 9BFD- 5- SESSI ON_STATE_DOWN:
10.22.101.2 on interface Vlan2201 has gone down. Reason:
Det ection Time Expired.

BFD session 1090519112 to nei ghbor
Cont r ol

BFD session 1090519107 to nei ghbor
Cont r ol

2021 Nov 18 05:09:12 TPLF0201 %ETHPORT-5-IF DOWN_LINK FAILURE: Interface Ethernetl/48 is down

(Link failure)

EHEE% , Elabceed22feno6/bd0 L iERELR,

[1 ab0200-snf /| abceed22] cee# show alerts active summary
NAME U D SEVERI TY STARTS AT SOURCE SUMVARY

wat chdog a62f 59201ba8 mi nor 11-02T05:57:18 System This is an alert neant to ensure that the
entire alerting pipeline is functional. This ale..
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