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1st iteration-
[l ocal ] PGM show session di sconnect-reasons verbose | grep -i ims-authorization-failed
Thursday June 13 16: 10: 39 NZST 2019

Di sconnect Reason Num Di sc  Per cent age

i nms-aut horization-fail ed 59034 1.68225

2nd iteration-
[l ocal ] PGM show session di sconnect-reasons verbose | grep -i ins-authorization-failed
Thursday June 13 16: 10: 59 NZST 2019

Di sconnect Reason Num Di sc  Per cent age

i ms-aut hori zation-fail ed 59202 1. 68181 >>168 counter
increased in just 20 sec of span
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CREATE_SESSION_REQUESTH B E/SGWEZEZRIPGW,

I NBOUND>>>>> From sessngr: 102 sessngr_pgw. c: 31631 (Callid 1e283e66) 16:55:07: 562
Eventi d: 141004( 3)
[ PGW S5/ S2a/ S2b] GTPv2C Rx PDU, from 202.73. X. Y: 31552 to 202.73. A. B: 2123 (262)
TEI D: 0x00000000, Message type: EGIP_CREATE SESSI ON REQUEST (0x20)
Sequence Number: 0x18A861 (1615969)
GTP HEADER

Ver si on nunber: 2

TEID flag: Present



Pi ggybacki ng fl ag: Not present
Message Length: 0x0102 (258)
| NFORVATI ON ELEMENTS
I MSI :
Type: 1 Length: 8 Inst: O
Val ue: ABXY01106562064
USER LOCATI ON | NFO:
Type: 86 Length: 13 1Inst: O
Val ue:
Location type: TAI
MCC: 530
M\C: 01
TAC. O0xA101
Location type: ECA
MCC:  ABO
M\C: XY
ECI: 0x006F902
SERVI NG NETWORK:
Type: 83 Length: 3 Inst: O
Val ue:
MCC:  ABO
M\C: XY
RADI O ACCESS TECH
Type: 82 Length: 1 Inst: O
Val ue: EUTRAN ( 6)
SGW CONTROL FTEI D
Type: 87 Length: 9 Inst: O
Val ue:
Interface: SGW S5/S8-C
I Pv4 Flag: 1
I Pv6 Flag: O
Tei d: 0x84B8A061
| PV4 Addr: 202.73.X.Y
ACCESS PO NT NAME
Type: 71 Length: 28 Inst: O
Val ue: internet. mcOXY. ntcOAB. gprs
SELECTI ON MODE
Type: 128 Length: 1 Inst: O
Val ue: M5 or network provided APN, subscr verified (0x00)

PDN TYPE:
Type: 99 Length: 1 Inst: O
Val ue: | PV4

PDN ADDRESS ALLCC:
Type: 79 Length: 5 Inst: O
Val ue:
PDN Type: |PV4
| PV4 Addr: 0.0.0.0

| NDI CATI ON:

Type: 77 Length: 6 Inst: O

Val ue:
DAF : O
DTF : O(Direct tunnel disabled)
HI 0
DFI  : O
a 0

I SRSI: O(l SR not supported)

I SRAI: O(l SR not Activated)

SGACI: 0

SQCl : 0

U MSI: O(Authenticated | Msl)

CFSlI : O(F-TEID Change Indication not supported)
CRS|I : O(Location Change Reporting not supported)
PS : 1(Piggybacking feature supported)

PT : O(GTPv2)



Sl 00

MV : 0

Ret Loc: O
PBI C:
SRNI :
S6AF:
SAAF:

| SRAU: 0O
CCRSI: 0(CSG Informati on Change Reporting nechani sm not supported )
CPRAI: O
ARRL: O
PPOF: 0O
PPON / PPElI: O
PPSI: 0O
CSFBI: O
CLI'I:
CPSR:
UASI :
DTCl :
BDW :
PCRI :
ACSI :
ACPI :
EPCOSI: 0
CPCOPCl: O
S11TF: O
PNSI: 0O
WPMSI: 0
APN RESTRI CTI O\
Type: 127 Length: 1 Inst: O
Val ue: 0
AGGREGATE MAX BI T RATE:

Type: 72 Length: 8 Inst: O

Val ue:
Upl k AMBR 64000 kbps
Dnl k AMBR: 256000 kbps

O OO O0OO0OO0oOOoOOo

PCO
Type: 78 Length: 32 1Inst: O
Cont ai ner id: 0x8021 (IPCP)
Cont ai ner | ength: 0x10 (16)
Cont ai ner content:
Conf-Req(0), Pri-DNS=0.0.0.0, Sec-DNS=0.0.0.0

Cont ai ner id: 0x000D (| Pv4-DNS- Server)
Cont ai ner | ength: 0x00 (0)
Cont ai ner content:

DNS Address: Request for |Pv4 DNS Address allocation
Cont ai ner id: OxO00A (I P address allocation via NAS signalling)
Cont ai ner | ength: 0x00 (0)
Cont ai ner content:

I P Address allocation via NAS signalling

Cont ai ner id: 0x0005 (Bearer Control Mbde)
Cont ai ner | ength: 0x00 (0)
Cont ai ner content:

NCQOS BCM I ndi cat or:
Cont ai ner id: 0x0010 (Link MrTU)
Cont ai ner | ength: 0x00 (0)
Cont ai ner content:

BEARER CONTEXT TO BE CREATED:

Type: 93 Length: 44 Inst: O
Val ue:

EPS BEARER | D

Type: 73 Length: 1 Inst: O
Val ue: 5



SGW DATA FTEI D
Type: 87 Length: 9 Inst: 2
Val ue:
Interface: SGW S5/S8-U
I Pv4 Flag: 1
I Pv6 Flag: O
Tei d: 0x8A948061
| PV4 Addr: 202.73.X.Y

BEARER QCS:
Type: 80 Length: 22 1Inst: O
Val ue:
ARP: PCl = 1 (Disabled), PL =9, PVI = 0 (Enabl ed)
QCl: 6
Upl nk MBR: 0 kbps
Dnl nk MBR 0 kbps
Upl nk GBR: 0 kbps
Dnl nk GBR 0 kbps
UE TI ME ZONE:
Type: 114 Length: 2 1Inst: O
Val ue:
TZ: +12:00
DST: +0 hour

CHARG NG CHAR:
Type: 95 Length: 2 Inst: O
Val ue: 0x0800
<addi tional output suprresed>

PGWZEEGTP_CREATE_SESSION_RESPONSEHEHRESGWEET T&AIAEIR, -

<<<<QUTBOUND From sessngr: 102 sessngr_egtp.c: 2906 (Callid 1e283e66) 16:55:15: 492
Eventi d: 141005( 3)
[ PGW S5/ S2a/ S2b] GTPv2C Tx PDU, from 202.73.195.91: 2123 to 202.73. 195. 89: 31552 (33)
TEI D. 0x84B8A061, Message type: EGIP_CREATE_SESSI ON_RESPONSE (0x21)
Sequence Nunber: 0x18A861 (1615969)
GIP HEADER
Ver si on nunber: 2
TEID flag: Present
Pi ggybacki ng fl ag: Not present
Message Length: 0x001D (29)
| NFORMATI ON ELEMENTS

CAUSE:
Type: 2 Length: 2 Inst: O
Val ue:
Cause: EGTP_CAUSE_NO RESOURCES_AVAI LABLE (0x49)
PCE: O
BCE: O
Cs: 0

BEARER CONTEXT CREATED:
Type: 93 Length: 11 Inst: O
Val ue:
EPS BEARER | D:
Type: 73 Length: 1 Inst: O

Value: 5
CAUSE:

Type: 2 Length: 2 Inst: O

Val ue:
Cause: EGTP_CAUSE_NO_RESOURCES_AVAILABLE (0x49)
PCE: O
BCE: O
Cs: 0

BEmMS , TEBEER S W Slims-authorization-failed R &



*** CONTROL*** From sessmgr:102 sessngr_func.c: 5311 (Callid 1e283e66) 16:55:15:493 Eventi d: 10285
>>di sconnect received for sessnr 102
CALL STATS: <xyz12591615@nternet>, nsi d <ABXY01106562064>, Call-Duration(sec): O

i nput pkts: 0 out put pkts: O

i nput bytes: 0 out put bytes: O

i nput bytes dropped: O out put bytes dropped: 0O

i nput pkts dropped: O out put pkts dropped: O

pk rate fromuser(bps): O pk rate to user(bps): O

ave rate fromuser(bps): O ave rate to user(bps): O

sust rate fromuser(bps): O sust rate to user(bps): O

pk rate fromuser(pps): O pk rate to user(pps): O

ave rate fromuser(pps): O ave rate to user(pps): O

sust rate fromuser(pps): O sust rate to user(pps): O
link online/active percent: O

i pv4 bad hdr: 0 ipvd ttl exceeded: 0

i pv4 fragments sent: O ipvd could not fragment: O

i pv4 input acl drop: O i pv4 output acl drop: O

i pv4 bad length trim O

i pv4 input non-mp drop: O i pv4 output non-mp drop: O

i pv4 input css drop: O i pv4d output css drop: O

out put gre xoff pkts drop: O out put gre xoff bytes drop: O
i pv4 out put no-flow drop: 0O

i pv4 source violations: O ipvd early pdu drop: O

i pv4 proxy-dns redirect: O i pv4 proxy-dns pass-thru: O

i pv4 proxy-dns drop: O i pv4 proxy-dns redirect tcp connection: O
i pv6 bad hdr: O ipvée bad length trim O

ip source violation no acct: O ip source violation ignored: O
dl nk pkts exceeded bw. 0 dl nk pkts violated bw. 0

upl nk pkts exceeded bw. 0 upl nk pkts violated bw. 0
dormancy total: O handoff total: O

Disconnect Reason: ims-authorization-failed
Last Progress State: | M Authorizing

AN | sessmgrfflIBimiR 2102 , HEER7AERABE , &% R7#UK T ims-authorization-failedft 225

[l ocal ] PGW show task resources facility sessngr instance 102
Thursday June 13 16:56: 14 NZST 2019

t ask cputine nenory files sessi ons
cpu facility inst wused allc used alloc used allc wused allc S status
7/0 sessngr 102 8.80% 100% 792.2M 2.34G 45 500 3097 32504 | good
Tot al 1 8.80% 792.2M 45 3097

BERER , ¥EZEdiamproxyBEEE.,

[l ocal ] PGM show config | grep nmultiple
Thur sday June 13 15:15:11 NZST 2019
require diameter-proxy multiple

RBRER |, YKL K diamproxyIgERY+~ , BEE| T "ims-authorization-failed o
EARBFIF | diamproxysRFEAREER74E Ko

[l ocal ] PGM show card table
Thur sday June 13 14:53:53 NZST 2019

Sl ot Card Type Oper State SPOF Attach
1. CFC Control Function Virtual Card St andby -

2. CFC Control Function Virtual Card Active No

3. FC 2-Port Service Function Virtual Card Active No



4. FC 2-Port Service Function Virtual Card Active No
5: FC 2-Port Service Function Virtual Card Active No
6: FC 2-Port Service Function Virtual Card Active No
7: FC 2-Port Service Function Virtual Card Active No
8: FC 2-Port Service Function Virtual Card Active No
9: FC 2-Port Service Function Virtual Card Active No
10: FC 2-Port Service Function Virtual Card Active No
11: FC 2-Port Service Function Virtual Card Active No
12: FC 2-Port Service Function Virtual Card Active No
13: FC 2-Port Service Function Virtual Card Active No
14: FC 2-Port Service Function Virtual Card Active No
15: FC 2-Port Service Function Virtual Card St andby -
16: FC 2-Port Service Function Virtual Card Active No
[l ocal ] PGM show task resources facility dianmproxy all
Thur sday June 13 14:55: 31 NZST 2019

t ask cputine nenory files sessi ons
cpu facility inst wused allc used alloc used allc used allc S status
3/ 0 di anpr oxy 8 1.10% 90% 43. 75M 250. 0M 271 2500 -- -- - good
4/ 0 di anpr oxy 9 1.09% 90% 43. 89M 250. 0OM 266 2500 -- -- - good
5/ 0 di anpr oxy 10 1.09% 90% 43.93M 250. 0M 237 2500 -- -- - good
9/ 0 di anpr oxy 1 1.08% 90% 43.63M 250.0M 212 2500 -- -- - good
10/ 0 di anpr oxy 4 1.08% 90% 43. 88M 250. OM 258 2500 -- -- - good
12/ 0 di anpr oxy 11 1.11% 90% 43. 93M 250. 0M 229 2500 -- -- - good
13/ 0 di anpr oxy 2 1.09% 90% 43. 75M 250. 0M 258 2500 -- -- - good
14/ 0 di anpr oxy 7 1.06% 90% 43. 88M 250. 0M 256 2500 -- -- - good
16/ 0 di anpr oxy 13 1.04% 90% 43. 89M 250. 0M 199 2500 -- -- - good
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*xxxxx%k* ghow card table al | *x***xx
Thur sday June 13 22:17: 54 NZST 2019<tel :2019>

Sl ot Card Type Oper State SPOF Attach
1: CFC Control Function Virtual Card Active No >>CFC card
1 active post sw tchover
2: CFC Control Function Virtual Card St andby -
3: FC 2-Port Service Function Virtual Card Active No
4. FC 2-Port Service Function Virtual Card Active No
5. FC 2-Port Service Function Virtual Card Active No
6: FC 2-Port Service Function Virtual Card Active No
7. FC 2-Port Service Function Virtual Card Active No
8: FC 2-Port Service Function Virtual Card Active No
9: FC 2-Port Service Function Virtual Card Active No
10: FC 2-Port Service Function Virtual Card Active No
11: FC 2-Port Service Function Virtual Card Active No



12: FC 2-Port Service Function Virtual Card Active
13: FC 2-Port Service Function Virtual Card Active
14: FC 2-Port Service Function Virtual Card Active
15: FC 2-Port Service Function Virtual Card St andby
16: FC 2-Port Service Function Virtual Card Active
[l ocal ] PGM show task resources facility dianproxy al
Thur sday June 13 14:55: 31 NZST 2019

t ask cputine nenory files
cpu facility inst wused allc used alloc used allc
3/ 0 di anproxy 8 0.95% 90% 43.86M 250. 0M 130 2500
4/ 0 di anpr oxy 9 0.98% 90% 44. 00M 250.0M 130 2500
5/ 0 di anproxy 10 1.00% 90% 44.00M 250.0M 135 2500
7/0 diamproxy 3 0.26% 90% 43.73M 250.0M 278 2500
instance 3 spawn with card 7
8/ 0 di anpr oxy 5 0.31% 90% 43. 73M 250. 0M 277 2500
9/ 0 di anpr oxy 1 1.00% 90% 43.86M 250.0M 130 2500
10/ 0 di anpr oxy 4 0.98% 90% 43. 96M 250. OM 133 2500
11/ 0 di anpr oxy 6 0.24% 90% 43. 74M 250. 0M 277 2500
12/ 0 di anpr oxy 11 1.04% 90% 44.01M 250. 0M 144 2500
13/ 0 di anpr oxy 2 0.97% 90% 43. 84M 250. 0M 134 2500
14/ 0 di anpr oxy 7 1.04% 90% 43. 99M 250. 0M 138 2500
16/ 0 di anpr oxy 13 0.96% 90% 43. 74M 250. 0M 261 2500
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