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1 EAP Type=EAP-TLS
|__EAP Request | start bit set, no data

2.
l EAP-type=EAP-TLS ‘ |

(TLS client_hello) EAP Response |

EAP-TYpe=EAP-TLS

3 TLS server_hello
| EAP Request | TLS certificate
TLS server_key exchange
EAP-Type=EAP-TLS TLS certificate _request
TLS certificate TLS server _hello_done
TLS client_key exchange a
TLS certificate_verify | EAP Response | -
TLS change_cipher_spec
TLS finished EAP-Type=EAP-TLS
s | EAP Request | LS char‘lge__r.:lpher_spec
TLS finished
6 ,
| EAP-Type=EAP-TLS r | EAP Response | -
7
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= { EAP success ] | EAP success |

EAP-TLS REH NI

1. EIRA FimEAF VR (AP) B M B8,

2. AP LB AT A iR @R TGN EEEREER,

3. EREELL EAP-Response Identity EIfE, WLC EEEH4EHE ID EAEBEZRFRRES
4. RADIUS fafRZ8E A EAP-TLS 2 I EERA Fik, EAP-TLS HE SRR,

5. ﬁ@ﬁ"%‘ﬁﬂ% EAP-Response EiX B HE A ARES , HPIE client_hellos REFEFAL ( &%
NULL FREMNZEE ) -

6. R MAIRESE LA Access-challenge HEEE K HHhEE .

TLS server_hello
handshake nessage
certificate
server_key_exchange
certificate request
server_hel | o_done.



7. AFIm&LL EAP-Response A EEIE , HHREE :

Certificate - Server can validate to verify that it is trusted.
client_key_exchange

certificate_verify - Verifies the server is trusted

change_ci pher _spec

TLS fini shed
8. AF iR IhERFE % , RADIUS A RS € LA Access-challenge EIfE | Hh@g& T
change_cipher_spec FIREFERFAL ., MEULTA SR | A iR ELRFE RADIUS
ARES. FWMBZRLBSHE TLS RIEHEEBRIBERESTE
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Cisco Mobility Express

$B1, —%5 R 1EMobility Express EEIWLAN, ZEZITWLAN , FFEEZEWLAN > Add new
WLAN , 0 N BRo
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ok cisco
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£ Wireless Settings
Y
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& Advanced o

SER2 3 —TAdd new WLAN% , RFSBES—BHNELIRE, EEEURTEESRE K BEESR
FMEBWLAN > General , 20 T BT R
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S ER3 HE B B BIEL B £802.1x#IWPA Enterprise , 3 f£Add new WLAN > WLAN Security T &i &
RADIUSfRfRER , I N EIFT R,

Security Type  WPAZ Enterprise

Authenticalion Server External Radius

I Add RADIUS Authentication Sorver P

B4 3% —T TAdd RADIUS Authentication Server, , 1R RADIUS{E IR 85 HY IP{L it F 3t F %3 15
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Add/Edit RADIUS Authentication Server.

Server Index

State

Server IP Address

enfirm Shared Secret

oW PASEWOrd

PFort Humber

Server Timeout

$£ A Cisco Mobility Express#JISE

EAP-TLS &

RTBERE K SFBERIYATERBIEANBESE. HR dtix RAERA , RItFAREER
AIERERNIEE R EAP FE,

MREAFER , IRTEAFASBARREN EAP HE (MREFTEHERE EAP EENFI
B, AERERERIEREENER ),

$B1, BE ZEPolicy > Policy Elements > Results > Authentication > Allowed Protocols , A& % —
TAdd , I FEF R,

‘i Identity Services Engine Home ¥ Context Visibility » Operations » Administration » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries » Conditions + Results

(<]
- - Allowed Protocols Services
CIETHETE For Policy Export go to Administration = System = Backup & Restore = Policy Export Page
Allowed Protocols
Edit opAdd [fyDuplicate Delete
¥ Authorization
[ Service Name a  Description
» Profiling [ Default Network Access Default Allowed Protocal Service

» Posture

» Client Provisioning

SER2 I "TRAFWEABE, FED , AMBMAFTENEE. EURHIP , "TRFF EAP-TLS,
FREKE , MEMT R EBUEKE ( MEBRFIR ) .



sl dentity Services Engine Home » Context Visibility ~ » Operations » Administration » Work Centers

Authentication  Authorization  Profiling Posture  Client Provisioning =+ Policy Elements

Dictionaries  » Conditions  + Resulls

<]
- Alloved Protocols Services List > New Allowed Protocols Service
= Authentication
Allowed Protocols
Allowed Protocols ® Name | gap.71
» Authorization Description
» Profiling :
w Allowed Protocols
» Posture

Authentication Bypass
¢ Client Provisioning 0O T —
Authentication Protocols
Allow PAPIASCII
Allow CHAP
Allow MS-CHAPV1

Allow MS-CHAPvZ

0O000a0

Allow EAP-MD35

4
Q)

Allow EAP-TLS

O Allow Authentication of expired certificates to allow cerlificate renewal in Authorization Paolicy (i
O Enable Stateless Session Resume

Session licket time to 7 -
live

Proactive session ticket update will occur after | 10 % of Time To Live has expired

O alowLEAP

v O aiowpeap

PEAP Inner Methods
¥\ Allow EAP-MS-CHAPV2
¥l Allow Password Change Retries| 1 | (Valid Range 0 to 3)
Allow EAP-GTC
Allow Password Change Retries 1 (Valid Range O to 3)
Y1 Allow EAP-TLS

Allow Authentication of expired certificates to allow certificate renewal in Authorization Palicy

1

Require cryptobinding TLV
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b Symem b identty Managemen? = Network Rescurces b Dewite Portsi Mansgement  [wGrid Servioss b Feed Senvice  » PassielD  » Thieat Centric NAC
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FER2 MAEA (WEEFAR) .
o

» System  » identity Management = Network Alssources  » Dewics Portal Management  peGinid Services  » Feed Service  » PassiveiD  » Trwoat Cantric NAG

= Notwork Dovices  Network Dovice Groups  Network Device Profiles  Extemal RADIUS Servers  RADIUS Server Sequerces NAC Maragers  External MOM  » Location Services

<]
prr Notwork Duvices List = Wew Matwork Device
Network Devices
o

Daeriptizn [

I'Fm w—— | [ | l

* Davice Protis | &% Cisco | = | 1

Mol Mama ‘! -
] E—

* Nibwork Dévics Gioup

Dwvice Tyee [0 Device Types D | | St o Dafaul
Location 44 Locatiors © | [ 5e%oDefsut

I’-’i = RADIUS Authentication Sesngs I

Enatie Authenteation Setngs

Ll o3

= Shared Secret. [ : Show I

Enadie ReyWap L] i
* Ky Encrypiion Key
* Message Authenticator Code Fey
oy Input Fermat ® ASCI | HEXADECIMAL

CoAPort 1700 | [SetTo Cetautt

[J  » TACACS Authentication Settings
O | sNMP settings

[J » Advanced TrustSec Settings

IICanl:el

ISE HEERRE
$EBR1.88F "HH, > "Rk, > "BR.L > "EREE, > "STEEHER.L .

B—T "EAL USBEEAE ISE, 1 ISE #1#8 WLC X BV FEHER K LFEMNIT EAP-TLS &
EEMER S ISERVERE. Alt , EFEELECSR.

SR BEZEE-BR>-BRERWAR>-ELEBREFMWR(CSR) , MTEMR.

=System | » kontty Management ¢ Metwork Resources  » Dewico Portal Management  pilirid Services  » Feed Service » PassiveiD  » Thwoat Centric NAG

Deploymend  Licensing  wCenficales  » Logging  » Manenanch  Upgrace  Backup & Resiore  » Admin Acolis  » Setings

L]

Cetificsts Managemant Certificate Signing Requests

Drgrdew ‘Generste Cartificate Sigring Requests (C58)

Sysigm Cartifcaios A Carticate C5Rs) m and signed by ar mal authority, Click "uport” 1o downlcad oo or mong C5Rs 50 that they may be signed by @0 mdemal authonty. After 8 request Nas Been signed, click "Bing” 1o tind the Nequest 1o the

BB CHUACAI HSUSE By that Sutharity, Oncs 3 CSR i5 Bound, it Wil Do emoved f1om this st

Endpoint Conficates

Trusted Certibcatis Jves @uEgot | MDsete || Bind Certifcate Show [ A1 |8
OCSP Clant Profie [ Friendly Nama Certificatn Subject Ky Length Portal goun tag | Timestamp - | Host

Cemfenn Sgming Aeguess O is#EAP Authenication CHesige.c.com 2048 Wied, 11 Jul 2018 e

Cortficats Penodic Chatk Set. .
Cerificate Authority

HER3, BEEELECSR, FEEEUsage , A& X Certificate(s)will be used T HE1E PIEIZEAP
Authentication , 21~ BEIFf R



sl |dentity Services Engine Home  » ConextVisbilty  » Operations  » Policy

~3System  » Identity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing - Certificates  » Logging  » Maintenance Upgrade » Backup & Restore  » Admin Access  » Settings

o
~ Certificate Management Certificate Signing Request
Cartificate types wil require different extended key usages. The list below outlines which extended key usages are required for each centificate type:
ca ISE Identity Certificates:
Trusted Certificates

Multi-Use (Admin, EAP. Portal, pxGrid) - Client and Server Authentication
OCSP Client Profile » Admin - Server Authentication
« EAP Authentication - Server Authentication

Certificate Signing Requests « DTLS Authentication - Server Authentication
Certificate Periodic Check Setti... « Portal - Server Authentication
» pxGrid - Client and Server Authentication
» Certificate Authority » SAML - SAML Signing Centficate

ISE Certificate Authority Certificates:

« ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA, certificate for the ISE CA functionality.

+ ISE Intermediate CA - This is an Intermediate CA Signing Request.

» Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder cenificate that is signed by the
ISE Root CAISE Intermediate CA.

Usage
[centificate(s) will be used for |EAP Authenticatior| -] |

Allow Wildcard Certificates [ &

MNode(s)
Generate CSR's for these Nodes:

Node CSR Friendly Name

ise#EAP Authentication

SBA41EISEELEMN CSR TR, B—T "MIA. (WEHFIR).

SER5.EHECSRE |, BIEECAMMRES , A% IZ—TRequest a certificate , Z1 TEFIT :

Microsoft Active Directory Cerfificate Services — fixer-WIN-87Q5SHOKPSIG-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA cerificate, certificate chain, or CRL




SER6, HFERER , £ EIUser CertificateMadvanced certificate requestiViEIE , FFZ— T
advanced certificate request , #1 T EFf o

Microsoft Active Directory Certificate Services -~ fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anfgdvanced certificate request

$ER 7. 1£ "Base-64 MR BBER, PRI LELEM CSR. £ "Certificate Template: , THLiEE
B, #E "Web Server, , R%IE—T "Submity , M TE R,

i

Microsoft Active Directory Certificate Services = fixer-WIN-87Q5HOKPSIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.

Saved Request:

Base-B4-ancoded
cartificate request
(CMC or
! PKCS #10 or
PKCS &T): | v

Certificate Template:
I_wm Server q

Additional Attributes:

Atfributes:

Submit >
SRS B—T "B’X, &, CEMEGRIURRERAEE , 2#E "Base-64 Mis. , A&k "TW
BRESE (WEEAR).

Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

" DER encoded or [@Base 64 encoded

E Download certificate
t==xd[Download certificate chain

HER 9. ISE AR EBE THEE TR, BUHIER K XBIRESLMERRE , —EARERE
, Z—ERTRER. RERAUE €§H, > "EE. > "REENEE.) > "EAL TEA (0%
BAR ) o



=System ¢ idantily Maragemes?  » Network Aescurces  » Devico Portal Management  gxlieid Services.  » Food Service  + Thvmat Caniric HAC

Click here 10 00 wirsliess sefup and visibiity setep O
Dspioymant  Licensing  =Certficates ¢ Logging  » Martenance  Upgrade  » Backup & Fesions  » Admin Access  » Setings
L]
D Mgt Trusted Certificates
System Condeates J e @Eson | Wosete v Snow [ A2 alh]
O v e :

fasued By Valid Frem Expration Date

«tlwil. Identity Services Engine

» Context Visibility » Operations + Policy + Administration

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
I

o
~ Certificate Management Import a new Certificate into the Certificate Store
* Cenrtificate File  Choose file | No file chosen
System Certificates
Friendly Name - i

Trusted Certificates d (A !

OCSP Client Profile Trusted For: ;

Certificate Signing Requests Trust for authentication within ISE

Certificate Periodic Check Setti...

[[J Trust for client authentication and Syslog
» Certificate Authority

[ Trust for authentication of Cisco Services

[0 validate Certificate Extensions

Description |

e o

HER10. B—T "@X, &, ABESTEEZICENBEFE. i FEERAPEBES THE
CSR 8 ( MBFIR) o

~System b Identity Management  » Métwork Resounces  » Dinic Portal Mandgement  prGrd Services

» Foed Sardos  » Thiea! Cenlie NAC

Click hare 10 do wirslass setup and visiblity setup Do not show ihis again
Degloyment  Licersing -~ Cenificates  » Logging  » Maimenance  Upgrade  » Backup & Restore  » Admin Accass  » Semings
—
-]
 Gertificste Mansgemeet Certificate Signing Requests
Syseen Corificates ‘Generate CertSficate Signing Reguests (C5R)
Trusted Corficates A Carficats Signing Recuests (CSRE) Mus! be sent 1 and sigred by 4n sxemal suharty, Click “sxpof” 1 downisd one of more CSRE 80 Tat thiy may ba sighed by an extamal AULhorty. Afer & Mecuss! Fias been signed, cick Thind” io Bind the request 10 the
signedd camificats ssued by that authorty. Once a C3R is bound, it will be remowed from this st
DCSP Cleril Profile
Cenficats Signing Requests Fviem BBport P Dedete Show | AN -] %
Cantifieats Pariodic Chatk Sat._. [[] Priandly Namé Certificabe Subject Key Length Portal group tag  Timestamp « Host
+ Cartificats Authority | S REAF Authentication (Nw=iseC.com 4G Mon, 3 Jul 2018 L] |

SR BT "BESE. R HPEARANRERFRALASKNERER. ABEHM
BRE RRE-T "#X, (MBBFHTR).



“tuey Identity Services Engine Home  » ContextVisibilty  » Operations  » Policy [REai sl * Work Centers
~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment Licensing ~Certificates » Logging » Maintenance Upgrade » Backup & Restore » Admin Access  » Settings

o
~ Certificate Management Bind CA Sigrled Certificate
SpsGeNCee * Certificate File Choose file | No file chosen
Trusted Certificates
1 OGSP Client Profile Friendly Name | ;

Certificate Signing Requests
i Validate Certificate Extensions  [] i

Certificate Periodic Check Setti...

» Certificate Authority Usage

EAP Authentication: [Jse cerificate for EAP protocols that use SSUTLS tunneling

[

TR12, FEREBE  FEEZEHE-BE>-RRBR  OTEMTR.

Identity Services Engine Hame + Gonind Visibisny + Operstons -l - Admsisimasion + Work Contors Licenso Warming & @ )

= Sysem b iganiity Management  » Metwork Resources o Dewice Poral Mansgement  mend Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Liséesing  =Cérficiled  » Logging  » Mantenssce  Upprade  Backup & Fssiore  » Adein Atéss  » Selings
-]
= Cartificate Management System Certificates 5 For Sisaster mooveny it is recommenced to export cerricate and privae kay pairs of al system cerificates.
Cvarview J Edt s Generate Self Signed Cerbficate. | (= Import | i Bxport | | Delete || 10 view
SyBibm Canticaes Frisndly Name s By Portal group tag Issued To aved By Vi From Expiration Dats
Endpoins Cartficaios ¥ i

hasl T SAM P %A N— At 4 ad A Thu, 11 Jul 201 .
Trasled Geanfcaes SAML SAML_je.c.com SAML_ise .00 Wed, 11 Jul 2018 w18

OCSP Clio! Profie Defoull Portal Certficats Group () isecc.oom - WIN- ST QEHORPHIG-CA P, 13 Jul 2014 Sun, 12 bl 2020

Conifizase Sigrieg Regueats
Canificats Perade: Chack Sattl

» Gertificate Authority

EAP-TLS WA Fix
TRAFKER (Windows R ERE ) NEAEBR

$EB 1. EEFEB EAP-TLS BB EEFHE K EXLEELERAFHER. 8/ Windows E R E R
EHEE , IR fFEAI RS . BERR Web BIESS , AR A LA https.//sever ip addr/certsrv---

SRR FER , CARAERISETHEENCAMEE.

Rt , CEEAEARTRARFIBENMEE CA FRIF. £HE CA L, B—T "ERBRE,
(WREEBHATHEME) , BLBREEERN "EAE) HABRESE ( gl 7 T ) o


https://sever%20ip%20addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-97Q5HOKPSIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

i 2zAJVkdOPEONkCsBJ/3gJJeeM1lZgxnL7BVIsPJry
Base-bd-encoded |/ /" 5 7 omDFp1P£V23VaP60a/me 3 TXhORFXBUIT
weOQh06+V+eh71jeTgiwzEZGr/ceYJIakeco5zLjgR

certificate request

::?MC or dD7LeujkxF1J3SwvLTKLDIg+00VtAhrx1p1PyDZ3

KCS #10 or ieC/XQ0shm/OryD1XuMF4xhg52WoloDOJHG1g+dKX
PKCS#7): = |eaaaa END CERTIFICATE REQUEST-===- Y/
Certificate Template:

User E
Additional Attributes:
Altributes: y
Submit =

SRIEE R-T "TREREG. (WELHEHAKRSERTHEE)
EERER  BFREUTSBRME  LMEEwWindowsERRHEK FEARE,
SR 4 ZEEANRE , BEEIEB Microsoft Management Console (MMC) ZE,

1. FERBMMC , FFEEZE "B, > "#1171 > "MMC.
2. 88F "EXR, > "HE/BRBAXNEEERT,
3.IEMT "BE. -

4. iE#EComputer Account,

5.1 #H "AMER, > "KL -

6. %—T "#E. , UER "MARNEEERT,) 5.
7.%—T "BE.L > "BAL > "EBEL EZH [+

8. LUBERARIZ—T "BF. , REREWN "MBEIHEL > "EAL .
9. "Nexty (T—% ),

10. & —T "Browse. o

11, BEUEEE AR .cer, .crt, or .pfXo

12. #%—T "Open. »

13.#% "Nexts ( FT—% ),



14. 20 "EBDRBEREDRZNEBRTHE. .
15. B—T "TTRIFEE, -
BEEATHE  CEERERAF R (LL8H|A Windows R LR ERE ) 5RER EAP-TLS,

EAP-TLS W AR E

TRIEACHAZRENTRERSORIJBHE(PEAP)BEUNERBEERER , LERAEAP-TLS.
B—T TEAP ERRERE, -

SR 2. iZE "Microsoft: ERFRAMBE , ARIZE—TOK , W TFEFIT.



EAP Wireless Network Properties

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES v

OUSE g TIELVVUIT R dULTIE]] alion _meLtnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK Cancel

HER3. 3 — T Settings , AR BEFRCAMMBRENREBE , MW TEFR.




1 '
Smart Card or other Certificate Properties

When connecting:
(O Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:

Entrust.net Certification Authority (2048)
Equifax Secure Certificate Authority

h
| ] GeoTrust Global CA
GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3
GlobalSign

GlobalSign
GlobalSign Root CA

< >

View Certificate

T i

5 BR4.3% — T Advanced Settings , A% 7£802.1x settings % 5| 2% F 12 User or computer
authentication , 0T B P R.



\dvanced settings

802.1X settings  802.11 settings

| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

SR BE  ERBROERIERMEE  BEERNEKERER (A TRAITHEAP ) MiER, SEE
REERERE (WEBHAT) .



\
7 ﬂETEAF

blizzard-legacy
(@ bizard-iegec

E

ERAAHRE , BRELNEERE EEEE,

SB1. B FIREAPE B A B BEAP-TLS, EXRTEFIRCHEHEAP-TLSTEX B 18R , BE TP
I EBEERE | MBI

CLIENT VIEW
@ Monitoring
- GENERAL CONNECTIVITY
== Network Summary
p o o - - -
Access Points N L L - w
B Administrator st Ao Mmoo ON0
© Applications i Unknown
. TOP APPLICATIONS
! Rogues IAC Addr 34:02:96:06:2E07
Ass ds 11 d
| ME_EAP |

= Interferers

® Wireless Dashboard

Connection
Client Performanc &
¥ Best Practices
0%
£ Wireless Settings
B- Management
-‘.’n Advanced
MOBILITY STATE
we wd AP virelags Client
(LOCALY A Fle: iy 202 11n Hed (ALAN 1




MOBILITY STATE

@& Monitoring b= 1i850e o {HE8'YHA sarzn ten)
52 Network Summary ﬁ ‘ e :'-T‘Z ............ ; 0
i 1012720056 e Tz 20955
AR-AP18321-D-K9 AIR-CAPI5021-A-K9
© Applications
! Rogues NETWORK & QOS SECURITY & POLICY
Clien IP Address 10127 209 55 Palicy RSN (WPAZ2
B Interferers IPvE Address feB0::2818:15a4:6519:842 Cipher CCMP (AES)
S VLAN 1 _key Management 802 1x |
& Wireless Dashboard R 7 [E% T e ]
Fastlane Client Ne ACL (IPNIPv6 Hone/None
Slientkestormence Mebility Role Laeal mONS Prefile Hene
¥ Best Practices WM St AAA Role Hene
£+ Wireless Settings :“"L° . i'_”"“‘
[N Management
& Advanced
CLIENT TEST
HER2 AT BIBHIZFRCLIFNER ZEiRFMAER (W THBE ) -
(Cisco Controller) >show client detail 34:02:86:96: 2f: b7
Client MAC AAress. . ... 34:02: 86: 96: 2f : b7
Cient Username ......... ...y Adm ni strat or
AP MAC AdAress. .. ...t c8:f9:19:83:47: b0
AP NammB. . . . AP442b. 03a9. 7f 72
AP radio slot Id......... ... .. . .. . . 1
Cient State...... ... Associ at ed
Cient User Group. . ... ..oy Adm ni strat or
Client NAC OOB State......... ...y Access
Wreless LAN Id. ... ... .. . i 6
Wreless LAN Network Name (SSID)................. VE_EAP
Wreless LAN Profile Nane........................ MVE_EAP
Hot spot (802.11U)...... .. .. Not Supported
BSSI D. . o c8:f9:19:83:47: ba
Connected FOr . ....... ... . i 18 secs
Channel .. ... . 56
IP Address. ... 10. 127. 209. 55
Gateway AdAress. . ... ... ... 10. 127. 209. 49
Net mask. . ... 255. 255. 255. 240
IPV6 Address. . ... ... .. fe80::2818: 15a4: 65f 9: 842
--Mre-- or (qQ)uit
Security Policy Completed........................ Yes
Policy Manager State............. ... ... ..., RUN
Policy Type. .. .. WPA2
Aut hentication Key Managenent.................... 802. 1x
Encryption Cipher...... ... ... . . .. . . . . . ... CCWP- 128 ( AES)
Protected Managenent Frame ...................... No
Managenment Frane Protection...................... No
EAP Type. . EAP- TLS
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