HEEePDGHFIIREMR K IR T R HIE
B 8%

)

i

M RIS R LA D B MIE (ePDG) BT 24 MY DIFR 3 3 (ASR) B AR BRI I B,
R
IIBASREE REEREEHARYEN EERR,

@M RKP)N AR B EePDCEREREERNRBNMePDCEFERER DN B, MR
ESNREREY |, AIREKPIERER,

BT R

HRePDGINEE |, Internetii ERZ £ (IPsec) R R EIPsecEXKMIBRE, it , I MePDGIER , &
CRBHERME 2B , BAFIT—LEARE,

1. REDPCFHMRE , RAMEIELF L1 Tipsecmgr. DPCEABERAEBIRE (BAERIN ) .

show card table

2. RESEECERNNEFRE | sessmar/ipseemgr UERBESEFNEFEBERESTHEIIMEENREER
, sessmgrf/ipseemgr EELEEETERESMEERE, o, EitwEd , BFHipseemgr B overif&E , AT IR,

[Tocal]labc# show task resources | grep -v good Thursday January 19 19:41:15 UTC 2023 task cputime memor

LT REF4M5 LETHsessmgrs~ bl , EMEETFEENEFE O :

[Tocal]lxyx# show task resources max | grep -i sess Monday February 17 21:52:38 UTC 2023 task cputime mel



3 NRIPecik A EEMEDERR , BREMRKTEN -

show crypto managers detail ~ ----------------- this command shows statistics per ipsec so we can check if any drops
show crypto statistics ikev2  ----------------- this command shows overall ikev2 statistics for EPDGs for different msg flows

AR AREFFEE  ARAARSEFRAIBRRM[E  BEFNIPec/smorf L RKERESFE/RE  XALELEN
At EF P RESF R b E B PseckR B E 2o



EFFHARLEE  FRIENEE

« REBEMER (ERERBOEY BRMER )

s MEPREETTENERNEEER?

o FAMePDGHASREI AT

- RPEBTHEZDEPDG , Az —REFAePDCH — B EEPDHEREWHE

UTRERENAGE :

- HEEERHCH. BEPEBNEECR (NRBETBRE ) , BRRAHMIEFMBEA(SSD).

- REEREBERLENE (ARLEWR )  RERERLRIBERLER (NRBETBRE ).

c FESZMREEBABESNMPRE  BEREXLEFAREERER (NRBEFCERE ) W1BRKE (HLEHRE
).

o HRMEFTEREMERENE (ARLEMR )  REBERLRIBERLER (NRBEFBRE ).

o HERIBLATEIE W E monsub :

monitor subscriber with options S, X, A, Y, 19, 33, 34, 35, 26, 37, 40, 50, 88, 89. Collect traces at verbosity 5 for problematic and non-problematic number

o 3fASSD , RME30E454 8% , RBEENERER,



&t : Disconnect-reason 5192533 ePDGEFEIERE.

- REELBRARBENERENSHNEE,

show configuration

show configuration verbose



logging filter active facility sessmgr Tevel <critical/error> logging filter active facility ipsec Teve

o HYEHRAERANSTEL

show epdg-service all counters
-> View ePDG service information and statistics

show epdg-service statistics
-> View ePDG service statistics

show epdg-service session all
-> View ePDG service session infornation

show egtpc statistics interface edpg-egress debug-info
-> View egtpc statistics for ePD egress

show session [ disconnect-reasons | duration | progress | setuptine | subsystem]
-> jew addi tional session statistics.

show crypto statistics ikev2
-> View | KEv2 statistics

show di aneter aaa-statistics all
->View Di aneter AAA server statistics.

show subscribers epdg-only [ [ all J | [ callid call_id]]
-> View a |list of ePDG subscribers currently accessing the system

show subscri bers epdg-service service_nane [ [ all ] | [ callid call_id]]
->View a |list of ePDG subscribers currently accessing the system per ePDG servi ce.

show crypt o nanagers summary ipsec-sa-stats
---Need to collect with sonme iterations to check ipsec associations stats



2L EERGCUNERF B, AFEREEES. mon-subfmonproE B , BRKEHEROFRIE |, WKHKER
CPULHEHR,

ik i}

BT RePDGHI A Bl E B FE R RN NN RAI

Initial Attach Sessions Success Rate ==((totsetupsuccess / totsetupattempt )*100)

& Statistics and Counters Reference - Bulkstatistics Descriptions , ST KB AR P EANT &S  UBREHER,



epdg totsetup-attempt- Total number of epdg session setup attempts. Increments upon receiving IKE_AUTH

epdg totsetup-success Total number of epdg session setup success. Increments upon successful IPv4/IPv6/

fessDe |, 2RI LAE Fshow crash list#ii i , ARIRE B FETMSE/ XEN FBERKPI T,
SSD |, &7 LAk 2 show license infoflshow resourcefii i |, LURR IR R R E BN EEHBRSEREIA,

*%%% show resources ******* Wednesday December 07 16:58:25 IST 2022 EPDG Service: In Use : 1118147 |

fshow epdg-service statisticsip B & |, AISIREREHBERRE.

“*% show epdg-service statistics **#***** Session Disconnect reason: Remote disconnect: 580994781 A

RAERENBREHAUKRIEBNRR , WAL RERENREETLER , ARHEFTER,
AR SR LSS

£ Case-1(diameter-no-subscription) 1 , 2347 iR 8t 2 %1 48 7] 2 3 Diameter EAPFE R EEEFIAAAfIBRES. B2 , WAINEREE ~HE

, ER{iEA DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION. It , FRI$&E X2 E R HEREI (SPGW) & LLETF R R 5T M E — &%
R, diameter-no-subscription. AR BITREMNEAERR , LITABRAREEN , RAEETLBRER , FHRE. JENDIK
(AAA) R BRESIER T & 1TH.



AR FAAAHSSE R RRARFABEAPNGTA |, R , AHEENERZ IR L.

TEEBHI2 (Session-setup-timeout) § , FEB D HTERME , RN GFFEREREFHREMFIERL, Session-setup-timeout. E—SREHIR
ePDGIE £ [B] SPGW/EIEEGTP_CREATE _SESSION_REQUESTER , B R ERFERFBRNVETMEE, JUERD , GA=EEE
ERERKBE(TELE,

Solution : In such cases mostly need to check why SPGW is not sending any response towards EPDG because EPDG maintains this setup timer within whi

ERHI3H , ERREFDRMEBAPN)NBERBEFEZIPGW , BRIELNRERARES
EGTP_CAUSE_USER_AUTHENTICATION_FAILED.



Solution : Here the issue can be either at HSS or EPDG itself need to check the authentication parameters being exchanged between EPDG/HSS/AAA

ATREMARKNRS , ELEHERF BFUETEF AN M. ELAFEIRIFCGPPEEETRE , YRBEREETEED
TR BRERGE. KETENE  RIFERER , TR ARERAE,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



