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EREENBHEANFMENR , FSBCisco Catalyst 9800 F | 4R 12 | 2R Y IR BE B 1 o

Cisco Catalyst 9124 RFIEN @ MRAPR —BEREKE , ERERFF RIHBNMEHBE, HEZ
ROBIE LA B 2 R ARIR AR E R M ARATo

FAFRRR—EBUE T , INREERENBRE, BEEATIRELL,
BRI LT SRR ARG Z —1R1ECI124 :

- BEEFHRE(RAP)

o HAIREFELRE(MAP)

RAPEE B RHERLANE HIFF 2 BERAERER. ©MFEAREEEN HENIEHNMAPEH. RAPRZ
FEABESARERAOREE | SEERARERERIERER , AEMFERARARER
gEE —ERAP,

MAPR B 2| B RHER B HBEFISRNARER. EMTUARTEERN , YXEEHMMAPE
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IR,

¥ Cisco EWCHEEE P |, BATEIRIZEHIRIIREN FIR (AP IEEE RTEBAP,
HIEBAPEENHEFIMHBAEEBAP,
EENEWCEEMEASR !

o ERERLANIZHIZR(WLC)RERMETT , FRNEENRHRBAP, tBAPEAKEFIRIET
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e REATFiniR IR FER

ERBEBEAP LIWEWCH EmBliR , 5556 B CatalystZ EUE 8 B RHRA X BRI F| R ERIK,
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BNEEHNBCI24EREWC |, A BREREWCKEXH 2FEAP 9124,
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https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-mesh-rel-17-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-mesh-rel-17-1.pdf
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html

EWC AP (WLC)WEE N EARZE , It BRI F YA HVLANERE AVLAN 100,

AP AP9124_RAPEHeWCHIBZHE(RAP)HAE , TIAP9124_MAPEI EHMesh1ZE 2(MAP)#Y
A,

EAXRERD , MAPREEKE TAP C9115 , AREREFI A LARAPEB MK S2E% D AWLC,
tRIEMEEFPAIARERIPHL

N s EREENEUASERAPIAANBWLCERKEERE, IR ACERSENE
SRR LR B SRR RIS

KB IP ik

JERREE VLAN 100 EH9FFAE : 192.168.100.1
& LRI E RS 1 VLAN 101J:E’\JDHCP

i ERERE2 VLAN 101 EHYDHCP

VLAN 100 SVI : VLAN 100 LKy #FRE

Switch1 ( DHCP{a fR2S ) : 192.168.100.1 ( DHCP{RIERES )

VLAN 101 SVI : VLAN 101 LKy #R5E

Switch1 ( DHCP{aE iR&S ) © 192.168.101.1 ( DHCP{RIERES )

T2 VLAN 100 SVI : VLAN 100_£HIDHCP
g2 VLAN 101 SVI : VLAN 101 _EHIDHCP
9124EWC VLAN 100 L K9##5E : 192.168.100.40
AP9124_RAP VLAN 100 LHIDHCP
AP9124_MAP VLAN 100 EKYDHCP
AP9115 VLAN 100 LHIDHCP

@
Switch2
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Laptop2
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ERAPH R MIBERAPEE | REBVLANEREA100 , R£FFVLAN 101,
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https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html

55 FH Switch 132G 1/0/2#1TMAP, Z# % , MAPS B B ZISwitch2,
HRETH BN BHEIBEHEEAVLAN 1018 AE,
R

ip dhcp excluded-address 192.168.101.1 192.168.101.10
ip dhcp excluded-address 192.168.100.1 192.168.100.10
|
ip dhcp pool AP_VLAN100
network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
dns-server 192.168.1.254
|
ip dhcp pool VLAN101l
network 192.168.101.0 255.255.255.0
default-router 192.168.101.1
dns-server 192.168.1.254
|
interface GigabitEthernetl/0/1
description AP9124_RAP (EWC)
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk
end
interface GigabitEthernetl/0/2
description AP9124_MAP_Staging
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk
end
interface GigabitEthernetl/0/8
description laptopl
switchport access vlan 101
switchport mode access
spanning-tree portfast edge
end

K2 -

interface GigabitEthernet0/1
description AP9124_MAP
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

interface GigabitEthernet0/8
description laptop2

switchport access vlan 101
switchport mode access
spanning-tree portfast edge

end

interface GigabitEthernet0/1
description AP9115



switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

EWCHIRAPEL B

BLEEWC APHISEORE , RAXAPEEMAB S,

1. B IBRAPHIRBAPH 2 KEMACHEIE I8 INFI 5 & & 1758 E . #EZEConfiguration > Security > AAA
> AAA Advanced > Device Authentication , A% — TAdd#%EE :

A Wizand

AR Achvanced

Giobal Corfg
MAC Adedress
RADILIS Faltack

o I

WAL Address T Amribute List Name T Description T WLAN Profie T

Atiribute List Name

AP Policy

oo [N
i

Password Poicy

ABA Interiace

9124EWC(config)#username 3c5731c5ac2c mac description MeshAP-RootAP
9124EWC(config)#username 3c5731c5a9f8 mac description MeshAP-MAP

2AP CLIEET "show controllers wired 04 fi5 AIFERE 2 AEMACHE L, R BIRAPHI R

AP3C57.31C5.AC2C#show controllers wired 0
wired0 Link encap:Ethernet HWaddr 3C:57:31:C5:AC:2C

{# A dn S wireless ewc-ap ap shell username xA[ AT R EBAP shell 955 , MTATR :

9124EWC#wireless ewc-ap ap shell username admin
[...]

admin@192.168.255.253"'s password:
AP3(C57.31C5.AC2C>en

Password:

AP3C57.31C5.AC2C#



AP3C57.31C5.AC2C#1ogout
Connection to 192.168.255.253 closed.
9124EWC#

MEE : tbén SR H S EI AT 4E Mobility Express 124285 5 £ F B9 apciscoshell,
MREREAPEEERTIEEAPEEFRAEEBINOS , BEAERMEAERBCiscoMO

4 Cisco,

2. @M HBMENRESE



Quick Setup: AAA Authentication

Method List Name™
Typa®

Group Type

Ayailable Server Groups Assigned Server Groups
radius

Idap
tacacs+

D Cance =l Apply to Device

RERLEEE

Quick Setup: AAA Authorization

Method List Name* MESH_Authorization
Type* credential-download » @
Group Type local v @

Authenticated D
Available Server Groups
radius

Idap
1acacs+

[Z] Apply to Device

REFERE

CLI®T :

9124EWC(config)#aaa authentication dotlx MESH_Authentication local
9124EWC(config)#aaa authorization credential-download MESH_Authorization local

3. B ZE Configuration > Wireless > Mesh, HRANEFHREEE 2 AKBEE , BRAEthernet
Bridging Allow BPDUs :



* » Mash

Glabal Contg
——

Genaral Alarm

Backhaul

Security

K@ R FFBPDU

CLIGF % :

9124EWC(config)#wireless mesh ethernet-bridging allow-bdpu



AR ERBRT , BIRAPT EIZBAMREREEEBPDU,
WMREE2ME LB B BEMITEREER |, AN TR R
WMRBTUEREE |, AIFEAFBPDU, MRTERM , BRE ATEEREME R REIMSTPRE,

4. Bt iEdefault-mesh-profile , FHFBIZFETRENAAAS EBREBENRES £, E—TURETER
BRiEER,

BISRERLZZSORINRES E. BAEEEthernet Bridging.



“ 3 Mesh Edit Mesh Profile »

Profiles &

Advanced
Number of Profiles : 1

Name T Bridge Group Name Securty S GHz Band Bacichaul
[0  defaut-mesh-profile
1

2.4 GHz Band Backhaul

Ethernat Bridging Fast Roaming

(] m]
8]
Bridge Group
|
e

mEFEREEREESR

CLIf % :

9124EWC(config)#wireless profile mesh default-mesh-profile
9124EWC(config-wireless-mesh-profile)#description "default mesh profile"
9124EWC(config-wireless-mesh-profile)#ethernet-bridging
9124EWC(config-wireless-mesh-profile)#ethernet-vlian-transparent
9124EWC(config-wireless-mesh-profile)#method authentication MESH_Authentication
9124EWC(config-wireless-mesh-profile)#method authorization MESH_Authorization

iZIBEVLAN Transparentfy 43 BREET
Lt ThEERE E AR AR TN WA IR 22 2 KBS RE N VLANESE
- MEKATVLANERHER , IFEREVLANEE , Y HEKENIBEAREBRNERS

- RAVLANZRE K FHEERECABEBRERE, CZARKERESEECHEBERRE
BRE K MISRERE.
- MRVLANZREAEEFR , AIMABEN TR BRIRE EAVIANEE ( H#, SREHEFER
) EITEE,
- MRZAPEREATEES | AISARE 2 KBVLANERE.



B EFEHAAP VLANEE |, X EBUHEZEFVLAN TransparentB B #.
MEREAVLANEZEER , AIRRSRAPHAIMAPL R HAEE FFREMNAibVLAN L, FEEEERER

T, MRFLEMAPEEMN E BN R AR#VLAN ( lkEEVLAN 100 ) £ |, RIZEERA
VLANEH

5. AEBAPIIAEWC |, & A LAEA "show ap summarys S EREAPIAAREE :




BT LB BIAPEBGUINIA , EFAPE R BFlex+Bridget R, AHERRE , BRI EIER

AP B, EMWERED , FHBREAPI124_RAP :

T Access Points
General

W All Access Points
General

Current Active

Tow ARl O
Agmin  §

i AP Modal i Sk i S Up Time

ICSACIC MM CHIZAAKI-B 2 & E\‘:‘:’;;;‘fc

1

AP—fREHEE R

e ]

APICET INCE ALHE

detault location

l‘EMRFn [ ]

Tags
1w |8
« B
fedal-if (]
Verslon

B AREHENE  RREMeshEEF , BAEMHRoIBEES/R AP , W HZ KIBERERES

trunk , SWELE M EAVLAN ID :

© » Access Points

W Al Access Points
Generl

Agimin £
3 AP Model i Sl f Swis Up Tima
A
ICEACIC M CON24AX-B 2 L] o
.

1 R
5 GHz Radios Backhaul

2.4 GHz Radios L

Dual-Band Radlos

Country

LSC Provision

AP Certificate Paolicy

MR B ER A i

Current Active Bloek Chid

Edit AP x I
Janer terf: ! t &

]

AC | DO0D.0000.0000

Mesh

Ethermet Port Configuration

o

5 Update & Apply to Device



Edit AP x

General Interfaces Inventory Geolocation Mesh Advanced -
General Ethermnet Port Configuration
Block Child D © Ethernet Bridging on the associated Mesh Profile should be enabled
to configure this section successfully
Daisy Chaining (]
Daisy Chaining strict- Part l 1] - l
S O |_ |
Made | trunk v |
Preferred Parent MAC ‘ 0000.0000.0000 ‘ ' :
r - Native VLAN ID* | 100 |
Role | Root v |
Allowed VLAN 1Ds | 101 ':_Ta-|
Remove PSK ]ﬁ[
Backhaul
@ Radio Type and Slot can be changed only for a Root
AP
Backhaul Radio Type | Sghz v |
Backhaul Slot ID 1 v |
Rate Types | auto v |
[z] Update & Apply to Device
SRR E
BLEHM

WMERIMAI124 MAPHIEHE T o

1. MAP APEREZISwitch1ETEE, APIIAEWCYEEAPBEEFE R, EZBERAE LR
AP9124_MAPHETE , REBEEMeshEEH S HELE AMesh Role, #Z— T Update & Apply to
Device :



W All Access Points

¥ Access Points

P AP Mooel

C91 24A0)-8

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

Country

LSG Provision

General
Current Active Block Chid o
' u]
Adein § 0000.0000.0000
i Sots i Swws
2 ]
]
Backhaul
[

Mesh

Ethernet Port Configuration

(]

MAPER &

2. #Switch1EBBRAPELR |, WIRIBHE K BLELE FISwitch2, MAPEIBEEZ M HEFZEBRAPIMAEWC,



it ARAPEBEERME  APAEHEME , YEAHRRERESRRIRD , R
2R LRI A RMAFTRERER —EXBBBES — 5 THBRMETT,

BRI EREEREERIAPYE ZBEHERERZR, UTE-LEEEASR.



MAP X £BEWCHIELR

A

o

P

EE  RARA17.12.1,802.11AX APHY T8 % 12 H 25 45 £ #£9600 bpsE X A115200 bps,

9124_MAP#

“01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

:23.
:28.
:28.
:31

0214]
1474]
1474]

.1485]
:31.1486]
:33.
:34.
:34.
:37.
:37.
:40.
:40.
:43.

4214]
1495]
1495]
1505]
1505]
1515]
1515]
1524]

chatter: Device wired0 notify state change 1link Df
Re-Tx Count=1, Max Re-Tx Value=5, SendSegNum=83, |

Re-Tx Count=2, Max Re-Tx Value=5, SendSegNum=83, |

chatter: Device wired0 notify state change 1ink Ul
Re-Tx Count=3, Max Re-Tx Value=5, SendSeqNum=83, |

Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=84, |
Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=84, |

Max retransmission count exceeded, going back to I



[..
[*
[*
[*
[*

-]
01/11/2024 14:08:48.
‘01/11/2024 14:08:48.
*01/11/2024 14:08:48.
‘01/11/2024 14:08:48.

MAPEIE E#R

MAPIREZEIBRAPIIAEWC,

BE

*01/11/2024
‘01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024

[*
[*
[*
[*
[*
[*
[*
[
[
[
[...]
[*01/11/2024
[7':
[
[
[
[
[
[
[
[
[..
[
[
[
[

01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

_—

*01/11/2024
*01/11/2024
*01/11/2024

o]

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:

ABBERX

:51.
:51.
:51.
:51.
:51.
:51.
:53.
:53.
:53.
:53.

148
:59.
:59.
:59.
:59.
:59.
:59.8466]
:59.
:04
:04.

:06.
.8506]
:06.

1537]
1538]
1539]
1542]

Block1is:
Remove a:
3C:!

CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]:
CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]:
CRIT-MeshLink: Link Down Block Root port Mac:
CRIT-MeshWiredBackhaul[0]: Remove as uplink

I 3EIB 536 SE R EIRELCEKREIRAP , HREEWCIHMAEF :

3893]
3894]
3915]
3926]
4045]
4053]
3898]
3904]
8680]
9232]

.4388]

0000]
0106]
0106]
0987]
8466]

8769]

.7842]

7953]
6919]
8848]

CRIT-MeshRadioBackhaul[1]: Set as uplink
CRIT-MeshAwppAdj[1][4C:A6:4D:23:AE:F1]:
wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (monO
wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (apbhi
wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (apbhrO
wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (monQ) -
CRIT-MeshLink: Set Root port Mac: 4C:A6:4D:23:AE:|
Mesh Reconfiguring DHCP.

DOT11_UPLINK_EV: wgb_uplink_set_port_authorized:
CRIT-MeshSecurity: Mesh Security successful authet

Set as Pai

Discovery Response from 192.168.100.40
Started wait dtls timer (60 sec)

CAPWAP State: DTLS Setup
dtTs_verify_server_cert: Controller certificate ve

CAPWAP State: Join

Sending Join request to 192.168.100.40 through pol
Sending Join request to 192.168.100.40 through po!
Join Response from 192.168.100.40, packet size 13

CAPWAP State: Run
AP has joined controller 9124EWC
Flexconnect Switching to Connected Mode!

, AP C9115 "] LAYEERVLAN 100 E#IIPtbaE , AEINAEWC :



D
.

B4
=HJ

EZEVLAN 100 EHIWLC |, #BiRSERR A BRAVLAN Transparent, IIRERE THREERESR
CARMBEE, B9 TR

*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024

o]

11

11:
11:
11:
11:

11:
11:
11:
11:
11:
15:
15:
15:

:40:
40:
40:
40:
40:
:40:
40:
40:
40:
40:
40:
13:
13:
13:

55

58.
58.
58.
.2150]
58.
58.
58.
58.
58.
.2670]
56.
56.
56.

.0710]

2070]
2070]
2150]

2400]
2530]
2600]
2600]
2670]

0000]
0070]
0070]

: fcfE , VLAN 100 R R HIRE R @ K VLAN, & 7 BREEVLAN 100 EHAPE

ethernet_port wired0O, ip 192.168.100.14, netmask .

CAPWAP State: Init

CAPWAP State: Discovery

Discovery Request sent to 192.168.100.40, discove
Discovery Request sent to 255.255.255.255, discove

CAPWAP State: Discovery

Discovery Response from 192.168.100.40
Found Configured MWAR '9124EWC' (respIdx 1).
Started wait dtls timer (60 sec)

CAPWAP State: DTLS Setup
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w
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w
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e
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*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
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dtTs_verify_server_cert: Controller certificate ve
sudi99_request_check_and_load: Use HARSA SUDI cer:

CAPWAP State: Join

shared_setenv PART_BOOTCNT 0 &> /dev/null

Sending Join request to 192.168.100.40 through po!
Sending Join request to 192.168.100.40 through pol
Join Response from 192.168.100.40, packet size 13
AC accepted previous sent request with result cod
Received wlcType 2, timer 30

CAPWAP State: Image Data

AP image version 17.12.2.35 backup 17.9.4.27, Con
Version is the same, do not need update.

status 'upgrade.sh: Script called with args:[NO_UI
do NO_UPGRADE, part2 is active part

CAPWAP State: Configure

Telnet 1is not supported by AP, should not encode -
Radio [1] Administrative state DISABLED change to
Radio [0] Administrative state DISABLED change to

CAPWAP State: Run
AP has joined controller 9124EWC
Flexconnect Switching to Connected Mode!

HREREWC AP, At ERESRHE B S HEHENAPKRE ( LLEERICI1241ETaplgba ) . BEE
MATEWAPERE , EHA —EEREMRE.

EELBERT , MRAPHRATE , AIFETHEMERNMRA , AitGERARESCEEERUN
TFTP/SFTP{EARES A& , 3t HEEWC > Administration > Software Management® &t i& T AP
% :
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B b Cisco Embedded Wireless Controller on Catalyst Access Points Wekomesamn | 4 % AOE & B © O Q| (mFeedick) 2

3 Access Points Edit AP

General
W Al Access Points
Ganeral Tags
Current Active AP Mamne® ARG Policy LocatWTag v |8
default location -]
. R - |8
TotiAPs:3 2 A B®
Admin |
AP Name £ AP Model iosos | Swows Viaraion
APS118 il COTIBAXE-B 2 &
2 0-18 = ] -
R |
F AN &
1
LED Sottings
5 GHz Radios ED State enaseen [

BEINGFHMERNAPEE

AP Operational Configuration Viewer

APIIS
WLANs and Policles Site properties
LocalSWTag defaul-she-lag
Rarnot
= :opan = :doflx AP default-ap-profie Flas, Prafiy - defaul-flex-pro...
LED: Siain Miative VLAM ID : 100
O - OpEn SI0 : dot1x R [ ? .ﬂ
v 0 : LocalSWProfle Palesy 0 LocalSWProhile
101 WLAN ID : 107
v o O Socuity - WRAD

AN = PEE_WLAN
D - PEE_WLAN
obcy € | LocalSWProfie
HID 1N
v | WRAZ (PSK)

APRERIR
EnsE

R £ Ashow wireless mesh ap treefn s , BIFJLUEIBGUIE BIEARE , CLINE Htb SRR EHXK
o TEGUIL , EZE|Monitoring > Wireless > Mesh :



2”3 Mesh

iame [Hop Ctr,Link SNR,EG Mame,Chasmel,Pref Parest,Chan Util, clients]

(2, @, Default, (36), 9009.0000.0000, 3X, 9]
[1, 73, Default, (36), D000.0000.0000, 3%, &)
dge APs 1 2

4Pg12

Nusiber of

s to wpdate or Ethernet Coneected Mesh AP,

MR AP

ZERAPHIMAP L | &I LAE A @S "show mesh backhaul, BEMHEAREE

API124 RAPSshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:8C:2C)

idx Cost Uplink InterfaceType

a 16 TRUE WIRED

Mesh Wired Adjacency Info

Flags: Parent(F), Child(C), Reachable(R), CapwapUp(Wl}, BlockListed(B) Authenticated{A)}
Address Cost Rawlost BlistCount Flags: P C R W B A Reject reason
3Ci57:31:C5:AC:2C 16 16 -] T/F: TFTTFT Filtered

Wired Backhaul: 1 [3C:57:31:C5:AC:2C]

idx Cost Uplink InterfaceType

1 Inwalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(W}, BlockListed(B) Authenticated{a)}
Address Cost RawCost BlistCount Flags: P C R W B A Reject reason
3C:57:31:C5:AC:2C 16 16 2 T/F: FFFFFF Filtered

Radic Backhauwl: @ [4C:AG:40:23:AE:F1]

idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType

2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE FALSE FALSE

No Radio Adjacency Exists

Radio Backhaul: 1 [4C:A8:40:23:AE:F1]

idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType

3 MAINT DOWMNLINK UP Invalid FALSE TRUE FALSE FALSE TRUE

Mesh AWPP Radic adjacency info

Flags: Parent(P}, Child(C), Meighbor(MN), Reachable(R}, Capwaplp(HW},
Blocklisted{B), Authenticated(A), HTCapable(H}, VHTCapable(V)
OldParent({0), BoScan(s)

ALLOWED

Addrass Cost RawCost LinkCost ReportedCost Snr Blount Ch Width Bgn Flags: FPOC N R W B A HV 5 Reject reason
4C:AG:4D0:23:590:5]1 Invalid Inwvalid @ 2 76 @ 36 28 MHz - (T/F): FFTFTFFTTTF =

RAP show mesh backhaul



APS124 MAPSshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:A9:FB8]

igx Cost Uplink Interfacelype

@  Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(l), BlockListed(B) Authenticated(A)
Address Cost RawCost BlistCount Flags: PC R W B A Reject reason
IC:57:31:C5:49:F8 16 16 32 T/F: FFTFTT Blocklisted: GW UNREACHABLE

Hired Backhauwl: 1 [3C:57:31:05:49:F8]

idx Cost Uplink InterfaceType

1 Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(k), BlockListed(B} Authenticated{A}
Address Cost RewCost BlistCount Flags: P C R W B A Reject reason
F:57:31:Co:AD:FE 16 16 a T/F: FFFFFF Fllterad

Radio Backhaul: @ [4C:AB:4D:23:9D:51)
idx State Role RadiocState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE  FALSE FALSE ALLOWED RADIO

Ho Radio Adjacency Exists

Radic Backhaul: 1 [4C:AG:4D:23:9D:51]
Hops to Root: 1
idx Stete Role RodicState Cost Uplink Downlink Access ShutDown ChildrenAllowsd BlockChildstate InterfaceType
3 HMAINT UPLINK ¥ 217  TRUE TRUE FALSE FALSE TRUE ALLOWED RADIO
Mesh AWPP Radioc adjacency info
Flags: Parent(P), Child({C), Meighbor{N}, Reachable(R), CapwapUp(W},
BlockListed(E), Authenticated(A), HTCapable(H), VHTCapable(V)
0ldParent{0), BG5can(s)
Address Cost RawCost LinkCost Reportedfost Snr BCount Ch Width Bgn Flags: PO C MR W EBE AHWY 5 Reject reason
4C:AG:4D:23:AE:F1 217 272 156 16 mwm B 36 28 MHz - (T/F): TFFTTTFTTTEF -

arg1za_rarzifj

MAP show mesh backhaul

&R LAEAP IR BR 8 IR VLAN R BB

AP9124_RAP#show mesh ethernet vlan config static
Static (Stored) ethernet VLAN Configuration

Ethernet Interface: O
Interface Mode: TRUNK
Native Vlan: 100
AlTowed Vlan: 101,

Ethernet Interface: 1
Interface Mode: ACCESS
Native Vlan: 0O

Allowed Vlan:



Ethernet Interface: 2

Interface Mode: ACCESS

Native Vlan: O

Allowed Vlan:

EAR B Switch2I B L B EREUWE| R BVLAN 10189 IP#b it :

:\Users\luke>ipconfig

dindows IP Configuration

Ethernet adapter usb xhci:

pecific DNS Suffix
IPv4 Address.
Subnet Mask
Default Gateway

B fESwitch1 E#ILaptop 1 EIZR BVLAN 101891P :

Ethernet adapter Ethernet 6_White:

Connection-specific DNS Suffix .

Link-local IPv6 Address . . . . . : fe80::d1d6:f607:ff02:4217%18
IPv4 Address. . . . . . . . . . . : 192.168.101.13
Subnet Mask . . . . . . . . . . . i 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.101.1

C:\Users\tantunes>ping 192.168.101.12 -i 192.168.101.13

Pinging 192.168.101.12 with 32 bytes of data:

Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=7ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128

Ping statistics for 192.168.101.12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 5ms, Maximum = 7ms, Average = 5ms



AEE EEE , EEWindowsEB 2 BEIEICMP | BEER R AE L AFFICMP, T
FERT , WindowsZE B 1E R A& FE IEICMP,

F—EREAXBBENEENEZREMA TR EAVLAN 1018 ESVI , di&Switch2 SVIFREA
DHCP, FARVLAN 10189Switch2 SVI#£VLAN 101EEUP , &7 LA ¥ Switch 1 VLAN 101 SVIE T
VLAN 101 E{E#E

<#froot>

Switch2#show ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM up down

V1an100 192.168.100.61 YES DHCP up up

VI an101 192.168. 101. 11 YES DHCP up up

GigabitEthernet0/1 unassigned YES unset up up



[...]

Switch2#

Switch2#ping 192.168.101.1 source 192.168.101.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.1, timeout 1is 2 seconds:
Packet sent with a source address of 192.168.101.11

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/7 ms
Switch2#

<tfroot>

Switchl#sh ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.11 YES NVRAM up up

V1an100 192.168.100.1 YES NVRAM up up

VI an101 192.168.101.1 YES NVRAM up up

GigabitEthernetl/0/1 unassigned YES unset up up
[...
Switchl#ping 192.168.101.11 source 192.168.101.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.11, timeout is 2 seconds:
Packet sent with a source address of 192.168.101.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms
Switchl#

AihE AP C9115 E N AEWC :

* » Access Points

W All Access Points

Current Active Current Standby Preferred Active

Total AP5:3 O

AP Name AP Model : Shis i Stalus Up Time : IP Address : BaseRadigMAC : Eihemet MAC 1 APMode :
P :

SAXE-B : ] Pt 5 192.168.100.14 1218079 66aC B4f1.47b3 2cdc Flex

AP 91152 N AEWC

BT 3MELREIR S B EERMWLAN ( B, PSKRdot1x ) , EHVLAN 1017E75 R P ER



AP Operational Configuration Viewer

APS115
WLANs and Policies Site properties
LocalSWTag defaul-sine-tag
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o1
ty - WPAZ (PSK)
AP91158{FELE
Lol SN Y .
IR E P im A LUEAREIWLAN :
[=- ==
gy
1.-
2 sinad il 2 Clheit
e T P L L A T e
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AP9124 RAPEshow mesh

adjacency
backhaul

bgscan

channel
client-debug-filter
config

convergence

dfs

dhcp

ethernet

forwarding

history
least-congested-scan
linktest

nat
res

security
stats
status
stp
timers

BN

MESH Adjacency

MESH backhaul

MESH Background Scanning

ME5H channels

MESH client debugging filter set
MESH config paramenter

MESH convergence info

MESH dfs information

Flex-mesh Internal DHCP Server
show mesh ethernet bridging
MESH Forwarding

MESH history of events

Mesh least congested channel scan
MESH linktest stats

Flex-mesh MNAT/PAT

MESH RES info

MESH Security Show

MESH stats

MESH status

MESH daisychain STP info

MESH Adjacency timers



AP91.44 RAPadebug mesh

adjacency MESH adjacency debugs
ap-link MESH link debugs

bg-scan Mesh background scanning debugs
channel MESH channel debugs

clear RESET all MESH debugs
client Debug mesh clients
convergence MESH convergence debugs
dhcp MESH Internal DHCP debugs
dump-pkts Dump mesh packets

events MESH events

filter MESH debug filter

forward-mcast Mesh forwarding mcast debugs
forward-table Mesh forwarding table debugs

history MESH history of events

level Enable different mesh debug lewvels
linktest Mesh linktest debugs

nat Mesh MAT debugs

path-control MESH path-control debugs
port-control MESH port-control debugs

security MESH security debugs

=tp MESH daisychain STP debugs
wpa_supplicant Mesh WPA_SUPPLICANT debugs
wWstp MESH W5TP debugs

RAP/MAPF 8k 12 1H

EWLCL :



G12AEHCEchow wireless mash 2

Airtime-FALrMaSE Shawe Ma
4y Shant me
CAC Shows Ma
config Shiw mes
convergence Show mes
athernet Show wir
ﬁEiE“:jr Show el
parcictent-scid-broadcast Shows Ma

informat
—- g

BT RSB AR
EEWLC LR
TP RAPTEMAPEUK 25152 B8 % 30 5 Th

<#froot>

AP9124_RAP#show debug

mesh:

adjacent packet debugging is enabled
event debugging is enabled

= s L= LN

= LS ﬂ:l Ib

= = =F

AP ALrtims
aF relatad
AP cac related information
Cb";LEufﬁltﬂﬂi

FalrA
information

comfergencea details.

-

5 =

TEHERRE

mesh linktest debug debugging is enabled
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