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A 2R 2 FrCatalyst 9800EARLANTE $122(C9800 WLC)_E Ky {5 & % 4 FIDNA SpacesfE 5 4158
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- Cisco DNA Space

RATH

AXAWERARRIFIUT REME R
- 9800-L#Z2HI27hR2<16.12.2s

ANHNEARBBBEERETREANEKEMEL. XHEAZNAMBERELRERER (HK
) BVHERERRE) . MREHPEIREFT | FRARCHEAETAESTRERNTE,

GRS &

WebRER —BEBENEIERELEZ , TREEFRARNEFREAEN. ETUME
a)f£FC9800 WLC LY AR EE ( FEEITIER )

b) BRI & AEH LEFIC9800 WLC

oA LFREENEEREARH

FIFADNA SpacesiZEtHHERFFAE F £ AC9800 WLC LN EFImBREIN S Web B D EFER —
Br.

S EBwebauthf2X5ER : https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-
quide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-
controllers/m-external-web-authentication-configuration.html

£C9800 WLC L , EHIPI i E# AL E I BME , BH5192.0.2.1
RE
A% W =


/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html
/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html
/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html

TMINIr A SnAa
CISCO A opd

9800-L Controller

#$980012 #l B iE AR B B NIDNAZ

REIREEFRAMTMIRE — EEER, BIBDNAZ BB HCMX TetheringiZE 4R ZIDNAZE R,
EAREIR , #RARFIRBRPIFNEESXNEAMAERERNER , BEERERERDEEASP,

= E A% 124 85E 4R B Cisco DNA Spaces , © 4B RSB BHTTPS B Cisco DNA Spaces Cloud.

BR800 HIZHEMREIDNAZ EHEFME , 2B LT &R | _DNA Spaces - 9800
Controller Direct Connect

#DNAZ [ EE# v SSID

5 ER1.72DNA Spacesiy 12l E Rk # 32 — T Captive Portals:


https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html

= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

B2 FREHRRFIFRERE - TEEHLLAN=1TE R , A&RIE—TSSID:

https://dnaspaces.io/captiveportal/porta

Captive Portals

Import Portal |

No portal Created

nvite new Portal Members or madify permissions for existing ones from the Portal section

£ E%3.32 — T Import/Configure SSID , i##CUWN(CMX/WLC)#EA "Wireless Networky H! Bl 3t &
ASSID&HE :

[ import/Configure SSID |

[0 Cisco Meraki SSIDs

SSID Configuration

Cisco Aironet SSIDs

9800#2 8% £ FACLAURLIE & 85 & i

EEREHRECH , TAFREREFEFRNREEARER. ETWebBRER , /7 THEE
, BIRE P UREREILSSID , WHIPHiE , REAE F in KIS E 271K B8 = Webauth_reqdiik &
o AREFini RBBSHERE , EILER TDHCP, DNSHMHTTP ( RBAEEM ) 2 , FIER



HEFigIPHit I RERSWHESE,

FERRBERT , i Eweb-auth WLANEF | 98002 2 VR FmISTE LB FTBEACL, ELEXRIBACLA
#FDHCP, DNSHFIREZFENHBWeb B M ERFERRET. FTEHEAI D BEMNhttpRE —FHEEM

?EIEE , MREFEAFEEFHTTPRERFER , AITURERS BREACL, RE , EFERR
EANEARBELREACLHAR (EXTNIERIG ) , TREBRRIFSLENTEE,

SR .5 B R RIBACL

CLIEE :

Andr essi - 9800L#show ip access list

Extended IP access list WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eqg 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any

Extended IP access list WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www

20 deny tcp any host 34.235.248.212 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

Z T AE B FE Il WA-sec-34.235.248.212 , R E AT = B EWebB & (WA)Z £ (sec)ACLZ A Oip "
34.235.248.212, . ZEACLER T AT ( A7 ) NEEW (ELK ) AR

Wa-v4-int2 MBACL , ENBBACLREEMACL , YERMSMBLEABTELRCPUETERER (&ER
ATl ) EXFERTE (EEER) .

WA-v4-int34.235.248 2125 A EAR R BEFIRNARE |, &S CIDNAZEM FIP

34.235. 248 212MHTTPARERBEERNTE L ( MAEZEZERERIRE  REMRIERFEENT
) o EIFTEHTTP(s)RE/ZERICPU ( RT AWebAREBRBEHNVERIPHREUANEED ), H
RN FRESREARKERFHE,

WA-sec-34.235.248.212 72 3F M [ FE Web B 78 5| B R P B E AYDNAZE R IP 34.235.248.212H7
HTTPRMIHTTPSHKE , EAFDNSHIDHCPREN ERHARE, EREMHTTPREEIEL
ACLZBIEEHE , AULEFTHACLEEELRE,

i EEHACLHF AFTEYDNAZE R IPHbit |, FEEACLELEZB 5 THEDNAZ M L2V SSID—
HIRY 5 BR3Fh 8 3T Y SSIDA 2 — T Configure ManuallyiI8, £ XHERERN "DNAZ R FE A/
Pt 2B, —EF A —ERHAl,

DNA SpacesfEF2{@IP{zst , MEB1FHNEEHELF—BAOIP, EEAFELERBEEINES
HTTPER , EZEEMFAURLEES , HBREH[SHEEEURLIBREE P A HURLA AL, |, 858
MIEREE ( EFTERE ) MR £ (preauth) ACLRE IR, DNSEERMEBIREIRE |, LIFS00E AE L
URLHAY Pt 41t N7 4% H B 583738 FACL,



S22 BLEURLIBIREF A L EFDNAZE RS, BB E Configuration > Security > URL Filters , #&#—T
+Add¥ R EBFE R |, IBEPRE-AUTHEA R R |, #EPERMIT/#E AURLsplash.dnaspaces.io ( 1
REAEMEAAOMRBY , AlR.eu) :

Add URL Filter x

List Name* DNASpaces

Type PRE-AUTH v

pion

URLs EtheraURLevewmwimi
splash.dnaspaces.io I

CLIELE :

Andr essi -9800L(confi g) #urlfilter list

Andr essi - 9800L(confi g-urlfilter-parans)#action permit
Andr essi -9800L(config-urlfilter-parans)#url splash.dnaspaces.io

A LA SSIDEL B A& 1 FAARADIUS A AR BS s A~ E FARADIUSAIfRES . RSB E R Al EiR
RO PEE T SRFERRE. EERFINESETE Internet , BIEEFHARADIUSH RS E B
SSID , FRIEFEFEARADIUSHIfRET. MiER EE X HEDNA Spaces EHEBEA O,

DNAZE [ 2 HRADIUS{ R 28 A & 4B EE P B

980012 8% L IWeb & 13 B8 5| BUH IR &L B

4B 1.8 & = Configuration > Security > Web Auth , A% — T +AddSL B —BFH K5I B &, £
BENRET  RESIBHMERE , RERIBE ConsenttERBEL A :



Create Web Auth Parameter #®

Maximum HTTP 1-200
connections
Init-State Timeout(secs) 60-3932100
Type [ consent v ]
o

SR BT E—SHEENIHBR  EHIGRER  ARBAHHEAURINWEREG, &
HAP MACHEHERYIE I, #HEE FIRMACHLERYIE, SF¥WLAN SSIDFMA OIPvAMBiERYIEDD , 40
BFfR , B—TERMBEA :



Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




EE  ERRMBETEEURLMIPVAEE@M I , 55— TDNAZRBSSIDEE Y
Configure Manually ( FEEE ) #EH, AXERKERN "DNA Spaces portalf£ ARIURL=Z 1t
BE 2, PEILHEST T ERE

§E:Cisco DNA SpacesPd 5 o] LA #T B {EIP#t 1t | {89800 FI85E R FFEL B — EIPHu it | 12
BEHPEMIPHbYE |, W1ESIBEMR LS HEE AP FIPv4tthit,

B BR EEIPVANIPVOEIE FESEMEWeb B BRESIHYMHEE, MRREBERE
IPv6 , EEImERSWEEREATMSE , MA2EEMNDNAZEME., EMENARKE
BEEEIPHER. 192.0.2.1, WJLAEEAE#IPv4,FES0:0:0:903A:: 11E4HL B A E#
IPV6, BRTELIP , RUEBIBAREEHFEAEHMIP,

CLIERE :

Andr essi - 9800L( conf i g) #parameter-map type webauth

Andr essi - 9800L( conf i g- par ans- par anet er - map) #type consent

Andr essi - 9800L( conf i g- par anms- par anet er - map) #timeout init-state sec 600
Andr essi - 9800L( conf i g- par anms- par anet er - map) #redirect for-login

Andr essi - 9800L( conf i g- par ans- par anet er - map) #redirect append ap-mac tag ap_mac

Andr essi - 9800L( conf i g- par ans- par anet er - map) #redirect append wlan-ssid tag wlan

Andr essi - 9800L( conf i g- par ans- par anet er - map) #redirect append client-mac tag client_mac
Andr essi - 9800L( conf i g- par ans- par anet er - map) #redirect portal ipv4d

Andr essi - 9800L( conf i g- par ans- par anet er - nap) #logout-window-disabled
Andr essi - 9800L( conf i g- par ans- par anet er - map) #success-window-disabled

98002 F3g LB W SSID

S ER1 B E E Configuration > Tags & Profiles > WLANs , A%&Z—T+Add. BiEE EERTRE.
SSIDIERXAFAWLAN, HERSSIDETBELEDNAZ P EIMSSID —HiM PR3 EEN ABHEE.



Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

=1 Apply to Device

B2 BE =Security > Layer2. #§Layer 2 Security Mode ( 2B R £ ) 5REANone(fE) , &
fRMAC Filtering ( MACIBR ) EZH,

Add WLAN x
General Security Advanced

Layer2 Layer3 AAA

Fast Transition | Adaptive Enabled w '
Layer 2 Security Mode None v
Over the DS
MAC Filtering
Reassociation Timeout | 20
Transition Mode WLAN ID o

S EBR3. EE ESecurity > Layer3. BtAWebXKEE , Bt EWeb & 7583 5| 2%, & — T Apply to
Device,



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3| AAA

Show Advanced Settings >>>

Web Policy v
Web Auth Parameter Map DNASpacesPM v
Authentication List Select avalue » | ()

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local'
exists on the device

#9800 LB R ERER

S B1.8fn % Configuration > Tags & Profiles > Policy , AAKE I # AV REKE ERE RN FFHEREKRE
BREER. £HARXBERY , BEEFiwVLANIL#TEURLIBRESS.

Edit Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL
Local Subscriber Policy Name v IBva ACL ‘ v ‘
WLAN Local Profiling IPv6 ACL ‘ v
g:gg;:ﬁg;%tgnof Device Disabled (@) URL Filters
HTTP TLV Caching Pre Auth ‘ DNASpaces v \
DHCP TLV Caching Post Auth ‘ v \
VLAN
VLAN/VLAN Group | VLANZ672 |
Multicast VLAN ‘ Enter Multicast VLAN |

#£980042 28 L Bl R 5K BE AR

5 B%1.8 i1 FConfiguration > Tags & Profiles > Policy. B3I iV REEZH N FEHAFARFRER. &
WLANS BB KRB PN R EEER.



Add Policy Tag x

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

— Add
WLAN Profile ~ Policy Profile w
I 9800DMASpaces DNASpaces-PP I
1 | 10 « | itemns per page 1 -10of 1items

RLAN-POLICY Maps: 0

= Apply to Device

S EB2 #Policy Tag ( REEIZH ) ERAMRAPLLERESSID, EfinZlConfiguration > Wireless > Access
Points , IZIZEBEMNAPILH B R K EE., ESEHAPEH MBI HCAPWAPPSE IR [E F]98001%
H25




General

General

AP Name*
Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status
Fabric Status

LED State

LED Brightness
Lewvel

CleanAir NSI Key

Tags

Interfaces

High Availability

| 9117-andressi

| default location

0cd0.1894.12¢0

0cd0.f894.118¢c

| Local

Registered

Disabled

E

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Inventory

Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

I0S Version

Mini 10S Version

IP Conhig

CAPWAP Preferred Mode

SLAAC IPv6 Address

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

16.12.2.132

N/A

N/A

N/A

1.1.2.4

16.12.2.132

0.0.0.0

IPvG

2001:172:16:30:ed0D:f8ff:fe94:118c

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag |
CLIEE :

Andr essi - 9800L( confi g) #wlan

Andr essi - 9800L( confi g-wW an) #no security wpa

Andr essi - 9800L( confi g-wW an) #no security wpa akm dotlx

Andr essi - 9800L( confi g-w an) #no security wpa wpa2 ciphers aes
Andr essi - 9800L( confi g-wW an) #security web-auth

Andr essi - 9800L( confi g-wW an) #security web-auth parameter-map
Andr essi - 9800L( confi g-w an) #no shutdown

Andr essi - 9800L( confi g) #wireless profile policy



Andr essi - 9800L(confi g-wi rel ess-policy)#vlan <id>
Andr essi - 9800L(confi g-wi rel ess-policy)#urlfilter list pre-auth-filter

Andr essi - 9800L( confi g-wi rel ess-pol i cy) #no shutdown

Andr essi - 9800L( conf i g) #wireless tag policy

Andr essi - 9800L( confi g- pol i cy-tag) #wlan

#DNAZ [ = R BRADIUSA iR 8% KO 58 HIAB R FI =

X DNA Spaces RADIUSTAIRESE X ER B 1R FIZSHIPAP B B & .

980012 B8R L fyWeb 5 13 B4 T8 5| B MR A

S ER1. B T web auth5| BB, EE ZEConfiguration > Security > Web Auth , #&#—T+Add , A%
ESIBEERE , REEEwebauthtEAR A

Create Web Auth Parameter x
Parameter-map name® DMASpaces-PM

Maximum HTTP 1-200

connections

Init-State Timeout(secs) 60-3932100

Type | webauth v |

+ Apply to Device

SR2EBE-—TESRIPEEN S| BER , R—TAdvanced , ARWMARARBEANEREM,
Append for AP MAC Address, Append for Client MAC Address, Append for WLAN SSID and




portal IPv4 Address, #&— T "Update & Apply:



Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




B EENRSETREEURLANIPVAEER M | F9 B EEWLCERZERFERISSID—H
BUFEESEERE —BNEDNAZE L2V SSIDS B3 2 37 /I SSIDH # — T Configure
Manuallyi®1H,

¥ : Cisco DNA SpacesP F a] LAfE4T R M {EIPibl , 18980042 27 4E fo Br Bl I — Pt 11t
, HA—ARHRE 5| B 2R BT A—MEIPat E R FIPv4tit,

MiEE - BRESEMEWeb B A 5E S| B M E NI EEEIPvAFIIPveititt, MRKEEE
EBIPv6e , EFmERSWEECREIAHMSE , MTA2EENDNAZEME, EMENARK
BEEEIPHER. 7192.0.2.1, WL EAE#IPv4,FES0:0:0:903A:: 11E4HL B & E#
IPV6, BRTELIP , RUEBIBAREEHFEAEHMIP,

CLIERE :

Andr essi - 9800L( conf i g) #parameter-map type webauth

Andr essi - 9800L( conf i g- par ans- par anet er - map) #type webauth

Andr essi - 9800L( conf i g- par anms- par anet er - map) #timeout init-state sec 600
Andr essi - 9800L( conf i g- par anms- par anet er - map) #redirect for-login

Andr essi - 9800L( conf i g- par ans- par anet er - map) #redirect append ap-mac tag ap_mac

Andr essi - 9800L( conf i g- par ans- par anet er - map) #redirect append wlan-ssid tag wlan

Andr essi - 9800L( conf i g- par ans- par anet er - map) #redirect append client-mac tag client_mac
Andr essi - 9800L( conf i g- par ans- par anet er - map) #redirect portal ipv4d

Andr essi - 9800L( conf i g- par ans- par anet er - nap) #logout-window-disabled
Andr essi - 9800L( conf i g- par ans- par anet er - map) #success-window-disabled

9800#2#l3% L AYRADIUSA] AR 2R AL IR

S B1.BERADIUSRBRES. Cisco DNA Spaces®E ERADIUSAREFAETHERESHRE , ©F
DEMEIPH# i E &R, EEZEConfiguration > Security > AAA , IE—T+Add , AR ERE
RADIUS{A fR 25 :



Create AAA Radius Server

Mame*

IPva | IPvE Server Address™

DNASpaces1

34.197.146.105

PAC Key

Key Type

Key*

Confirm Key*

Auth Port

Acct Port

Server Timeout {seconds)
Retry Count

Support for CoA

D Cancel

1812

1813

1-1000

0=100

| Apply to Device

B EENEARSNEHEFARBEMRADIUS IPibit M€ , 5% — TEDNAZM LEY
SSIDER4 5 BR3 R 2 M I SSIDA M Configure Manually:&18 , A% ¥ ZRADIUS Server

Configuration&f 4o

S EBR2 BLERADIUSE AR 25 4H 3 #T I8 MERADIUS A BRES. & E ZConfiguration > Security > AAA >
Servers / Groups > RADIUS > Server Groups , #&— T+add , &% EServer Group name , #MAC-
Delimiters% E &EF T , BMAC-FilteringBtERMAC , A% 5 B M ERADIUSI RS



Create AAA Radius Server Group

Name* ‘ DNASpaces |
Group Type ‘ RADIUS |
MAC-Delimiter | hyphen v
MAC-Filtering | mac v
Dead-Time (mins) ‘ 1-1440 |
Available Servers Assigned Servers
DNASpaces1
z DNASpaces2
<

SERI MBS MERE S LFE, BfEConfiguration > Security > AAA > AAA Method List >
Authentication , R#&HE+add, BESEZEERRE , BiZlogintE AT B 2 B [ ARES4E -



Quick Setup: AAA Authentication

Method List Name*

Type*

Group Type

login

group

Fallback to local
Awazilable Server Groups
radius

Idap
tacacs+

Assigned Server Groups

DNASpaces

" Apply to Davice

SERAIMBERESEEFE, BinZlConfiguration > Security > AAA > AAA Method List >
Authorization , Ei#+add, EEFEFERRE , EiEnetwork{EAE B 7 Fi I AR 284H



Quick Setup: AAA Authorization

Method List Name™

Type*

Group Type

Fallback to local

Authenticated
Available Server Groups
radius

ldap
tacacs+

Assigned Server Groups

DNASpaces

1£9800%2 488 L2 7 SSID

S B 1. 5B Z Configuration > Tags & Profiles > WLANs , A& E—T+Add. BLEBREERTE.
SSIDIRAWLAN, FERSSIDEBEEDNAZMAEVSSID —HiNSRIPHREN S BMERE.




Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

S ER2 BE FSecurity > Layer2, #§5$2E 22X EANone , MAMACEBRIL HIGREFE -

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

; . Fast Transition | Disabled v |
Layer 2 Security Mode MNone v ) }
Qver the D3
MAC Filtering v
Reassociation Timeout

Transition Mode WLAN ID 0

Autharization List* | DNASpaces v

= Apply to Device

S ER3. BB FSecurity > Layer3, BUAWebXE , ELEWebH 15 E S| HE MM B HRIBEE. £
Macif & 85 &k By e R A ML %738 78 & 10 BR EACL. & — T Apply to Device.



Add WLAN

‘

General Security Advanced

Layer2 Layer3 AAA

<< Hide
Web Policy v
On Mac Filter Failure o
Web Auth Parameter Map | DNASpaces-PM v |
L J Splash Web Redirect
Authentication List | DNASpaces v | o
| J Preauthentication ACL

For Local Login Method List to work, please
make sure the configuration ‘aaa authorization
network default local' exists on the device

IPva ‘ DNASpaces-ACL | v ‘

IPv6 ‘ MNone v -

= Apply to Device

#9800 2 8% LR R A MM R

B 1. 5/ Bl Configuration > Tags & Profiles > Policy , #A% 2 3 #HY 5K B B B 18 R F TR R R
BREER, ESHEXRBERTD , BEFFIiRVLANLFTEURLBIERR.

Edit Policy Profile ®

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL

Local Subscriber Policy Name ‘ v | IPva ACL ‘ v |
WLAN Local Profiling IPv6 ACL ‘ v
g:ggglfiéantgnof Device Disabled (&) URL Filters

HTTP TLV Caching Pre Auth ‘ DNASpaces v
DHGP TLV Gaching Post Auth ‘ v
VLAN

VLAN/VLAN Group | VLANZ672 |

Multicast VLAN | Enter Multicast VLAN |

$HER2 FEAdvancedEEH , BUAAAA OverrideXiZ1EM it il B LR HBE



Edit Policy Profile x

General Access Policies QOS and AVC
WLAN Timeout
Session Timeout (sec) | 1800
Idle Timeout (sec) | 300
Idle Threshold (bytes) | 0

Client Exclusion Timeout (sec) |« | 60

DHCP

IPvd DHCP Required

DHCP Server IP Address

Show more >>>

AAA Policy
I Allow AAA Override v
NAC State
Policy Name | default-aaa-policy x v
Accounting List | DMNASpaces x| ¥
#£9800%2 5l 38 - BC i SRR AR R

% ER1.38 i1 FConfiguration > Tags & Profiles > Policy. B3I IV RBEZHAFEATRRKRBER. &

WLANS IR B RS R B Y R BB =R

Advanced
Fabric Profile -
Umbrella | Not Configured - |

Parameter Map

mMDNS Service ‘ default-mdns-servict -

Policy Clonr
WLAN Flex Policy

VLAN Central Switching

Spiit MAC ACL ‘ v ‘
Air Time Faimess Policies

2.4 GHz Policy ‘ v ‘
5 GHz Policy ‘ v ‘




Add Policy Tag x

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

— Add
WLAN Profile ~ Policy Profile w
I 9800DMASpaces DNASpaces-PP I
1 | 10 « | itemns per page 1 -10of 1items

RLAN-POLICY Maps: 0

= Apply to Device

S EB2 #Policy Tag ( REEIZH ) ERAMRAPLLERESSID, EfinZlConfiguration > Wireless > Access
Points , IZIZEBEMNAPILH B R K EE., ESEHAPEH MBI HCAPWAPPSE IR [E F]98001%
H25




General Interfaces High Availability Inventory Advanced

General Version
AP Name* | 9117 -andressi ‘ Primary Software Version 16.12.2.132
Location® | default location ‘ Predownloaded Status N/A

Base Radio MAC 0cd0.f894.f2¢0 Predownloaded Version N/A
Ethernet MAC 0cd0.f894.118c Next Retry Time N/A
Admin Status Boot Version 1.1.2.4
AP Mode | Local v | I0S Version 16.12.2.132
Operation Status Registered Mini 10S Version 0.0.0.0
Fabric Status Disabled IP Config

LED State CAPWAP Preferred Mode  IPvG

LED Brightness E | SLAAG IPv6 Address 2001:172:16:30:ed0:{8ff-fe94:118c

Level

CleanAir NSI Key

Tags

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag v ‘
CLIEE :

Andr essi - 9800L( confi g) #wlan

Andr essi - 9800L( confi g-wW an) #ip access-group web

Andr essi - 9800L( confi g-wW an) #no security wpa
Andr essi - 9800L( confi g-wW an) #no security wpa akm dotlx



Andr essi - 9800L( confi g-w an) #no security wpa wpa2 ciphers aes
Andr essi - 9800L( confi g-w an) #mac-filtering

Andr essi - 9800L( confi g-w an) #security web-auth
Andr essi - 9800L( confi g-w an) #security web-auth authentication-list

Andr essi - 9800L( confi g-w an) #security web-auth on-macfilter-failure
Andr essi - 9800L( confi g-w an) #security web-auth parameter-map
Andr essi - 9800L( confi g-w an) #no shutdown

Andr essi - 9800L( confi g) #wireless profile policy

Andr essi - 9800L( confi g-wi rel ess-pol i cy) #aaa-override
Andr essi - 9800L( confi g-wi rel ess-pol i cy) #accounting-list

Andr essi - 9800L(confi g-wi rel ess-policy)#vlan <id>
Andr essi - 9800L(confi g-wirel ess-policy)#urlfilter list pre-auth-filter

Andr essi - 9800L(confi g-wi rel ess-pol i cy) #no shutdown

Andr essi - 9800L( confi g) #wireless tag policy

Andr essi - 9800L( confi g- pol i cy-t ag) #wlan

e R 350 14 5| A AR

THBHDSR  ETELGTUAFHTTPSEEM , BRFEIE , MREFiRERERMRINITRHIM
&P B ARl I%ﬁCPUEﬁ EESAEKRNEREES , ITEEEEFRHTTPSREPETERE
. Bit, BEBRETRE  BEBTHYEEEENEAEL.

Andr essi - 9800L( conf i g) #parameter-map type webauth global



Andr essi - 9800L( confi g- par ans- par anet er - map) #intercept-https-enable

i . B AR ZH ECisco Catalyst 9800 R B EAR B HIZFF I EBIPH ERSSLEE,

FR1IKBEIEB AP 2NEEERERRERITFTPARSS , ARETHETREGHRIFLEEE
K F|980012HIZFHF

Andr essi - 9800L( confi g) #crypto pki import

TR EERERRBRYESI Wb oI BHIE , FHTUTHT ¢

Andr essi - 9800L( conf i g) #parameter-map type webauth global
Andr essi - 9800L( conf i g- par ans- par anet er - map) #trustpoint

TEDNA Spaces L2y A O

5 8% 1.7EDNA SpacesH) 12 | E 4k 7 #%& — T Captive Portals:

= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

S ER2.#%— T Create New , M AFIFEBIZETFEAMAFNAE :

Import Portal Create New

No portal Created

nvite new Portal Members or modify permissions for existing ones from the Portal section



SR REFORTER  EERTEGMFERLETRERNBENEREHE  URESAFE
REEZEEPOESE . E—T "Next.

© &) : 4 x

Portal Information Authe ntication Data Capture User Agreements

SELECT THE AUTHENTICATION TYPE

No Authentication

Visitors de not need io vesny their identity 10 access the intemet

[ Display Data Capture and User Agreements on portal home page

[ Allow usars to Ot in 1o recenve massage

I
) (oom

SRAGEERNEELR. NRERFEAEHEESR , FEPEnable Data CapturetE , R&EZE—T
+Add Field Element A FTi8FIERV M. Z— T "Next.

© o 2] ‘ X

Portal Infarmation Aihentication Data Capting User Agreements
[] Enable Data Capture
F B + Add Field Element
Save « Prev Next >

S EB5.1:2 P Enable Terms & Conditions , A% & — T Save & Configure Portal:
o @ o )]

Portal Information Authentication Data Captare Usér Agreements

This section allows you to enable and confrgure Terms & Conditions and Privacy policy Statements.

TERMS & CONDITION MESSAGE

@ | English
D@ B & @~ QbW
B I WS x »x|L|:& = N Rl s =99 = = Qmm=E Q=
Stykes - | Format - | Fomt - | sie - | A- B-| & D

WI-FI Terms of Use, Last updated: September 27, 2013.

These Wi-Fi Terms & Conditions Of Wse (the Wi-Fi Terms) togather with the TERMS OF USE govem your use of the Wi-Fi service.

Description of the Service

The Service provides you with wireless access 1o the Inlermet within the premises. We do not, as an ordinary practice, proactively mondtor the activities of those wha use the Service of exercise any edilorial control over any maerial transmitted, hosted
of poeted using the Senvce 1o evsure that users comply with these Wi-Fi Terms andior the Law, although it reserves the right to da so.

2 . .
l Save [ & Prev Save & Conflgure Portal

SRBBEFTEMEFF , #&2— T Save:



PORTAL EDITOR - Solect a secton 1o config
Brand Name PORTAL PREVIEW
Welcome Message - WELCOME MESSAGE < S— .

— ' ' _
First tme visitor welcome text
Data Capture

Welcom to Cisco Mexico

© VenueMap Welcome to Cisco Mexico
m Videos @
SIGN-UP FOR WIFI
RS B Add 3 custom message for Repeat visitors Emal Adaness
% Help
Hi S(firstName} Silasthame), Weloome 19 Socation »
¥ Get Apps Mcbile Humber
= Get Internat
&
Promos & Oflers e
ZDNAZ [ LR R AR HIEEEFIF KA
5 ER%1.7EDNA SpacesHy 12 I E #k # 32 — T Captive Portals:
= Cisco DNA Spaces
ACT - Leverage Digitization toolkits to Act on Insights.
Captive Portals Engagements
O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

SRR FRBCARIMRFIFRE , REE-TRHIFMEMAFRA



Captive Portals

- P

5of50

| Impaort Portal -' , Create New
LAST MODIFIED
Feb 18, 2020
{1-10f1):1 pages

$ER3.#%—T T+ Create New Rule, . Bt AR AEHE , BELEFTEHEENSSID,

& Create Captive Portal Rule RULE NAME:

9800DNASpaces

Choose any or all of the options that apply to your rule below

When a user is on WiFi ~ and connected to

LOCATIONS - Where do you want the rule to fire?

At any of the following locations

+ Add Locations

Please select at-least one location

9800-DNASpaces]

SEBRARERF U ANME, ELOCATIONSE 9 #1132 — T+ Add Locations. B X iEE

EmEN—E.

Choose Locations

Location Hierarchy

MEX-EAST-1
5508-1-CMX
@ 5508-2-Connector

@ 5520-1-DirectConnect

Selected Locations

9800L-DirectConnect

o0 0O

9800L-DirectConnect

] |

SERS RIFRFMIRFIFNERE, EEEBRT , ERAUMSGHE , MERAOQ, T "Save &

Publisha o



ACTIONS
o Show Captive Portal
Choase a Portal to be d
SE00DNASpaces]

[] Session Duration

] Bandwidth Limit

Seambessly Provision Internet
Deny Intermet
Stop users from ac

Tags these users as
Choose = Associate/Disassociate users 1o chasen Lags

+ Add Tags

‘Save & Publish

#EDNAZE E M EV E & A
DNA SpacesfE Fl BBLEIPitb ik ?

ERBLEEESNDNAZEAAMENIPH , FEZDNAZEEE LMW CaptivalfIFE EE, 1%
—TERIEEFSSID , A% IZ—TSSIDT A Configure manually, ACLE I EIZEIPAIuL, iE

2 ACLMwebauth5| BB b E Y A ORI IPH#EE, DNA Spacesi§ H b 1P it F 7 122 4 E E /Y B
EENMSP/EELR,

Eemtuns]

EHRENEHRENE -0 , TB7TETRTACLEEZTREINIPHU, BAEEHTELRBALE
MAFAACL , RERTIPH#uLEIE], BEREMEMENFEFEERNIP



Configure

1 Log in to the WLC Direct Connect with your WLC Direct Connect credentials.

2 Choose Security > Access Control Lists > Access Control Lists

For FlexConnect local mode, choose Security > Access Control Lists > FlexConnect ACLs

3 To add an ACL, elick New.

4  Inthe New page that appears, enter the following:.

a. In the Access Control List Name feld, enter a namae for the new ACL

Note:
ou can enter up to 32 alphanumeric characters.

b. Choose the ACL type as [Pvd.

Hote:
This eption is not available for FlexConnect ACLs.

e Click Apply.

5  When the Access Control Lisis page reappears, click the name of the new ACL.

&  Inthe Edit page that appears, click Add New Rule. The Rules = Now page appaears.

7 Configure a rule for this ACL with the following wall garden ranges.

No Dir Source IP Address/Netmask

1. Ay 0.0.0.0/0.0.0.0

2, Any 54.77.207.183/255.255.255.255
3 Any 0.0.0.070.0.0.0

4, Any 34,252,175.120/255,255.255.255

Destination IP Addrosa/Metmask Protocol
54.77.207.183/255.255.255.255 TCp
0.0.0.0/0.0.0.0 TP
34.252.175.120/255.255.255.255 TGP
0.0.0.0/0.0.0.0 TGP

DNA Spaces®& A P9 F A BVURLZ B ?

HERIFLMERSMAFEANZEAPIFURL DNAZR |
Ho, E—TEMRIEEHHSSID , A% 1L — T SSID T HIConfigure manually.

= Cisco DNA

@ Cisco Morakl $510s

SSID Configuration

1B Cisco Aironet SSIDs

Guest

LAB-DNAS

=]

Source Port
Range

Dest Port
Range

HTTRS

Action

Perrnit

Permit

Permit

Permit

EHIIDNAZRE H LW CaptivalfI F &

EHRNEBEREPRTRE , ®F =05 , SR7TETSLEEIS00 LK 5| BHMRPE ERY

URL,



Creating the SSIDs in WLC Direct Connect

To create the SSIDs in the WLC Direct Cannect, perform the following steps:
1 In the WLC Direct Connect main window, click the WLANSs tab.
2 To create a WLAN, choose Create New from the drop-down list at the right side of the page, and click Go.
3 In the New page that appears, enter the WLAN details like Type, Profile Name, SSID, and so on.
4 Click Apply.
The WLAN added appears in the WLANs page.
5 Click the WLAN you have newly created.
6 Choose Security > Layer 2 , and configure the Layer 2 Security as None .
7 In the Layer 3 tab , do the following configurations:

a.From the Layer 3 security drop-down list, choose Web Policy .

b.Choose the Passthrough radio button.

c.In the Preauthentication ACL area, from the IPv4 drop-down list, choose the ACL created earlier.
d.Select the Enable check box for the Sleeping Client.

e.Select the Enable check box for the Override Global Config.

f.From the Web Auth Type drop-down list, choose External .

g.In the URL field that appears, enter the Cisco DNA Spaces splash URL.

https:ffsplash.dnaspaces. eufp2/emeabru2

DNA SpacesfIRADIUS{R IRESEF MR AR 1T 2

ERMEEEFANRADIUSHIARSSIPtbIE AR LA €% , FEEIDNA Space & E L#Captival
Portal B, &— TFTARAEEFRSSID , A& R — TSSIDTHConfigure manually.

0 Gico Mershd S5i0%

5510 Gonfiguration

LAB-DNAS

=]

EETRNERRESD O T REEIZD(RADIUS) , £75 BEEHIPAEMARRADIUS B3 ERF I
HA€®, CRETEN , £ELB12hETTRA,



7 Inthe New page that appears, enter the details of the radius server for authentication, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.

Host: 52.51.31.103,34.241.1.84
Port: 1812

Secret Key: emeab1293E2PgvilK

8  Choose Radius > Accounting.

The Radius Accounting Servers page appears.

9 From the Acct Called Station ID Type, choose AP MAC Address:SSID,

10 From the MAC Delimiter drop-down list, choose Hyphen.

11 Click New.

12 Inthe New page that appears, enter the details of the radius server for accounting, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.

Host: 52.51.31.103,34.241.1.84
Part: 1813

Secret Key: emeab1293E2PqvilK

B

ERFERTISSIDHE FimAIAREE |
Policy Manager State:

A& fin £lMonitoring > Clients , & — T & EHMACH 1 ¥ Z 7

360 View General QOS Statistics

Client Properties AP Properties

Wireless LAN Id

ATF Statistics Call Statistics

Mobility History

urity Information Client Statistics QOS Properties

WLAN Profile Name
Wireless LAN Network Name (SSID)

9B800-DNASpaces1
9800-DNASpacesi

BSSID
Uptime(sec)
Session Timeout
Session Warning Time
Client Active State
Power Save mode
Current TxRateSet

| Supported Rates

Join Time Of Client

10b3.d694.00ef

64 seconds

1800 sec (Remaining time: 1762 sec)
Timer not running

Active

OFF

m2 ss1

9.0,18.0,36.0,48.0,54.0

03/11/2020 17:47:25 Central

Policy Manager State

Run

e B BF AR
¥R

1NRZHR ENERNEARREIPLL , AIEREREEREAINAFACOMBYE , MARESIH

¥THREP RRENEHE@MA OB,

2. MR EF s EE [ ZEIDNA Spaces EHIPI F B UK E| 50358

P E R HIER

S5 H2{R1EDNA Spaceshiy{u B &)X

E/\,




KRR Rt

WLC 9800 Rtk T EETRYIEHTIRE, EAIFRARAAEE FinEREBNER, BESNENREHE
ERERs%  YALAUERESEHIBEEREREEL DR,

AEXE  BRERNBFE , BULUEKBRES/ DNFREIIEX.

EERFS00 WLCEFERBR TREMWEBNK , TJLUEIBSSH/TelnetiE4RFI9800 WLC |, M #H1TiE L
TB ((EREERREHFINEZESD ),

SR BERERENERD , EREHULUIRMBEERER N B

# show cl ock

SERRBRERENE R , LEFNRETEINBRKATHRERK BT, EXRTLUIRIERE
RIETRRMER (WRE ) -

# show | oggi ng

HER3 BRE R D ERAEARE RS

# show debuggi ng
Cisco 1 0S-XE Conditional Debug Configs:

Condi ti onal Debug G obal State: Stop

Cisco |1 0S- XE Packet Tracing Configs:

Packet |Infra debugs:

I p Address Por t
______________________________________________________ |__________

i MREBEIHE T EMERYE , AIRTEBIRARYG (macitiit, IP#utE ) WATEHEN
B GSTEBIRELA . ML TTAESEMEEHKE, Rt , BREEREBEEFSBRATEHRHYE

o

FSBAMBRE macitt it RIEA T RIP R RESIE |, FREIFEmactt it Kyalways-oniE Z1#k 5l
R Bt

# show | ogging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>} to-file
al ways- on- <FI LENAME. t xt >

BAENMERERTHAR , AR ERERINE TFTP [MR:S.

# nore bootfl ash: al ways- on- <FI LENAME. t xt >
or
# copy bootfl ash: al ways-on-<FI LENAME. txt> tftp://a.b.c.d/ path/al ways-on-<FI LENAME. t xt >

R R AENRRE D EL



WMRAGELR L (always-on)REt AR B ERUBZHNEARBEFAEDENBREE , BT IBAK
AR MEEREE(RA)RE , ZRBEBEEERYSE ( AFhAZFFiwmacibit ) EEINFIEE
BRHFARRE R, ERAKRGHESE , FRATUATSR,

S FRR AR AR RS

# clear platformcondition all

SR AEERNERE Fismactt it BUA R

LTt ERMRERRMEN MAC itk 30 74 (1800 ¥ ) . BALEZGLFREINE
2085978494 #,

# debug wirel ess mac <aaaa. bbbb.cccc> {nonitor-time <seconds>}

AR EBE-RERSACAER , FHSEmaclit #1Tdebug wireless mac

<aaaa.bbb.cccc>i$o

AR LETIRFREFLEFREING L , RAMAREHERNDET , IURER,

SR ERECEEENBERITR
TRANMRERRIBMENERRRERMZERBE |, AIFELERAH.

EIIEI

# no debug wirel ess nmac <aaaa. bbbb. cccc>

EERRNERERNERBRELE 0800 WLC EEEXRHIER , EBUT -
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

SE5. WE MAC MHEEBIMER, &4 ra_trace.log ERFIABERES , IS E AR ERE
BETRRER L,

BERARMERNEHE

# dir bootflash: | inc ra_trace

R ERERI A AR

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWek_Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt

BTRAR :

# nore bootflash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti mezone_DayWeek_Mont h_Day_year. | og
SROMEBARERDTARE , FRERTAF , ELEAFERAB BFNEFARE., BES
BAAREFR , RARMARRE—SHERGEEREL REREFNTZ B F.



# show | ogging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>}
to-file ra-internal - <FI LENAVE>. t xt

AR TSRO A EENTE B HRBINRK  MEIEE R, FE Cisco TAC
1th B B AT 1L 2806 Mt o

&1 # ra-internal-FILENAME.txt B R EIA AR , M ABTERBERRER L,
EERERINIFRES

# copy bootflash:ra-internal -<FI LENAME>. txt tftp://a.b.c.d/ra-internal - <FlI LENAME>. t xt
e AR

# nore bootflash:ra-internal - <FI LENAME>. t xt

SERT BREE R

# clear platformcondition all

AR FRAEHEHRSFERBIEMERERE RS .

RUZh B R B

1€ ZRA tracefVE i , RREERIRZBRADIUSTIIRZERASSIDE: , ZEM/ FHRFBREFHIE
At ol = {EI P R

802.11R3%H & 7B

Associ ation received. BSSID 10b3. d694. 00ee, W.AN 9800DNASpaces, Slot 1 AP 10b3. d694. 00e0,
2802AP- 9800L

Recei ved Dot 11 associ ation request. Processing started, SSID: 9800DNASpacesl, Policy profile:
DNASpaces- PP, AP Nane: 2802AP-9800L, Ap Mac Address: 10b3.d694. 00e0 BSSI D MACO000. 0000. 0000 w an
ID: 1RSSI: 0, SNR 32

Client state transition: S COINT -> S CO ASSOCI ATl NG

dot 11 send associ ati on response. Sendi ng associ ati on response with resp_status_code: 0

dot 11 send associ ati on response. Sendi ng assoc response of length: 144 with resp_status_code: O,
DOT11_STATUS: DOT11_STATUS_SUCCESS

Associ ation success. AID 1, Roaming = False, WEB = Fal se, 11r = False, 1llw = Fal se

DOT11 state transition: S DOT11 INIT -> S DOT11_ASSOCI ATED

Station Dotl1l association is successful

IPEFRIE :

IP-learn state transition: S_IPLEARN_INIT -> S | PLEARN | N_PROGRESS
Client IP learn successful. Method: ARP |P: 10.10. 30.42

IP-learn state transition: S_|PLEARN | N PROGRESS -> S | PLEARN COVPLETE
Received ip | earn response. nethod: |PLEARN METHOD AR

SEIEH M



Triggered L3 authentication. status = 0x0, Success

Client state transition: S_CO |P_LEARN IN PROGRESS -> S_CO L3_AUTH | N_PROGRESS

L3 Authentication initiated. LWA

Client auth-interface state transition: S_AUTH F_L2_WEBAUTH DONE -> S AUTH F_WEBAUTH_PENDI NG

Client auth-interface state transition: S_AUTH F_L2_WEBAUTH DONE -> S AUTH F_WEBAUTH_PENDI NG
[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] GET rcvd when in
INIT state

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] HTTP GET request
[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] Parse GET, src
[10. 10. 30.42] dst [13.107.4.52] url [http://ww. nmsftconnecttest.conf connecttest.txt]

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] Retri eved user -
agent = M crosoft NCSI

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] GET rcvd when in
LOG N state

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] HTTP GET request
[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] Parse GET, src
[10. 10. 30.42] dst [151.101.24.81] url [http://ww. bbc.com ]

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] Retri eved user -
agent = Mdzilla/5.0 (Wndows NT 10.0; WOW4; Trident/7.0; rv:11.0) |ike Gecko

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] PCST rcvd when in
LOG N state

EIEHMREMY , BEFRBBHEIRUNREE

[ 34el. 2d23. a668: capwap_90000005] Recei ved User-Nane 34E1l. 2D23. A668 for client 34el.2d23. a668
L3 Aut hentication Successful. ACL:[]

Cient auth-interface state transition: S_AUTH F_WEBAUTH PENDI NG -> S_AUTH F_WEBAUTH_DONE

%CLI ENT_ORCH_LOG 6- CLI ENT_ADDED_TO RUN_STATE: Username entry (34E1l.2D23. A668) joined with ssid
(9800DNASpaces) for device with MAC. 34el. 2d23. a668

Managed client RUN state notification: 34el.2d23. a668

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RU
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