FLiE CMXLARE A Z B AR LANZ &Il 25
H 4

AireOS WLC F #SNMPELEE
9800 WLC. K SSHTFER4H &

AireOS WLCEE# HEfR
9800 WL CER #HEfR
CMXHEHERR

&

AERNBEAER D RECSV)ERGERLANZESIZR(WLC)E NERTEEER(CMX).

AR

AREEEMEUATES !

« AireOS WLCHt = Mfit &

« 9800 WLCHE & MR E

« CMXBt=MEE

- GERREEBEANESNMP)BSHERE
- WBERTELIRIS BRI ENMSP) B SFELE

BRA T
AN AHHEARRIBFA T SR ANE LR



« Catalyst 9800 4R 12 #25 % 5l (Catalyst 9800-CL),Cisco IOS® XE Cupertino 17.9.4
« AIR-CTVMERIZFIZZ RS ( AireOSE ) , Ix48.10.196
+ CMX 10.6.3h

AXFHNEARBBREERERREANKENREL. XHEASNMERERRCER (R
) BVIERERE B, MRIEHVMERIEET |, FERERBEMESTRERNTZE,

R IE
AR E R
9800 WLC
192.168.166.65
E,_'__‘a--\._\_\_\_:ll
AireOSWLC Lose SR AireO0S WILC

192.168.166.35 jSstsse vaesns) 192.168.166.24

CMX
192.168.166.70

EREE
fHRE

AireOS WLC E#YSNMPELE

CMXEIBSNMPEWLCEFAAREWLCHAEAMERA. HIt , BAEHSNMPEREWLC,
SNMPHR A2

WLC GUI:

E ¥ ZFManagement > SNMP > Communities > New , 21T~ BlFf o



WLANs CONTROLLER ~ WIRELESS  SECURITY MANAGEMENT COMMANDS — HELP

Managemeant SNMP w1 [ v2c Community

Community Name 1P Address{Ipva fIpee) TP Mask/Prefix Length  Acoess Mode  Status

IPSec Parameters

IP5ec

HTTP-HTTPS

SNMPr A= 281 &

B ASNMPEEMIER -

Saye Configuration  Ping | Logout Refresh

o lll
Cisco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP oot{ReadwWrite) A Home
Management SNMP v1 / v2c Community > New
Summary Community Name CMXCOmmunity

¥ SNMP
= IP Address(Ipwd/Ipvd) 192.168.166.70

5.255.255

IP Mask/Prefix Length 255,
Access Made Fead/Write

Status Enable ~

HTTP-HTTPS

SNMPEE2hR EL EFFHI &




MIEE : SNMPEAREIE R HBRELSBIVE A, SNMPRREXKEAERES "BA. -

WLC CLI:

(Cisco Controller) >config snmp community create CMXcOmmunity

(Cisco Controller) >config snmp community ipaddr 192.168.166.70 255.255.255.255 CMXcOmmunity
(Cisco Controller) >config snmp community accessmode rw CMXcOmmunity

(Cisco Controller) >config snmp community mode enable CMXcOmmunity

SNMPHR A3
WLC GUI:

EE ZManagement > SNMP > SNMP V3 Users > New , #1 K EFf’Ro

Saye Configuration  Ping  Logowt  Refresh

vl
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User:root(Readwrite) & Home
Management SNMP V3 Users [Capply ]| New... ]
Summary
T
, SNMPv3 Use
jeneal SNMP User Lockout Enable a
SHMP V3 Users!
o =3
Trap Receivers SNMP Usér Lockout Sttermgls 3
Trap Controls
Trap Logs SNMP User Lockout time 5 minutes
HTTP-HTTPS
IPSEC SNMP User password lifatime o days
SNMPhR A3 &

B ASNMPFHAER

Saye Configuration  Ping  Logout  Befres

MONITOR ~ WLANs  C OLLER IRE! URITY MANAGEMENT COMMANDS — HELP
Management SNMP V3 Users > New
Summary. User Profile Name bulkvthras
 SHHP Access Mode Read Write w
General
SHMP W3 Users Authentication Protocol | HMAC-SHA «
Trap R = sarnsasnsnnnasnn sabbrans bR RIIRE
Erau i.:m'-lrols Auth Password Confirm Auth Password
Trap Logs
Privacy Protocol -AES-
HTTP-HTTPS i LFBAEE L8 v
IPSEC serrsmsnsnanaen FETT T p—
Telner-55H Priv Password Conilirm Priv Password

SNMP 3R EL B 5 # & 7R



Mtz : SNMPHRER S ERBEAE/E. SNMP S4B E 7% E o] LA RSHAZMDS5,
SNMPEEFA 1 E 7] LR AESEDES,

WLC CLI:

(Cisco Controller) >config snmp v3user create bulkvthree rw hmacsha aescfb128 makEsnmpwOrkbulk version3i

9800 WLC L HYSSHIFEVsE &

RECMXA AR EBRWLCH ERE TR,
WLC GUI:

B8 F Administration > User Administration > Add , 21~ BIFf7Ro



CISCO

SLLLIY Qi__s;a Catalyst 9800-CL Wireless Controller

Ia'l'-.-:':'l"uil‘:fril":aiic:"! = » User Administration

[+Mu]

Mame

0 root
O admin

1 10

WLCEAZEERE

WMAEREFMEN , REIE—TUpdate & Apply to Device:

PEETIP PRSP k1 Liser Adminisiraton
&
Fore LR

1 Update & Appiy 1o Device

WLCHEF & EFAMARE
WLC CLI:
#conf t

(config)#username root privilege 15 password 0 RtpW2121!
(config)#end



ERCMX A R BN BB EHWLCHFF AR, WEEREEBCLIZTERK , TR

#conf t
(config)#enable password O Rtpw2121!
(config)#end

MiEE : BCE B RIERBH R RGN,

ETXTiwmER T8 AWLCERA

CSVERFLIEZEEXCeRIFFRI , BR , KAZHBREE S FEMALREATEI XA ++EE25H
LR, HEANES , WLCHEBENEBY B RERER++PTR , —BEY , XERREFACSVE

=

<o



BRI XA imERTHNEABRRWLCHIE S , TR :
AireOS:

« WLC , WLC IP#tbit , WLCHRA , SNMPRRZA , SNMPE
SNMPRR A :

« SNMPHxRZA2
- WLC, WLC IP#bsit, WLCHRAS, SNMPhrZA, #E &
« SNMPRRZ3
- WLC, WLC IPtthsit, WLChRZA, SNMPRRZA<, SNMPEAEETE,. SNMPEBEERHE
. SNMPH 3B FEHEE. SNMPREFAGE. SNMPEIEE

9800 WLC:
« Catalyst(I0OS XE)WLC., WLC IPi#ssit, WLChRZAS, SSHEER &R, SSHEE. MMAXRE

BIBEHES , AEZRPFEHR=EWLCHKE FIAIreOS SNMPiRZA<2. SNMPARA<3F19800 WLCHEEE
, LURENERNAREERE, AP ANWLCHERENT -

AireOS:

« SNMPhr 42
- WLC , 192.168.166.33, 8.10.196.0, v2c , CMXcOmmunity
« SNMPHRRA3
- WLC , 192.168.166.34, 8.10.196.0, v3,bulkvthree , hmacsha , makEsnmpwOrkbulk ,
aescfb128, version3workinG



Misr : TENSHEFERBIEhmacmd53hmacsha, X ENE A A B EdeszHaesctb128,
EBESIEESRNE,

9800 WLC:
. Catalyst(I0S XE)WLC , 192.168.166.65,17.09.04,root , RtpW2121!,RtpW2121!

CMXEESIBIBCSVIEZ B K5 — FIBEAEWLCE B 2AireOSIZE 29800 WLC, IR E—FI|ER
WLC , CMXEEMWLC2AireOS , BN 5R 5 — I # R Catalyst(I0S XE),WLC CMXEREH#EWLCRE
9800 WLC,

RAER++EE :

| Wireless LAN Controllers. bt E3

WLC,192.168.166.33,8.10.196.
WLC,192.168.166.34,8.10.196.(

.1 icsha, makEanmpwOrkbulk, aescfbli8, version3workinG
Catalyst (IOS-XE) WLC,192.168.166.65, 2

1 vt TErEIT19110 BEndo1 91
04, root,RtpW2121!,RtpW2121!




HERZEFRCSV

BAERVEEER.cov , ERERRTEZFAixt , BREIER RCMXZE,

“ s v » Desktop » CMXTZ
Crganize = New folder
> @ OneDyive - Persc Fame

il Desktop '
+ Downloads #
B Documents  #
PN Pictures *

ﬂ Music *

File: na Wireless LAN Controllers.csv

Save as type: Al types (%)
» Hide Folders
BERSFARACSV

ERERSFACSVESR.

Date modified

J » Desktop > CMXTZ

MRERERFERBURE , AIGBERERNEN.

Tl Sort ~

ot bl

B Append extension

L) View ~

Cancel



“ AutoSave '.' L‘-H_\: "‘,) L = [Wireless LﬁNComrolfers.cst@ e jo.

File Home Insert Page Layout Formulas Data Review View Automate Developer Help

ey .5, cu1

|:| Aptos Narrow i «A A == |E| B 22 Wrap Text General -
s LB Copy v _
Paste B I U~H~ & A = == = 3= | [E Merge & Center ~ $ - % 9 % -8 c
" ¥ Format Painter Fen
Clipboard M Font 5 Alignment ] Mumber M
R20 v I Sfx
A B C D E F G H
1 [WLC 192.168.166.33 8.10.196.0 vZc CMXcOmmunity
2 WLC 192.168.166.34 8.10.196.0 v3 bulkvthree hmacsha makEsnmpwOrkbulk aescfbl28 version3workinG
3 Catalyst {I0OS-XE)WLC 192.168.166.65 17.09.04 root RtpW2121! RtpW2121!

CSVIEERFRBE RWLCHEA
HECSVIERE ACMX

EZEBERRBAARSBHECVX , FE—EERS L(HNRLEREHBAHESFTP)RE
2 ERBAWHE(SCP))s MobaXterm=BWIinSCPERRN TUREAEHNBERBREHER., EF
LAN Controllers.csvig R AETSFTPHIAAREF L , BBESFTPEITRCMXEIRREFHVELR | WL
MTAERNERER -

<#root>
[cmxadmin@cmx1063 ~]1$

sftp tac@92. 168. 166. 91

tac@192.168.166.91's

passwor d:

Connected to 192.168.166.91.
sttp>

cd Desktop/ CWX TZ

sttp>
dir
Wireless LAN Controllers.csv

sttp>

get "Wreless LAN Controllers.csv"

Fetching /cygdrive/c/Users/tac/Desktop/CMX/Wireless LAN Controllers.csv to Wireless LAN Controllers.csv
/cygdrive/c/Users/tac/Desktop/CMX/Wireless LAN Controllers.csv 100% 224 2.3KB/s 00:00
sttp>

exit

[cmxadmin@cmx1063 ~]1$



Is -I'h

total 28K
dr-xr-xr-x. 2 cmxadmin cmxadmin 4.0K Aug 29 2022 bin
-rw-r--r--. 1 cmxadmin cmxadmin 224 Jan 22 14:29 Wireless LAN Controllers.csv

[cmxadmin@cmx1063 ~1$

MiEE . MRERNEBEI SR, FREAEM quotesEAASFTPIREUESR , ERXSFTPEH
BEERNERNEBRE/EBATS.

HECMXH#ITIER

B ECMXHISSHER , RBRETUTH S :

<tfroot>

[cmxadmin@cmx1063 ~]$



cmxctl config controllers inport

Please specify import type [PI/FILE] [FILE]:

FI LE

Please enter CSV file path:

/ home/ cnxadm n/ Wrel ess LAN Controllers. csv

Controller Added 192.168.166.33
Controller Added 192.168.166.34
Controller Added 192.168.166.65
[cmxadmin@cmx1063 ~]$

MisE : BRI LU/home/cmxadmin/BEE,



L

HCMXER

A LAFECMX GUIFICLIF R EFIBHWLC , UEREMRE A ERNF X ITHE,
CMX GUI:

BEESYSTEM , @ NMRENUKFIWLC , WLCAARBERIPALL , MEFR , EAHMERS
RRFHERBE,

Controllars

L arsion Byins

Wi (0 Maning Dvinds B inaciion

CMX GUI

CMX CLI:

<#root>
[cmxadmin@cmx1063 ~]1$

cmxctl config controllers show

Fommmmmm e Fommmmmmmmmm Fommmmmmmmm - +-———- - +
| IP Address | Type | Version | SHA2 | Status |
Fommmmmm e Fommmmmmmmmm Fommmmmmmmm - +-———- - +
| 192.168.166.65 | Catalyst (IOS XE) WLC | 17.09.04 | Yes |
ACTI VE

|
Fommmmmm e Fommmmmmmmmm Fommmmmmmmm - +-———- - +
| 192.168.166.33 | Aire0OS WLC | 8.10.196.0 | Yes |
ACTI VE

|

Fommmmmm e Fommmmmmmmmm Fommmmmmmmm - +-———- - +
| 192.168.166.34 | AireOS WLC | 8.10.196.0 | Yes |
ACTI VE

|

Fommmmmm e Fommmmmmmmmm Fommmmmmmmm - +-———- - +

[cmxadmin@cmx1063 ~]1%

RWLCER

B EIBGUIRICLIRWLCER ¥ EECMXAYELR



AireOS GUI:

1

L ES

Monitor > Cloud Services > CMX , f1 B FfRo

vl
CcIsco MONITOR ~ WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS — HELP
Monitor
CMX Server
Summary
B A cceos Poants CMX Server IP Services Sub-Services AP Monitor Service Configuration Group Subscriptions
RSSI Mobile Station
b Cisco CleanAir Tags
b Statistics 192.168.166.70 Info Mabile Station Hone
FCDE Statistics Mobile Station
*» Rogues
Clients
Sleeping Clients
Multicast
» Applications
Local Profiling
w| Cloud Services
= Telemetry
Network Assurance
Webhook
AireOSER 7B CMXE#R
AireOS WLC CLI:
<#root>
(Cisco Controller) >
show nnmsp status
Number of Nmsp TLS Connections supported......... 5
Number of Nmsp HTTPS Connections supported....... 1
CMX Server Echo Resp Echo Req Tx Data Rx Data
192.168.166.70 847 847 861 17
(Cisco Controller) >
9800 WLC GUI:
Sak e . . . = —r —
5 & =Monitor > Wireless > NMSP > DNA Spaces Information , 21~ BFfRo
B ‘Juli Cisco Catalyst 9800-CL Wireless Controller ~ Welcome oot &% % A & he o doack | b
IP.-' nitoring ™ > Wireless ~ » NMSPI
Cloud Services | DNA Spaces Information | Statistics Controller Settings
DMA Spaces T Tx Echo Y RxEcho Y TxDats T RxDasta T Unsupported T
Status T IP Transport T Response Request Frame Frame Ci ions T Disc
+] 192.168.166.70  TLS 883 883 6 17 3 2 0
1 10 v

9800 WLC GUIEHICMXHE



9800 WLC CLI:

<{froot>
#

show nnmsp status

NMSP Status

DNA Spaces/CMX IP Address Active Tx Echo Resp Rx Echo Req Tx Data Rx Data Transport

192.168.166.70 Active 877 877 6 17 TLS

%S AE

EBRERFRECMXFWLCETHEHERR , SNMPAINMSPE B EHRRALOEREHE , tMARER
THREHERR , LB ERE , BRHESNMPRINMSPERABIEHRA I ZEEEE,

AireOS WLCER # R

A BRI T 5 ABASNMPEREE :

(Cisco Controller) >debug snmp all enable

AERNT T ABANMSPHRE :

(Cisco Controller) >debug nmsp all enable

BEXAH

EI-III,

ST ARR

(Cisco Controller) >debug disable-all

9800 WLCEE 2 HE 7

A BRI TS ABANMSPEHEE :



#set platform software trace nmspd chassis active RO all-modules verbose

BERaHE  FRACMX IPHHHETBRE TR :

#config t

(config)#ip access-Tist extended NMSP

(config-ext-nacl)#permit ip host <CMX IP Address> any

(config-ext-nacl)#permit ip any host <CMX IP Address>

#monitor capture NMSP 1interface <Interface - port> both access-Tist NMSP buffer size 100
#monitor capture NMSP start

BERERENERSTABEUATHS -

#request platform software trace archive last 1 days target bootflash:NMSPArchive
#monitor capture NMSP stop
#monitor capture NMSP export bootflash:NMSP.pcap

BRUOTHAEARARNEN SHE

#no monitor capture NMSP
#set platform software trace nmspd chassis active RO all-modules notice

CMX 5 B HE B

BT HNRECMXESS :

[cmxadmin@cmx1063 ~]$ cmxos techsupport dump



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE
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