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1 ap profile "default-ap-profile”

2 icap subscription client statistics enable
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5 icap subscription client statistics frequency
6 icap subscription ap statistics radio frequenc
7 icap subscription ap statistics wlan frequency
8 exit

RRAAPH At EABEREHENEE

BRI HEER | BT lEEEDevice 360ERA BB ERHEBRENEIRER, WA, BULURE
FEETEREDN , WE—THERFIER,



AP LAB-9115 ¢ view oavice vt Rl oo

g
D
FKE3C0TAPHE BT
ntelligent Capture: LAB
AF Stlaks  Spectum Anshyais
Top Gl o
Y ui
A |ﬁl | .’III'
hal A '“'IBF / \b A
= 6% =
; T Total F E
|
"| |
ol A LA @

fECatalyst Center L £ 3 & S B HEAPRETEN

HER , BB IR ER , SESERBNTYRIEAT R, ZHIHERAR, BB/EE
iR, TXYWRANMAZER, BEFAR, RSSIDETABMNTXERNINERETFiK , ARERAE
SHEAREAPHENTEFRER.

EFEMERFFRGE  EWUBEBEAPETRFERS M. BR  LURFEAPEBEIET,



Intelligent Capture: WOW-2178a

oW 0,105 60,108 o LATERT] Mac: Locs

Spactium Anatysis

No Data

Deploy

10.105,60.100 it Global/C O lew O Lo

00 BGL Campus/Ca,

Enable Spectrum on WOW-9178

WOW-9800 -]

5 and eelovant informa aicl J ks windiw,

BF Statistics Spactrum Analysis
—— 1

Spectrum Ansials e

Local

Iterierence and Duty Cycle

[

L -— ey - ==

|

A

mR

D HTRER

ayn



OTAE TR EN

Catalyst Center AFF R ERSEREE, HENEE LRAOTAEERME, —BMA , EXERSE
MBEE - ERNFTEWI-FIER afSWEE, SRS TLURZ2EAPRIATRIF, HiclEt , RERK
FAOTARYE , AREEEREN2EAPEI M EESBENERES/ AE LRIIEERES,

ERUAILIIEE | FFEREIProvision > Inventory > Access Points , ##— T EBHIKEOTAE K
AP , AR#%iE#ERun OTA Capture, ZHJLUEREREMNNILANEA R RRIFRE,

AP LAB-9115 o viewpevice pensis

B Telematsy State

HEEAPETOTARE



Run OTA Capture

Select Access Points

This is the Ower the Air Sniffer, you can select up to 2 access points. These Access Points will i

promiscuously sniff the environment,

Global/Cisco BGL Campus/Cessena Park/BGL 14 Test-Floord ~ (@O

@

ofit = ol 4 f [ . Bl
Unable to display client locations on the map as the connection to CMX/Cisco Spaces has »
A not been configured, Configure To Display Clients.
Do not show this alert anymore
- ©
8 -
LAB-9115
it LAB=0130=1
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= *
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IP Address.
10.127.197.184

Flaor: Test-Floord
R551: -36 dBm

Device 360

Radios: 0 (2.4 GHz),
1 (5 GHz), 2 (5 GHz)
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RSS1: -36 dBm

Device 360

e “
-



BEMEAP (&Z2MH ) MRERE



Run OTA Capture

Select OTA Sniffer Band, Radio, Channel Width & Channel

LAB-9130-1

MAC Address: 88:9C:AD:TE:19:40

AP LAB-9130-1 supports capturing packets at the radio level.

Select Band

&

Select Radio

1 (Client Count: 0)

Select Channal Width
40

Select Channel

36

LAB-9130-2

MAC Address: 88:9C:AD:E7:9F:CO

AP LAB-9130-2 supports capturing packets at the radio level.

Select Band

5 & v
Select Radio

1 (Client Count: 0} V
Select Channel Width

40 e
Select Channal

40 b
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'l Task Workflow !!

Check Controller Manageability

Evaluate Catalyst Center platform.

Check HA 1is configured in Controller.

Check the Active Controller and Standby Controller Sensors.

Catalyst 9800 Wireless Controller HA S50 Analysis

CATCAHA SSOZB T ER

Catalyst 9800 Wireless Controller HA
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Wireless AP Data Collection

Ressoning Activity

Rilevant Actiwity Detalls  Hide Det

EEETUERAPEENER

Wireless AP Data Collection

HERWLCHAPY AT AR E A M BRE

1l Task Workflow !!

Get Current Time

Jul 5, 2026 5:04:39 PM

Check if AP with IP address 10.127.197.180 has SSH credentials configured in Catalyst Center
Jul 5, 2026 5:04:40 PM

Get type of AP with IP address 10.127.197.180

Jul 5, 2026 5:04:40 PM

Check device controllability

Jul 5, 2026 5:04:41 PM

Determine if device is reachable

Jul 5, 2026 5:04:41 PM

Determine if the network features are supported on the given wireless platform

Jul 5, 2026 5:04:41 PM

Check if the device <device> 1is provisioned or assigned to a site.

Jul 5, 2026 5:04:42 PM

Start RA Trace

Jul 5, 2026 5:04:49 PM

Get Current Time

Jul 5, 2026 5:04:54 PM

Starting AP PCAP session <file-name> with filter 10.127.197.180 on interface TenGigabitEthernet0/0/7



Jul 5, 2026 5:04:55 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127
Jul 5, 2026 5:04:57 PM

Start AP statistics collection on WLC with IP address 10.127.197.194 and wait for data collection for 3
Jul 5, 2026 5:04:58 PM

Start logging on COS AP with IP address 10.127.197.180 over SSH for feature set apDataCollection, saved
Jul 5, 2026 5:04:59 PM

Stop AP statistics collection on WLC with IP address 10.127.197.194 with data saved into file bootflash
Jul 5, 2026 5:10:00 PM

Stop data collection on COS AP with IP address 10.127.197.180 over SSH for feature set apDataCollection
Jul 5, 2026 5:10:01 PM

Start AP show-tech wireless collection on WLC with IP address 10.127.197.194 for AP name LAB-9115 and s
Jul 5, 2026 5:10:02 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:07 PM

Check if bootflash:<file-name>is present and its data collection is complete on WLC with IP address 10.
Jul 5, 2026 5:10:15 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:20 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:27 PM

Check if bootflash:<file-name>is present and its data collection is complete on WLC with IP address 10.
Jul 5, 2026 5:10:34 PM

Stop AP show-tech wireless collection on WLC with IP address 10.127.197.194 with data saved into file b
Jul 5, 2026 5:10:35 PM

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19
Jul 5, 2026 5:10:36 PM

Check if file bootflash:<file-name>has been uploaded successfully from WLC with IP address 10.127.197.1
Jul 5, 2026 5:10:41 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.
Jul 5, 2026 5:10:41 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:10:41 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127
Jul 5, 2026 5:10:43 PM

Stop RA Trace for AP: <MAC>

Jul 5, 2026 5:10:46 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:49 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:53 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:57 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:02 PM

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19
Jul 5, 2026 5:11:03 PM

Check if file bootflash:<file-name> Tog has been uploaded successfully from WLC with IP address 10.127.
Jul 5, 2026 5:11:08 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.
Jul 5, 2026 5:11:08 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:11:08 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127
Jul 5, 2026 5:11:10 PM

Stop RA Trace for AP: <MAC>

Jul 5, 2026 5:11:13 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:15 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:19 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10



Jul 5, 2026 5:11:22 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:27 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:30 PM

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19
Jul 5, 2026 5:11:32 PM

Check if file bootflash:<file-name> has been uploaded successfully from WLC with IP address 10.127.197.
Jul 5, 2026 5:11:37 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.
Jul 5, 2026 5:11:37 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:11:39 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127
Jul 5, 2026 5:11:41 PM

Stopping PCAP <file-name> session with <AP-MAC> filter on TenGigabitEthernet0/0/7 interface.

Jul 5, 2026 5:11:41 PM

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19
Jul 5, 2026 5:11:41 PM

Check if file bootflash:<file-name> has been uploaded successfully from WLC with IP address 10.127.197.
Jul 5, 2026 5:11:46 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.
Jul 5, 2026 5:11:53 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:11:56 PM

SEREFK —MRAEAEFEWI-FIBE , FRECEAEMERNERZHESR  BARLKE
MACHEiE , RBRBIFLFERTEERNKE., ©XERT AR, RARBNENTHE , Uai
BERBRNER, UTRARRE F ik ANetwork Reasonerty TEREUKHEHNER

Reasoner Inputs

Step 1: Enter client infarmation
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Reasoner Inputs
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Reasoner Inputs

Step 4: Select a maximum of 5 2 ) for troubleshooting

Selest AP(s)
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Catalyst Canter

Canciusions (1)

n  chontmac

™ chanbmac | Lo40354m3

REWLCHAPYW M B BRIR T Fin B

I'l Task Workflow !!
Get Current Time
Jul 5, 2026 5:53:11

PM

Check device controllability

Jul 5, 2026 5:53:11
Determine if device
Jul 5, 2026 5:53:11

PM
is reachable
PM

Determine if the network features are supported on the given wireless platform

Jul 5, 2026 5:53:11

PM

Check if the device <device> 1is provisioned or assigned to a site.

Jul 5, 2026 5:53:12
Debug wireless mac
Jul 5, 2026 5:53:18
Get Current Time

Jul 5, 2026 5:53:19

PM

PM

PM

Starting Client PCAP session <file-name> with filter <clien-mac> on interface TenGigabitEthernet0/0/7

Jul 5, 2026 5:53:20

PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127

Jul 5, 2026 5:53:21
Collect Show Client
Jul 5, 2026 5:53:22
Check if AP with IP
Jul 5, 2026 5:53:24
Get type of AP with
Jul 5, 2026 5:53:25

PM

Details for 300 seconds

PM

address 10.127.197.180 has
PM

IP address 10.127.197.180
PM

Start logging on COS AP with IP address 10.127

Jul 5, 2026 5:53:28

PM

End Show Client Details

Jul 5, 2026 5:58:35

PM

Stop data collection on COS AP with IP address

Jul 5, 2026 5:58:36

PM

Stop data collection on COS AP with IP address

Jul 5, 2026 5:58:38

PM

Check File Size: <file-name>

Jul 5, 2026 5:58:38

PM

SSH credentials configured in Catalyst Center

.197.180 over SSH for Client MAC <client-mac> feature set

10.127.197.180 over SSH for Client MAC <client-mac> feat

10.127.197.151 over SSH for Client MAC <client-mac> feat

Start to upload file <file-name> from WLC with IP address 10.127.197.194 to https://10.105.193.40/api/v

Jul 5, 2026 5:58:40

PM

Check if file <file-name> has been uploaded successfully from WLC with IP address 10.127.197.194 to htt

Jul 5, 2026 5:58:45

PM

File <file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.105.193.40

Jul 5, 2026 5:58:45

PM

Delete the file <file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:58:45

PM


https://10.105.193.40/api/v1/file/temporaryupload/a1ff47e6-89f1-4b7d-94c9-d7123800e5e8
https://10.105.193.40/api/v1/file/temporaryupload/a1ff47e6-89f1-4b7d-94c9-d7123800e5e
https://10.105.193.40/api/v1/file/temporaryupload/a1ff47e6-89f1-4b7d-94c9-d7123800e5e8

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127

Jul 5, 2026 5:58:47 PM
No debug wireless mac
Jul 5, 2026 5:58:49 PM
Check if bootflash:<file-name> is present and
Jul 5, 2026 5:58:52 PM
Check if bootflash:<file-name> is present and
Jul 5, 2026 5:58:56 PM
Check if bootflash:<file-name> is present and
Jul 5, 2026 5:58:59 PM
Check if bootflash:<file-name> is present and
Jul 5, 2026 5:59:03 PM
Check if bootflash:<file-name> is present and
Jul 5, 2026 5:59:07 PM

its

its

its

its

its

data

data

data

data

data

collection

collection

collection

collection

is

is

is

is

complete
complete
complete

complete

on

on

on

on

WLC with IP

WLC with IP

WLC with IP

WLC with IP

collection is complete on WLC with IP

address

address

address

address

address

10

10

10

10

10

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19

Jul 5, 2026 5:59:09 PM

Check if file bootflash:<file-name> has been uploaded successfully from WLC with IP address 10.127.197.

Jul 5, 2026 5:59:14 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.

Jul 5, 2026 5:59:14 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:59:14 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127

2026 7HA5H T45:59:16

Stopping PCAP <file-name> session with d037.4574.d919 filter on TenGigabitEthernet0/0/7 interface.

2026%7H5H T45:59:16

Check File Size:bootflash:<file-name>

2026%7H5H T45:59:16

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19

2026%7HA5H T45:59:18

Check if file bootflash:<file-name> has been uploaded successfully from WLC with IP address 10.127.197.

20267 A5H T 45:59:23

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to

20265 7H5H T45:59:23

#1P# 3k £10.127.197.194 9 WLC H il BRbootflash:<file-name>

2026 7H5H T45:59:23


https://10.105.193.40/api/v1/file/temporaryupload/adcf1c89-8f47-4ac3-9a91-689aa59321c7
https://10.105.193.40/api/v1/file/temporaryupload/adcf1c89-8f47-4ac3-9a91-689aa59321c7
https://10.105.193.40/api/v1/file/temporaryupload/adcf1c89-8f47-4ac3-9a91-689aa59321c7
https://10.105.193.40/api/v1/file/temporaryupload/f5162b24-17e0-47e3-9112-355276925a7f
https://10.105.193.40/api/v1/file/temporaryupload/f5162b24-17e0-47e3-9112-355276925a7f

Bir2E

° lEcE;\ 3 /Em zi =
- EHESHE
+ Cisco Catalyst{REFH F M . lRA2.3.7.x

« A Network ReasonerfF BR8£I fE — {F FIMRE T {EFiTE ¥ MARL ANFR 25 BYHAE
1T PEBR



https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/guide-c07-744044.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html#id_126987
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html#id_126987
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html#id_126987
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
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