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1l Client Association started !!

[client-orch-sm] Association received. BSSID BSSID-addr, WLAN DMZ_PSK, Slot 1 AP AP_MAC, AP_NAME, Site
[dotll] [17047] (info) MAC Client-MAC dotll send association response. Sending assoc response of Tength
[dotl11l] [17047] (info) MAC Client-MAC DOT1l state transition S_DOT11_INIT -> S_DOT11_ASSOCIATEDO

!l Layer 2 Authentication started !!

[client-orch-state] Client state transition S_CO_ASSOCIATING -> S_CO_L2_AUTH_IN_PROGRESS

[client-auth] L2 Authentication initiated. method PSK, Policy VLAN 31, AAA override = 0, NAC = 0
[cTient-keymgmt] EAP key M1 Sent successfully

[cTient-keymgmt] M2 Status EAP key M2 validation success

[cTient-keymgmt]EAP key M3 Sent successfully

[cTient-keymgmt] M4 Status EAP key M4 validation is successfulO

[cTient-keymgmt] EAP Key management successful. AKMPSK CipherCCMP WPA Version WPA2 >> !! client succesf

1l Mobility Handoff !!

O{mobilityd_R0-03}{1} [mm-dgram-io] [18401] (debug) MAC Client-MAC Sending message mobile_announce to gr
{mobiTityd_R0-03}{1} [mm-pmtu] [18401] (debug) Peer IP Anchor-WLC-IP O{mobiTlityd_R0O-0}{1} [mm-client] [1
{mobiTlityd_R0-0}{1} [mm-transition] MMFSM transition S_MC_WAIT_ANNOUNCE_RSP -> S_MC_ANNOUNCE_TIMEDOUT_P
O{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Received mobile_announce_nak, sub type 2 o
O{wncd_x_R0-0}{1} [mm-transition] [17047] (info) MAC Client-MAC MMIF FSM transition S_MA_INIT_WAIT_ANNO
{wncd_x_R0-0}{1} [mm-client] [17047] (debug) MAC Client-MAC Sending export_Anchor_req of XID (XID) to (
{mobiTityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
{mobiTlityd_R0O-0}{1} [mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RE
{mobiTityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Export Anchor Request successfully proce
{mobiTityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Sending export_Anchor_req of XID (176282
{mobiTityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Received export_Anchor_rsp, sub type 0 o
{mobiTlityd_R0O-0}{1} [mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RS
{mobiTityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Export Anchor Response successfully proc
O{wncd_x_R0-03}{1} [epm-misc] [17047] (info) Anchor Vlan-id 31 processedd[mm-client] [17047] (info) MAC
[mm-client] Mobility Successful. Roam Type L3 Requested, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IF
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_C

{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LE
O{wncd_x_R0-03}{1} [client-orch-sm] [17047] (debug) MAC Client-MAC Received ip learn response. method IP

{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN >> C

EFmEEEABBERLMTE2ESHRE , HATERREE,

Time Source Address Destination Address Length Pratocol T infa
417 @87:36:34.347973 18.187.79.129 18.187.79.38 272 892.11 Assaciation Request, SM=1680, FH=8, Flags=....R..., SSID="DMZ_PSK™ o
418 07:36:34.347973 10.187.79.129 19.187.79.38 268 892.11 Association Request, SM=1680, FH=8, Flags=.. vany SSID="DMZ_PSK"
419 07:36:34.348980 19.107.79.38 19.187.79.129 211 892.11 Association Response, SN=@, FNsB, Flagss........
420 07:36:34.348980 10.107.79.38 19.107.79.129 218 892.11 Association Response, SN=8, FN=8, Flagss........
421 07:36:34.35097T9 10.187.79.129 19.187.79.38 110 LLC @ U, func=UI; SNAP, OUI @x0o@egd (0fficially Xerox, but @:0:8:0:0:8 is more comma
426 07:36:34.354977 18.187.79.38 19.187.79.129 203 EAPOL Koy (Message 1 of 4)
427 07:36:34.354977 19.187.79.38 19.187.79.129 7 EAPOL Key (Message 1 of 4)
428 B7:36:34.360973 19.187.79.129 19.187.79.38 17 EAPOL 8 Key (Message 2 of 4)
429 07:36:34.361980 10.187.79.129 19.187.79.38 132 EAFOL @ Key (Message 2 of 4) L
438 87:36:34.361988 18.187.79.38 19.187.79.129 237 EAPOL Key (Message 3 of 4)
431 @87:36:34.361988 18.187.79.38 18.187.79.129 241 EAPOL Key (Message 3 of 4)
432 97:36:34.366968 18.187.79.129 18.187.79.38 195 EAPOL @ Key (Message 4 of 4)
433 07:36:34.366968 10.187.79.129 19.187.79.38 191 EAPOL 8 Key (Message 4 of 4)
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Time
567 @7:36:39.871987
568 @7:36:39.871987
752 97:36:41.874993
753 ©7:36:41.874993
758 ©87:36:41.111993
759 87:36:41.111993
768 87:36:41.113932
761 987:36:41.113992

Source Address
18.187.79.129,8.8.8.8
18.187.79.30
19.105.60.114
19.1087.79.30,10. 185. 60. 69
10.187.75.129,9.0.0.8
10.187.79.30
18.185.68.114
18.187.79.30,19.185. 60,69

Destination Address
18.187.79.38,355.255. 255.255
18.105.60.114

108.187.79.38

18.187.79.129,10.185. 68,226
18.187.79.38,255.255.255.255
18.105.60.114

18,187.79.38

18.187.79.129,10.1085.60. 226

Lergth
424
408
400
416
452
428
488
416

Protocal
DHCP
uoP
uoP
DHCP
DHCP
uoP
uoeE
DHCP

TID

Infe
8 DHCP Discover - Transaction ID @x9f36bO79
16667 + 16667 Len=354
16667 - 16667 Len=354
8 DHCP Offer = Transaction ID @x9f3GbAT9
8 DHCP Request - Transaction ID @x9f3GBOTI
16667 ~ 1BEET Len=382
1BBBT ~ 1BEBET Len=354
B DHCP ACK - Transaction ID @x9f36bA73
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1l Mobility Handoff !!

{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}

[mm-client] [2
[mm-client] [2
[mm-client] [2
[mm-client] [2
[mm-transition

6021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
6021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
6021] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
6021] (debug) MAC Client-MAC Number of client is BELOW wlan Tlimit

] [26021] (info) MAC Client-MAC MMFSM transition S_MC_INIT -> S_MC_An

O{wncd_x_R0-03}{1} [mm-client] [24229] (info) MAC Client-MAC Roam type changed - None -> L3 Requested
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Export Anchor Response successfully proc
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Forwarding Anchor Response to Foreign.
{mobiTityd_R0-0}{1} [mm-client] [26021] (info) MAC Client-MAC Forwarding export_Anchor_rsp, sub type 0
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.

{Owncd_x_R0-0}{1} [mm-client] [24229] (info) MAC Client-MAC Mobility role changed - Unassoc -> Export A
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.>> Client is successf

'l Client DHCP Traffic !!

{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}

[cTient-orch-stat
[cTient-orch-stat
[sisf-packet] RX
[sisf-packet] RX
[sisf-packet] TX
[sisf-packet] RX
[sisf-packet] TX
[sisf-packet] RX
[sisf-packet] TX
[cTient-iplearn]

e] [24229] (note) MAC Client-MAC Client state transition S_CO_MOBILIT
e] [24229] (note) MAC Client-MAC Client state transition S_CO_DPATH_P
DHCPv4 from interface mobiTlity_a0000001 on vlan 31 Src MAC Client-MAC
DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
DHCPv4 from interface mobiTlity_a0000001 on vlan 31 Src MAC Client-MAC
DHCPv4 from interface mobiTlity_a0000001 on vlan 31 Src MAC Client-MAC
DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[24229] (note) MAC Client-MAC Client IP Tearn successful. Method DHCP

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Sending ipv4_address_update of XID (XID)
{wncd_x_R0-0}{1} [cTlient-iplearn] [24229] (info) MAC Client-MAC IP-learn state transition S_IPLEARN_IN_

Complete

{wncd_x_R0-0}{1} [avc-afc] [24229] (info) ReAnchor [cTient MAC Client-MAC] Client has Anchor role {wncd
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UTC Arrival Time Source Address Destination Address
Jan 3, 2025 07:36:39.. 10.107.79.30 10.105.60.114
Jan 3, 2025 07:36:39.. 0.0.0.0 255.255.255.255
Jan 3, 2025 07:36:41.. 10.105.60.69 10.105.60.226
Jan 3, 2025 ©7:36:41.. 10.105.60.114 10.107.79.30
Jan 3, 2025 ©7:36:41.. 10.107.79.30 10.105.60.114
Jan 3, 2025 87:36:41. 0.0.0.0 255.255.255.255
Jan 3, 2025 97:36:41.. 10.105.60.69 10.105.60.226
Jan 3, 2025 ©7:36:41. 10.105.60.114 10.107.79.30
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Monitoring~ » Wireless - » Clients

Clients Excluded Clients

Sleaping Cliants

~
L™

Selected 0 out of 1 Clients

CllentMAC T IPvd T Slot
Address Addriss IPvE Address AP MNarmie YD
—
¥ 10.105.60.226  feB80:877ch74Bddeidlc) A
1 10 »
Evi Al [\ Labs
EANEY
Meonitoring= » Wireless~ » Cllants
Clients Sleaping Clients Excluded Clients
o
[%
Salected 0 out of 1 Clients
Client MAC T IPvd i AP T St
Address Address 1P Address Name 8]
L |
" 10.105.60.226  feB0:acl2:/7b3: 16806512 I
1 0 ¥

R B P imAR RS

T

h g

Length Protocol TID

480 upp
346 DHCP
346 DHCP
396 UDP
428 Upp
374 DHCP
346 DHCP
396 Upp
WLAN T Client
SSD Y D Type
DMZ_Lwa 11 WLAN
WLAN T Client
SSID Y ID Type
DMZ_PSK 4 WLAN

h

T

Infa

16667 - 16667 Len=354
DHCP Discover = Transaction

DHCP Offer

DHCP ACK

State T Protocol T MName

Run

Mac

= Transaction
16667 + 16667 Len=354
16667 + 16667 Len=382
DHCP Request = Transaction
- Transaction

16667 -+ 16667 Len=354

User

User

State YT Protocol T Name

Run

T

T Device T

Type

WA

T Deavice
Type

LY

T

ID 9x9f36b979
ID 9x9f36b979

ID @x9f36b979
ID @x9f36b979

Role T

Expaort
Fareign

Role Y|

Expaort
Anchor

Capable

Mo



360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties
Max Client Protocol Capability 802.11ac Wave 2
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED

Mobility
Anchor IP Address 10.105.60.114
Point of Presence 0xA0000003
AuthC Status False
Move Count 0
Role Export Foreign
Roam Type L3 Requested
Complete Timestamp 01/03/2025 13:06:37 India
SNERE P B

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties
FIEALUINNECL AULIENuCaUUn INJ A
Number of Tx Total Dropped Packets 0
Client Scan Report Time Timer not running
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED

Mobility

Foreign IP Address 10.107.79.30
Point of Presence 0
Move Count 1
Role Export Anchor
Roam Type L3 Requested
Complete Timestamp 01/03/2025 07:36:27 UTC
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1l Client Association Phase !!

{wncd_x_R0-0}{1}: [client-orch-sm] [17047]: (note): MAC: Client_MAC Association received. BSSID BSSID_M
{wncd_x_R0-0}{1}: [client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_IN
{wncd_x_R0-03}{1}: [dotll] [17047]: (info): MAC: Client_MAC dotll send association response. Sending ass

11 L2 Auth : None !!

{wncd_x_R0-0}{1}: [client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_AS
{wncd_x_R0-0}{1}: [client-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0-0}{1}: [client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_L2

1l Mobility Handoff Phase !!

O{mobilityd_R0O-03}{1} [mm-dgram-io] [18401] (debug) MAC Client-MAC Sending message mobile_announce to gr
{mobiTityd_R0-03}{1} [mm-pmtu] [18401] (debug) Peer IP Anchor-WLC-IP O{mobiTlityd_R0O-0}{1} [mm-client] [1
{mobilityd_R0-0}{1} [mm-transition] MMFSM transition S_MC_WAIT_ANNOUNCE_RSP -> S_MC_ANNOUNCE_TIMEDOUT_P
Of{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Received mobile_announce_nak, sub type 2 o
O0{wncd_x_R0-0}{1} [mm-transition] [17047] (info) MAC Client-MAC MMIF FSM transition S_MA_INIT_WAIT_ANNC
{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Sending export_Anchor_req of XID (XID) to (
{mobiTityd_R0-03}{1} [mm-client] [18401] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
{mobiTityd_R0-03}{1} [mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RE
{mobiTityd_R0-03}{1} [mm-client] [18401] (debug) MAC Client-MAC Export Anchor Request successfully proce
{mobiTityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Sending export_Anchor_req of XID (176282
{mobiTityd_R0-03}{1} [mm-client] [18401] (debug) MAC Client-MAC Received export_Anchor_rsp, sub type 0 o
{mobiTityd_R0-0}{1} [mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RS
{mobiTityd_R0-03}{1} [mm-client] [18401] (debug) MAC Client-MAC Export Anchor Response successfully proc
O{wncd_x_R0-03}{1} [epm-misc] [17047] (info) Anchor Vlan-id 31 processedd[mm-client] [17047] (info) MAC
[mm-cTient] Mobility Successful. Roam Type L3 Requested, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IF
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_C
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LE
{wncd_x_R0-0}{1}: [client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_IP

1l Client AAA Traffic handling !!

{mobiTityd_R0-0}{1}: [mm-transition] [18401]: (info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M
{mobiTityd_R0-03}{1}: [mm-client] [18401]: (info): MAC: Client_MAC Forwarding aaa_handoff, sub type: 0 o
{mobiTityd_R0-03}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC Sending aaa_handoff of XID (10452) t
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC AAA Handoff successfully forwarded.
{wncd_x_R0-03}{1}: [mm-client] [17047]: (debug): MAC: Client_MAC Received aaa_handoff, sub type: 0 of XI
{wncd_x_R0-03}{1}: [mm-transition] [17047]: (info): MAC: Client_MAC MMIF FSM transition: S_MA_Foreign ->
{wncd_x_R0-03}{1}: [mm-client] [17047]: (debug): MAC: Client_MAC Mobile AAA Handoff update received.
{wncd_x_R0-0}{1}: [sanet-shim-miscellaneous] [17047]: (info): MAC: Client_MAC Received username=Guestl
{wncd_x_R0-0}{1}: [sanet-shim-miscellaneous] [17047]: (info): MAC: Client_MAC IPv6 Client payload is re
{wncd_x_R0-03}{1}: [mm-client] [17047]: (debug): MAC: Client_MAC Sending aaa_handoff_ack of XID (10452)
{mobiTityd_R0-03}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC Received aaa_handoff_ack, sub type: |
{mobiTityd_R0-03}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC AAA Handoff Ack successfully handled
{mobiTityd_R0-03}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC aaa_handoff_ack base check is VALID
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC aaa_handoff_ack is VALID



{mobiTlityd_R0O-0}{1}: [mm-transition] [18401]: (info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (info): MAC: Client_MAC Forwarding aaa_handoff_ack, sub type:
{mobiTityd_R0-03}{1}: [mm-pmtu] [18401]: (debug): Peer IP: Anchor-WLC-IP PMTU size is 1006 and calculate
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC Sending aaa_handoff_ack of XID (1045
{wncd_x_R0-0}{1}: [auth-mgr] [17047]: (info): [Client_MAC:capwap_90000003] auth mgr attr add/change not
{wncd_x_R0-0}{1}: [auth-mgr-feat_acct] [17047]: (info): [Client_MAC:capwap_90000003] SM Notified attrib
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC aaa handoff ack successfully forward
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UTC Arrival Time Source Address Destination Address Length Protocol | TID Info
10.187.79.129 18.187.79.38 2. Association Request, SN=17@5, FN=8, » SSID="DMZ_LWA"

Jan 5, 2025 12:21:41. 18.187.79.129 18.197.79.38 246 802.11 Association Regquest, SN=1785, FN=8, Flags—
Jan 5, 2025 12:21:41. 10.107.79.38 10.107.79.129 211 802.11 Association Response, SN=@, FN=@, Flags=
Jan 5, 2025 12:21:41. 10.1987.79.38 18.107.79.129 215 802.11 Association Response, SN=@, FN=8, Flags=..

» SSID="DMZ_LWA"

ERH\ER 12 5 25 1Y B 5 Ui A A R B

BIBIEUDP 16667 i3 /N IR IR MR ZFIR < AN BB TR, BBEHRIR , FRHRES
BIARUNEER TEHAS, A6,
AEPIREIZRBIBCAPWAPRS B E FinDHCPRE , WA HER DM RFRETE-TRE,

&Y 16.187.79.129,06.08.08.8 10.107.79.38,255.255... C @ DHCP Discover — Transaction ID 8x9f36b979
Jan 5, 2025 12:21:42.. 10.187.79.30 10.105.608.114 480 upp 16667 - 16667 Len=354
Jan 5, 2025 12:21:44.. 10.185.608.114 18.187.79.30 480 UDP 16667 — 16667 Len=354
Jan 5, 2025 12:21:44.. 10.187.79.308,10.105.60.69 18.187.79.129,10.1085... 416 DHCP @ DHCP Offer - Transaction ID 8x9f36b979
Jan 5, 2825 12:21:44.. 10.187.79.129,08.06.8.8 10.187.79.38,255.255... 452 DHCP @ DHCP Request - Transaction ID 8x9f36b979
Jan 5, 2825 12:21:44.. 10.187.79.3@ 18.185.60.114 428 upp 16667 - 16667 Len=382
Jan 5, 2025 12:21:44.. 10.105.60.114 18.187.79.30 480 UDP 16667 - 16667 Len=354
Jan 5, 2825 12:21:44.. 10.187.79.30,10.105.68.69 16.187.79.129,10.185... 416 DHCP @ DHCP ACK - Transaction ID 8x9f36b979

£ A B BRREAR MNP IR HI2F LRIV P s DHCPIR B 55 3% 2§l R 12 28

& , R ERESEBCAPWAPEE @R EERENEEFIREREBEEIAIBWLC; I
WLCERTEN BB EIXBIHEWLC |, B Rt REE L HBERRERE.

UTC Arrival Timea Source Addrass Destination Address Length Protecol TID Info

Jan 5, 2025 12:21:46. 10.187.79.129,10.105.60.226  10.107.79.30,0NS Server P 165  DNS @ Standard query 8x14e8 Connectivity Check URL |

Jan 5, 2025 12:21:46- 10.187.79.30 10.105.60.114 141 uDp 16667 - 16667 Len=95

Jan 5, 2025 12:21:46- 10.185.60.114 10.107.79.30 2091 uoP 16667 - 16667 Len=245

Jan 5, 2025 12:21:46. 10.187.79.38," DNSSerwrIP 10.107.79.129,10.105... 387  DNS @ Standard query response 8xlded . Connectivity Check URL . raffi
Jan 5, 2025 12:21:46- 10.187.79.129,10.105.60.226  10.1087.79.30, Resowedi® 148  TCP 8 52887 = B0 [SYN] Seq=0 Win=64248 Len=0 MS5=1250 W5=256 SACK_PERM

Jan 5, 2025 12:21:46. 10.107.79.30 10.105.60.114 124 upp 16667 - 16667 Len=78

Jan 5, 2025 12:21:46. 18,105.60,114 10.187.79.30 124 upp 16667 - 16667 Len=78

Jan 5, 2025 12:21:46- 18.167.79.38, Resehed P 19.107.79.129,10.1085... 140 TCP @ 80 - 52887 [SYN, ACK] Seq=@ Ack=1 Win=564248 Len=0 M35=146@ SACK_PERM W5=128
Jan 5, 2025 12:21:46- 10.107.79.129,10.105.60.226 19.107.79.30, 136 TCP @ 52887 - 80 [ACK] Seq=1 Ack=1 Win=131872 Len=0

Jan 5, 2025 12:21:46. 10,107.79.129,10.105.60.226  10.187.79.30, "7V9®  5ar  urre @ GET /connecttest.txt HTTP/1.1

Jan 5, 2025 12:21:46. 10.105.60.114 18.1087.79.308 112 upP 16667 - 16667 Len=66

Jan 5, 2025 12:21:46_ 10.107.79.30,  Rascived IP 10.107.79.129,10.105... 128  TCP @ B0 - 52887 [ACK] Segq=1l Ack=112 Win=G4256 Len=@

Jan 5, 2025 12:21:46- 18.105.66.114 10.187.79.38 745 upp 16667 - 16667 Len=699

Jan 5, 2025 12:21:46- 10.105.60.114 10.107.79.38 112 upp 16667 - 16667 Len=66

Jan 5, 2025 12:21:46- 10.107.79.30, . o 10.107.79.129,10.105... 761  HTTP @ HTTP/1.1 208 0K (text/html)

Jan 5, 2025 12:21:46- 18.187.79.3@, 18.167.79.129,108.185... 128 TCP @ 80 - 52887 [FIN, ACK] Seq=634 Ack=112 Win=G64256 Len=@

SAERIRHIER LR R IR E



Frame 2176: 761 bytes on wire (6088 bits), 761 bytes captured (6088 bits)
Ethernet II, Src: Cisco_63:8b:8b (7 FENFIVISTSNEEN, Dst: (ENNENNNEE— )
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1415
Internet Protocol Version 4, Src: 10.107.79.30, Dst: 10.107.79.129
User Datagram Protocol, Src Port: 5247, Dst Port: 5264
Control And Provisioning of Wireless Access Points - Data
IEEE 882.11 QoS Data, Flags: ......F.
Logical-Link Control
Internet Protocol Version 4, Src: NN, Dst: 10.105.60.226
Transmission Control Protocol, Src Port: 8@, Dst Port: 52887, Seq: 1, Ack: 112, Len: 633
Hypertext Transfer Protocol
HTTP/1.1 280 O0K\r\n
Location: https://192.0.2.1/login.html?redirect=hnehaseestiseeessesesesaise -\ n
Content-Type: text/html\r\n
Content-Length: 472\r\n
\r\n
[Request in frame: 2169]
[Time since request: 0.001007000 seconds]
[Request URI: /connecttest.txt]
[Full request URI: (i s
File Data: 472 bytes
Line-based text data: text/html (9 lines)

BEEREIEIEFimAIURL

UTC Arrival Time

v 5, 2025 12:22:25.

Source Address Destination Address Length Protocol  TID Inf

19.187.79.38,192.8.2.1 148 TCP B 53024 -+ 443 [STN] Seq=@ Win=6d248 Len=@ M55=1258 WS=256 SACK_PERM
10.105.60.114 124 [T
19.197.79.38 124
18, 18 12 148

Jan 5, 2025 12:22:35_
Jan 5, 2025 12:22:25.

19.107.79.38
12.105.60.114

16667 ~ 16667 Len=78
16667 - 16667 Len=78

5, 202 25, Fr 1.1 129, 1 3 - 53024 [SYN, ACK] Seq=d Ack=1 Win=64248 L
Jan 5, 2025 12:22:25. 85.68.226 19.187.79.38,192. 53024 - 443 [ACK] Seqel Ack=1 Win=131872 Len=@

{
10.187.79.129,18. 1 8.2.1 Ll

Jan 5, 2825 12:22:25. 10.187.79.120,10.185.60.226 10.197.79.38,192.8.2.1 1386 TCP @ 53024 - 443 [ACK] Seq=1 Ack=1 Win=131872 Len=1258 [TCP PDU reassembled in 4991]

Jan 5, 2025 12:22:25. 19.187.79.30 10.105.60.114 112 upp 16667 ~ 16667 Len=66

Jan 5, 2025 12:22:25. 19.105.60.114 18.187.79.38 112 upp 16667 ~ 16667 Len=GG

Jan 5, 2025 12:22:25. 10.187.79.3@,192.8.2.1 19,187.79.129,18,185,. 128 TCP 443 - 53024 [ACK] Seq=1 Ack=1251 Win=64128 Len=8

@
5, 2025 12:2 129.10.105.63.225 10,1]'.?9.39,12.0. Z.L T47 TLSv1- ﬂ- ELient H!l].n - ) ) B . v:‘i?:;awror
a 5, 2825 12:2 120,18.185. 68, 22¢ 1e/.7/9.308,142. 258 TCP ) 53025 = 443 [SYN] Seq=0 Win=64240 Len=@ MS55=1258 wWS=256 SACK_PER HTTPS -
Jan 5, 2025 1 129,18.185... 128 TCP @ 443 - 530824 [ACK] Seq=1 Ack=1862 Win=64128 Len=@ Con
Jan 5, 2025 12:22:25. 19.185.60.114 19.187.79.38 277 upp 16667 - 16667 Len=231
Jan 3, 2025 12:22:25. 19.1987.79.38,192.8.2.1 10,187.79.129,18,185,. 293 TLSv1 @ Server Hello, Change Cipher Spec, Encrypted Handshake Message
18.187.79.38,192. 8. @

Jan 5, 2825 12:22:25.
Jan 5, 2025 12:22:25_
Jan 5, 2025 12:22:25.
Jan 5, 2025 12:22:25.

19.1987.79.129,10.105. 68. 226 2.1 143 Alert (Level: Fatal, Description: Certificate Unknown)
7.79.129, @5, 60, 22¢ 2 E 53027 + 443 [SYN] Seq=R Win=64248 Len=@ M55=125@ WS=256 SACK_PERM

Change Cipher Spec, Encrypted Handshake Message

16667 - 16667 Len=141

9.187.79.120,108.185. 68, 22¢ 87.79.30,192.08.2.1 148
10.107,79.129,10.105.60.226  19.197.79.39,192.9.2.1 211
19.187.79.38 19.185.60.114 187 upp

-
i~
o
P
=)

Jan 5, 2825 12:22:25. 19.187.79.129,19.185.60.226 10.107.79.38,192.8.2.1 781 TLSv1. @ Application Data Post HTTPS session detaits[client authentication)will be encrypted
Jan 5, 2025 12:22:25. 19.187.79.38 198.105.60.114 757 UDP 16667 + 16667 Len=711

Jan 5, 2025 12:22:25_ 10.185.60.114 10.187.79.38 112 upp 16667 ~ 16667 Len=66

Jan 5, 2025 12:22:25. 16.187.79.38,192.0.2.1 16.197.79.128,18.185... 181  TLSvl. @ Encrypted Alert

£ F1 & iR F ANttt Webauth B E SR R E FEEE A

RE TR A

HR5H R B

1l Mobility Handoff !!

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobiTityd_R0-03}{1} [mm-client] [26021] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Number of client is BELOW wlan Timit
{mobiTityd_R0-0}{1} [mm-transition] [26021] (info) MAC Client-MAC MMFSM transition S_MC_INIT -> S_MC_An
O{wncd_x_R0-03}{1} [mm-client] [24229] (info) MAC Client-MAC Roam type changed - None -> L3 Requested

!l Session Created for Client !!

{wncd_x_R0-0}{1}: [cTlient-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_AS
{wncd_x_R0-0}{1}: [cTlient-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0-03}{1}: [webauth-state] [24229]: (info): [Client_MAC][ 0.0.0.0]Param-map used: global



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[webauth-ac1] [24229]:
[client-auth] [24229]:

[client-orch-state] [24229]:
[mm-transition] [24229]:

(info): mobility_a0000001[Client_MAC][ 0.0.0.0]Applying IPv4 i
(info): MAC: Client_MAC Client auth-interface state transition

(info): MAC: Client_MAC MMIF FSM transition:

(note): MAC: Client_MAC Client state transition: S_CO_CR
S_MA_INIT -> S_|

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Export Anchor Response successfully proc
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Forwarding Anchor Response to Foreign.
{mobiTityd_R0-0}{1} [mm-client] [26021] (info) MAC Client-MAC Forwarding export_Anchor_rsp, sub type 0

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.

{Owncd_x_R0O-0}{1} [mm-client] [24229] (info) MAC Client-MAC Mobility role changed - Unassoc -> Export A
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.>> Client is successf

'l Client DHCP Traffic !!
[client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_MOBILIT
[client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_DPATH_P

{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}

Complete
{wncd_x_RO-0}{1}:

RX
RX
TX
RX
TX

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet] RX
[sisf-packet] TX
[cTient-iplearn]

[client-orch-sm] [24229]:

!l Local Web Athentication !!

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[client-orch-state] [24229]:

DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4
DHCPv4

from
from
from
from
from
from
from

interface
interface
interface
interface
interface
interface
interface

mobi1ity_a0000001 on vlan 31 Src MAC Client-MAC
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
mobi1ity_a0000001 on vlan 31 Src MAC Client-MAC
mobi1ity_a0000001 on vlan 31 Src MAC Client-MAC
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA

[24229] (note) MAC Client-MAC Client IP Tearn successful. Method DHCP
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Sending ipv4_address_update of XID (XID)
{wncd_x_R0-0}{1} [cTlient-iplearn] [24229] (info) MAC Client-MAC IP-learn state transition S_IPLEARN_IN_

[client-auth] [24229]:

[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-io] [24229]:

[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-state]
[webauth-state]

[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-state]
[webauth-state]

[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-httpd] [24229]:
[webauth-httpd] [24229]:
[webauth-httpd] [24229]:

(info): mobility_a0000001[Client_MAC][

(info): mobility_a0000001[Client_MAC][ 10.
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][

(note): MAC: Client_MAC L3 Authentication initiated.
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info):
(info):
(info):
(info):
(info):
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.

mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][

(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info):
(info):
(info):

mobi1ity_a0000001[Client_MAC][

mobi1ity_a0000001[Client_MAC][

mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][

105.60.
105.60.
105.60.
105.
105.
105.
105.
105.
105.
105.60.
105.60.
105.
105.60.
105.
105.
105.
105.
105.
105.
105.60.
105.60.
105.
105.60.
105.
105.60.
105.60.
105.60.
105.
105.
105.
105.

10.
10.
10.
10.
10.
10.

10.

10.
10.
10.
10.
10.
10.

10.

10.

10.
10.
10.
10.

(debug): MAC: Client_MAC Received ip Tearn response. method

(note): MAC: Client_MAC Client state transition: S_CO_IP.

LWA

226]152910/195
226]152911/235
226]152911/235

60.
60.
60.
60.
60.
60.

226]GET rcv
226]HTTP GE
226]Parse G
226]Read col
226]Param-m
226]State G

226]152911/235
226]152911/235

60.

226]52911/2

226]152910/195

60.
60.
60.
60.
60.
60.

226]GET rcv
226]HTTP GE
226]Parse G
226]Read col
226]Param-m
226]State G

226]152910/195
226]152910/195

60.

226]52910/1

226]152919/195

60.

226]52919/1

226]152923/195
226]152924/195
226]152924/195

60.
60.
60.
60.

226]GET rcv
226]HTTP GE
226]Parse G
226]Read col



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
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{wncd_x_R0-0}{1}:
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{wncd_x_R0-0}{1}:
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{wncd_x_R0-0}{1}:
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{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]State G
[webauth-page] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Sending
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53007/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53007/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53007/195
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]GET rcv
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]HTTP GE
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Parse G
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Read co
[webauth-error] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Parse 1
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53007/195
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53007/1
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53008/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53009/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53009/195
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]GET rcv
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]HTTP GE
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Parse G
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Read co
[webauth-error] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Parse 1
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53009/195
[webauth-httpd] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]153009/1
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53011/195
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53011/1
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53020/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53022/235
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]POST rc
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]get url
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Read co
[sadb-attr] [24229]: (info): Removing ipv6 addresses from the attr list -1526718499,s
[caaa-authen] [24229]: (info): [CAAA:AUTHEN:4000544] NULL ATTR LIST

[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]State L
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[sadb-attr] [24229]: (info): Removing ipv6 addresses from the attr list 1761615853,sm
[caaa-author] [24229]: (info): [CAAA:AUTHOR:4000544] NULL ATTR LIST

[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]State A
[webauth-ac1] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Unapply I
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raising ext evt Template D
[webauth-ac1] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Unapply I
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raising ext evt Template D
[TTbridge-main] [24229]: (debug): MAC: Client_MAC Link-Tocal bridging not enabled for
[auth-mgr] [24229]: (info): [Client_MAC:mobiTity_a0000001] Authc success from WebAuth
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raised event APPLY_USER_PR
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raised event RX_METHOD_AUT

[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[aaa-attr-inf] [24229]: (info): Applying Attribute : username 0 Guestl

[aaa-attr-inf] [24229]: (info): Applying Attribute : aaa-author-type 0 1 (0x1)
[aaa-attr-inf] [24229]: (info): Applying Attribute : aaa-author-service 0 16 (0x10)
[aaa-attr-inf] [24229]: (info): Applying Attribute : clid-MAC-addr 0 Client_MAC
[aaa-attr-inf] [24229]: (info): Applying Attribute : addr 0 0xa693ce2

[aaa-attr-inf] [24229]: (info): Applying Attribute : method 0 1 [webauth]
[aaa-attr-inf] [24229]: (info): Applying Attribute : clid-MAC-addr 0 Client_MAC
[aaa-attr-inf] [24229]: (info): Applying Attribute : intf-id 0 2684354561 (0xa0000001
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] auth mgr attr add/change n
[auth-mgr-feat_acct] [24229]: (info): [Client_MAC:mobility_a0000001] SM Notified attr
[auth-mgr] [24229]: (info): [Client_MAC:mobiTity_a0000001] Received User-Name Guestl
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[24229]:
[24229]:
[24229]:
[24229]:

(info):
(info):
(info):
(info):

[auth-mgr]
[auth-mgr]
[auth-mgr]
[auth-mgr]

[CTient_MAC:mobi1ity_a0000001]
[CTient_MAC:mobi1ity_a0000001]
[CTient_MAC:mobi1ity_a0000001]
[CTient_MAC:mobi1ity_a0000001]
[auth-mgr] [24229]: (info): [Client_MAC:mobiTity_a0000001] Raised event AUTHZ_SUCCESS
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Context changing state fro
[webauth-ac1] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Applying
[svm] [24229]: (info): SVM_INFO: Applying Svc Templ IP-Adm-V4-LOGOUT-ACL (ML :NONE)
[epm] [24229]: (info): [Client_MAC:mobiTlity_a0000001] Feature (EPM URL PLUG-IN) has b
[svm] [24229]: (info): SVM_INFO: Response of epm is SYNC with return code Success
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raising ext evt Template A
[sanet-shim-miscellaneous] [24229]: (ERR): authc policy update from SANet vlan 31
[TTbridge-main] [24229]: (debug): MAC: Client_MAC Link-Tocal bridging not enabled for
[webauth-sess] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Param-ma
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]State A
[webauth-page] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Sending
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[webauth-httpd] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]153023/1
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] SM will not send event Tem
[client-auth] [24229]: (note): MAC: Client_MAC L3 Authentication Successful. ACL:[]
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[rog-proxy-capwap] [24229]: (debug): Managed client RUN state notification: Client_MA
[avc-afc] [24229]: (info): ReAnchor [cTlient MAC: Client_MAC] Client has Anchor role
[avc-afc] [24229]: (info): ReAnchor [client MAC: Client_MAC] Guest client detected. S
[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_L3

auth mgr attr add/change n
Method webauth changing st
Context changing state fro
auth mgr attr add/change n

ERBMHTR R | MERGRERBBRREENIR B N2 H 2R DHCP R &,

UTC Arrival Time

Source Address
. 10.197.79.30

Info
16667 - 16667 Len=354

Destination Address
10.185.60.114

Length  Protocol TID

2025 @7:21:49.. 0.0.0.0 255.255.255.255 346 DHCP DHCP Discover - Transaction ID @x9f36b979
Jan 5, 2025 07:21:51.. 10.105.60.69 10.105.60.226 346 DHCP DHCP Offer = Transaction ID @x9f36b979
Jan 5, 2025 @7:21:51.. 18.185.68.114 18.107.79.30 396 uppP 16667 = 16667 Len=354
Jan 5, 2825 07:21:51. 10.187.79.30 10.185.608.114 428 Upp 16667 - 16667 Len=382
Jan 5, 2025 87:21:51. 0.0.0.90 255.255.255.255 374 DHCP DHCP Request - Transaction ID @x9f36b979
Jan 5, 2025 @7:21:51. 10.1085.60.69 10.1085.60.226 346 DHCP DHCP ACK - Transaction ID @x9f360b979
Jan 5, 2025 @7:21:51.. 18.185.68.114 18.107.79.30 396 upp 16667 - 16667 Len=354

TRESNER42 I B 4 W Y S8 B2 28 LAY P IRDHCPR &

RS ERERNRE, BEMAFRIBREFAETANETE-SRE,

UTC Arrival Tima Source Addross Dastination Addrass Langth | Protocel | TID Infa

Jan 5, 2625 12:21:52. 10.187.79.39 18.1085.60.114 141 unF 16667 = 16667 Len=S5

Jan 5, 2835 12:21:51. 19.1985.68.328 DNS 1P ] 83 7] Standard query 8xlded . ‘Connoctivity Check UAL

Jan 5, 2025 12:21:52_ DMEIF 10,105, 60, 226 237 DS Standard query response @xlded Connactivity Chock UL
Jan 5, 2025 12:21:52_ 10.185.608.114 18.1987.79.30 P (L 16667 - 16667 Len=245

Jan 5, 2825 12:21:52_ 10.187.79.3@ 18.105.60.114 124 upp 16667 -~ 16667 Len=78

Jan 5, 2825 12:271:52. 10.185.608.226 Resohwa IF T TP S28BT - BO [SYN] Seq=0 Win=564240 Len=B MS5=1250 WS=256 SACK_PERM

Jan 5, 2825 12:21:52. Roscived 1P 18.105.68. 226 66 TP BB - 52ZBB7 [5YM, ACK] Seq=8 Ack=1 Win=64248 Len=8 M55=1460 SACK_PERM WS=128
Jan 5, 2825 12:21:52. 1@.185.60.114 12.187.79. 30 129 upe 16667 - 16667 Lens73

Jan 5, 2025 12:21:52. 10.187.79.39 18.105.60.114 112 upe 16667 - 16667 LensGh

Jan 5, 2025 12:21:52- 10.105.60.226 Resohed i 58 TCP 82887 - 80 [ACK] Seq=l Ack=l Win=1310872 Len=@

Jan 5, 2025 12:21:52_ 10.187.79.33 18,185,560, 114 23 P 16667 - 16667 Len=177

Jan 5, 2025 12:21:52_ 10.185.68.228 Resohwd I 169 HTTP GET feannecttest.txt HTTP/L.1

Jan 5, 2825 12:21:52_ Rescbeod IP 18. 185.68. 226 54 TP BB - 52BET [ACK] Seq=1 Ack=112 Win=64256 Len=9

Jan 5, 2025 12:21:52. 10.185.68.114 18.187.79.30 188 uoe 16667 - 16667 Len=66

Jan 5, 2825 12:21:52- Roschead IP 18.105.68. 226 BE7 HTTP HTTP/1.1 208 0K (text/htsl)

Jan 5, 2825 12:21:52. 18.185.68.114 18.187.79.308 Tal upe 16667 - 16667 Len=699

Jan 5, 1925 12:21:52. Resoled IP 18.105.60. 216 54 TP 80 - 52887 [FIN, ACK] Seqef34 Acke11 Winw84256 Lensd

Jan 5, 2025 12:21:52. 10,105.60.114 10, 107.75. 30 e U 16667 - 16667 Len=B6
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Frame 604: 687 bytes on wire (5496 bits), 687 bytes captured (5496 bits)

Ethernet II, Src: (NN, pst:
Internet Protocol Version 4, Src: [, Dst: 10.1085.60.226

Transmission Control Protocol, Src Port: 8@, Dst Port: 52887, Seq: 1, Ack: 112, Len: 633

Hypertext Transfer Protocol

HTTP/1.1 200 OK\r\n

Location: https://192.0.2.1/login.html?redirect=http:/ /A
Content-Type: text/html\r\n

Content-Length: 472\r\n

\r\n

[Request in frame: 601]

[Time since request: ©.000992000 seconds]

[Request URI: /connecttest.txt]

[Full request URI: s s e e s

File Data: 472 bytes

Line-based text data: text/html (9 lines)

EEmEEEE IR URL

UTC Arrival Tirne = Source Address Destination Address Length  Protecal | TID

Jan 5, 2825 18.187. 10.185.60.114 124 uop

Jan 5, 2825 12:22:25... 18.185.608.114 108.187.79.38 128 uop 16667 = 16667 Len=78

Jan 5, 2025 12:22:25... 10.107.79.30 18.105.60.114 112 uop 16667 - 16667 Len=66

Jan 5, 2825 12:22:25.. 10.185.60.226 192.8.2.1 58 TCP 53824 - 443 [ACK] Seg=1 Ack=1l Win=131872 Len=@

Jan 5, 2025 12:22:25.. 18.107.79.38 10.185.68.114 458 UDpP 16667 = 16667 Len=484

Jan 5, 2025 12:22:25.. 10.105.60.226 192.0.2.1 1388 TCP 53024 - 443 [ACK] Seg=1 Ack=1 Win=131872 Len=1258 [TCP PDU reassembled in 3273]
Jan 5, 2025 12:22:25.. 192.0.2.1 10.105.608.226 54 TCP 443 - 53024 [ACK] Seg=1 Ack=1251 Win=64128 Len=0

Jan 5, 2025 12:22:25.. 108.105.60.114 18.107.79.3@ 188 UopP 16667 - 16667 Len=66

Jan 5, 2825 12:22:25... 18.187.79.38 10.185.68.114 723 uop 16667 -+ 16667 Len=G77

Jan 5, 2025 12:22:25... 10.105.60.226 192.0.2.1 669  TLSvl.. Client Hello

Jan 5, 2825 12:22:25.. 192.6.2.1 10.105.60.226 54 TCP 443 - 53024 [ACK] Seq=1 Ack=1862 Win=64128 Len=@

Jan 5, 2825 12:22:25... 18.185.608.114 108.187.79.38 188 uop 16667 = 16667 Len=66

Jan 5, 2025 12:22:25.. 192.0.2.1 10.105.608. 226 219 TLSV1.. Server Hello, Change Cipher Spec, Encrypted Handshake Message
Jan 5, 2025 12:22:25.. 10.165.60.114 10.107.79.38 273 UDpP 16667 - 16667 Len=231

Jan 5, 2025 12:22:35.. 10.167.79.38 18.105.60.114 112 Uop 16667 = 16667 Len=66

Jan 5, 2825 12:22:25... 18.187.79.38 10.185.68.114 124 UDp 16667 -+ 16667 Len=73

Jan 5, 2025 12:22:25... 18.185.608.226 192.8.2.1 65 TLSv1. .!.lert {Level: Fatal Description Certificate Unkwn]
Jan 5, 2025 12:22:25... 18.187.79.38 10.185.68.114 187 uop 16667 - 16667 Lenilﬂl

Jan 5, 2025 12:22:25... 18.185.68.226 192.8.2.1 133 TLSv1.. Change Cipher Spec, Encrypted Handshake Message

Jan 5, 2825 12:22:25.. 10.187.79.30 10.105.60.114 757 uop 16667 -+ 16667 Len=T11

Jan 5, 2025 12:22:25... 108.105.60.226 192.8.2.1 Je3 TLSv1.. Application Data

Jan 5, 2025 12:22:25.. 192.8.2.1 10.185.608. 226 1e7 TLSv1.. Encrypted Alert

Jan 5, 2825 12:22:25... 18.185.60.114 108.187.79.38 161 uop 16667 - 16667 Len=119
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Monitoring * > Wireless~ > Clients

Clients Sleeping Clients Excluded Clients

= e}
Selected 0 out of 1 Clents
Client MAG T IPvd T AP T Set T WLAN T Client T User T Device T GE T
Address Address IPvE Address Mame D 550D YT D Type State TV Protocol 7 Mame Type Role T | Capable
IO 1010560226  EE—— O OMZ_LWA S WLAN  Aun NiA Guestt  NIA Expart | o
Fa CT - Anchar
1 10 v 1-1oitclents ¢
Al [\ Labs
EANEY
Monitoring * > Wireless~ > Clients

Clients Sleeping Clients Excluded Clients

e (2
Selected 0 out of 1 Chents
Client MAC T IPvd T AP T St T WLAN T Client T Usar T Dwvice T GE iy
Address Address IPvE Address Mame 1] 550D YT D Type State TV Protocol 7 Mame Type Role T | Capable
N 1010560226 —— O DMZLWA WLAN  Run MiA Guesti  NIA Expant |,
s ST - Anchor
1 0 v T-1af1clents
Ly 2k
R LB FimARRE

360 View General QOS Statistics ATF Statistics Mobility History

Client Properties AP Properties Security Information Client Statistics
Max Client Protocol Capability 802.11ac Wave 2
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED

Mobility

Anchor IP Address 10.105.60.114
Point of Presence 0xA0000003
AuthC Status True

Move Count 0

Role Export Foreign
Roam Type L3 Requested

SERE P im B



360 View General QOS Statistics

Client Properties AP Properties

FleXulingelr AuLnenucduunl

Number of Tx Total Dropped Packets
Client Scan Report Time

Wi-Fi to Cellular Steering

ATF Statistics Mobility History
Security Information Client Statistics
INJ A
0

Timer not running

Not implemented

Cellular Capability N/A
Regular ASR support DISABLED
IMobility
Foreign IP Address 10.107.79.30
Point of Presence 0
Move Count 1
Role Export Anchor
Roam Type L3 Requested
HE LN EFIREY
3 Web B

SRR E H H RWebauth SSIDHYRE

1.5 FinEiIA /IR ERLANIE HIZ7(WLC) EHER SSIDBABEFE R o
2. A EBWLCIEIB ERADIUS AR AFEE FEIE R R TMACIBIR. RADIUSTIARAR £ Access-

Accepti{TEIFE , DIELFEN EHE @URLIFEIRHI5

3. SMEBWLCHS B st 8 FE (514 B 6 A & i

(ACL),

AEREIRBEDHBMWLC, ERAERENTWLC EEARUNAREE |, 7B A EFRE BExport

Foreign.

5. FinEHUPH i, EIEMEMRER , SHBEWLCEREBEEHERRE , KEABZIREDEREAOFLY

6.EEME , B mSEZERADIUSHAIREEN. iR

o

18 $# B WLCIE B E #R E|RADIUS Al AR

7.FFiRERADIUSHIRRERMA SRR BE. HPRER , RADIUSARFSHREEE(CoAE

REBIEBIAEWLC,



8. A EBWLCHCoAR FEEIX EIRADIUSRIARES . & FinE#HBWLC LEIRARUNAREE , ABRES
Export Anchor,

OFFERENEFimREHEI/NTWLCERRREGMIHAWLC , FLL TR KB,

Ak
Client .'“':‘:;.“ Foreign WLG Anchor WLC DHCP/ DNS
___________ a—
L A | oioEEEIl © 4
cosnonn Foreign Rolays L3 Traffic 2o Anchor oot =
Association Request . %
*
MAB Radius Access Request
e T e Hore Forpign WLC drectly
COMMUNICaies with AAA
Mfezsssssssssssassssssssssssssannsasssssasansssfessssssssasasasssssssassssssssssssssssssasassssshasasssssasssssstssasassssssnsafbssssssssnnssasasnsnssssnsnnnnasad (SOIVOrRF Mac
MAB Radius Access Response Mushendcation
Redirect UAL + ACL
<
Association Response »
Mability Handoft
RUN Stade (Expen Ancher)
Fole: Export Foreign
DHCP DORA Process DHCP Relay to Server
< P >
. Mok
DNS Query for connectivity check URL Connectly Check depending on OF
L topie, Androsd . Windows, Browser
h check, Chrame, Firefax
DNS Response (Received IP)
WLC Intercepts
< | TCP Communi
TCP Handshake with Received IP and Redirect Cllenls
>
HTTP GET to Received IP
<
HTTP GET 200 OK from Name Server IP
+ Redirect URL to AAA server
»
Gl If URL Contains
DNS Query for AAA Hostname AA Server Hostnaie
&
€
DNS Response AAA IP
»
TCP Hanshake with AfA SYN 7| lere a LsissL session it
Port 443 (HTTPS) estabished betwaon ing
* cilent and ISE. Gent must
SYNACK frust ISE conficats,
DIEnAEe you Wil gor
P \Contmicate warming.
ACK
»
>
HTTP GET AAM Portal Page usring Redirect URL
AAA Server Presents the Login Page
>
Username/Password
or | Accept TRC
- N ——
COA Request
________________________________________________ IO ]
COA Response
RUN State
Cllent Traffic Towards Internet
L >

Internat
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I'l Client Association Phase !!

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[cTient-orch-sm] [17047]:
[cTient-orch-state] [17047]:

I'l MAC Authentication !!
[dotl1l] [17047]:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[cTient-orch-state] [17047]:
[cTient-auth] [17047]:
[auth-mgr-feat_wireless] [17047]: (info):
[auth-mgr-feat_wireless] [17047]: (info):
[cTient-auth] [17047]:
[cTient-auth] [17047]:
[cTient-auth] [17047]:
[mab] [17047]:
[caaa-author] [17047]:

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:
[17047]:

(info):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):

(note):
(note): MAC: Client_MAC Client state transition: S_CO_IN

(info): MAC: Client_MAC Client
(info): MAC: Client_MAC Client
(info): MAC: Client_MAC Client
[CTient_MAC:capwap_90000003] Received event "MAB_CONTINUE' on
[CAAA:AUTHOR:a30003a6] NULL ATTR LIST

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

MAC: Client_MAC Association received. BSSID BSSID_M

(info): MAC: Client_MAC DOT1ll state transition: S_DOT11_INIT -> S_DO
(note): MAC: Client_MAC Client state transition: S_CO_AS
(note): MAC: Client_MAC MAB Authentication initiated. Policy V

[CTient_MAC:capwap_90000003] - authc_list:
[CTient_MAC:capwap_90000003] - authz_list:
auth-interface state transition
auth-interface state transition
auth-interface state transition

Send Access-Request to 10.106.32.130:1812 id 0/245,
authenticator

User-Name [1] 14 user-MAC

User-Password [2] 18 *

Service-Type [6] 6 Call Check [10]

Vendor, Cisco [26] 31

Cisco AVpair [1] 25 service-type=Call Check
Framed-MTU [12] 6 1485

Message-Authenticator[80] 18 ...

EAP-Key-Name [102] 2 *

Vendor, Cisco [26] 49

Cisco AVpair [1] 43 audit-session-id=1E4F6BOA000003
Vendor, Cisco [26] 18

Cisco AVpair [1] 12 method=mab

Vendor, Cisco [26] 32

Cisco AVpair [1] 26 client-iif-i1d=3556776730
NAS-IP-Address [4] 6 10.107.79.30

NAS-Port-Type [61] 6 802.11 wireless [19]

NAS-Port [5] 6 141522

Vendor, Cisco [26] 31

Cisco AVpair [1] 25 cisco-wlan-ssid=DMZ_CWA

Vendor, Cisco [26] 33

Cisco AVpair [1] 27 wlan-profile-name=DMZ_CWA
Called-Station-Id [30] 27 called-station-id
CalTling-Station-Id [31] 19 client-MAC

Vendor, Airespace [26] 12

Airespace-WLAN-ID [1] 6 12

Nas-Identifier [32] 16 ForeignSiteWLC

Started 5 sec timeout

Received from id 1812/245 10.106.32.130:0, Access-A
authenticator

User-Name [1] 19 Client_MAC

Class [25] 56 ...

Message-Authenticator[80] 18 ...

Vendor, Cisco [26] 37

Cisco AVpair [1] 31 url-redirect-acT=REDIRECT_ACL
Vendor, Cisco [26] 191

Cisco AVpair [1] 185 url-redirect=https://10.106.32



{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:

[radius] [17047]:
[radius] [17047]:

(info): RADIUS: Vendor, Cisco [26] 42
(info): RADIUS: Cisco AVpair [1] 36 profile-name=Windowsl0-Workstat

[mab] [17047]: (info): [Client_MAC:capwap_90000003] MAB received an Access-Accept for
[client-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
[cTient-orch-sm] [17047]: (debug): MAC: Client_MAC Processing MAB authentication resu
[client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_MA
[dotll] [17047]: (info): MAC: Client_MAC dotll send association response. Sending ass
[dot11l] [17047]: (info): MAC: Client_MAC DOT11l state transition: S_DOT11_MAB_PENDING

[client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_AS
[client-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
[cTient-orch-sm] [17047]: (debug): MAC: Client_MAC L2 Authentication of station is su
[cTient-orch-sm] [17047]: (note): MAC: Client_MAC Mobility discovery triggered. Clien
[client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_L2

1l Mobility Handoff !!

O{mobilityd_R0-03}{1} [mm-dgram-io] [18401] (debug) MAC Client-MAC Sending message mobile_announce to gr
{mobiTityd_R0-03}{1} [mm-pmtu] [18401] (debug) Peer IP Anchor-WLC-IP O{mobiTlityd_R0O-0}{1} [mm-client] [1
{mobiTlityd_R0-0}{1} [mm-transition] MMFSM transition S_MC_WAIT_ANNOUNCE_RSP -> S_MC_ANNOUNCE_TIMEDOUT_P
O{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Received mobile_announce_nak, sub type 2 o
O{wncd_x_R0-0}{1} [mm-transition] [17047] (info) MAC Client-MAC MMIF FSM transition S_MA_INIT_WAIT_ANNO
{wncd_x_R0-0}{1} [mm-client] [17047] (debug) MAC Client-MAC Sending export_Anchor_req of XID (XID) to (

{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}

[mm-cTient] [18401] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RE
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Request successfully proce
[mm-cTlient] [18401] (debug) MAC Client-MAC Sending export_Anchor_req of XID (176282
[mm-cTient] [18401] (debug) MAC Client-MAC Received export_Anchor_rsp, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RS
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Response successfully proc

O{wncd_x_R0-0}{1} [epm-misc] [17047] (info) Anchor Vlan-id 31 processedd[mm-client] [17047] (info) MAC
[mm-client] Mobility Successful. Roam Type L3 Requested, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IF
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_C
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LE
O{wncd_x_R0-03}{1} [client-orch-sm] [17047] (debug) MAC Client-MAC Received ip learn response. method IP
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN >> !

1l Post Succesful
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

Web authentication, Change of Authorization !!

[client-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
[caaa-ch] [17047]: (info): [CAAA:COMMAND HANDLER:a30003a6] Processing CoA request und
[caaa-ch] [17047]: (info): [CAAA:COMMAND HANDLER:a30003a6] Reauthenticate request (0Ox
[sadb-attr] [17047]: (info): Removing ipv6 addresses from the attr Tlist -50323943,sm_
[mab] [17047]: (info): [Client_MAC:capwap_90000003] MAB re-authentication started for
[auth-mgr] [17047]: (info): [Client_MAC:capwap_90000003] Context changing state from
[auth-mgr] [17047]: (info): [Client_MAC:capwap_90000003] Method mab changing state fr
[aaa-coa] [17047]: (info): radius coa proxy relay coa resp(wncd)

[aaa-coa] [17047]: (info): CoA Response Details

[aaa-attr-inf] [17047]: (info): << ssg-command-code 0 32 >>

[aaa-attr-inf] [17047]: (info): << formatted-clid 0 Client_MAC>>

[aaa-attr-inf] [17047]: (info): << error-cause 0 1 [Success]>>

[aaa-coa] [17047]: (info): server:10.107.79.30 cfg_saddr:10.107.79.30 udpport:51304 s

[caaa-ch] [17047]: (info): [CAAA:COMMAND HANDLER] CoA response sent
[caaa-ch] [17047]: (info): [CAAA:COMMAND HANDLER:a30003a6] Identity preserved: MAC (C
[mab] [17047]: (info): [Client_MAC:capwap_90000003] Received event 'MAB_REAUTHENTICAT

{smd_R0O-0}{1}: [aaa-coa] [18867]: (info): ++++++ Received CoA response Attribute List ++++++
{smd_R0O-0}{1}: [radius] [18867]: (info): RADIUS(00000000): Send CoA Ack Response to 10.106.32.130:51304
{smd_RO-0}{1}: [radius] [18867]: (info): RADIUS: authenticator

{smd_RO-0}{1}: [radius] [18867]: (info): RADIUS: Vendor, Cisco [26] 9

{smd_R0O-0}{1}: [radius] [18867]: (info): RADIUS: ssg-command-code [252] 3 ...

{smd_RO-0}{1}: [radius] [18867]: (info): RADIUS: Calling-Station-Id [31] 16 Client_MAC

{smd_R0O-0}{1}: [radius] [18867]: (info): RADIUS: Dynamic-Author-Error-Cause[101] 6 Success [200]
{smd_RO-0}{1}: [radius] [18867]: (info): RADIUS: Message-Authenticator[80] 18 ...

{smd_RO-03}{1}:

[aaa-pod] [18867]:

(info): CoA response source port = 0, udpport = 51304,



{wncd_x_R0-0}{1}: [sadb-attr] [17047]: (info): Removing ipv6 addresses from the attr 1list 1627397682, sm

EFImEEEABBERLMITMACE HRE | LLREBHNIBEFREE,

UTC Arrival Time Source Address Destination Address Length  Protocel TID Info

Jan B, 2025 13:09:11.. 10.167.79.129 10.1@7.79.3@ 250  882.11 Association Request, SN=695, FN=8, Flags=........ , SSID="DMZ_CWA"
Jan 8, 2025 13:09:11.. 10.107.79.129 10.107.79.30 246 802.11 Association Request, SN=695, FN=8, Flags=........, SSID="DMZ_CwWA"
Jan 8, 2825 13:99:11.. 19.187.79.38 16.106.32.138 412 RADIUS Access=Request id=245

Jan 8, 2025 13:09:11. 10.1087.79.30 18.106,32.130 416 RADIUS Access-Request id=245, Duplicate Reguest

Jan 8, 2825 13:09:11.. 10.186.32.138 18.107.79.38 429 RADIUS Access-Accept id=245

Jan 8, 2025 13:09:11.. 10.106.32.138 16.187.79.30 425 RADIUS Access-Accept id=245, Duplicate Response

Jan 8, 2025 13:09:11.. 10.187.79.30 18.107.79.129 211 802.11 Association Response, SN=8, FN=8, Flags=........

Jan 8, 2025 13:09:11.. 10.1987.79.38 18.187.79.129 215 802.11 Association Response, SN=8, FN=8, Flags=........

EREZMABKI SN IR 525 £ 1Y & 5 i BB RS B

BIBEUDP 16667 i IR IR MR ZFIRR < AN BB R, BBEHRIR , FRIHRES
BIARUNYER TEHINE, A6,

SAERIRHIZRBIBCAPWAPRREEINE FisDHCPRE , Wi HE R I MR EFRETE - P RE,

UTC Arrival Time Source Address Destination Address Length Protocol | TID Info

16.187.79.30,255.255... 4 C 15 acti ID @x9f36b3a79
Jan 8, 2825 13:89:12. l.B 1&?.?9 33 10.185.60.114 400 upp 16667 - 16667 Len=354
Jan B8, 2025 13:29:14. 10.185.60.114 18.187.79.38 408 upp 16667 - 16667 Len=354
Jan 8, 2825 13:89:14.. 10.187.79.30,10.105.60.69 10.107.79.129,10.105... 416 DHCP @ DHCP Offer - Transaction ID @x9f36b979
Jan B, 20825 13:09:14. 10.187.79.129,0.0.0.0 10.187.79.30,255.255... 452 DHCP @ DHCP Request - Transaction ID @x9f36b979
Jan 8, 2025 13:09:14. 10.107.79.30 19.105.60.114 428 upp 16667 - 16667 Len=382
Jan &, 2825 13:@9:14.. 10.105.60.114 10.187.79.38 400 uoP 16667 = 16667 Len=354
Jan 8, 2025 13:09:14. 10.107.79.30,10.105.60.69 10.107.79.129,10.105... 416 DHCP @ DHCP ACK - Transaction ID @x9f36b979

£ A B BRREAR NP IR HI 2R L IZAYF FisDHCPIR B 55 3% 2 S R 12 28

i , R ERSEBCAPWAPEEM @R EHERENEEFIREREBEEIAIBWLC; I
WLCERTEN BB EIAFIEEWLC , SRt REE L HBERRERE.

UTC Arrival Time Source Address Destination Address Length Pratocol  TID Infa

Jan 8, 2025 13:09:16.- 10.107.79.129,10.105.60.243  18.187.79.38," OMSIP 165  DNS 8 Standard query @xddcd / Cannectivity Gheck URL

Jan &, 2825 13:09:16- 10.187.79.38 18.185.68.114 188 uor 16667 = 16667 Len=54

Jan &, 20825 13:89:16- 18.105.608.114 18.187.79.38 2091 uop 16667 = 16667 Len=245

Jan B, 2025 13:09:16- 10.107.79.38, DNS 1P 18.107.79.129,109.105.. 387  DNS ? Standard query response @xddc ! ‘Cannactiity Chesk URL et
Jan &, 2025 13:09:16~ 10.107.79.129,10.105.60.249 10.107.79.39 Resolved ¢ 148 TP ® 53484 - ER [SYN] Seq=0 Win=56424@ Len=0 M55=1250 W5=256 SACK_PERM
Jan &, 2025 13:09:16. 18,107.79.3@8 18.185.60.114 124 uop 16667 - 16667 Len=78

Jan &, 2025 13:09:16- 19.105.60.114 18.1087.79.38 124 uoP 16667 = 16667 Len=78

Jan &, 2025 13:09:16- 10.107.79.38,. Resolved P 18.187.79.129,10.185.. 148 TCP ® BB = 594B4 [SYN, ACK] Seqe® Acks1 Win=64248 Len=@ M55=1468 SACK_PERM WS=128
Jan &, 2025 13:09:16- 10.107.79.129,10.105.60.249 18.187.79.38, Fosoived IP 136 TCP 8 59484 - BR [ACK] Seq=1 Ack=1 Win=131872 Len=@

Jan &, 2025 13:09:16. 10.107.79.129,10.105.60.249  18.107.79.39, 247 HTTP ® GET /comnecttest.txt HTTR/1.1

Jan &, 2025 13:09:16- 10.107.79.308 18.185. 68,114 112 upp 16667 -+ 16667 Len=66

Jan &, 2025 13:09:16- 19.187.79.30 18.185.68.114 223 uoP 16667 - 16667 Len=177

Jan &, 2025 13:09:16- 19.185.68.114 18.187.79.38 112 uoP 16667 -+ 16667 Len=66

Jan &, 2025 13:09:16- 108.187.79.30, Resaled P 18.187.79.129,10.105.. 128 TCP @ BO - 50484 [ACK] Seq=1 Ack=112 Win=64256 Len=@

Jan &, 2025 13:09:16- 198.185.68.114 18.187.74.38 117 uoP 16667 - 16667 Len=71

Jan &, 2025 13:09:16- 10.105.60.114 108.187.79.38 112 uppP 16667 - 16667 Len=66

Jan &, 2025 13:09:16- 198.107.79.30, Resalved [P 18.187.79.129,108.1085.. 1845 HTTP 8 HTTP/1.1 20@ OK (text/html)

Jan 8, 2025 13:09:16- 10.187.79.3@, 18.187.79.129,19.185.. 128  TCP 8 B@ - 59484 [FIN, ACK] Seq=018 Ack=112 Win=64256 Len=9

Jan &, 2925 13:09:16- 10.1987.79.129,10.105.60.240  18.187.79.38, 136 TP P 50484 - BB [ACK] Seq=112 Ack=919 Win=130384 Len=0

Jan 8§, 2025 13:09:16_ 10.107.79.129,10.105.60.249 18.107.79.38, "V™® 435 1cp ® 59484 - B0 [FIN, ACK] Seq=112 Ack=019 Win=130384 Len=0

Jan &, 2025 13:09:16- 10.187.79.38 198.1085.608,114 112 upp 16667 - 16667 Len=66

Jdan &, 2025 13:99:16- 18.107.79.3@ 18.185.60.114 112 uor 16667 - 16667 Len=66

SAERIRHIER £ R E ARG R E



Frame 2176: 761 bytes on wire (6088 bits), 761 bytes captured (6088 bits)

Ethernet II, Src: Cisco_63:8b:8bh NN, Dst: Cisco NN

802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1415

Internet Protocol Version 4, Src: 10.107.79.30, Dst: 10.107.79.129

User Datagram Protocol, Src Port: 5247, Dst Port: 5264

Control And Provisioning of Wireless Access Points - Data

IEEE 802.11 QoS Data, Flags: ......F.

Logical-Link Control

> Internet Protocol Version 4, Src i : 10.105.60.226
Transmission Control Protocol, Src Port: 8@, Dst Port: 52887, Seq: 1, Ack: 112, Len: 633
Hypertext Transfer Protocol

HTTP/1.1 28@ OK\r\n

Location: https://192.0.2.1/lagin. htmL7red i rec = ——

Content-Type: text/html\r\n

Content-Length: 47Z\r\n

\r\n

[Request in frame: 2169]

[Time since request: ©.001007000 seconds]

[Request URI: /connecttest.txt]

[Full request URI: [EN—

File Data: 472 bytes

Line-based text data: text/html (9 lines)

EEMEEIEFIRHURL

UTC Asrival Time Source Address Destination Address Length  Protocoel | TID Info
Jan 8 ) T

18.185.6@8.114

10.187.79. 30 128

» 2025 13: 16667 ~ 16667 Len='

B 89:22, . ugP
Jan B, 2025 13:09:22.. 10.187.79.30 18.185.68.114 112 upp 16667 = 16667 Len=66
Jan B, 2025 13:89:22.. 18.185.60.249 18.186.32.138 54 TCP 59501 = 8443 [ACK] Seg=1 Ack=1 Win=131872 Len=9
Jan B, 2025 13:89:22.. 18.187.79.30 18.185.68.114 1342 UDP 16667 - 16667 Len=1296
Jan B, 2025 13:89:22.. 18.185.60.249 18.186.32.138 1384 TCP 50508 - 8443 [ACK] Seg=1 Ack=1 Win=131872 Len=1250 [TCP PO reassembled in 1162)
Jan B, 2025 13:09:22,. 10.187.79.30 10.185.6@.114 563 upP 16667 - 16667 Len=317
Jan B, 2025 13:089:22.. 10.185.60.249 18.186.32.1308 585 TLSv1- Client Hello
Jan B, 2025 13:89:22.. 10.186.32.130 18.185.68. 249 1388 TCP 8443 - 59501 [ACK] Seq=1 Ack=1766 Win=33288 Len=125@8 [TCP FDU reassembled in 1181]
Jan B, 2025 13:89:22.. 10.196.32.130 19.185.6@. 249 BE3  TLSw1. Server Helle, Certificate, Server Key Exchange, Server Helle Done
Jan B, 2025 13:@9:22.. 10.195.60.114 19.187.79.30 962 uoP 16667 - 16667 Len=920
Jan B, 2025 13:09:22,. 10.185.608.114 10.187.79.38 446 upF 16667 - 16667 Len=484
Jan B, 2025 13:09:22.. 10.187.79.30 18.185.68.114 112 upp 16667 = 16667 Len=66
Jan B, 2025 13:89:22.. 18.185.60.249 18.186.32.138 54 TCP 59508 - 8443 [ACK] Seq=1782 Ack=2856 Win=131872 Len=@
Jan B, 2025 13:89:22.. 18.187.79.30 18.185.68.114 119 upp 16667 - 16667 Len=73
Jan B, 2025 13:09:22.. 10.1987.79.30 10.185.6@.114 112 upP 16667 -~ 16667 Len=66
Jan B, 2025 13:09:22,. 10.185.608.249 10.186.32.130 61 TLSv1- Alert (Level: Fatal, Description: Certificate Unknown)
Jan B, 2025 13:89:22.. 18.195.60.249 18.186.32.1308 54 TP 59581 - 8443 [ACK] Seq=1766 Ack=2856 Win=131872 Len=8
Jan B, 2025 13:89:22.. 18.187.79.30 18.185.68.114 112 upF 16667 = 16667 Len=66
Jan B, 2025 13:89:22.. 18.185.60.249 18.186.32.130 18@ TLSw1_ Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Jan B, 2025 13: - 10.186.32.130 10.185.6@. 249 64 TLSv1- Change Cipher Spec
Jan B, 2825 13:89:22.. 10.196.32.130 10.185.6@.249 183 TLSv1- Encrypted Handshake Message
Jan B, 2025 13:89:22.. 10.185.60.114 18.187.79.38 114 uoe 16667 = 16667 Len=72
Jan B, 2025 13:89:22.. 18.185.60.114 18.187.79.38 153 upF 16667 = 16667 Len=111
Jan B, 2025 13:89:22.. 18.187.79.30 18.185.68.114 112 upp 16667 - 16667 Len=66
Jan B, 2025 13:09:22.. 10.105.60.240 19.186.32.130 54 TP 50503 - 8443 [ACK] Seq=1BE@ Ack=2187 Win=131072 Len=8
Jan B, 2825 13:89:22.. 108.185.60.249 10.186.32.130 1095 TLSvl. Application Data
Jan B, 2025 13:089:22.. 10.187.79.30 18.185.68.114 1153  UDP 16667 = 16667 Len=1187
Jan B, 2025 13:89:22.. 18.185.60.114 18.187.79.38 936 upF 16667 = 16667 Len=394
Jan B, 2025 13:89:22.. 18.187.79.30 18.185.68.114 1133 UDP 16667 - 16667 Len=1887
Jan B, 2025 13:09:22... 10.1085.60.240 10.186.32.130 1875  TLSv1. Application Data
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UTC Arrival Time Source Address Destination Address Length | Protocol TID Info

Jan 8, 2025 13:09:33... 10.106.32.130 10.107.79.30 248 RADIUS CoA-Request id=2

Jan 8, 2025 13:0@9:33... 10.106.32.130 10.1087.79.30 244 RADIUS CoA-Request id=2, Duplicate Request
Jan 8, 2025 13:09:33... 10.107.79.30 19.106.32.130 111 RADIUS CoA-ACK id=2

Jan 8, 2825 13:09:33... 10.107.79.30 10.106.32.130 115 RADIUS CoA-ACK id=2, Duplicate Response

AR IR R E R (COA)
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'l Mobility Handoff !!

{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}

[mm-cTient] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
[mm-cTient] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
[mm-cTient] [26021] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
[mm-cTient] [26021] (debug) MAC Client-MAC Number of client is BELOW wlan Tlimit

[mm-transition] [26021] (info) MAC Client-MAC MMFSM transition S_MC_INIT -> S_MC_An

O{wncd_x_R0-0}{1} [mm-client] [24229] (info) MAC Client-MAC Roam type changed - None -> L3 Requested

1l Session Created for Client !!

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_AS
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[client-orch-sm] [24229]: (debug): MAC: Client_MAC L2 Authentication of station is su
[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_CR
[mm-transition] [24229]: (info): MAC: Client_MACMMIF FSM transition: S_MA_INIT -> S_M
[mm-client] [24229]: (info): MAC: Client_MACRoam type changed - None -> L3 Requested

{mobilityd_R0-0}{1} [mm-cTlient] [26021] (debug) MAC Client-MAC Export Anchor Response successfully proc
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Forwarding Anchor Response to Foreign.
{mobilityd_R0-0}{1} [mm-client] [26021] (info) MAC Client-MAC Forwarding export_Anchor_rsp, sub type 0
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.

{Owncd_x_R0-0}{1} [mm-client] [24229] (info) MAC Client-MAC Mobility role changed - Unassoc -> Export A
{mobilityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.>> Client is successf

!l Central Web Authentication Applied !!

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[webauth-dev] [24229]: (info): Central Webauth URL Redirect, Received a request to cr

[webauth-state] [24229]: (info): [Client_MAC][ 0.0.0.0]Param-map used: global
[webauth-state] [24229]: (info): [Client_MAC][ 0.0.0.0]State Invalid State -> INIT
[epm-redirect] [24229]: (info): [0000.0000.0000:unknown] URL-Redirect = https://10.10
[aaa-attr-inf] [24229]: (info): Applied User Profile: method 0 2 [mab]

[aaa-attr-inf] [24229]: (info): Applied User Profile: clid-MAC-addr 0 Client_MAC
[aaa-attr-inf] [24229]: (info): Applied User Profile: intf-id 0 2415919107 (0x9000000
[aaa-attr-inf] [24229]: (info): Applied User Profile: username 0 D0-37-45-88-25-52
[aaa-attr-inf] [24229]: (info): Applied User Profile: class 0 43 41 43 53 3a 31 45 34
[aaa-attr-inf] [24229]: (info): Applied User Profile: url-redirect-acl 0 REDIRECT_ACL
[aaa-attr-inf] [24229]: (info): Applied User Profile: url-redirect 0 https://10.106.3

Il Client DHCP Traffic !!

{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}
{wncd_x_R0-0}{1}

[client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_MOBILIT
[client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_DPATH_P
[sisf-packet] RX DHCPv4 from interface mobility_a0000001 on vlian 31 Src MAC Client-MAC
[sisf-packet] RX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] TX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] RX DHCPv4 from interface mobility_a0000001 on vlian 31 Src MAC Client-MAC
[sisf-packet] TX DHCPv4 from interface mobility_a0000001 on vlian 31 Src MAC Client-MAC
[sisf-packet] RX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] TX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[cTient-iplearn] [24229] (note) MAC Client-MAC Client IP Tearn successful. Method DHCP

{mobilityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Sending ipv4_address_update of XID (XID)

{wncd_x_RO-0}{1}
CompTete
{wncd_x_R0-0}{1}:

[cTient-ipTearn] [24229] (info) MAC Client-MAC IP-Tearn state transition S_IPLEARN_IN_

[cTient-orch-sm] [24229]: (debug): MAC: Client_MAC Received ip learn response. method

I'l Central Web Authentication !!

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[webauth-io] [24229]:
[webauth-io] [24229]:

(info):
(info):

[CTient_MAC][ 10.105.60.249]59494/233 10 state NEW -> R
[CTient_MAC][ 10.105.60.249]59495/235 I0 state NEW -> R



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{mobilityd_R0O-0}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}

[webauth-io] [24229]: (info): [Client_MAC][ 10.105.60.249]59494/233 Read event, Messa
[webauth-httpd] [24229]: (info): Captive bypass: No parameter map associated. Falling
[webauth-state] [24229]: (info): [Client_MAC][ 10.105.60.249]Param-map used: global

[webauth-state] [24229]: (info): [Client_MAC][ 10.105.60.249]State GET_REDIRECT -> GE
[webauth-io] [24229]: (info): [Client_MAC][ 10.105.60.249]59494/233 I0 state READING
[webauth-io] [24229]: (info): [Client_MAC][ 10.105.60.249]159494/233 I0 state WRITING
[webauth-httpd] [24229]: (info): [Client_MAC][ 10.105.60.249]159494/233 Remove IO ctx
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
{1}: [mm-cTient] [26021]: (debug): MAC: Client_MAC Sending export_anchor_rsp of XID (18
: [cTient-auth] [24229]: (note): MAC: Client_MAC L3 Authentication Successful. ACL:[]

: [cTient-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
: [cTient-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_L3

ERBMHTRCR | MERGRERBBRREENIR B N2 H 2R WDHCPRE,

UTC Arrival Time
Jan 8, 2025 13:09:42.
13:09:42..

Jan 8, 2825 13:09:44.
Jan 8, 2025 13:89:44..
Jan 8, 2025 13:89:44.
Jan 8, 2025 13:09:44.
Jan 8, 2825 13:09:44.
Jan 8, 2025 13:09:44.

Source Address Destination Address Length Protocel TID Info

10.107.79.30 10.105.60.114 396 UDP 16667 - 16667 Len=354
DHCP Discover - Transaction

16.1085.68.69 18.105.60.249 286 DHCP DHCP Offer - Transaction ID 8x9f36b979
108.185.60.114 18.1e7.79.3@ 396 upp 16667 - 16667 Len=354
18.187.79.38 10.185.60.114 424 UDP 16667 = 16667 Len=382
8.8.0.8 255, 255.255.255 286 DHCP DHCP Request = Transaction ID @x9f36b979
18.1085.60.69 10,105.60. 249 280 DHCP DHCP ACK - Transaction ID @x9f36b979
10.105.608.114 10.107.79.38 396 uop 16667 ~ 16667 Len=354

HE\ER 1R I BR B N AY S BRI HI 2R L = FusDHCPR &
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UTC Arrival Time Source Address Destination Address Length  Protocaol | TID Infio.
Jan &, 2025 13:09:44. 10.105.60.114 18.187.79.38 114 uop 16667 - 16667 Len=72

Jan &, 2025 13:09:44. 18,185

,60.249 © DNSIP B3 DNS Standard query @xd4c8 .. ... _Gonnectrdty Check URL

Jan &, 2025 13:99:44. DNSIP 1 19.185. 68,249 237 DNS Standard query response @xd4cd® A Cannéclivity Cheek URL rafficma

Jan &, 2025 13:89:44. 10.185
Jan &, 2025 13:89:44. 10.187
Jan &, 2025 13:09:44. 10,185

.69.114 18.167.79.38 287 UDP 1666T - 16667 Len=245
.79.38 18.185.68.114 124 uoP 16667 - 16667 Len=78
60,249 Resolved IP 78 TCP 59484 ~ 80 [5YN] Seg=8 Win=64248 Len=8 M55=1250 WS=2556 SACK_PERM

Jan 8, 2825 13:09:44. Resatved IP 18.185. 68,249 66 TCP 88 + 59484 [SYN, ACK] Seq=0 Ack=1 Win=64240@ Len=9 MSS=146@ SACK_PERM WS=128

Jan 8, 2025 13:989:44. 10.185
Jan &, 2025 13:89:44. 10.1087

.608.114 10.187.79.38 128 uoP 16667 = 16667 Len=78
.79.38 18.105.68.114 112 uppP 16667 - 16667 Len=66

Jan &, 2025 13:99:44. 10.1087.79.30 10.105.60.114 223 uppP 16667 - 16667 Len=177

Jan 8, 2025 13:09:4d. 10.105.60.249 . Fescived 1P 58 TCP 59484 ~ B8 [ACK] Seg=1 Ack=l Win=131072 Len=0

Jan &, 2025 13:99:44. 10.185.60.249 P 169 HTTR GET fconnecttest.txt HTTR/1.1

Jan &, 2025 13:09:44. Reaahved IP 18.1085.60.249 54 TCP 80 - 59484 [ACK] Seq=1 Ack=112 Win=64256 Len=@

Jan 8, 2025 13:09:44. 10.105.60.114 18.187.79.38 188 uop 16667 - 16667 Len=66

Jan &, 2025 13:99:44. Resoived IP 18.183.60.249 971 HTTP HTTP/1.1 208 0K (text/html)

Jan &, 2025 13:99:44. 19.185.60.249 54 TCP 88 - 59484 [FIN, ACK] Seq=918 Ack=11Z Win=64256 Len=@
Jan &, 2025 13:99:44. 10.1085.608.114 18.187.79.38 188 uop 16667 + 16667 Len=66

Jan &, 2025 13:00:44. 18.187.79.30 10.105.60.114 112 upP 16667 ~ 16667 Len=66

Jan B, 2025 13:99:44. 18,107.79.39 18,105.69,114 112 uppP 16667 - 16667 Len=066

Jan &, 2025 13:989:44. 18.1085.60.249 Fasched IP 58 TCP 59484 + 80 [ACK] Seq=112 Ack=91% Win=138304 Len=@
Jan 8, 2025 13:09:44. 10.105.60.249 58 TCP 59484 - 89 [FIN, ACK] Seq=112 Ack=01% Win=138384 Len=9
Jan B, 2025 13:89:44. Rosatvad IP 18.185.60.249 54 TCP 80 - 59484 [ACK] Seq=919 Ack=113 Win=64256 Len=0

Jan &, 2025 13:99:44. 10.185.60.114 18.187.79.38 1le8 uppP 16667 - 16667 Len=66

R 2 HIEE EAVIEBRERRIRERE



Frame 864: 971 bytes on wire (7768 bits), 971 bytes captured (7768 bits)
Ethernet II, Src: [, Dst: I
Internet Protocol Version 4, Src: [ Dst: 10.105.60.249
Transmission Control Protocol, Src Port: 8@, Dst Port: 59484, Seq: 1, Ack: 112, Len: 917
v H xt Transfer Protocol
HTTP/1.1 288 OK\r\n
[..JLocation: https://10.106.32.130:8443/portal/gateway?sessionId=1E4F6B@A00@00B3D247203276&portal=d86bc2
Content-Type: text/html\r\n
Content-Length: &14\r\n
Ar\n
Request in frame: 861]
[Time since request: ©.001007000 seconds]
[Request URI: /connecttest.txtl]
[Full request URT :
File Data: 614 bytes
Line-based text data: text/html (9 lines)

Rl T R T N T

EEAEEEEFIRIURL

Source Address Info

UTC Arrival Time

Destination Addrass

29 18. 9,10.186 2 1 Win=64248 Len= M
19.187.79.38 198.1085.68.114 16667 - 16667 Le

18.185.68

16667 - 16667 Len=T78

114 18.187.79.32

69:21_ 10.187. 59501 - 8443 [ACK] Seq=1 Ack=1 Win=131872 Len=@

89:21. 19.1087.79.30 18.195.60.114 112 upp 16667 - 16667 Len=66

80;:21. 10.107.79.129,10.105.60.249 10.107.79.38,10.186.3. 1386 TC(P 58581 - 8443 [ACK] Seg=1 Ack=1 Win=131872 Len=1258 [TCP POU reassembled in 142@]

69:21. 19.187.79.129,108.165.608.249  10.187.79.30,10.186.3- 651  TLSvi. Client Hello

89:21. 19.1987.79.38 18.195.68.114 627 upp 16667 = 16667 Len=581

89:21_ 19.107.79.30 10.195.68.114 1342  UDP 16667 - 16667 Len=1296

@9:21. 19.185.60.114 10.107.79.39 458 uoe 16667 ~ 16667 Len=484

99:21. 19.105.608.114 18.187.79.38 917 upp 16667 = 16667 Lens871

89:21_ 19.107.79.39,10.106.32.130 10.197.79.129,10.185.- 1378 TCP 8443 - 59508 [ACK] Seq=l Ack=1702 Win=34688 Len=1258 [TCP FDU reassembled in 1432]

80:21_ 10.107.79.30,10.106,32.130 19.107.79.129,10.1085. 933 TLSV1.. Server Helle, Certificate, Server Key Exchange, Server Hello Done

980:21. 10.105.60.114 19.187.79.38 917 upp 16667 - 16667 Len=8T71
89:21- 19.107.79.38,10.1086.32.138 18.187.79.129,10.1085.- 1378 TCP 8443 ~ 595081 [ACK] Seqe=l Ack=1766 Win=33288 Len=1258 [TCP PDU reassembled in 1437]
89:21. 18.107.79.129,10.185.60.249 10.107.79.38,10.186.3_ 143 TLSv1. Alert (Level: Fatal, Description: Certificate Unknown)

Jan B, 2825 13:89:21. 18.187.79.129,18.185.60.249 18.187.79.39,19.186.3.. 136 TCP 59501 - 8443 [ACK] Seq=1766 Ack=2056 Win=131872 Len=@
(]
L]
L]
(1]
L]
L]
L]
L1
L]
L]
&9
&9
L]

79.129,10.105.60,249  10.107.79.39,10.106.3 136  TCP

Jan 8, 2025 13:09:21_ 10.107.79.39 10.105.60.114 119 uoe 16667 - 16667 Len=73
Jan 8, 2025 13:09:21. 10.107.79.30 10.105.60,114 112 uop 16667 ~ 16667 Len=66

Jan 8, 2025 13:09:21- 10.107.79.30 10.105.60.114 12 uoe 16667 = 16667 Len=66

Jan 8, 2025 13:69:21. 10.187.79.129,10.105.60.249  10.187.79.30,10.106.3 262  TLSv1. Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Jan 8, 2025 13:09:21. 10.105.68.114 10.107.79,30 118 wop 16667 ~ 16667 Len=72

Jan 8, 2825 13:09:21. 10.185.60.114 10.187.79.30 157 uop 16667 - 16667 Len=111

Jan 8, 2025 13:69:21. 10.187.79.39,10.106.32.130  10.107.79.129,19.185. 134  TLSv1. Change Cipher Spec

Jan 8, 2025 13:09:21. 10.107.79.39,10.106.32.130  10.167.79.120,10.185._ 173  TLSvl. Encrypted Handshake Message

Jan 8, 2025 13:09:21. 10.107.79.129,10.105.60.249  10.167.79.30,10.106.3- 1177 TLSV1. Application Data

Jan 8, 2025 13:00:21. 10.107.79.38 10.105.60.114 1153  UDP 16667 - 16667 Len=1187

Jan 8, 2025 13:09:21. 10.105.68.114 10.107.79.30 948 UDP 16667 ~ 16667 Len=894

Jan 8, 2025 13:9:21. 10.107.79.30,10.106.32.130  10,167.79.129,10.105. 956  TLSV1. Application Data

Jan 8, 2025 13:09:21. 19.197.79.129,10.105.60.249  10.107.79.39,10.106.3_ 1157 TLSv1. Application Data

Jan 8, 2025 13:09:21. 10.107.79.30 10.105.60.114 1133 uoe 16667 ~ 16667 Len=1087
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Monitering = » Wireless - > Clients

Clients Sleeping Clients Excluded Clignts
= -
Selected 0 out of 1 Clients
Chent MAC T IPv4 T St T WLAN Y Chemt T User Y Device Y GE T
Address Address IPvE Address AP Name T D 55D Y ID Type State Y Protocol T MName Type Role YT | Capable
1010560248 fepn g7 7o bTABddedic) NN 1 OMZ_GWA 14 WILAN Run 1lac NJA E"m." No
*~ Foreign
1 10 v [v]
Evi Ty [\ La
HEE Fimik &
Monitoring - > Wireless - > Clients
Clients Sleeping Clients Excluded Clients
~
- (&
Selected 0 out of 1 Clents
Client MAG T IPvd T AP T St T WLAN T Clemt T User Y Device T 6E A
Address Address IPV6 Address Name [+] S5 Y D Type State T Protocol T Name Type Role T | Capable
[ ——
* 10.105.60.249 feB0CB77cb74Biddcafc) G DMZ_CWa & WLAN Run MiA Guesiuser MNiA inmx:r Mo
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Ll [\ Lok
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360 View General

Client Properties AP Properties

Max Client Protocol Capability
Wi-Fi to Cellular Steering
Cellular Capability

Regular ASR support

QOS Statistics

ATF Statistics

Security Information

802.11ac Wave 2
Not implemented
N/A

DISABLED

Mobility

Anchor IP Address

10.105.60.114

Point of Presence
AuthC Status
Move Count

Role

Roam Type

SNERE P im B

0xA0000003
True

0

Export Foreign
L3 Requested

Mobility History

Client Statistics




360 View General QOS Statistics ATF Statistics Mobility History

Client Properties AP Properties Security Information Client Statistics

FlexXculiniecL AuLignucaLnun NS A
Number of Tx Total Dropped Packets 0
Client Scan Report Time Timer not running

Wi-Fi to Cellular Steering Not implemented

Cellular Capability N/A
Regular ASR support DISABLED
Mobility
Foreign IP Address 10.107.79.30
Point of Presence 0
Move Count 1
Role Export Anchor
Roam Type L3 Requested
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%

>
Asgsociation Response
»
Mdsbility Handsft w
{Export Anchae)
RUN State
Hoie: Export Forsign DHCP DORA Process DHCF Relay 10 Serves
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* » 4
»
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'l Client Association Phase !!

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

[client-orch-sm] [17162]: (note): MAC: Client_MAC Association received. BSSID BSSID_M
[client-orch-state] [17162]: (note): MAC: Client_MAC Client state transition: S_CO_IN
[dotll] [17162]: (info): MAC: Client_MAC dotll send association response. Sending ass
[dotll] [17162]: (note): MAC: Client_MAC Association success. AID 1, Roaming = False,
[dot11l] [17162]: (info): MAC: Client_MAC DOT1ll state transition: S_DOT11_INIT -> S_DO

Il Layer 2 Authentication None !!

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

[client-orch-state] [17162]: (note): MAC: Client_MAC Client state transition: S_CO_AS
[client-auth] [17162]: (note): MAC: Client_MAC L2 Authentication initiated. method WE

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

[client-auth] [17162]: (info): MAC: Client_MAC Client auth-interface state transition
[client-auth] [17162]: (info): MAC: Client_MAC Client auth-interface state transition
[client-auth] [17162]: (info): MAC: Client_MAC Client auth-interface state transition
[cTient-orch-sm] [17162]: (debug): MAC: Client_MAC L2 Authentication of station is su
[cTient-orch-sm] [17162]: (note): MAC: Client_MAC Mobility discovery triggered. Clien
[client-orch-state] [17162]: (note): MAC: Client_MAC Client state transition: S_CO_L2
[client-orch-state] [17162]: (note): MAC: Client_MAC Client state transition: S_CO_MO

1l Mobility Handoff !!

{mobiTityd_R0-0}{1} [mm-dgram-io] [18401] (debug) MAC Client-MAC Sending message mobile_announce to gro
{mobiTityd_R0-0}{1} [mm-pmtu] [18401] (debug) Peer IP Anchor-WLC-IP O{mobiTlityd_R0O-0}{1} [mm-client] [1
{mobiTlityd_R0O-03}{1} [mm-transition] MMFSM transition S_MC_WAIT_ANNOUNCE_RSP -> S_MC_ANNOUNCE_TIMEDOUT_P
O{wncd_x_R0-0}{1} [mm-client] [17047] (debug) MAC Client-MAC Received mobile_announce_nak, sub type 2 o
O{wncd_x_R0-03}{1} [mm-transition] [17047] (info) MAC Client-MAC MMIF FSM transition S_MA_INIT_WAIT_ANNOC
{wncd_x_R0-0}{1} [mm-client] [17047] (debug) MAC Client-MAC Sending export_Anchor_req of XID (XID) to (

{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}

[mm-cTient] [18401] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RE
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Request successfully proce
[mm-cTlient] [18401] (debug) MAC Client-MAC Sending export_Anchor_req of XID (176282
[mm-cTient] [18401] (debug) MAC Client-MAC Received export_Anchor_rsp, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RS
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Response successfully proc

O{wncd_x_R0-03}{1} [epm-misc] [17047] (info) Anchor Vlan-id 31 processedd[mm-client] [17047] (info) MAC
[mm-cTient] Mobility Successful. Roam Type L3 Requested, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IF
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_C
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LE

{wncd_x_R0-0}{1}:

[client-orch-state] [17047]:

(note): MAC: Client_MAC Client state transition: S_CO_IP

'l Client AAAA Traffic !!

{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[mm-client] [17047]:
[mm-transition] [17047]:
[mm-client] [17047]:
[sanet-shim-miscellaneous] [17047]:
[sanet-shim-miscellaneous] [17047]:
[mm-client] [17047]:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:

[mm-cTient] [18401]: (debug): MAC: Client_MAC Received aaa_handoff, sub type: 0 of
[mm-cTient] [18401]: (debug): MAC: Client_MAC aaa_handoff base check is VALID
[mm-transition] [18401]: (info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M
[mm-cTient] [18401]: (info): MAC: Client_MAC Forwarding aaa_handoff, sub type: 0 o
[mm-cTient] [18401]: (debug): MAC: Client_MAC Sending aaa_handoff of XID (38840) t
[mm-cTient] [18401]: (debug): MAC: Client_MAC AAA Handoff successfully forwarded.
(debug): MAC: Client_MAC Received aaa_handoff, sub type: 0 of XI
(info): MAC: Client_MAC MMIF FSM transition: S_MA_FOREICN ->
(debug): MAC: Client_MAC MobiTle AAA Handoff update received.
(info): MAC: Client_MAC Received username=Test321
(info): MAC: Client_MAC IPv6 Client payload is re
(debug): MAC: Client_MAC Sending aaa_handoff_ack of XID (38840)
[mm-cTient] [18401]: (debug): MAC: Client_MAC Received aaa_handoff_ack, sub type:
[mm-cTient] [18401]: (debug): MAC: Client_MAC AAA Handoff Ack successfully handled
[mm-cTient] [18401]: (debug): MAC: Client_MAC aaa_handoff_ack base check is VALID
[mm-cTient] [18401]: (debug): MAC: Client_MAC aaa_handoff_ack 1is VALID
[mm-transition] [18401]: (info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M
[mm-cTient] [18401]: (info): MAC: Client_MAC Forwarding aaa_handoff_ack, sub type:
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UTC Arrival Time Source Address Destination Address Length  Protocal | TID Inf

Jan 14, 2025 16:18:59_ 19.187.79.236 10.187.79.38 258 882.11 Association Request, SN=209, FN=@, Flags=.. ooy SSID="DMZ_EWA"
Jan 14, 2625 16:18:59- 18.107.79.236 18.187.79.38 246 882.11 Association Request, SN=289, FN=@, Flags= oy SSID="DMZ_EWA"
Jan 14, 2025 16:18:59_ 18.187.79.38 10.1087.79.236 211 882.11 Association Response, SN=@8, FWN=8, Flags=.

Jan 14, 2025 16:18:59_ 18.107.79.38 10.1087.79.236 215 882.11 Association Response, SN=8, FN=B, Flags=........

ER S\ BB 422 15 25 HY B 5 i A T PR R

BBEUDP 16667 53 /AR HI R MM IR H R AN B BT, BHEARDR , FRIRKER
BIARUNYES TEHINE, A6,
SEPIR ISR BIBCAPWAPRS E# I E FinDHCPRE , WA HER DM TR ETE-TRE,

UTC Arrival Time Source Address Destination Address Length | Protocol TID Info

1 . 79 . 10.187.79.38,255. 255 2 C DHCP Discover — Transaction ID @x9f36b379
Jan 14, 2025 16:19:61.. 10.1087.79.38 10.105.60.114 480 upp 16667 - 16667 Len=354
Jan 14, 2025 16:19:83.. 10.105.60.114 10.1087.79.30 400 upp 16667 - 16667 Len=354
Jan 14, 2025 16:19:83.. 10.107.79.30,10.105.60.69 10.107.79.129,10.105... 416 DHCP @ DHCP Offer - Transaction ID @x9f36b979
Jan 14, 2025 16:19:03.. 10.107.79.129,0.0.0.0 10.107.79.38,255.255... 452 DHCP @ DHCP Request = Transaction ID @x9f36b979
Jan 14, 2825 16:19:63.. 10.187.79.39 10.1085.60.114 428 upp 16667 - 16667 Len=382
Jan 14, 2825 16:19:63.. 10.105.60.114 10.107.79.38 400 upp 16667 + 16667 Len=354
Jan 14, 2025 16:19:83.. 10.107.79.30,10.105.60.69 10.107.79.129,10.185... 416 DHCP @ DHCP ACK - Transaction ID @x39f36b979

£ A B BRREAR MNP IR 525 L IRWEY B P s DHCPIR B 55 3% 2 S R 12 28

& , R ERSEBCAPWAPEEK @R EHERENEEFIREREBEETAIBWLC; I
WLCHERTEBEA L EES#HBEWLC , HREHREELREIEERE,

UTEC Arrival Time Source Address Destination Address Length Protocol TID Info

Jan 14, 2025 16: 19.187.79.129,10.105.60.254  18.187.79.30, ONG 1P 165  DNS ® Standard query 9x389b Connectiity Ghack URL

Jan 14, 2025 16: 19.187.79. 38 18.1085.60.114 149 upe 16667 - 16667 Len=183

Jan 14, 2025 16: 19.105.60.114 18.1087.79.39 91 upe 16667 = 16667 Len=245

Jan 14, 2625 16: 10.107.79.30,° DS 1P 12.187.79.129,10,1085.60.254 387  DNS @ Standard query response 0x389b A Gannectivity Ghees LIAL
Jan 14, 2025 16: 19.107.79.129,19.185.608. 254 18.187.79.38,7  Resohved IP 148 TP @ 62437 - BB [SYN] Seq=0 Win=64248 Len=0 MS5=1258 WS=256 SACK_PERM
Jan 14, 2025 16: 18.107.79.38 10.185.608.114 124 upe 16667 - 16667 Len=78

Jan 14, 2025 16: 19.185.60.114 19.187.79.38 124 uoe 16667 - 16667 Len=78

Jan 14, 2825 16: 19.107.79.38,1 Fesaved P 10.187.79,129,16.105.60.254 140  TCP @ 8@ - 62437 [5WN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M35=1460 SACK_PERM W5=128
Jan 14, 2025 16: 19,187, 79,129,198, 185,608, 254 198.187.79,38, Fasolved I 136 TCP ® 62437 - 808 [ACK] Segel Acksl Win=131872 Len=@

Jan 14, 2025 16: 19.107.79.129,19.185.60. 254 18.187.73.30, 247 HTTP @ GET Jconnecttest.txt HTTP/1.1

Jan 14, 2025 16: 18.105.60.114 10.187.79.38 12 UDP 16667 - 16667 Len=66

Jan 14, 2025 16: 10.187.79.39, ResohediP 18.187.79.129,10. 185.60.254 128 TCP B 89 - 62437 [ACK] Seqel Acks112 Winw64256 Len=@

Jan 14, 2025 16: 19.105.60.114 18.1087.79.30 B61 upp 16667 - 16667 Len=915

Jan 14, 2825 16: 19.187.79.30,7 FesovedIP 18.187.79.129,18, 165.60.254 977 HTTR @ HTTP/1.1 200 OK ({text/html)

Jan 14, 2025 16: 18.187.79.129,10.185.608. 254 10.187.79.30,  Resoived IP 136 TCP # 62437 - BA [FIN, ACK] Seqell2 Ack=858 Win=138384 Len=R

Jan 14, 2025 16: 18.187.79.38 19.185.60.114 112 upe 16667 - 16667 Len=66

Jan 14, 2025 16: 19.105.60.114 10.187.79.30 12 uoP 16667 - 16667 Len=66

Jan 14, 2025 16: 18.187.79.30,  Resohed I® 19.187.79,129,18. 185, 60,254 128 TCP ® 88 - 62437 [FIN, ACK] 5eqe85@ Ack=113 Win=64256 Len=@

Jan 14, 2025 16: 19.107.79.129,19.185.60. 254 18.107.79.38,7  Resobed P 136 TP ® 62437 = BB [ACK] Seq=113 Ack=851 Win=130304 Lens=@

Jan 14, 2025 16: - 19.187.79.30 18.185.60.114 112 UDP 16667 = 16667 Len=66

SAERIRHIER £ IR AR R E



Frame 794: 977 bytes on wire (7816 bits), 977 bytes captured (7816 bits)
Ethernet II, Src: Cisco_00wdiedeiiwsbedomddwdssds), Dst: C(isco esbiesssimmiesdusiendoney)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1415
Internet Protocol Version 4, Src: 10.187.79.30, Dst: 10.107.79.129
User Datagram Protocol, Src Port: 5247, Dst Port: 5264
|Control And Provisioning of Wireless Access Points - Data |
IEEE 802.11 QoS Data, Flags: ......F.
Logical-Link Control
Internet Protocol Version 4, Src: Nmlmilmial, Dst: 10.105.60.254
Transmission Control Protocol, Src Port: 8@, Dst Port: 62437, Seq: 1, Ack: 112, len: 849
Hypertext Transfer Protocol
HTTP/1.1 208 OK\r\n
Location: https://10.106.32.130:8443/portal/PortalSetup.action?portal=d@6bc251-f644-4fc3-b@9f-dae9bdB8adb
Content-Type: text/html\r\n
Content-Length: 58@\r\n
\rin
[Request in frame: 788]
[Time since request: 0.000991000 seconds]
[Request URI: /connecttest.txt]
[Full request URI: [
File Data: 58@ bytes
Line-based text data: text/html (9 lines)

EEMEEEEFIRNURL

UTC Arrival Time Source Address Destination Address Length | Protocol | TID Info
Jan 14, 2025 16:19:11. 10.187.79.129,108.185.68.254 18.107.79.38,10.186.32.130 148 TCP B 62448 = B443 [SYN] Seq=8 Win=64248 Len=0 M55=125@ WS=256 SACK_PERM
Jan 14, 2025 16:19:11. 18.187.79.30 18.1085.68.114 124 uop 16667 + 16667 Len=7E

Jan 14, 2025 16:19:11. 10.105.60.114 10.187.79.38 124 uop 16667 - 16667 Len=78

18.1087.79.38, 18. 186. 32.130

Jan 1 2825 16 1 186, 32,13 1d C 1 8443 62448 [SYN, ACK] S 8 Ack=1 Win=29 L
Jan 14, 2025 16:19:11. 18.187.79.129,18.185.60.254 136 TP @ 62448 - 8443 [ACK] Seq=1 Ack=1 Win=131872 Len=8

Jan 14, 2025 16:19:11. 10.107.79.30 19.105.60.114 112 uopr 16667 - 16667 Len=G6

Jan 14, 2025 16:19:11. 10.187.79.129,10.105.60.254  10.107.79.30,10.1986.32.130 1386 TCP @ 62445 - B443 [ACK] Segq=1 Ack=1 Win=131872 Len=1258 [TCP POU reassembled in 118a]
Jan 14, 2025 16:19:11. 10.187.79.129,10.1085.608.254  18,1087,79.38, 19, 186.32.130 683 TLSv1. @ Client Hello

Jan 14, 2825 16:19:11. 18.187.79.30 19.1085.60.114 659 uop 16667 = 16667 Len=613

Jan 14, 2025 16:19:11. 10.187.79.30 108.1085.68.114 1342 UDP 16667 - 16667 Len=1296

Jan 14, 2025 16:19:11. 10.1085.60.114 18.107.79.38 458 uop 16667 = 16667 Len=484

Jan 14, 2025 16:19:11. 10.185.68.114 108.187.79.38 917 uop 16667 - 16667 Len=B71

Jan 14, 2025 16:19:11. 10.107.79.39,10.106.32.138 19.107.79.129,10.105.60. 254 1378 TCP

Jan 14, 20825 16:19:11. 19.187.70.39,10.186.32.138 19.1087.79.129,18.105.60,. 254 933 TLSw1.
Jan 14, 2025 16:
Jan 14, 2025 16:

@ 8443 - 62448 [ACK] Seqel Ack=1798 Win=33280 Len=1258 [TCP POU reassembled in 11892]
@ Server Hello, Certificate, Server Key Exchange, Server Hello Done
19:11. 18.187.79.129,10.185.68.254  18.187.79.38, 18. 186.32.1308 136 TCP @ 62448 - B443 [ACK] Seq=1793 Ack=2856 Win=131872 Len=0
10.107.79.129,10.185.60.254  18.187.79.30,10.106.32.130 143 TLSvl.. @ Alert (Level: Fatal, Description: Certificate Unknown)
10, 1 15 TR g s 1 37, 13| 3 - 48 443 T C 3 895 Ack=2856 Win=131872 Len=8

19.187.79.30

Jan 14, 2025 16:19: 10.185.6@.114 112 uoP 16667 + 16667 Len=66

Jan 14, 2025 16:19:11. 10.107.79.129,10.185.60.254  18.107.79.30,10.106.32.130 262 TLSv1. @ Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Jan 14, 2025 16:19:11. 18.187.79.30 18.1085.68.114 112 uor 16667 - 16667 Len=66

Jan 14, 2825 16:19:11. 10.185.60.114 10.187.79.38 118 uoP 16667 = 16667 Len=72

Jan 14, 20825 16:19:11. 10.185.68.114 18.1087.79.3@ 157 uop 16667 - 16667 Len=111

Jan 14, 2025 16:19:11. 10.107.79.129,18.105.60.254 10.1087.79.30,10.106.32.130 136 TP @ 62449 - B443 [ACK] Seq=186@ Ack=2107 Win=131072 Len=@

Jan 14, 2025 16:19:11. 19.187.79.129,10.195.60.254  10.107.79.30,10.106.32.130 1143  TiSvl. ® Application Data

Jan 14, 2025 16:19:11. 10.187.79.30 19.105.68.114 112 uop 16667 ~ 16667 Len=66

Jan 14, 2025 16:19:11. 10.107.79.30 18.105.60.114 1119 Uop 16667 -+ 16667 Len=1873

Jan 14, 2025 16:19:11.. 10.187.79.30,10.186.32.138 19.187.79.129,19. 195,68, 254 1378 TCP @ 8443 - 62449 [ACK] Seq=B357 Ack=2867 Win=37120 Len=1250 [TCP PO reassembled in 1267]
Jan 14, 2025 16:19:11. 10.187.79.129,18.185.60.254  18.187.79.30,10.186.32.130 136 TP @ 62449 - B443 [ACK] 5eq=2867 Ack=18564 Win=131872 Len=@

Jan 14, 2025 16:19:11. 10.107.79.129,10.185.68.254  10.107.79.30,10.186.32.130 1168 TLSvl. ® Application Data

Jan 14, 2025 16:19:11. 18.187.79.30 18.185.68.114 1144 UDP 16667 = 16667 Len=1898

A EHFIRNEWebauthEH , SUIRAERBFMER

REHFEHERE A

TG IR B

!l Mobility Handoff !!
{mobilityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobilityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
{mobilityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Number of client is BELOW wlan Timit
{mobiTityd_R0-0}{1} [mm-transition] [26021] (info) MAC Client-MAC MMFSM transition S_MC_INIT -> S_MC_An

1l Session Created for Client !!



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_AS
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[webauth-state] [24229]: (info): [Client_MAC][ 0.0.0.0]Param-map used: global

[webauth-ac1] [24229]: (info): mobility_a0000001[CTient_MAC][ 0.0.0.0]Applying IPv4 i
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_CR
[mm-transition] [24229]: (info): MAC: Client_MAC MMIF FSM transition: S_MA_INIT -> S_

O{wncd_x_R0-03}{1} [mm-client] [24229] (info) MAC Client-MAC Roam type changed - None -> L3 Requested
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Export Anchor Response successfully proc
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Forwarding Anchor Response to Foreign.
{mobiTityd_R0-0}{1} [mm-client] [26021] (info) MAC Client-MAC Forwarding export_Anchor_rsp, sub type 0
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.

{Owncd_x_R0-0}{1} [mm-client] [24229] (info) MAC Client-MAC Mobility role changed - Unassoc -> Export A
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.>> Client is successf

'l Client DHCP Traffic !!

{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}

[client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_MOBILIT
[client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_DPATH_P
[sisf-packet] RX DHCPv4 from interface mobility_a0000001 on vlan 31 Src MAC Client-MAC
[sisf-packet] RX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] TX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] RX DHCPv4 from interface mobility_a0000001 on vlan 31 Src MAC Client-MAC
[sisf-packet] TX DHCPv4 from interface mobility_a0000001 on vlan 31 Src MAC Client-MAC
[sisf-packet] RX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] TX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[cTient-iplearn] [24229] (note) MAC Client-MAC Client IP learn successful. Method DHCP

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Sending ipv4_address_update of XID (XID)

{wncd_x_R0O-0}{1}
Complete
{wncd_x_RO-0}{1}:

[cTient-iplearn] [24229] (info) MAC Client-MAC IP-learn state transition S_IPLEARN_IN_

[cTient-orch-sm] [24229]: (debug): MAC: Client_MAC Received ip learn response. method

Il External Web Authentication !!

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_IP

[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162441/235
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]GET rcv
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]HTTP GE
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Parse G
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Read co
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]State L
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233

[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]GET rcv
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]HTTP GE
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Parse G
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Read co
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]State L
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233

[webauth-io] [24229]:
[sisf-packet] [24229]:
[sisf-packet] [24229]:

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
(info): RX: IPv6 DHCP from intf mobility_a0000001 on vlan 31 S
(info): TX: IPv6 DHCP from intf mobility_a0000001 on vlan 31 S

[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162480/238
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162481/239
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162482/238
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162482/238

[webauth-httpd] [24229]:
[webauth-httpd] [24229]:

(info): mobility_a0000001[Client_MAC][ 10.105.
(info): mobility_a0000001[Client_MAC][ 10.105.

60.254]GET rcv
60.254]HTTP GE



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[webauth-httpd] [24229]:

[sadb-attr] [24229]:
[caaa-authen] [24229]:

[webauth-state] [24229]:
[webauth-state] [24229]:

[webauth-io] [24229]:
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):

[webauth-state] [24229]:
[webauth-state] [24229]:

[webauth-ac1] [24229]:
[webauth-ac1] [24229]:
[client-auth] [24229]:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[auth-mgr] [24229]: (info):

[24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[24229]:

(info):

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Parse G

(info): Removing ipv6 addresses from the attr Tist -654303708,sm
[CAAA:AUTHEN:910007e3] NULL ATTR LIST

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]State L

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

authenticator

NAS-Port [5] 6 O

authenticator

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]162482/238
Send Access-Request to 10.106.32.130:1812 id 0/3, 1

Calling-Station-Id [31] 19 Client_MAC

User-Name [1] 9 Test321

Vendor, Cisco [26] 49

Cisco AVpair [1] 43 audit-session-id=723C690A000007
Framed-IP-Address [8] 6 10.105.60.254

Cisco AVpair [1] 12 vlan-id=31

NAS-IP-Address [4] 6 10.105.60.114

NAS-Port-Type [61] 6 Virtual [5]

Vendor, Cisco [26] 31

Cisco AVpair [1] 25 cisco-wlan-ssid=DMZ_EWA

Vendor, Cisco [26] 33

Cisco AVpair [1] 27 wlan-profile-name=DMZ_EWA
Called-Station-Id [30] 27 Called-Station-ID

Vendor, Airespace [26] 12

Airespace-WLAN-ID [1] 6 7

Nas-Identifier [32] 12 DMZSiteWLC

Started 5 sec timeout

Received from id 1812/3 10.106.32.130:0, Access-Acc

User-Name [1] 9 Test321

Class [25] 56 ...

Message-Authenticator[80] 18 ...

Vendor, Cisco [26] 42

Cisco AVpair [1] 36 profile-name=Windowsl0-Workstat
Valid Response Packet, Free the identifier

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]State A

(info):
(info):
(info):
(info):
(info):
(info):

[auth-mgr-feat_acct] [24229]: (i

[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:

[webauth-sess]

[24229]:

[webauth-state] [24229]:
[webauth-state] [24229]:

[webauth-io] [24229]:
[webauth-io] [24229]:

[webauth-httpd] [24229]:

[client-auth] [24229]:

(info): [C1i
(info): [C1i
(info): [C1i
(info): [C1i
(info): [C1i
(info): [C1i
(info): [C1i

Applying Attribute :

Applying Attribute :
Applying Attribute :
Applying Attribute :
Applying Attribute :

Applying Attribute

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Unapply I
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Unapply I
(info): MAC: Client_MAC Client auth-interface state transition

username 0 Test321

class 0 43 41 43 53 3a 37 32 33 .
Message-Authenticator 0 <hidden>
method 0 1 [webauth]
clid-MAC-addr 0 dO 37 45 88 25 5
intf-id 0 2684354561 (0xa0000001

[Client_MAC:mobiTity_a0000001] auth mgr attr add/change n

nfo): [Client_MAC:mobility_a0000001] SM Notified attr
ent_MAC:mobi1ity_a0000001] Received User-Name Test321
ent_MAC:mobiTity_a0000001] auth mgr attr add/change n
ent_MAC:mobility_a0000001] Method webauth changing st
ent_MAC:mobiTity_a0000001] Context changing state fro
ent_MAC:mobiTity_a0000001] auth mgr attr add/change n
ent_MAC:mobi1ity_a0000001] Raised event AUTHZ_SUCCESS
ent_MAC:mobiTity_a0000001] Context changing state fro
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-ma
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]State A
[webauth-page] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.254]Sending

(info): mobility_a0000001[Client_MAC]I[ 10.105.60.254]162482/238
(info): mobility_a0000001[Client_MAC]I[ 10.105.60.254]162482/238

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]162482/2

(note): MAC: Client_MAC L3 Authentication Successful. ACL:[]



{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:

[client-auth] [24229]:
[client-orch-state] [24229]:

[mm-transition] [24229]:
{mobiTlityd_RO-03}{1}:

(info): MAC: Client_MAC Client auth-interface state transition

(note): MAC: Client_MAC Client state transition: S_CO_L3

(info): MAC: Client_MAC MMIF FSM transition: S_MA_ANCHOR ->

[mm-cTient] [26021]: (debug): MAC: Client_MAC Received aaa_handoff, sub type: 0 of
[mm-cTient] [26021]: (debug): MAC: Client_MAC aaa_handoff base check is VALID

[mm-transition] [26021]:
[mm-client]
[mm-client]
[mm-client]
[mm-client]
[mm-client]
[mm-client]
[mm-client]
[mm-transition] [26021]:

[26021]:
[26021]:
[26021]:
[26021]:
[26021]:
[26021]:
[26021]:

(info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M

(info): MAC: Client_MAC Forwarding aaa_handoff, sub type: 0 o

(debug):
(debug):
(debug):
(debug):
(debug):
(debug):

MAC:
MAC:
MAC:
MAC:
MAC:
MAC:
(info): MAC: Client_MAC MMFSM transition: S_MC_ANCHOR_WAT

Client_MAC
Client_MAC
Client_MAC
Client_MAC
Client_MAC
Client_MAC

Sending aaa_handoff of XID (38840) t
AAA Handoff successfully forwarded.
Received aaa_handoff_ack, sub type:
AAA Handoff Ack successfully handled
aaa_handoff_ack base check is VALID
aaa_handoff_ack 1is VALID

ERBMTR R | MERGRERBBRREENIR B N2 H 2R DHCPRE,

UTC Arrival Time

Source Address
. 10.187.79.

Destination Address
18.105.60.114

Length | Protocel | TID

Info
16667 -+ 16667 Len=354

Jan 14, 20825 15:59:04..

8.0.0.0

Jan 14, 2825 15:59:96.. 10.105.60.69
Jan 14, 2025 15:59:06.. 10.105.608.114
Jan 14, 2025 15:59:06.. 10.187.79.320
Jan 14, 2825 15:59:06.. 0.0.0.0

Jan 14, 2825 15:59:06.. 10.165.60.69
Jan 14, 2825 15:59:06.. 10.105.60.114

255.255.255.255
10.1085.60.254
10.107.79.30
10.185.60.114
255.255.255.255
10.165.60.254
18.187.79.30

HRESN BRI 5 B 4 W Y S8 B2 28 LMY FIRDHCPIR &

286
286
396
424
286
286
396

DHCP
DHCP
uppP
UDP
DHCP
DHCP
UDP

DHCP Discover - Transaction ID @8x9f36b979
DHCP Offer — Transaction ID @x9f36b979
16667 -+ 16667 Len=354
16667 -+ 16667 Len=382
DHCP Reguest - Transaction ID @x9f36b979
DHCP ACK - Transaction ID @x9f36b979
16667 - 16667 Len=354

R SRERERNRE, BEVGEABRRIBREFAETANETE-FTREE,

UTE Arrival Time Source Address

Jan 14, 2025 16:19:86.. 18.187.79.38
Jan 14, B:19: 10, 185.608.254
Jan 14, DN 1P
Jan 14, 18.185.69.114
Jan 14, 108.187.79.30
Jan 14, 10.185.68.254
Jan 14, Rosalved [P
Jan 14, 108.105.60. 114
Jdan 14, 2025 16:19:86.. 18.1087.79.30
Jan 14, 2023 16:19:96.- 108.185.68.254
Jan 14, 20825 16 :@6.. 18.1085.68.254
Jan 14, 2825 16:19:86.. Rosalvad IP
Jan 14, 2025 16:19:86... 10.105.60.114
Jan 14, 2025 16:19:86.- 10.187.79.30
Jan 14, 2825 16 186.. 18.185.68.254
Jan 14, 2025 16:19:86.. Fasaived IP
Jan 14, 2025 16:19:86.. 18.1085.60.114
Jan 14, 2023 16:19:86.. 10.1085.60.254

Destination Addross

18.185.60.114
DNSIP
108.185.60.254
18.187.75.39
18.185.60.114
¢ Resoled IP
18.185.68.254
10.187.79.30
18.185.60.114
. Fosolved IP
18.185.68.254
19.187.75.39
18.185.60.114
* Fosolved P
18.185.68.254
18.187.79.30
Resatved IP

SRR IR VR E R B E

Length  Pratocel | TID
uoP

Infa

141 16667 - 16667 Len=05

a3 DHS Standard query 9x389b Connectivity Check URL

237 DS Standard guery response 8x389b A CGonnactivity Chegk URL
287 UDp 16667 = 16667 Len=245

124 upp 16667 = 16667 Len=T78

78 TCP 62437 -~ 88 [SYN] Seq=0 Win=64240 Len=0 M55=1250 WS=256 SACK_PERM

66 TCP B8 - 62437 [5YN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460 SACK_PERM WS=128
128 UDP 16667 - 16667 Len=78

223 upp 16667 - 16667 Len=177

58 TCP 62437 = 88 [ACK] Seq=1 Ack=1 Win=13187Z Len=9

169 HTTP GET fconnecttest.txt HTTP/1.1

@3 HTTP HTTR/1.1 288 0K (text/html}

957 upp 16667 - 16667 Len=915

112 upp 16667 - 16667 Len=66

58 TCP 62437 -~ 88 [FIN, ACK] Seq=112 Ack=858 Win=138384 Len=9

54 TCP B8 - 62437 [FIN, ACK] Seq=850 Ack=113 Win=64256 Len=@

108 upp 16667 + 16667 Len=Gb

58 TCP 62437 = B8 [ACK] Seq=113 Ack=B851 Win=130304 Len=@



Frame 426: 983 bytes on wire (7224 bits), 983 bytes captured (7224 bits) |
Ethernet II, Src: TSI, Dst: oneemteuttmiuttmidinintnitmidmtm '
Internet Protocol Version 4, Src:inmbisiiimiad, Dst: 10.105.60.254 :
Transmission Control Protocol, Src Port: 80, Dst Port: 62437, Seq: 1, Ack: 112, Len: 849
r Protocol I
HTTP/1.1 288 OK\r\n |
Location: https://10.106.32.130:8443/portal/PortalSetup.action?portal=d06bc251-f644-4fc3-b@9f-dae9bd8asy
Content-Type: text/html\r\n :
Content-Length: 58@\r\n |
|
|
|
|
|
|
|
|
|
|

\r\n
[Request in frame: 423]
[Time since request: 0.000000000 seconds]
[Request URI: /connecttest,txt]
[Full request URI: |mnsiisii ik
File Data: 580 bytes
Line-based text data: text/html (9 lines)

EEMEETEFimYURL

ERmBBMFREXGNRERE, ELEBRAEWLCAR LE B/ NEME AR ETRE
RRERENZ LR,

i
=

UTC Arrival Time Source Address Destination Address Length  Protocel  TID Info
Jan 14, 2025 16:19:12.. 10.187.79.30 10.185.60. 114 124 VB 16667 - 16667 Len=78

Jan 14, 2025 16:19:12... 10.185.60.114 16.197.79.30 120 uoP 16667 - 16667 Lens7d

Jan 14, 2825 16:19:12.. 18.185.608.254 18.186.32. 1390 54 TCF 62448 - 8443 [ACK] Seq=1 Ack=1 Win=131872 Len=@

Jan 14, 20825 16:19:12.. 10.187.79.30 18.185.608.114 112 unp 16667 = 16667 Len=66

Jan 14, 2025 16:19:12.. 10.187.79.3@ 18.185.608.114 659 unF 16667 - 16667 Len=613

Jan 14, 2825 16:19:12._ 18.187.79.30 18.185.68. 114 1342 UDP 16667 -+ 16667 Len=1206

Jan 14, 2025 16:19:12.. 10.185.60.254 16.1986.32.129 1304 TCP 62449 - 8443 [ACK] Seq=1 Ack=1 Win=131872 Len=1250 [TCP POU reassembled in 717)
Jan 14, 2025 16:19:12.. 10.185.608.254 18.186.32.130 537 TLSW1- Client Hello

Jan 14, 2025 16:19:12.. 10.106.32.132 18.195.60.254 1mee  TCP 8443 - 62449 [ACK] Seq=1 Ack=1734 Win=34683 Len=1258 [TCP POU reassembled in 724]
Jan 14, 2025 16:19:12.. 10.105.60.114 10.1087.79. 30 446 UDP 16667 - 16667 Len=484

Jan 14, 20825 16:19:12.. 10.186.32.130 18.185.68. 254 a63 TLSv1- Server Hello, Certificate, Server Key Exchange, Server Hello Done
Jan 14, 2025 16:15:12.. 18.185.60.114 18.187.79. 30 913 UDp 16667 - 16667 Len=671

Jan 14, 2025 18.185,60.254 1. 1946.32.130 54 TCP 62449 -+ 8443 [ACK] Seqel?34 Ack=2856 Win=131872 Len=@

Jan 14, 2825 H = 18.187.79.38 18.185.68. 114 sl P 16667 = 16667 Len=66

Jan 14, 2025 16:19:12.. 10.185.60.254 10.106.32.129 188 TLSv1. Client Key Exchange, Change Cipher Spec, Emcrypted Handshake Message
Jan 14, 2025 16:19:12.- 10.186.32.130 18.185.608. 254 64 TLSV1= Change Cipher Spec

Jan 14, 2025 16:19:12.. 10.186.32.130 18.185.608. 254 183 TLSV1- Encrypted Handshake Message

Jan 14, 2025 16:19:12.. 10.185.60.114 16.167.79.30 114 unP 16667 - 16667 Lens?2

Jan 14, 2825 16:19:12._. 10.185.608.114 18.187.79.30 153 P 16667 - 16667 Len=111

Jan 14, 20825 16:19:12.. 10.185.608.254 18.186.32.138 54 TCP 62449 = 8443 [ACK] Seq=186@ Ack=2187 Win=131872 Len=8

Jan 14, 2025 16:19:12.. 10.187.79.30 18.185.608.114 112 uoF 16667 - 16667 Len=66

Jan 14, 2825 16:19:12._ 18.187.79.30 18.185.68. 114 1119  UDP 16667 - 16667 Len=1873

Jan 14, 2025 16:19:12.. 10.185.60.254 16.1986.32.129 1861 TLSvi- Application Data

Jan 14, 2025 16:19:12.. 10.186.32.130 18.185.608. 254 1815  TLSvI- Application Data

Jen 14, 20825 16:19:12.. 10.105.60.114 10.1087.79.30 962 UDp 16667 ~ 16667 Len=928

Jan 14, 2025 16:15:12.. 10.187.79.30 18, 105.60.114 1144 UDP 16667 - 16667 Len=1008

Jan 14, 2825 16:19:12.. 18.185.60.254 10.186.32.130 1886  TLSvl. Application Data

Jan 14, 2025 16:19:25.. 18.185.60.114 18.196.32. 138 468 RADIUS Access-Request id=3

Jan 14, 2025 16:19:25.. 18.105.60.114 10, 1046.32.130 460 RADIUS Access-Request ids3, Duplicate Reguest

Jan 14, 2825 16:19:25.- 18.186.32.138 18.185.68. 114 191 RADIUS Access-Accept id=3

Jan 14, 2025 16:19:25.. 10.186.32.132 10.195.60.114 1a7 RADIUS Access=Accept id=3, Duplicate Response

ERAEHREFRNESWebauthRH , SARGERFEFHEEN

SANERAI S B2 128 LY B P imAR R

Monitoring - » Wireless- > Clients

Clients Sleeping Clients Excluded Clients

= G

Selected 0 out of 1 Clients

Chent MAC T IPv4 T St T WLAN T Chent T Usir T Dawice T GE T
Address Address IPvE Address AP Name Y b SED T D Type State T Protocol T Mame Type Role Y | Capable
) 10.105.60.254  feB0:87Teb748ddedict GG 1 DMZ_EWA 14 WLAN Run 1ac NIA g:‘r’;;" No

1 0 - 1 it [w]



SERE P im ik R

Monitoring = » Wireless~ » Clients

Clients Sleeping Clients Excluded Clients

o (2
Selected 0 out of 1 Clients:
Client MAC Y IPvd T AP Y St Y WLAN T Clemt T User T Device Y 6E T
Address Address IPvG Address Name [Lv] SSi0 T D Typa State T Protocol T Name Type Role T | Capable
3
3 10.105.60.254  feB0:A77cbfdddde:dfc) I—— O DMZ_EWaA 7 WLAN Run NFA Testd2i NiA i:'::‘;( No
1 10 » 1 clients €
Py [\ £al
HE ENEFimikE

360 View General QOS Statistics ATF Statistics Mobility History
Client Properties AP Properties Security Information Client Statistics
Max Client Protocol Capability 802.11ac Wave 2
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED
Mobility
Anchor IP Address 10.105.60.114
Point of Presence 0xA0000003
AuthC Status True
Move Count 0
Role Export Foreign
Roam Type L3 Requested

SERE P im B



360 View General QOS Statistics

Client Properties AP Properties

riesoulinecL AUl ncdauan

Number of Tx Total Dropped Packets
Client Scan Report Time

Wi-Fi to Cellular Steering

ATF Statistics Mobility History
Security Information Client Statistics
NS A
0

Timer not running

Not implemented

Cellular Capability N/A
Regular ASR support DISABLED
Mobility

Foreign IP Address 10.107.79.30

Point of Presence 0

Move Count 1

Role Export Anchor

Roam Type L3 Requested
B E SR

Z AR IR 2 EH 8 H T4

EZE#H R YR EF/WLANE , RESEIURNELIEF. o E = EE &Rk 5]
CFE, RBENE=R. HEHEMELIRFIREHBENZHRCEEIAMAERS BEAEE, &
EREBOESEHEMEFRIEEEBEIEFRERN EHE/BIKSELIEFAEREER , X
HAMEELIEFENEFSRBUBRIX D E.



Edit Policy Profile x

A Disabling a Policy or configuring it in ‘Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.
There are anchors configured on the policy. Remove anchors before disabling Central Switching.

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility . DISABLED

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (0) Selected (1)
Anchor IP Anchor IP Anchor Priority
g 10.105.60.114 Tertiary (3) v &

Mo anchors available

HIREHRE IR

et : WERBERT , BRIEF=RE2EINEPRHEE LRSS RAEREN,

Foreign-Anchors R & F im B AR B FE HEBR

1. EFim N A RBRE

i BEAEE BB BEHESMNENEFEC AN BERERTRIEETEME,

i. EERCE : BEAMERFSCEANIEETBRE. WLANEE, XEEEEEBIS
RERTE ( BIIMAAAZEZE. IPv4 DHCPEXRFINAC ) PN EZEESENEEER T CE N EH
BhiEBERES,

ii. R B ERRFERREEREEMALHERE , SR LRHEECERERERRS
BEEL , THEARERESFERENHERFIE,

2. FERREERR
i BERE  WRWERHER 2B keepalive BRI B RETE , AIBESHE , EFFFin
R RIFHESSIDAYER.
i. KR IRTHHEFHZENBEMTUPMTU) TEIIR/NEGTE) , EFRERSIE



FIKBE T RRINER. EMETEHHER 2ENERmtu keepaliveF A SEIEXREF , BEE
BEEERER

MIEE : 1TEMMEMACHL UL B HY 125 5 25 & R BN 5 % keepalive M EE EMTU
keepaliveFA B,

3. S EMBYLEH R B RE
. BB AREREIIEEBUDPE16666H116667 XN B EIEZRBIAFEE. MACHHL, P
WA MNZ B CAPWAP DTLSE KB, LhEFEEHIEEIREHNCAPWAPIRE, HRTCPHR
E , NRARLENFEEEHERNT K NMEBBEPMTU (& A1385 il ) , HIFAE
BAAPELERNTCP MSS , AISEITHR. HATBRBEEHRKEE , BENRERNTE
EIEFREBREE , AIGHEMRE, EEBRSFEERTNER , YEBSERUEN
&R ] Eh R R B

TESAER A S R IR HIBR IR B 5

1. BtFterm exec prompt timestamp , ABH A S HETEE S A,

2. fE Fshow tech-support wireless 1#1RHL &,

3. & LA 2 1T B B ik B show wireless mobility summary !!

4. IEHEERE, BERFREMNSHNBBHHSERRTTEN. RIETHHRFTEHshow wireless
mobility peer ip <IP>

5. RBEHZFIP/MACH: 1L T2 FimMAC ith 31k B A 74 5 1 BR Bt

BIBCLI:

debug wireless {MAC | ip} {aaaa.bbb.cccc | x.x.x.x } {monitor-time} {N seconds} 5% B & f

TR R Z 24 RAVIR ML

no debug wireless {MAC | ip} {aaaa.bbb.cccc | x.x.x.x 'Z2 A

WLCEAClient_info AR RMIBER , an ST L KT R HEE Rdir bootflash: | i
debug !!

A

BE  ROAERARERB BEEEEE , mEMEKE BFE, RIFWETTRD
BB BFNKEER, it , EREHEHRESFEERERRERARR.

6. ERXAMAERR , FETUTHS :
# clear platform condition all !!

# undebug all !!
HEBGUI:



$ 1.8 8 ETroubleshooting > Radiative Trace.

FB2E—TAdd , AR\ ALERHIRNITELEEMAC/IPALIE SR A EHMACHLLL,
SR ERIFHARAFERHRERE  ZR—THKB. MEBR , AEAFCHESE AR , SRR
Bt Y MAC it 31t 48 B3 RY {7 42 &I T H R IR

SRAIEREDETHREER , &— T Stop.

SRS HREFATNEBEMACH LU | BRI LUBIBIE — T Generate E X — B HFRER , ZER
RIBE S MACH 31t AH BBV AT B 5.

SREEVEEEAOFGERNVEMGRE , REIR— T Apply to Device,

SHRTRE , BUNE-TEREBZEN/PERRTHER, LERFEREHEZRNBENR
FEERESSET , t i UEIBCLIEEPER LR,

7. RAREE

EIBCLI:

monitor capture MYCAP clear !!

ES#FREXMYCAPA HPo1 both !!

monitor capture MYCAP buffer size 100 !!

monitor capture MYCAP match access-list name !! ( M1 REBHWLCZ B THEERE )
monitor capture MYCAP match any/ipv4/ipv6.MAC !!

monitor capture MYCAP start !!

nEx
ELIR S EMYCAPELE

monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

BIBGUI:

S BR1. 58 ETroubleshooting > Packet Capture > +Add,

TR EREROHENER., RZSAFEFT.

TRIERBR:E (WRE ),

TRANRERRBARRCPULEABERFHNRE , FEPUEREIREE.

SRS EEBRFEKX D, &ZZAFF100 MB,

SROBBEECHRHEI(RAFTEE - 1000000 IFBEFEHIZ A FFEE1 - 100000BE R 2HY
BERTRE).

ST REBPINNEBEHRBinterface , AL BEFTHESEHBET LM,

$E8.3%Z —T Save and Apply to Device o

TR ERRHE  FEERR,

SR10EBAUEREETIERNRSG. EFHELHEE K FEEEFEL,

FSBIMFLLRE , ALEREXportiZifiiz — T B IBELUBBHTTPH TFTPRIARES. FTPRIARES. it
REERI R IEESHEER (pcap) THII A # R,

HEBEH



f£Catalyst 9800 WLC EFL E B B #R £

f£Catalyst 980032 EWLANSH BT E) ThEE
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https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



