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VK-WLC#show aaa cache group VK-SRV-GRP all

IOSD AAA Auth Cache entries:

Entries in Profile dB VK-SRV-GRP for exact match:
No entries found in Profile dB

SMD AAA Auth Cache Entries:
Total number of Cache entries is 0

WNCD AAA Auth Cache entries:

MAC ADDR: C4E9.0A00.B1BO
Profile Name: VK-CACHE

User Name: vk@wireless.com
Timeout: 28800

Created Timestamp : 09/18/25 15:28:54 UTC
Server IP Address: 10.106.37.159
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« EAP-TLS
« HKFAMSCHAPV2HIEAP-PEAP
« MAC Authentication Bypass(MAB), MAB+PSKFHIMAB+802.1x/iPSK
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bl Cisco Catalyst 9800-40 Wireless Controller wecome vk | # T A B & W@ o Q ® Foeoback | 4 @

socurity™ > AAA Showsietow () Edit AAA Radius Server x
+ AAA Wizard General :
Name* VE-ISE

Servers f Groups

10.106,37,158

Servers  Server Groups Auth Port 112 Confirm ok Server Ky

Mame Acca Port 1813 VRF G

corti

100106, 36231 Retry Count
isalaty
100127.197.31

WK-ISE

CLIJZ% -

radius server VK-ISE
address ipv4 10.106.37.159 auth-port 1812 acct-port 1813
key Ciscol23

tan S ERIEEN P, BHERRE, KIREMEASBE TR AVK-ISEFVRADIUSIREZ K B

o

SR 2EVAAAREELERESR ({ERCLI)
BIAAMRBEBERUERRITA. LSBEBRARCLL

aaa cache profile VK-CACHE all

B TEYEB/VK-CACHENRINEBER , WRAAZ BN & 0 58= R BIKREL

S ER 3.3 3 7] IR B AR M ¥ BRRADIUS Al B 25 AR EX B B 42 2R ( {ZPRCLI )
B RADIUSTIRRES/AR , BABAAARIRES  BERINIPLURBE GHRBEBEZE

aaa group server radius VK-SRV-GRP

server name VK-ISE

cache expiry 8

cache authorization profile VK-CACHE
cache authentication profile VK-CACHE
deadtime 5

radius-server dead-criteria time 5 tries 5



LUTHeE:
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aaa authentication dotlx default group VK-SRV-GRP cache VK-SRV-GRP
aaa authorization network default group VK-SRV-GRP cache VK-SRV-GRP
aaa local authentication default

authorization default

aaa authorization credential-download default cache VK-SRV-GRP

EBLEBTRB2IXFNBMBNERREREERAEZFE , ERINMNMAMKERENETIEF,

MR ERFBEWLCEERRADIUSHIMRES 2 B LM BRI ( BEEFEAE S RENE R T EITE IR
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aaa authentication dotlx default cache VK-SRV-GRP group VK-SRV-GRP
aaa authorization network default cache VK-SRV-GRP group VK-SRV-GRP
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Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, pasie a base-64-encoded CMC or PRCS #10 cerificate request or PKCS #7 renewal request generated by an exiemal source (such as a Web server) in the Saved Request box,

Saved 8t

e4vencodeq 170K L 1FQFOS FTXgABUIMBGEN yHEt rukHE fuys8/ 4
Ba 2 gFOsFTXg) ot PUKHE fwys8/ 4
cortificaty request RASIAUMGLYATr{Yo R4z cnAmud GycNT pagva/ W
[CMC o AruHI TN MMKGESGCdWol Lo FYLBIR] IDEFTEE0KED
PRCS #10pr  —END CERTIFICATE REQUEST——
PHCS #Tk

]

Template:
Uiser w

Additianal Attributes:

Amributes

ectory Certificate Services -- wireless-WIN-A2PCO7SFQQM-CA

Microsoft Active

Certificate Issued

The certificate you requested was issued to you.

) DER encoded or @® Base 64 encoded

Download certificate
Download certificate chain

- BERAEISREAREERLE T "X, KISELBEESE
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Gertficate Managament ~  Certificate Signing Requests
System Certficates.
USRI ET D Generate Certificate Signing Requests (CSR)
0GSP Client Profile
A by an extomal authorty, Click “export” y be signed by xiemal authority. Ater st click bind” 1o the signed W authority, Once & CSR is bound, it will bo
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Centificate Authority Certificat...
Internal CA Settings

Certificate Templates

External GA Settings.
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Bind CA Signed Certificate
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Usage
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« EWLCLEEX£CSR
- EEHARISENE—CAZEHKICSR
- BEBNEELERWLC

Certificates

CA Certificate Device Certificate

CA Certificate
Status: Available
Certificate Serial Number (hex): G1BDZ4E3B4B63B9FAZEFECTOO377C9BS
Certificate Usage: Signature
Issuer:
cn=wireless-WIN-A2PCOTSFQOM-CA
de=wireless
de=com
Subject:
cn=wireless-WIN-A2PCOTSFOQM-CA
de=wireless
dc=com
Validity Date:
start date: @6:56:44 IST Sep 12 2825
end date: @7:06:44 IST Sep 12 2838
Associated stpoints: newcert
W




FER 6BV AHEAPHE EERME ARG
BIUARHMEAPH BERI B AREAP-TLSE B RFBHE T,
eap profile VK-EAP

method tls
pki-trustpoint newcert

WS EREAP-TLSE Y & AVK-EAPHEAPE BRER , YiSET Y EE BnewcertlIEE,

GUIA 3% : ERnZlConfiguration > Security > Local EAP , AEZ BV EAPE BEER

ﬂ "cluls'élc; Cisco Catalyst 9800-40 Wireless Controller Welcome: vi # € A B & 0o Q, & Feodback | ,* (6
“onfiguration = » Security = > Local EAP Edit Local EAP Profiles *
Local EAP Profiles Profil Name* VE-EAP
LEAP
EAP-FAST
Salocted Rows ; 0 EAR-TLS
Profle Hame T LEAP T  EAP-FAST Y EAP-TLS PEAP
VK-EAP Disabled Disabded Enabled
Trustpoint Namea (=1 xv
rccalenn Disabled Disatdad Enabled
« 1 » » 100 =
4 =k oo §
L ~,
SR 7 B EEFENEAPE EREREATISSID
4
E =
KENSSIDEEAEAEYN S ORIBENEAPEEER,
'é'l's';l;' Cisco Catalyst 9800-40 Wireless Controller Weicome vk # % A B 4 0WecC Q, SFeedback | " [ [
onfiguration = > Tags & Profiles > WLANS Edit WLAN * W
Selected WLANs : O Security  Advar
Statiss ¥ Name T D 2 ™
] ASAPING »
[+] wkBO2 1% » 2 Authentication List ikt - B
@ DOTDHCE il Local EAP Authantication
1 100
EAP Prafle Mama VE-EAR v B

wlan vk802.1x 2 vk802.1x
Tocal-auth VK-EAP
radio policy dotll 24ghz
radio policy dotll 5ghz
no security ft adaptive
security dotlx authentication-Tlist default



no shutdown

HEE

E U #HWLAN ID 269SSID vk802.1x
EAVK-EAPE B2 REAA A it & 118 =E
¥12 4AGHzM5GHZSR B e F AR B3R
R ERERRS2 1 XS HHE
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TRGERFFHLNERAERS

BRBREFHEGETINREMENFEAERE. HRERZERIE , MM AActive
Directory(AD)Z#Y £ & A LLUEIBMMC ( Mlcrosoft"’“‘fii"“ﬁﬂﬁ ) BREE. BEENIIRE  EFH
fi— L BEENFE,

Bi '75 Consolel - [Consele Root\Certificates - Current User]

lﬁ File Action View Favorites Window Help
e AR o= ARCRENN Mo
v L) Certificates - Current Usi A || | ggical Store Name Actions

4 Personel e e Certificates - Current User
> [ Trusted Root Certifici || poyp S| Find Certificates..
» | Enterprise Trust - E More Actions

| Intermediate Certific MEntery All Tasks H Find Certificates...

~linterrr Personal
7 Active Mew Window from Here R.equﬁ New Certificate...

°| Active Directory User
> | Trusted Publishers .
+ | Untrusted Certificate J Truste Refrech Import..

| Third-Party Root Cer || -~ Untrut

| Trusted People I Third- Help

| Client Authenticatior || | Tusted People
» 7] Local NenRemovablh | Client Authentication lssuers
, | Certificate Enrolimer " Local MonRemovable Certificates

~| Smart Card Trusted R v || [ Certificate Enrellment Requests

> | Smart Card Trusted Roots

Request a new certificate from a certification authority (CA) in your domain

Meore Actions

Advanced Operations

Bi 'Tﬁ Consclel - [Conscle Root\Certificates - Current User]
lﬁ File Action View Favorites Window Help
ol A0 :cil{ = AREREN ? s
v L) Certificates - Current Usi & Logical Store Name Actions

IS8 meeret o Certificates - Current User
+ [ Trusted Root Certific || 7/ 0 Find Certificates... :
» | Enterprise Trust . More Actions

| Intermediate Certific — Ermtes All Tasks ¥ Find Certificates...
*| Active Directory User = Intelrn‘ New Wi z Berzong
5> 71 Trusted Publishers . —_'Acm! SRR AE Requﬁ el s
+ | Untrusted Certificate J Truste Refresh Impofi..
| Third-Party Root Cer || Untrut
| Trusted People I Third- A
7| Client Authenticatior | | Trusted Pecple
7] Local MenRemaevablh __| Client Authentication lszuers
| Certificate Enrollmer | Local NonRemovable Certificates
~| Smart Card Trusted R v || | Certificate Enrollment Requests
> _| Smart Card Trusted Roots
Request a new certificate from a certification autherity (CA) in your demain

More Actions

Advanced Operations
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BRI LAMERACLIEE S #ZE9800 WLC EHAAAREIE R, FHFiEE ﬁﬁ’k\Catalyst 9800 WLC , tRERE
Z%I|#E "WNCD AAA Auth Cache entriess T , MiF~= "SMD AAA Auth Cache entries; To

show aaa cache group <Server Group> all

e T RRWLC ERFHNERTAAARBUERE . & HRA

WNCD AAA Auth Cache entries
Client MAC: 00:11:22:33:44:55
SSID: vk802.1x

User: user@domain.com

Cache Expiry: 8h

Auth Method: EAP-TLS

BREZBAAARBTITARK , EFHEE W AEMERILBBAAARIETT B 1 ETE



MIEE : HAPEAPE BT | BRIsRETERIREICisco AVY , EdE & HRadiusf@ REFET
SBRRUESACHAENERAEZBINREME,

cisco-av-pair = AS-Username=testuser
cisco-av-pair = AS-Credential-Hash=F2E787D376 CBF6D6DD3600132E9C215D
B & A BERADIUS LR EAVEL H B 1,

Password={AS-Credential-Hash2 B £k FANT#ZE & X (https://codebeautify.org/ntim-hash-

generator),
SE B PR

BEERAAATR A & 17 5 38 R RE 34 I S5 {20 BR
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https://codebeautify.org/ntlm-hash-generator
https://codebeautify.org/ntlm-hash-generator

show aaa cache group <Server Group> all

BRI P ERANESHER.
SR 2BBEERENGER

show crypto pki trustpoints
show crypto pki certificates

BREBZRIFEALEHRIEAP-TLSEHRFHN ERETR,
SR IMEEGORELEEE

show running-config | include aaa authentication
show running-config | include aaa authorization

RERESIAT EMNARESAMRNEEER,

HER 5. mERAX SRR ME

<{froot>

2025/09/18 13:02:37.069850424 {wncd_x_R0-0}{2}: [radius] [16292]: (ERR): RADIUS/DECODE: No response fro
2025/09/18 13:02:37.069850966 {wncd_x_RO-03}{2}: [radius] [16292]: (ERR): RADIUS/DECODE: Case error(no r
2025/09/18 13:02:37.069853220 {wncd_x_R0-0}{2}: [aaa-sg-ref] [16292]: (debug): AAA/SG: Server group wra
2025/09/18 13:02:37.069853836 {wncd_x_R0-0}{2}: [aaa-sg-ref] [16292]: (debug): AAA/SG: Server group ref
2025/09/18 13:02:37.069855784 {wncd_x_R0-0}{2}: [aaa-sg-cache] [16292]: (debug): AAA/AUTHEN/CACHE: Don'
2025/09/18 13:02:37.069856826 {wncd_x_R0-0}{2}: [aaa-svr] [16292]: (debug): AAA SRV(00000000): protocol
2025/09/18 13:02:37.069860954 {wncd_x_R0-0}{2}: [aaa-authen] [16292]: (debug): MAC address in AAA reque

2025/ 09/ 18 13:02: 37.069864992 {wncd_x_R0-0}{2}: [aaa-svr] [16292]: (debug): AAA SRV(00000000): Authen nx

2025/09/18 13:02:37.069868198 {wncd_x_R0-0}{2}: [ewlc-infra-evmgr] [16292]: (debug): Add message event
2025/09/18 13:02:37.069875634 {wncd_x_R0-0}{2}: [ewlc-infra-evmgr] [16292]: (debug): Evmgr message even
2025/09/18 13:02:37.069876688 {wncd_x_R0-0}{2}: [wncd_0] [16292]: (debug): Sanet eventQ: AAA_CACHE_EVEN

2025/ 09/ 18 13:02:37.069887794 {wncd_x_R0-0}{2}: [aaa-prof] [16292]: (debug): AAA/ PROFILE/ DB: Find - Four
2025/ 09/ 18 13:02: 37. 069955264 {wncd_x_R0-0}{2}: [aaa-sg-cache] [16292]: (debug): AAA AUTHEN CACHE( 00000(

this indiates that cache/local auth 1is being used

2025/09/18 13:02:37.070019998 {wncd_x_R0-0}{2}: [wncd_0] [16292]: (debug): AAA Local EAP(1419) Sending
2025/09/18 13:02:37.070022944 {wncd_x_R0-0}{2}: [ewlc-infra-evmgr] [16292]: (debug): Add message event


mailto:vk@wireless.com:C4E90A00B1B0:

2025/ 09/ 18 13:02: 37.070025886 {wncd_x_R0-0}{2}: [aaa-sg-cache] [16292]: (debug): AAA/ AUTHEN CACHE( 00000(

2025/09/18 13:02:37.070028162 {wncd_x_R0-0}{2}: [ewlc-infra-evmgr] [16292]: (debug): Evmgr message even

sEEH:
17. 18R EEFiL (S 15 FF



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m_wireless-aaa-authentication-survivability-cache.html
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