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1.#%Configuration > Security > AAA:

< BAA shewmenow ()

WLC AAAEH
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Quick Setup: AAA Authorization ®

Method List Name* ISE-Authz-List
Type* network v @
Group Type group v @©

Fallback to local

Authenticated
Available Server Groups Assigned Server Groups
radius |;. - ISE-group |__|
Idap '
tacacs+ 3] (~)
(> (v
53 (v]

=] Apply to Device

REREBE

'-smxm-lbue-o

AMA Miethod List
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WLC AAAfRIBRESEE4E

5.8 F Configuration > Security > TrustsecIt Bt ECTS Device IDFICTS Password , EA$EISE L
MERERERAELRE,

EHEEERESRIAPEINCTSREFE !



WLC TrustSec

= » Trustsec

TS5 Device ID SBOCLAbWLE
T ssazss

CTS Authorization List ISE-Authe-List -  Acd AdA Mathod List
T5 Dy 5aGT 2 i

6.EARTRHIH , EEVWLANECEES BBMERE.

BE  SMIEEE LEASCTHRBEERSR.

i.7ECTS Policy & , B Inline TaggingMSGACL Enforcement , #&i& ] LA$g EDefault SGT, AEER
EFATERSGT 2#E R RAI -

WLCR RIER E 4

3 Peliey Edit Policy Profile »

Admin T Associated @ T

Suius Policy Tags Policy Profilc Namo General
] 1Y SGliest
Nam® SULtest WLAN Switching Policy
@ cwfmil policy profie
, 0 v Bascription Central Switching ewveen ([l
encoes [ Contral Authentication owcer ([
P [ ] eveeo ([
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SAL F
Cotault SGT
DC

¥ Updotc & Apply to Device

—. TEAdvancedZ3|IEZE T , BXFAllow AAA override MINAC state:



Edit Policy Profile

General Access Policies QOS and AVC Mobility
WLAN Timeout
Session Timeout (sec) 28800 ®
Idle Timeout (sec) 300
Idle Threshold (bytes) 0
Client Exclusion Timeout (sec) v 60
Guest LAN Session Timeout
DHCP
IPv4 DHCP Required
DHCP Server IP Address
31 nore
AAA Policy
Allow AAA Override o

NAC State

Policy Mame

Accounting List

WLC Policy Profile Advanced B %

ECLIE :

# configure terminal

default-aaa-policy X

(config)# radius server <server_name>

(config-radius-server)# address ipv4 <server_IP>
(config-radius-server)# pac key <password>

(config)# aaa server radius dynamic-author

(]

B

Advanced

Fabric Profile

Link-Local Bridging

mDNS Service
Policy

Hotspot Server

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DNS Layer Security
Parameter Map

Flex DHCP Option
far DNS

Flex DNS Traffic
Redirect

WLAN Flex Policy

VLAN Central Switching

Split MAC ACL

(config-locsvr-da-radius)# client <server_IP> server-key <password>

(config)# aaa group server radius <server_group_name>
(config-sg-radius)# server name <server_name>
(config-sg-radius)# ip radius source-interface Vlan#

a
default-mdns-ser ... v | B
Clear
v+ | B
Not Configured v
Clear
enasLeD [
B cnore J
v B

0 Update & Apply to Device

(config)# aaa authorization network <author_method_1list> group <server_group_name>

(config)# cts authorization Tist <author_method_1list>



(config)# wireless profile policy <policy_profile_name>
(config-wireless-policy)# shut
(config-wireless-policy)# aaa-override
(config-wireless-policy)# cts inline-tagging
(config-wireless-policy)# cts role-based enforcement
(config-wireless-policy)# cts sgt <number>
(config-wireless-policy)# no shut

# show cts credentials
CTS password is defined in keystore, device-id = 9800TabWLC

ISE #H5E

1 ENEEE-PREF-BHREE,
L L EHTEWLCER

Cisco Administration - Network Resources
Motwork Devices Metwork Dovice Groups Metwadk Dovice Profiles Extomal RADIUS Sorvers RADIUS Sorvar Soquenes: MAC Managers Extormal MOM

Seowarn Cevices

b
Metwork Devices
QBOOISEWLE
10.48.38.67 3z

TISEMEER&E. HE

Netwark Davices Hatwork Denice Groups Network Device Profiles aternal RADIUS Servers  RADIUS Server Sequences  NAC M

Sesore o 7
Al Loeation

AN Do Typas

RADRS UDP Settings
RADILS

ISE#TEWLC RADIUSE A



=, MTESIE EAdvanced TrustSec Settings , BIHUse Device ID for TrustSec
|dentification BxER 75 3 3t fi B 25 15

= Cisco ISE Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences
Network Devices ~  Advanced TrustSec Settings

Dafault Davice

Device Security Settings ~ Device Authentication Settings

Use Device ID for TrustSec |dentification

Device Id  98001abWLC

Password eesssese Show

Sk TrustSecik E

HERKARWLCHARS R6FWLC— IR VAR,

=, BTRBETustSecBANEH , WERERBELACOANSSHETREEH. BRIEMBH
ISEETE :

= Cisco ISE Administration - Network Resources
Network Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers
..

Network Devices

Default Device ~ TrustSec Notifications and Updates

Device Security Settings
Download environment data every 10 Seconds ™~

Download peer authorization policy

every 10 Seconds
Reauthentication every 1 Days ~
Download SGACL lists every 10 Seconds

Other TrustSec devices to trust this device
Send configuration changes to device

O CoA
) CLI(SSH)

Send from varusrin-ise e Test connection

Ssh Kay

TrustSeci@ A E



2. Test connection AEREE T ERE, ECHKIE , CERIELRER !

E sand |:|_'|:'|"|-\."i..:'.".l:l_": 1 changas 1O S8ICH

0 oA
CL1 {S5H)
Sand frofm  warEsrin-ise o @

S5h Kivy

REER

LA T RBIRELESCTHMREHM B ETENWLC , MREE L —FSPBIBETSSHEE , E— %
FEEE:

~ Device Configuration Deployment
a Include this device when deploying Security Group Tag Mapping Updates

Device Interface Credentials

EXEC Made dmi
Username admin

EXEC Mode [TTITTIYTITYYY
Password

T [ITTITITTITITY
Password

=, AL,

3.7 "ITHEARL, > TTrustSec, > "HIER, & |, BB TrustSecHl BEiEE, EFETrustSec AAA
Server AR EEFERAWISESIE, MREZEHIE , 552 B Cisco CatalystfEARE A H Y KA |, BR
R B HME S EEEAE R,



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/cisco-catalyst-wireless-group-based-policy-guide.html#C9800CTSProvisioningandDeviceEnrollment
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/cisco-catalyst-wireless-group-based-policy-guide.html#C9800CTSProvisioningandDeviceEnrollment
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4. ( WiE ) B BSettingsEH , BUH Automatic verification after every deploy ( SIS AJH ) ,

= Cisco ISE Work Centers - TrustSec
Overview Components TrustSec Policy Policy Sets SXP ACI Troubleshoot Reports Settings

General TrustSec Settings
TrustSec Matrix Settings
Work Process Settings

SXP Settings

Verify TrustSec Deployment

ACI Settings

General TrustSec Settings

B Avtomatic verification after every deploy ()

Time after deploy process

10 minutes (10-60) ()

Protected Access Credential (PAC)

*Tunnel PAC Time To Live

*Proactive PAC update when

90 Days

10 % PAC TTL is Left

Security Group Tag Numbering

© System Will Assign SGT Numbers

(] Except Numbers In Range -

From 1,000 To 1,100

() User Must Enter SGT Numbers Manually

ISE TrustSeci&E



5 RIBENER , ##T#EH > TrustSec > Components > Security Groups#T 18 S #mESGTE :

= Cisco ISE Work Centers - TrustSac
Ow w Compantnts Trust Palicy Palicy S SEP | T Rapa
Security Groups
| (o Hame SOT (Dec | Hex) Description Lsarned from
IE] 0y DO
=] S000F
@ /000!
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(3] i
o 4000E
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o OFF Chasrmnting S y -

ISEZ£4H

C.MNRERETERERRE  FEMEBITIEH > TrustSec > TrustSec Policy > Network Device
Authorization:

= Cisco IS Wark Centers - TrustSec
Overview Components TrusiSec Policy Paolicy Sets SKp ACI Troubleshoot Reports Setings
e * Network Device Authorization
etk Devies Auhorizatien Datino the Natwork Device Aulhorizabion Policy by assigning SGTS 1o notwork dovicos. Drag and diop rulos 1o chango the rder
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BURERRE , BEAERY , RAEAUATEEFS R

TrustSec Policy Policy Scts SXP AC! Troubleshoot Reports

Network Device Authorization
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Edit Permissions...

Source Security Group Comtracioes (SA0005)
Destination Security Group  Contracians: (5/0005)

Swatus [ Enabled -

Description
e
Assigned Security Group ACLS
RO ustomnDefaultSGTACL ~

Firal Catch All Rule Permit IP -

BT R



MEE : EAIPSEEROBERT , £EERRATESHEEWDHCPHEFEIRDHCP
P | A% RILHIBHITSCACLER.



MiZE : ETrustSecKME "AHRAZBIKRHA, ETrustSecEfEH#IEER K B IRIEWRSESCGTE
, DHCPE FimiZ W B &8 A B IPE UL (APIPA) i 1E ,

ETrustSeciEfEH L FF TrustSecKEE " RAFIKRA, B , B ImZWERNSGTE

, DHCPZ& Fim#ZE WPttt ,

9.8 — T Deploy, EMEEUTEHEMBEA :

Information




HE

Completed sending 2 TrustSec CoA

—
notifications to 2 relevant network

There are TrustSec configuration
changes that has not been notified to
network devices. To notify the
relevant network devices about these
changes click the push button.

Push

All

EEIEA

10.8fn 2Policy > Policy Sets T #JPolicy Set for the WLAN:

= Cisco ISE Policy » Policy Sels

Allowed Protocels [ Server Sequence  Hita  Actiom  View

= Datnisit Hatwenk Accasa o 1 §
B werensea

EAERD  RMBEESEFERENSGT , i##FSecurity Groupst# i THISGT:



. SGT ot

Status  Policy Sot Neme Doscription Gonditions Alowwed Protocols | Server Sequence  Hits
1=} L
o
—— — pry pre— R
[ ] i A A Cantras e "}
[ L P Employes 3
] u Sebect from lt _'::.
-
ISEZ 4R
Flexconnect

£ Configuration > Tags & Policies > Flex ™ HyFlexfi B % LA A ZBFMSGACLEE:

General
" S0, M
Pl rotie Mame
sodmut Fan profie 5
oL
an
1 0 -
HTTI Pre ]
TiR=Pr Adcir 0.0.0.0
CTS Policy
Tagging
= * L
GACL Enforcam
MK
C1% Brohks Name dolait-gipeprotion v
D Ca

1 Updabe & Apply o Device

WLC Flexs& E &

ECLIL :

# configure terminal

(config)# wireless profile flex SGLflex
(config-wireless-flex-profile)# cts inline-tagging
(config-wireless-flex-profile)# cts role-based enforcement



Mzt : WERWLCEHA-SSOH |, AIF X &EFlexConnect AP LHISGACL., B HRHERERID
CSCwn85468., LLEAERAGE17.19 %1,

B

k=111
K

1. #EISErh | #& X% B 7EOperations > RADIUS > Live Logs T & B/ IHRICTSEEK :


https://tools.cisco.com/bugsearch/bug/CSCwn85468

Cisco [ Operations - RADIUS 9 < O A &

Live Logs Live Sessions
Migconfigured Supplicants Misconfigured Netwark Devices RADIUS Drops Client Stopped Responding Repeat Counter
) ~ - i
L) 9 0 O k]
Time Status Datails Repea...  |dentity Endpaint 1D Endpoint.. Authenti.. Authoriz.. Autheoriz.. IP Address Network De..  Device Port
w Identity Endpoint 10 Erdpoint Pr Authenticat Authorizatic Authorizatic # Address w  Metwork Device Dewice Port
a o -
2 ‘ ] Y c
Aug a o
a a P h

ISE RADIUSENEF B 5%

2. WA LIBRBRARCEVER , URER B RWLC EAMonitoring > General > Trustsec ™ &
SGT:

CTS PACs

AGAARIRARTCANETE | F3C0T YIAGRAD SR E \deniity Sarvioms Fagine VEVR1S Cianiral O 13 3075 O

WLC TrustSecEs#z

3. B E PR |, 2B ASGTHEE REMonitoring > Wireless > Clients T , BEEERENEFIK
, A% B B|General > Security informationE £ :



Clients

Setected O out of 2 Clients

Chont MAC T IPva T
Addross Addross IPvti Addross

Tada 35ab.c01

”*‘“W-"‘f 10.1442.107  1680:0dc8:5ab,

1 0 - V
Absol

ervice Te

General QOS Statistics

SM Bend State

101442104 foB0:achbidS?t | ceal Policies

imer

Security Information

Dollx
AUTHENTIGATED

IOLE

SGLIest_local (priority 254)

WLCE F & i B5 422

ECLIE :

- HERFERAERZH , EREWLCEHEPRIIUATAR !

ERURERASGTHBIR FF AT #.

<#root>
#

show cts rol e-based sgt-map al

Active IPv4-SGT Bindings Information

IP Address SGT Source
10.14.12.110 2 INTERNAL
10.48.39.55 2 INTERNAL

IP-SGT Active Bindings Summary

1
N

Total number of INTERNAL bindings
Total number of active bindings

1
N

Active IPv6-SGT Bindings Information

IP Address SGT

Source

Server Policies
Cutput SGT 000420
Resultant Policies
Output SET V04 - 20
WLAN Name Client_VLA
1442
PRE00
None
Mo

<tfroot>

#

\ Glents




show cts rol e-based perm ssions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group Unknown to group Unknown:
SGACLtest-03
Permit IP-00

IPv4 Role-based permissions from group 2:TrustSec_Devices to group Unknown:
CustomDefaultSGTACL-03

IPv4 Role-based permissions from group 4:Employees to group Unknown:
CustomDefaultSGTACL-03
Permit IP-00

IPv4 Role-based permissions from group 5:Contractors to group Unknown:
SGACLtest-03
Permit IP-00

IPv4 Role-based permissions from group Unknown to group 2:TrustSec_Devices:
CustomDefaultSGTACL-03

IPv4 Role-based permissions from group 2:TrustSec_Devices to group 2:TrustSec_Devices:
SGT32-06

RBACL Monitor Al1 for Dynamic Policies : FALSE

RBACL Monitor Al1 for Configured Policies :

- BEREFPimE

<tfroot>

2025/08/14 08:44:47
2025/08/14 08:44:47
2025/08/14 08:44:47

[ Applied attribute :

2025/08/14
2025/08/14
2025/08/14
2025/08/14
2025/08/14
2025/08/14

08:
08:
08:
08:
08:
08:

44
44
44
44
44
44

47
47
47
47
47
47

, WA LARERAIRMEFPEIERIE L B35S , SCTHRAAAERA :

.072771984 {wncd_x_RO-0}{1}:
.072786402 {wncd_x_RO-0}{1}:
.072788080 {wncd_x_RO-0}{1}:

.072809490 {wncd_x_RO-0}{1}:
.072811627 {wncd_x_R0-0}{1}:
.072824202 {wncd_x_R0O-03}{1}:
.072829794 {wncd_x_R0-03}{1}:
.072860963 {wncd_x_R0O-0}{1}:
.072905375 {wncd_x_RO-0}{1}:

FALSE

[aaa-attr-inf] [15596]: (info): [ Applied attribute :
[aaa-attr-inf] [15596]: (info): [ Applied attribute :
[aaa-attr-inf] [15596]: (info):

security-group-tag 0 "0004-20" ]

[aaa-attr-inf] [15596]: (info): [ Applied attribute :bs
[aaa-attr-inf] [15596]: (info): [ Applied attribute :

[auth-mgr] [15596]: (info): [0000.0000.0000:unknown] R
[ewlc-qos-client] [15596]: (info): MAC: 74da.38ed.13b5
[rog-proxy-capwap] [15596]: (debug): Managed client RUN
[client-orch-state] [15596]: (note): MAC: 74da.38ed.13b

« fECLIH {# Fshow wireless client mac-address <client. MAC_address> detailis 55 , ZH o8
BRDREEFPIRAISGT:

<ffroot>

#show wireless client mac-address 74da.38ed.13b5 detail

Client MAC Address :
Client MAC Type :

Client DUID: NA

Client IPv4 Address :

74da.38ed.13b5

Universally Administered Address

10.14.42.103

Auth Method Status List


https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-332438052
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-332438052

Method : Dotlx
SM State
SM Bend State

Local Policies:
Service Template : wlan_svc_SGLtest_local (priority 254)

VLAN
Absolute-Timer

Server Policies:

Qut put SGT : 0004-20

Resultant Policies:

Qut put SGT : 0004-20

VLAN Name
VLAN
Absolute-Timer

: AUTHENTICATED
: IDLE

: Client_VLAN
: 28800

: Client_VLAN
1 1442
: 28800

- ESGT4HER—EEFHE , CEIBIISCT 4NFFAIRRERT :
EEREFRIEDESCTZ R EHF &,

<#froot>

#

show

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

cts rol e-based perm ssions

Role-based permissions default:

Permit IP-00

Role-based permissions from
SGACLtest-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Role-based permissions from
SGACLtest-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

Role-based permissions from
SGT32-06

Rol e- based perm ssions from

Cust onmDef aul t SGTACL- 03

Permt |P-00

group Unknown to group Unknown:

group 2:TrustSec_Devices to group Unknown:

group 4:Employees to group Unknown:

group 5:Contractors to group Unknown:

group Unknown to group 2:TrustSec_Devices:

group 2:TrustSec_Devices to group 2:TrustSec_Devices:

group Unknown to group 4: Enpl oyees:



I Pv4 Rol e-based perm ssions fromgroup 4: Enpl oyees to group 4: Enpl oyees:

Cust onDef aul t SGTACL- 03

Permt |1P-00

I Pv4 Rol e-based permissions fromgroup 5:Contractors to group 4: Enpl oyees:

Cust onDef aul t SGTACL- 03

Permt |1P-00

RBACL Monitor A1l for Dynamic Policies : FALSE
RBACL Monitor Al1 for Configured Policies : FALSE

<{froot>
#

show cts rol e-based sgt-nap al

Active IPv4-SGT Bindings Information

IP Address SGT Source
10.14.12.110 2 INTERNAL
10.14.42.103 4 LOCAL
10.48.39.55 2 INTERNAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings = 2
Total number of active bindings = 3

Active IPv6-SGT Bindings Information

IP Address SGT Source

- BEWMEREFR® , —EZNRSCT 44 , 5 —EMRRSGT 5 :

<tfroot>



show cts rol e-based sgt-nmap al

Active IPv4-SGT Bindings Information

IP Address SGT Source
10.14.12.110 2 INTERNAL
10.14.42.103 4 LOCAL
10.14.42.104 5 LOCAL
10.48.39.55 2 INTERNAL
IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 2
Total number of INTERNAL bindings = 2
Total number of active bindings = 4

Active IPv6-SGT Bindings Information

IP Address

SGT Source

RESUERSGT SHFFAIEE 1T .

<tfroot>

#

show cts rol e-based perm ssions

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

IPv4

Role-based permissions default:

Permit IP-00

Role-based permissions from
SGACLtest-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Role-based permissions from
SGACLtest-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03

Role-based permissions from
SGT32-06

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Role-based permissions from
CustomDefaultSGTACL-03
Permit IP-00

Rol e- based perm ssions from

group

group

group

group

group

group

group

group

group

Unknown to group Unknown:

2:TrustSec_Devices to group Unknown:

4:Employees to group Unknown:

5:Contractors to group Unknown:

Unknown to group 2:TrustSec_Devices:
2:TrustSec_Devices to group 2:TrustSec_Devices:

Unknown to group 4:Employees:

4:Employees to group 4:Employees:

5:Contractors to group 4:Employees:

group Unknown to group 5:Contractors:



SGACLt est - 03

Permt |1P-00

I Pv4 Rol e-based permi ssions fromgroup 4: Enpl oyees to group 5: Contractors:

Cust onDef aul t SGTACL- 03

Permt |1P-00

I Pv4 Rol e-based perm ssions fromgroup 5:Contractors to group 5: Contractors:

Cust onDef aul t SGTACL- 03

Permt |1P-00

RBACL Monitor A1l for Dynamic Policies : FALSE
RBACL Monitor Al1 for Configured Policies : FALSE

- ACLEWLCEERA "ETH,

<#froot>
#

show i p access-lists

RoTe-based IP access 1list CustomDefaultSGTACL-03 (downloaded)
10 permit udp src eq bootps (12 matches)
20 permit udp src eq bootpc
30 permit ip
Extended IP access Tist IP-Adm-V4-Int-ACL-global
10 permit tcp any any eq www
20 permit tcp any any eq 443
Role-based IP access Tist Permit IP-00 (downloaded)
10 permit ip
Role-based IP access Tist SGACLtest-03 (downloaded)
10 permit udp src eq bootps (18 matches)
20 permit udp src eq bootpc
30 permit udp dst eq bootps
40 permit udp dst eq bootpc
50 permit ip
Role-based IP access Tist SGT32-06 (downloaded)
10 permit ip
Extended IP access Tist implicit_deny



10 deny 1ip any any
Extended IP access Tist implicit_permit
10 permit ip any any
Extended IP access Tist meraki-fqdn-dns
Extended IP access Tist preauth_v4
10 permit udp any any eq domain
20 permit tcp any any eq domain
30 permit udp any eq bootps any
40 permit udp any any eq bootpc
50 permit udp any eq bootpc any
60 deny ip any any

FlexConnectZ #th X #1
- EREHEHAERESEIAPZHINWLCEH -
<#froot>

#

show cts ap sgt-info

Number of SGTs referred by the AP...............: 4
SGT PoT1icyPushedToAP No.of Clients
UNKNOWN (0) NO 0

2 NO 1
DEFAULT(65535) YES 0

« AP CLIF | ERHM T FImERIIAPZ IR FF Al H

AP#show cts role-based permissions
IPv4 role-based permissions:

SGT DGT ACL

65535 65535 Permit_IP

IPv6 role-based permissions:
SGT DGT ACL
65535 65535 Permit_IP

« DT REFmERNBERNRENAPHER

<{froot>



*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025

L T e I o B e By |

*08/14/2025
[*08/14/2025
[*08/14/2025

—/ -

SGTI Data sent:

09:
09:
09:
09:
09:

09:
09:
09:

l--- The client

<tfroot>

*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025
*08/14/2025

L B e T s T s A s Y s B s I |

09:
09:
09:
09:
09:
09:
09:
09:

| PLEARN_PENDI NG

45:
45:
45:
45:
45:

45
45
45

initiates the connection and

45:
45:
45:
45:
45:
45:
45:
45:

40

40.
40.
40.
40.

40.
40.
40.

40.
40.
40.

40
41

41.
41.

41

l---  The client nust

<#root>

[*08/14/2025 09:45:41
[*08/14/2025 09:45:41
[*08/14/2025 09:45:41
[*08/14/2025 09:45:41
[*08/14/2025 09:45:41

SGI' Data sent:

l--- Afterwards,

<{froot>

the assigned SGT for that client

.8504]
85071
8509]
8509]
8660]

8782]
8783]
8784]

88001]
8801]
88071
.8812]
.5130]
5135]
5139]
.5140]

CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:

CLSM[74:
CLSM[74:
CLSM[74:

74:DA: 38:ED:13:B5 0 0

CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:
CLSM[74:
chatter:
CLSM[74:DA:38:ED:13:B5]:

DA:
DA:
DA:
DA:

DA

DA:

DA

DA:

DA:

DA

DA:
DA:

DA

DA:

38:
38:
38:
38:
:38:

38:
:38:
38:

38:
:38:
38:
38:
:38:
38:

ED:
ED:
ED:
ED:
ED:

ED:
ED:
ED:

ED
ED
ED
ED
ED
ED

—

:13:
:13:
:13:
:13:
:13:
:13:

13:
13:
13:
13:
13:

13:
13:
13:

B5]:
B5]:
B5]:
B5]:
B5]:

B5]:
B5]:

US Auth(b0) seq 2599 IF 72 slot 0 vap 0 len 30 sta
DS Auth len 30 sTot 0 vap 0

Driver send mgmt frame success Radio 0 Vap 0
client moved from UNASSOC to AUTH

US Assoc Req(0) seq 2600 IF 72 slot O vap 0 len 17

client moved from ASSOC to 8021X
Added to WCP client table AID 1 Radio 0 Vap 0 Enc

B5]:

B5]:
B5]:
B5]:
B5]:
B5]:
B5]:

74:DA:38:ED:13

'"s directly put under the SGT 0.

ADD_CENTRAL_AUTH_INFO_MOBILE Payload
msAssocTypeFlags: 2 apfMsEntryType: 2 eap_type: 0
Decoding TLV_CLIENTCAPABILITYPAYLOAD: capbaility:
Decoding TLV_CLIENT_TYPE_PAYLOAD: Client Type : O
ADD_MOBILE AID 1

Client ADD Encrypt Key success AID 1 Radio O Enc 4
:B5: web_auth status 1

client moved from 8021X to

get an | P address through DHCP

.5144]
.5144]
.5150]
.5155]
.5161]

CLSM[74:DA:38:ED:13:B5]:
CLSM[74:DA:38:ED:13:B5]:
CLSM[74:DA:38:ED:13:B5]:
CLSM[74:DA:38:ED:13:B5]:

ADD_CENTRAL_AUTH_INFO_MOBILE Payload
msAssocTypeFlags: 2 apfMsEntryType: 2 eap_type: 25
TLV_FLEX_CENTRAL_AUTH_STA_PAYLOAD

Decoding TLV_CLIENTCAPABILITYPAYLOAD: capbaility:

CLSM[74:DA:38:ED:13:B5]:

74: DA: 38: ED: 13:B5 4 0

is going to be applied accordingly.

[*08/14/2025 09:45:41.5163] CLSM[74:DA:38:ED:13:B5]: Decoding TLV_CLIENT_TYPE_PAYLOAD: Client Type : 0O
[*08/14/2025 09:45:41.6476] chatter: find_insert_client:3313
[*08/14/2025 09:45:41.6476] chatter: Update IP from 0.0.0.0 to 10.14.42.103



[*08/14/2025 09:45:

Update ipsgt: |1PV4

l--- Associated IP

<tfroot>

[*08/14/2025 09:45:
[*08/14/2025 09:45:
[*08/14/2025 09:45:
[*08/14/2025 09:45:

FWD

<#root>

1--- Then for the | P-SGI mapping entry in the nmapping table,

41.6477] chatter:

client(74: DA 38: ED: 13: B5)

[ 10. 14. 42. 103]

& SGT is going to be added into nmapping table.

41.6477] chatter: Update ipsgt IPV6 client(74:DA:38:ED:13:B5) - [fe80::edc6:5a93:ada
41.6481] CLSM[74:DA:38:ED:13:B5]: Authorize succeeded to radio intf aproOvo0

41.6490] chatter: 74:DA:38:ED:13:B5: web_auth status 1

41.6492] CLSM[74:DA:38:ED:13:B5]: client moved from IPLEARN_PENDING to

SGACL policy for those SGTs is requested.
l--- This is a snippet of the AP debugs showi ng one of the ACLs:

CLSM[74:DA:38:ED:13:B5]: SGT Data sent: 74:DA:38:ED:13:B5 4 0

CLSM[74:DA:38:ED:13:B5]: Decoding TLV_CLIENT_TYPE_PAYLOAD: Client Type :

[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE(8)

.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8
[DEC] CAPWAP_CONFIGURATION_UPDATE_REQUEST(7) seq 165 Ten 148
«...TLV: TLV_CTS_RBACL_DELETE(1434), level: 0, seq: 0, nested: true
....TLV: TLV_CTS_RBACL_DELETE(1437), level: 1, seq: 0, nested: false

TLV_CTS_RBACL_DELETE received
ACL Name:CustomDefaultSGTACL

...TLV: TLV_CTS_RBACL_ADD(1433), Tlevel:
...TLV: TLV_CTS_RBACL_ADD(1437), Tlevel:
...TLV: TLV_CTS_RBACL_ADD(1438), Tlevel:
...TLV: TLV_CTS_RBACL_ADD(1439), Tlevel:
..TLV: TLV_CTS_RBACL_ADD(1439), Tevel:
.TLV: TLV_CTS_RBACL_ADD(1439), Tlevel:

TLV_CTS_RBACL_ADD received

ACL Nane: Cust onDef aul t SGTACL

ACL Type:1

ACE entry:permt ud

ACE entry:permt ud

p src eq bootps

p src eq boot pc

R R RRRPO

seq:
seq:
seq:
seq:
seq:
seq:

nested:
nested:
nested:
nested:
nested:
nested:

true

false
false
false
false
false

0



ACE entry:permt ip

[ENC] CAPWAP_CONFIGURATION_UPDATE_RESPONSE(8)
.Msg Elem Type: CAPWAP_MSGELE_RESULT_CODE(33) Len 8 Total 8

« EWLCCLIL , ESGT 4L ER— BB F iR :

<{froot>
#

show cts ap sgt-info

Number of SGTs referred by the AP...............: 4
SGT PoT1icyPushedToAP No.of Clients
UNKNOWN (0) NO 0

2 NO 1

4 YES 1
DEFAULT(65535) YES 0

« EAPCLIL :
IER AR RIMEREI |, EXTiE T EESGT 48BN FT AT

AP#show cts role-based permissions
IPv4 role-based permissions:

SGT DGT ACL

0 4 Permit_IP, CustomDefaultSGTACL
4 4 Permit_IP, CustomDefaultSGTACL
5 4 Permit_IP, CustomDefaultSGTACL
65535 65535 Permit_IP

IPv6 role-based permissions:
SGT DGT ACL

0 4 Permit_IP

4 4 Permit_IP

5 4 Permit_IP

65535 65535 Permit_IP



« EWLCCLIL , E#RSGT 5L FE—_ERF iR

<{froot>
#

show cts ap sgt-info

Number of SGTs referred by the AP...............: 5
SGT PoT1icyPushedToAP No.of Clients
UNKNOWN (0) NO 0

2 NO 1

4 YES 1

5 YES 1
DEFAULT(65535) YES 0

- APEGH :

<ttroot>
AP#

show fl exconnect client

Flexconnect Clients:
mac radio vap aid state encr aaa-vlan aaa-acl aaa-ipv6-acl assoc auth switching

SGT

74:DA:38:EB:CO:1F 0 0 1 FWD AES_CCM128 none none none Local Central Local

5

74:DA:38:ED:13:B5 0 0 2 FWD AES_CCM128 none none none Local Central Local

4

<ffroot>
AP#

show cts rol e-based sgt-nmap al



Active IPv4-SGT Bindings Information
IP SGT SOURCE

10.14.42.103 4 LOCAL

10.14.42.104 5 LOCAL

IP-SGT Active Bindings Summary

1
N

Total number of LOCAL bindings
Total number of active bindings

1
N

Active IPv6-SGT Bindings Information
IP SGT SOURCE
fe80::ac0b:d679:e356:al17 5 LOCAL
fe80::edc6:5a93:adab:fff6 4 LOCAL

IP-SGT Active Bindings Summary

1
N

Total number of LOCAL bindings
Total number of active bindings = 2

<{froot>
AP#

show cts rol e-based perm ssions

IPv4 role-based permissions:

SGT DGT ACL
Permit_IP, CustomDefaultSGTACL
Permit_IP, CustomDefaultSGTACL
Permit_IP, CustomDefaultSGTACL

Permit_IP, SGACLtest
Permit_IP, CustomDefaultSGTACL
Permit_IP, CustomDefaultSGTACL
Permit_IP, CustomDefaultSGTACL

H» O U O

5
65535 6553

(92 BV, IV, [V, RN SN SN N

IPv6 role-based permissions:

SGT DGT ACL
0 4 Permit_IP
4 4 Permit_IP
5 4 Permit_IP
0 5 Permit_IP
4 5 Permit_IP
5 5 Permit_IP
65535 65535 Permit_IP
<#root>
AP#

show cts access-lists

IPv4 role-based ACL:

SGACLtest
rule 0: allow true && 1ip proto 17 && ( src port 67 )
rule 1: allow true && ip proto 17 && ( src port 68 )



rule 2: allow
rule 3: allow
rule 4: allow
CustomDefaultSGTACL
rule 0: allow
rule 1: allow
rule 2: allow
Permit_IP
rule 0: allow

IPv6 role-based ACL:
Permit_IP
rule 0: allow

<{froot>

AP#

true &&
true &&
true

true &&
true &&

true

true

true

ip proto
ip proto

ip proto
ip proto

show cts rol e-based sgt-map summary

17 && ( dst
17 && ( dst

17 && ( src
17 && ( src

-IPv4-
IP-SGT Active Bindings Summary
Total number of LOCAL bindings = 2
Total number of active bindings = 2
-IPv6-

IP-SGT Active Bindings Summary
Total number of LOCAL bindings = 2
Total number of active bindings = 2
[ =3 +
5E B HER

« EWLCCLIL :
show cts provisioning
FRctsEN AT &

show ip access-lists

show cts ap sgt-info <ap_name>

« ZEAPL :

show cts role-based sgt-map all

HERCtsERABNFTAE

show cts access-lists <acl-name>

port 67 )
port 68 )

port 67 )
port 68 )



show cts role-based sgt-map summary
show cts access-lists

show flexconnect client

clear cts role-based counters

show cts role-based counters

- APFER :

- BMACTSEXEMBIE

SEE

debug cts enforcement
fir§Emon

« MECAPWAP ACLEHMEHMEBEN

debug dot11 client access-list <client-mac-addr>
debug capwap client acl

debug capwap client payload

debug capwap client error

debug dot11 client management information
debug dot11 client management critical

debug dot11 client management error

debug dot11 client management events

debug generic datapath client_ip_table/debug_acl
debug generic datapath client_ip_table/debug
debug generic datapath sgacl/debug

debug generic datapath sgacl/debug_sgt

debug generic datapath sgacl/debug_protocol

debug generic datapath sgacl/debug_permission

#ir5Emon
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