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> Frame 269: 91 bytes on wire (728 bits), 91 bytes captured (728 bits)
> Ethernet II, Src: 00:00:00 90:00:00 (P0:00:00:090:00:00), Dst: P0:00:00 PO:00:00 (PP:00:00:00:00:00)
> Internet Protocol Version 4, Src: 192.168.160.20, Dst: 192.168.160.116
> User Datagram Protocol, Src Port: 5247, Dst Port: 5248
> Control And Provisioning of Wireless Access Points - Data
> IEEE 8@2.11 Data, Flags: ......F.
> Logical-Link Control
> 802.1X Authentication
v Extensible Authentication Protocol

Code: Request (1) <l

Id: 1

Length: 5

Type: Identity (1) . e
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Frame 264: 114 bytes on wire (912 bits), 114 bytes captured (912 bits)
Radiotap Header v®, Length 54
802.11 radio information
IEEE 882.11 QoS Data, Flags: ....... TC
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol
Code: Response (2) «
l1d: 1
Length: 18
Type: Identity (1) <=
Identity: host/iseuserl R
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Frame 281: 506 bytes on wire (4048 bits), 506 bytes captured (4048 bits)
Ethernet II, Src: 90:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (PO:00:00:00:00:00)
Internet Protocol Version 4, Src: 192.168.160.20, Dst: 192.168.160.88
User Datagram Protocol, Src Port: 58838, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
|Packet identifier: @x24 (36)
Length: 464
Authenticator: 48f74e792b11604d918824d947629485
[The response to this request is in frame 285]
v Attribute Value Pairs
¥ AVP: t=User-Name(1l) 1=15 val=host/iseuserl
Type: 1
Length: 15
User-Name: host/iseuserl « el
> AVP: t=Service-Type(6) 1=6 val=Framed(2)
> AVP: t=Vendor-Specific(26) 1=27 vnd=ciscoSystems(9)
> AVP: t=Framed-MTU(12) 1=6 val=576
~ AVP: t=EAP-Message(79) 1=20 Last Segment[1]
Type: 79
Length: 20
EAP fragment: ©201001201686f73742f6973657573657231
v~ Extensible Authentication Protocol
Code: Response (2)
Td: 1« ee—
Length: 18
Type: Identity (1)
Identity: host/iseuserl « el
> AVP: t=Message-Authenticator(80) 1=18 val=262b63190+7340d9b9db2+888ealcb79
> AVP: t=EAP-Key-Name(102) 1=2 val=
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> Frame 285: 169 bytes on wire (1352 bits), 169 bytes captured (1352 bits)
> Ethernet II, Src: VMware 8c:8e:41 (00:0c:29:8c:8e:41), Dst: Cisco 56:49:8b (f4:bd:9%9e:56:49:8b)
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
> Internet Protocol Version 4, Src: 192.168.160.88, Dst: 192.168.160.20
> User Datagram Protocol, Src Port: 1812, Dst Port: 58038
~ RADIUS Protocol
Code: Access-Challenge (11)
|Packe‘t identifier: 0x24 (36) =l
Length: 123
Authenticator: 9046d29958d0812dPalcacl/7f20842a0
[This is a response to a reguest in frame 281]
[Time from request: ©.003997000 seconds]
v Attribute Value Pairs
> AVP: t=State(24) 1=77 val=333743504d5365737369616e49443d3134413041384330303030303030313041
¥ AVP: t=EAP-Message(79) 1=8 Last Segment[1]
Type: 79
Length: 8
EAP fragment: ©1c900060d20
v Extensible Authentication Protocol
Code: Request (1)
Id: 201« ~ale—
Length: 6
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: 0x28
> AVP: t=Message-Authenticator(80) 1=18 val=587539e3839%e8adeefbcod5735443d3a
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> Frame 347: 102 bytes on wire (816 bits), 182 bytes captured (816 bits)
> Radiotap Header v@, Length 54
> 802.11 radio information
> TIEEE 882.11 QoS Data, Flags: ...... F.C
> Logical-Link Control
> 802.1X Authentication
v Extensible Authentication Protocol
Code: Request (1)

[1d: 201 - —comli—

Length: 6
Type: TLS EAP (EAP-TLS) (13)
~ EAP-TLS Flags: @x20

e... = Length Included: False
.a.. = More Fragments: False
.1, = Start: True
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Frame 349: 300 bytes on wire (2400 bits), 3080 bytes captured (24080 bits)
Radiotap Header v@, Length 54
802.11 radio information
IEEE 8092.11 QoS Data, Flags: ....... TC
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol
Code: Response (2) « -l
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[Id: 201 i —

Length: 204
Type: TLS EAP (EAP-TLS) (13)
v EAP-TLS Flags: 0x80
Length Included: True
e e More Fragments: False
..8. .... = Start: False
EAP-TLS Length: 194
v~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x@303)
Length: 189
> Handshake Protocol: Client Hello i
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Frame 365: 260 bytes on wire (2080 bits), 260 bytes captured (20808 bits)
Radiotap Header v@, Length 54
802.11 radio information
IEEE 882.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol
Code: Request (1)
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[1d: 204

Length: 164
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: @x@e
v [3 EAP-TLS Fragments (2162 bytes): #353(1002), #359(1002), #365(158)]
[Frame: 353, payvload: @-1001 (1882 bytes)] « -l
Frame: 359, payvload: 18082-2003 (1082 bytes) et —
Frame: 365, payload: 2004-2161 (158 bvtes
[Fragment Count: 3]
[Reassembled EAP-TLS Length: 2162]
~ Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate
TLSv1.2 Record Laver: Handshake Protocol: Server Key Exchange
TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
TLSv1.2 Record Laver: Handshake Protocol: Server Hello Done
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> Frame 367: 1588 bytes =slssss (12704 bits), 1588 bytes captured (12704 bits)
> Radiotap Header v®, Length 54
> 802.11 radio information
> IEEE 882.11 QoS Data, Flags: ....... TC
> Logical-Link Control
> 802.1X Authentication
v Extensible Authentication Protocol
Code: Response (2)
Id: 204 < ile—
Length: 1492 < -sojjes—
Type: TLS EAP (EAP-TLS) (13)
v EAP-TLS Flags: ©xc®

1... = Length Included: True
I = More Fragments: True
@ = Start: False

[EAP-TLS Length: 4692 il

wRig ENHIFER

> Frame 56: 1482 bytes -~ =wilsssssm 356 bits), 1482 bytes captured (11856 bits) on interface /tmp
> Ethernet II, Src: Cisco b5:e6:00 (0c:75:bd:b5:e6:80), Dst: Cisco 56:49:8b (f4:bd:9e:56:49:8b)
> Internet Protocol Version 4, Src: 192.168.160.116, Dst: 192.168.160.208
> User Datagram Protocol, Src Port: 5248, Dst Port: 5247
> Control And Provisioning of Wireless Access Points - Data

Reassembled in: 57
v Data (1424 bytes)

Data: ©18800000c75bdb3022038689362ec7eBc75bdb30221000100002aaa030000008880100...

[[Length: 1424] - sl
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M Wireshark - Packet 57 - FromTheWire2.pcap

Frame 57: 156 bytes s ufesssss 248 bits), 156 bytes captured (1248 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
Ethernet II, Src: Cisco_b5:e6:00 (@c:75:bd:b5:e6:008), Dst: Cisco_56:49:8b (f4:bd:9e:56:49:8b)
Internet Protocol Version 4, Src: 192.168.168.116, Dst: 192.168.1608.20
User Datagram Protocol, Src Port: 5248, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
[2 Message fragments (1530 bytes): #56(1424), #57(106)]
IEEE 802.11 QoS Data, Flags: ....... T
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol
Code: Response (2)
[Id: 204 =
Length: 1492 =il —
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: Oxc®
EAP-TLS Length: 4692
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> Frame 397: 340 bytes on wire (2720 bits), 349 bytes captured (2720 bits)
> Radiotap Header v@, Length 54
> 802.11 radio information
> TEEE 882.11 QoS Data, Flags: ....... TC
> Logical-Link Control
» 802.1X Authentication
v Extensible Authentication Protocol
Code: Response (2)
Id: 207 «iape—
Length: 244
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: @x@0
v [4 EAP-TLS Fragments (4692 bytes): #367(1482), #373(1486), #391(1486), #397(238)]
[Frame: 367, payload: 8-1481 (1482 bytes)]
Frame: 373, pavload: 1482-2967 (1486 bytes
[Frame: 391, pavload: 2968-4453 (1486 bytes)]
[Frame: 397, pavload: 4454-4691 (238 bytes)]
[Fragment Count: 4]
[Reassembled EAP-TLS Length: 4692] .esss
~ Transport Layer Security
> TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
> TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
> TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
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Frame 318: 1414 bytes  —=si==== (11312 bits), 1414 bytes captured (11312 bits)
Ethernet II, Src: Cisco_56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware_B8c:8e:41 (00:0c:29:8c:8e:41)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
Internet Protocol Version 4, Src: 192.168.160.20, Dst: 192.168.160.88
Data (1376 bytes)
Data: e2b6@714071152b7012807e%e3a7bdf3calo2bfd8d2c29bbeaac2la7@l0f686T73742169..
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> Frame 319: 695 bytes « agijfsss= 560 bits), 695 bytes captured (5560 bits)
> Ethernet II, Src: Cisco_56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware_8c:8e:41 (00:0@c:29:8c:8e:41)
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
> Internet Protocol Version 4, Src: 192.168.160.208, Dst: 192.168.160.88
> User Datagram Protocol, Src Port: 58038, Dst Port: 1812
~ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x28 (4@)
Length: 2025 -~ eiliem—
Authenticator: e3a7b@f3cal62bfd8d2c29bbeaac?la?
The response to this reguest is in frame 322
v Attribute Value Pairs
> AVP: t=User-Name(1) 1=15 val=host/iseuserl
> AVP: t=Service-Type(6) 1=6 val=Framed(2)
> AVP: t=Vendor-Specific(26) 1=27 vnd=ciscoSystems(9)
> AVP: t=Framed-MTU(12} 1=6 val=576
> AVP: t=FEAP-Message(79) 1=255 Segment[1]
> AVP: t=EAP-Message(79) 1=255 Segment[2]
> AVP: t=EAP-Message(79) 1=255 Segment[3]
> AVP: t=EAP-Message(79) 1=255 Segment[4]
> AVP: t=EAP-Message(79) 1=255 Segment[5]
v AVP: t=EAP-Message(79) 1=229 Last Segment[6]
Type: 79
Length: 229
EAP fragment: 8bcdbe38a7487cb8dcafbel664bbd95+72ct96eBc91bbcdBchbdect7de3dfedalt15¢ch73989..
v Extensible Authentication Protocol
Code: Response (2)

|1d: 204 et

Length: 1492
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: @xc@
EAP-TLS Length: 4692
> AVP: t=Message-Authenticator(80) 1=18 val=ffcd8b97d2d366fd9d995043bfe27607
> AVP: t=EAP-Key-Name(182) 1=2 val=
> AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
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\/‘ EAP/TLS Fragment3 in CAPWAP Fragment] EAP Response Fragment 3 of 3
Access-Request Fragment1 with EAP/TLS Fragment 3 < EAP/TLS Pragments in CAPWAP Pragment?
Access-Request Fragment2 with EAP/TLS Fragment
Access-Accept > [ EAP Success >
T
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ERNARESEENEWM), ELRGAARF[ANESR K WRREEERNE , WL.CEFEH

WM|T:I_:13961§LRAD|US/J|L50 B A MREBEAMRSFEEE , YEHNEFRETEEWMI , WLCE

ESEENMARFERAWMIE 1500 RADIUSTHRE

B, BEERPEEURIIENRHVPNNEE, ETFEREREES R , RSN EH
MTUER AR NHE , WEKHESIBETRNMNE, BUUEMTURE B12005E , UEHTU
12001 STARRER ( A =1500 ) EITHER,



2L ERWMIKMTUSEEmMAELZWLCERIPH U HRE,

ENEERTEERWMIBHMTU , EERMTENERESERWMIERAS —B M E , YEZTEAR
RADIUSTHE , UREHZTEA LHMTU, HRALEERERRESERBITTHKE , B EFEEE
WEEEFENHEXNZZHMLERADIUSEAENFE,

ItEE R EAAAR RS RWLANEBE, AT EZERRSEE L HPSEHERNMAR:SE K XERRSE
EHDP—ERARSFLEERNEE A, AMRSSMEASMIERFEEE , REHMEEIWLAN, Flm

, MRRE—EEREETHERMNWLAN , BIERE —EAAARRSS , t Al SAR M — BT [ ARES
#H, FREREFEANMTUN T ERIp radius source-interface®i© , #EAAAR AR 25 £ 18 B b 48
, ERANFERY —BH A EEE AR F L FEMEIEETHERNIFEWLAN,



BL  EREUHERERETANYERR , THERBRRTNK.

HREEREHES

—ARFRAREMET , MRERHET , AIEERHT. UTRL4ERESE , HhEpELEs
DACIEGETEEN AEL (= o

LTRWLANEE, FREYE  EEXGEEEFEANRRSEA,

9800#show run wlan
wlan TLS-Test 2 TLS-Test
radio policy dotll 24ghz
radio policy dotll 5ghz
no security ft adaptive
security dotlx authentication-list TLS-AuthC
no shutdown



£ A FEEEMTUET 18 Source-Interface i £

HEE , ERAREMISEARSFNEEMMRR[E. FMEHRN
=B,

9800#show run aaa

!
aaa authentication dotlx TLS-AuthC group NoMTU
!

!

radius server ISE

address ipv4 192.168.160.10 auth-port 1812 acct-port 1813
key 6 _ gINMNXObF[AbPBVNaYibbBMhNMFAbKUAAB

!
aaa group server radius NoMTU

server name ISE

ip radius source-interface V1an260

deadtime 5

1

9800#show run inter vlan 260

!

interface Vl1an260

ip address 192.168.160.20 255.255.255.0
no ip proxy-arp

end

TEERZEMTUBRWMI, AT

BT LLE R , NoMTURIBRES4E B 3718 B EEWLANER B B9 B 0 B ¥ 5 5275w, ip radius source-
interface VLAN260 @5 AR LA ARSFEE4AE | MIVLAN 260K EMTU , R REFEAMNR 1500, E
W52, MTUAB1500 , ATLAfE Ashow run all s S E#HH P EHNE.

interface V1an260

ip address 192.168.160.20 255.255.255.0
no ip clear-dont-fragment

ip redirects

ip unreachables

no ip proxy-arp

ip mtu 1500

B A —BEWLCHIERADIUSE R , EFmREXLAEARISENERS -



BiEE : B, RITHTEER1518, EEECABBEIRUANEE , HIMVLANREM
E2EFEHE, ELETFTAMTU,

Frame 581: 1518 bytes === 12144 bits), 1518 bytes captured (12144 bits)
Ethernet II, Src: Cisco_56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware_8c:8e:41 (00:0c:29:8c:8e:41)
802.10 Virtual LAN, PRI: @, DEI: O, ID: 260
Internet Protocol Version 4, Src: 192.168.160.28, Dst: 192.168.160.88
Data (1480 bytes)
Data: del3071407c63226010e07be21b83acec6b80ed7e8c2c3a900fc3c9a0101686173742169..
[Length: 1480] —gp—



> Frame 582: 548 bytes . —ssi======384 bits), 548 bytes captured (4384 bits)
> Ethernet II, Src: Cisco 56:49:8b (f4:bd:%e:56:49:8b), Dst: VMware 8c:8e:41 (80:0c:29:8c:8e:41)
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
> Internet Protocol Version 4, Src: 192.168.160.20, Dst: 192.168.160.88
> User Datagram Protocol, Src Port: 56851, Dst Port: 1812
~ RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @xe (14)

Length: 1982 e g

Authenticator: 21b83acectb8Ped7e8c2c3a90Bfc3c9a

[The response to this request is in frame 585]

v Attribute Value Pairs
> AVP: t=User-Name(1l) 1=15 val=host/iseuserl

HIiER , B LEINERI D E1480ETH R BRI EWMI LA Z A BRERIE1500 MTU T, T
—BH T/ PNR5501L THE |, BEFRUE FRADIUSE BRI KR/NA1982, EEEMLL , BEAF
MTUE T 20 BRI RES IE HiE 1,

FEAMTUA 120089 3EWMIANE

BiE , RREZUBDHIMTUET DB , EFERBLERFEEMEMRE. KERIEEE A BE
RETE  RARRNEREKEQERSLKBENEYNSVI, EXAEBTEN RO FHAMRSEE , I
Bt RRFREFEANRTERREHWMI , I EMTUREA12000 A TREENIE !

9800#show run aaa
|
aaa authentication dotlx TLS-AuthC group MTU1200
!
!
radius server ISE
address ipv4 192.168.160.10 auth-port 1812 acct-port 1813
key 6 _ gINMNXObFibbBMhNMFAbKUAAB
|
aaa group server radius MTU1200
server name ISE
ip radius source-interface Vlan261
deadtime 5
!
9800#show run inter vlan 261
|
interface Vlan261
ip address 192.168.161.20 255.255.255.0
no ip proxy-arp
ip mtu 1200
end

ETR , EREEAEERENMTURS NS,



MiEE : BREMTUNER S RELFRFITAN 0. E—EHMREE, MRE13961ELT
DENERITATEAMTU , BIREEETRANMET IR, ABI2FNARARATE
Bh iR o] A AVIE IR,

Frame 2817: 1214 bytes ~ "2 bits), 1214 bytes captured (9712 bits)

Ethernet II, Src: Cisco 56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware 8c:Be:41 (00:0c:29:8c:8e:41)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260

Internet Protocol Version 4, Src: 192.168.161.208, Dst: 192.168.160.88

Data (1176 bytes)

Data: del3671407c6b995011907be@7bT6d7e9c9914e3491at7321e39cF570101686173742160...

[[Length: 1176] —etf—




Frame 2818: 852 bytes h#.ﬁ bits), 852 bytes captured (6816 bits)
Ethernet II, Src: Cisco 56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware 8c:8e:41 (00:0c:29:8c:8e:41)
802.10Q Virtual LAN, PRI: ©, DEI: @, ID: 260
Internet Protocol Version 4, Src: 192.168.161.20, Dst: 192.168.160.88
User Datagram Protocol, Src Port: 56851, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x19 (25)
Length: 1982 «ailie—
Authenticator: 87bf6d7e9c9914e3491at7321e39cf57

£ W oW W W W

JE1E , RADIUSE RN A19821U Tl , BE—XREREIMT6EIT IR , MAREREAKENEE
ARSE1I76ET O ERVTERE, FBicS | H%MTU 5 E 2315003 {# Fsource-interface g S | &
f‘%7(1':1480 ET DR, ERALLENRE , IRFREIRENMTU , A FEWLC LW EHAMTR

¥} B & F4E £ A 9000KIMTU

HRZYEREEAEREMZEMREN , AR REZIEE , XA NHARFEAVLAN 261893
WMINE , S ARBIER, B2 , BEMNIP MTUREA9000, —AESHNEE , ATHEAR
SVIEERZEIP MTU , B4 EMTUSREASSRIP MTUNE., BAUELKEEREIUTRE :

9800(config-if)#do sho run inter vl 261
|

interface Vlan261

mtu 9100

ip address 192.168.161.20 255.255.255.0
no ip proxy-arp

ip mtu 9000

end

REEALLES , BENERSRRDTER. EURADIUSER K/NG1983M —ExBERTEE
saClE , BEMEE Eﬁlfﬁ_fﬁﬁi,fﬁﬂﬁﬁﬁﬁﬁ PTEERBAATERNINERTER

BEFEIBNE—HE , FFHEMTURBENR , AtEFFiRMHAE 149248 EAPE R TE T D K.
TRZEER , WLCHA U ERHAEETISEFrFHNFATARADIUSER , MEFEERAERER
ﬁJ\EﬁO

> Frame 50@7: 2025 bytes ~-ujmmsm (16200 bits), 2025 bytes captured (16200 bits)
> Ethernet II, Src: 00:00:00 _00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_P0:00:00 (P0:00:00:00:00:00)
> Internet Protocol Version 4, Src: 192.168.161.20, Dst: 192.168.160.88
> User Datagram Protocol, Src Port: 56851, Dst Port: 1812
~ RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @x22 (34)

Length: 1983 ~eiff—

Authenticator: 2e4d43d8fb5c78f770@fbc639fbBc9cP

[The response to this request is in frame 5010]

> Attribute Value Pairs




&

et

FHEAP-TLSE , EFIREEREREHEXINAAAMREE, ELBREBEEAAMTIU , RtERAER
HEREDSER. BEFREERETBRNEIEERIEIMTU, BRAPXLEFIBCAPWAPEREE , Eit
EEREENABSLEDT R, WLCHEEMEHS , YAAHEFASE—E , BEXFH R DR
HERADIUSEHR, B , AREES SR SHERAEREENEAPHBHWLCS B A X E 5 154

o

MR & 4ip radius source-interface <interface you want to use># 5 ¥ 8 ZEIAAAfRBRESME , WLCH
FEREREEPNEANE , MA2 (H2THFE ) WM, EREGSETUBHAWLCERTERN
MTUM T RFERN136RETH B, B , ERUUEFZFERNSERBPHNER S,

{# A Cisco Catalyst Centerf¥ , &/i&source interfacefi S #Ti8 2 A IRESE , M ERXERIT A,
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BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



