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Lab Repros##fi & A
OWE FLOW

PSK/dot1xf OWE
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RA EPC (AR &R
AIR PCAP

B

&

AERENFBOWEEIHIE K HE Catalyst 9800 AR LANE 25 (WLC) LHEEF K.
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BRZREBELT A



o W{AERTEQ800 WLC(TFENEL(AP)) LLZE R E AR E
« W{AEL EWLANFI SR RSB EAE 3R,

BRA T
AN ERARBIEATHRBNERRA

« C9800-80, Cisco IOS® XE 17.12.4 , i€7£Cisco IOS® XE 17.9.6# 1T 7 A&
APELEE : C9136l , ERMEAR#FE éﬁ%ﬂi‘to

ANFHEARBRBRBEERETREANEEMEL. XPEAZNAMBEERERREER (HEKR
) BAAREREE . MREHEEEFT , FEARECERAEAESTRERNTE,

at B
- OWE ( #E2HEEFEMER ) EYHIEEE 802 1MMNERE , AESNERHENE, EROWEN S
PRIFVENRBRAPNEFin BHNERR RS EFER,
« OWEfE B E A Diffie-Hellmani&E & £ 8 N 27 3R E& E EAR INZR
- FEHOWEE , EFmAMAPESBIBREFHITDIiffie-Hellman& i@ | W AG 4 B AYEL ¥
SMEAREF-EFEH,
- 5 OWE AIEASBRAKA R LA PSK RN EFNERBER RSN,
S BR

1. Bt & —{BOPEN WLANTI A& AR %/ & < SR EHE

2. FRHOWEZ £ ERES —ESSID , WHEBEER — wlan-idF R B WLAN IDIF
o ZHAOWERESSIDH I ERESSIDIEE,

3. £OPEN WLAN 'transition-mode-wlan-id s ##{ & ¥3BLOWEE#WLAN ID3R

Lab Reproz#H& A

- BAMASSIDER | REXK

« OWEHE#:SSID&# : OWE-Transition

« OPEN-OWEHRBSSID:40:ce:24:dd:2e:87

« OWE-Transition#9BSSID:40:ce:24:dd:2e:8f

OWE FLOW

1. AEER M SSIDRER, ERUEAIR PCAP¢JELESSID%%§ e

2. RFNEFTUEAIR PCAPHREZRE A "Wildcardy ( BRAFT) WTEEQESSID%EE’\J ER
MR %Z£SSID,

3. —BEEFiwREIFKSSIDMERIR ( MREB/HXEOWE ) , B AT AR B OWEE
SSID ( BIERAAZ 2 #ISSIDM A ZEMSSID ) EEHFAFER,

4. OWEX BHE F i A ARE EH#SSIDERUR RIEFE,



5. EFimMAPZ B LA 1TOPEN & 7 B2 5% -
6. EFIm A AMAPEIX B EDHE MMM EANWREBER , WS+ RN B S/ANIRE

Fo

7. APT] LUEAEAEH B FE,
8. APHIZEFImEBE MR ERELIMAEF,
0. £EREIEMINE , L2 PSKATLAR I,

10. BEF % Al LAEDHCP. ARPZEEP,

11. B F % a] LA ARUNAREE,

12. IRFZEOWEN B FimEkE

ERUIP , WETEJEARUN#%‘%O
[RIB{EENE

- bR , AIR PCAPEE/RSSID "OPEN-OWE ; E#& (5181 ), S EHEMBSSIDFHFMENR , &
% TOWE-Transition, »

Mo Tima

Source Dastination Protocol Langth

47285 2025-01-21 89:53:16.259879 Cisco_dd:2e:87 Broadcast 882,11

Frame 47285: 376 bytes on wire (3088 bits), 376 bytes captured (3008 bits)
Rmnntan Header vl} Lcngt'\ 36

adin m
IEEE E82.11 Beacon fram Flags: ..ocouen C

IEEE E8@82.11 Wireless Managesent
Fixed parameters (12 bytes)
Tagged parameters (380 bytes)
Tag: SSID parameter set: "OPEN-OWE™

Tag Mumber:

SSID parameter set (@)

Tag length: 8

Tag: Supported Rates 6(B), 9, 1Z(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: D5 Parameter set: Current Channel: 48
Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Country

Information: Country Code IN, Environment ALL

Tag: Power Constraint: @

Tag: QBS5 Load Element B@Z.1le CCA Version
Tag: RM Enabled Capabilities (5 ectets)
Tag: HT Capabilities (802.11n D1.18)

Tag: HT Information (882.1ln D1.18)

Tag: Extended Capabilities (8 octets)

Tag: VHT Capabilities
Tag: VHT Operation
Tag: Tx Power Envelope

Tag: Vendor
Tag: Vendor
Tag: Vendor

Specific: Micresoft Corp.: WMM/WME: Parameter Element
Specific: Cisco Systems, Inc: Aironet CCX version = §
Specific: Cisco Systems, Inc: Aironet Client MFF Disabled

Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (11) (11)
Tag: Vendo
[Tag: vendo

r Specific: Cisco Systems, Inc: Adronet nawn {44)
r Specific: Wi-Fi Alliance: OWE Transition ModE
Tag Mumber: Vendor Specific (221)

Tag lemgth: 25
OUI: 5@:67:9a (Wi-Fi Alliance)
Wendor Specific OUT Type: 28

BSSID:

Cisco_dd:Ze:8f (40:ce:24:dd:2er81))

5510 length: 14

SSID: OWE-Transitiol

B 1 B3 SSIDH R
RS SSIDIEE

BIBEWLANELE |, Itk "TOWE-Transitiony SSIDEZA "E#E., , BREAUEFAIR
PCAPHEE ssm%#ﬁ TWildcard, HYFEHSSIDEE, ER , MRREZERST , ©3

€ OWE-Transitions¥#H& .
- FRALERE (W "40:ce:24:dd:2e:8f
gE2v

EHERIP , ©HRSSID "Missing.
BSSID "40:ce:24:dd:2e:87. »

RIE AT LAEOPEN SSIDASEERAFER , AT A LlEE

Info
376 Beacon frame, SN=1157, fNe@, Flags®........C, BI=19@, SSID="OPEN-OWE"

) BEERISSIDAYBSSID , X EE R IHEH

, WEEHESSIDA "OPEN-OWE,



N Time Source Destination Protocol Length Inke
22581 2025-01-21 @9:52:23.230007 Cisco_dd:2e:8f Broadcast B02.11 390 Beacon frame, SN=2483, FN=8, Flags=........C, BI=108, S55ID=Wildcard {Broadcast)

Frame 22581: 390 bytes on wire (3128 bits), 398 bytes captured (3128 bits)
Radiotap Header v@, Lemgth 36
882.11 radio information
IEEE 802.11 Beacon frame, Flags: ........C
IEEE 802.11 Wireless Management

Fixed parameters (12 bytes)

Tagged parameters (314 bytes)

Tag: SSID parameter set: Wildcard SSID
Tag Musber: SSID parameter set (@)

T
9: Supported es 6(B), 9, 12(B), 1B, 24(B), 36, 48, 54, [Mbitssec)
05 Paraneter set: Current Channel: 48

Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Country Informatien: Country Code IN, Emvironment ALl

Power Constraint: @

RSN Information

: 0BS5S Load Element B@Z.1le CCA Version

: PM Enabled Capabilities (5 octets)

: HT Capabilities (B02.11n D1.10)

¢ HT Information {(B82.11m D1.18)

Extended Capabilities (8 octets)

: WHT Capabilities

VHT Operation

T Power Envelope

Vendor Specific: Micresoft Corp.: WMH/WME: Parameter Element
Vendor Specific: Cisco Systems, Inc: Adronet CCX version = 5

: VWendor Specific: Cisco Systems, Inc: Aironet Client MFP Disabled
Vendor Specific: Cisco Systems, Inc: Adronet Unknown (110 (11}
Vendor Specific: Cisco Systems, Inc: Alronet Unknown (44)

: Vendor Specific: Wi-Fi Alliance: OWE Transition Mode |

Tag Number: Vendar Specific (2210

Tag length: 19

OUT: 5@:67:9a (Wi-Fi Alliance)

Wendpr Spacific OUT Type: I8

IBSSID: Cisea_dd: a7 (43:(_::2&:dd:2e:9?}l|

2:EB#SSID - OWEE#:
REFiREEZIOWEEESSIDA HRAIFES

RIFEEZEE "OPEN-OWE, SSID , EFmEHEZEERNVEMSSIDFFMENR , Tj':lkl:
B5=HAH "OWE-Transitions » MREFFIHEEAZEOWENZ , Bl o LUEIFRRIFE
E3%X 2| TOWE-Transitiony SSIDIY ESEPE,

« RBIFEREIXBIOWE-Transition BSSID "40:ce:24:dd:2e:8f" , MBS EFE, 1EILIRAIE
EEREH | BET LLEFIOPEN-OWE SSIDEFMEA.

No. Time Source Destination Protocol Length Infa
8500 2025-01-21 89:51:57.318408 ee:13:eB:a8:cd:5b Cisco_dd: 2e: Bf B02.11 197 Probe Request, SN=8, FN=0, Flags=........ €, S51D="OWE-Transition"
8510 Z825-81-21 @9:51:57.31B412 ee:l3zed: al :5b EBZ2.11 48 Acknowledgement, Flags=........ €
8511 Z@25-81-21 ©9:51:57.319223 Cisco_dd: 2e:8f ee:lized:ad: cd:5h B02.11 398 Probe Response, SN=TB2, FN=0, Flags=........C, BI=18@, S5ID="OWE-Tramsition™
S2152109:51:52,319233 £4560 ;28281 892,11 48 Acknoxle30ERent, £12055 <

Frame B589: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits)
Raﬁlolan Header v, I.enqth 36

Flags: ........C
TEEE Qn;.u Wireless Manaqenenl
Tagged parameters (133 bytes)
Tag: SSID parameter set: “OWE-Transition®
Tag Mumber: SSID parameter set (@)
Tag . 14

Tog: Supported Rates 6, 9, 12, 18, 24, 36, 48, 54, [Hbit/sec]
Tag: 05 Parameter set: Current Channel: 48
Tag: HT Capabilities (882.11n D1.18)
Tag: Extended Capabilities (11 octets)
Tag: VHT Capabilities
Ext Tag: HE Capabilities
Tag: Vendor Specific: Wi=Fi Alliance: Multi Band Operation = Optimized Conmectivity Experience
Tag Nusber: Vendor Specific (221)
Tag length: 7
OUT: 50:6f:9a (Wi-Fi Alliance)
Vendor Specific OUI Type: 22
MBO/OCE attribute: 832102 (Cellular Data Capabilities)
Tag: Vendor Specific: Micreosoft Corp.: Unknown 8

3 FFBIFER
BEAPEIEEIE B R R E e

- EFIRWEISSID "OWE-Transitiony HIERAIEE | B ZEWIFi Alliance™® , HRIRSSIDFAH
EF A TOPEN-OWE, ,




2500 2025-91-21 @9:51:57.318400 ece:ld:eB:al:cd:Sb Cisco_dd: 2e:8f 802.11 197 Probe Request, 5M=d, FN=0, Flags=........C, SSID="OWE-Transition"

8510 2025-01-21 €9:51:57.318412 ee:id:eB:ad:cd:5b 802,11 ouledgrs Flags=...vueaal

8511 2025-91-21 @89:51:57.319223 Cisco_dd:2e:8f ee:13:eB:aB:cd:5b 80211 SN=TB2, FN=®, Flags=..:.:...C; BI=18@, S5ID="OWE-Transition"
8512 2005500521, 83:51:57,319233, Cisco.ii2e:Al BE2.11 48 ACkiORICI0CAC e ELAGSS c

Frame B511: 398 bytes on wiré (3184 bits), 398 bytes captured (3184 bits)
Radiotap Header v@, Length 36
i nfg

IEEE 882.11 Frobe Response

reless Management
Fixed parameters (12 bytes)
Tagged parameters (322 bytes)
Tag: SSID paraméter set: “OWE-Transition™
Tag Musber: S5ID parameter set (@)
Tag length: 14

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 48
Tag: Country Information: Country Code IN, Environment ALl
Tag: Power Constraint: &
Tag: RSN Infermation
Tog: 0BS5S Load Element 802.11e CCA Versien
Tog: RM Enabled Copabilities (5 octets)
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (B82.11n D1.18)
Tag: Extended Capabilities (8 octets)
Tag: WHT Capabilities
Tag: VHT Operation
Tag: Tx Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WHM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = 5
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (11) (11)
. e P (44}

: Wendor Specific: Wi-Fi Alliance: Transition Hode
23 Wumbcr: Wendor SPCCITIC (2217

Tag length: 19

QUI: 59:67:0a (Wi-Fi Alliance)

Vendnr Specific OUT Type: OB

OFEN-OWE

4R ETE
B & 10 B =

- BEFRAEER  FRRMAPZE RS ETOPENS BT , BIEBB IR EE F ik
wifizF #l & 5/ Th B



Ho. Time Destination Length Info

8518 2025-81-X1 89:51:57.327265 eell zaB:cd:5b » 48 Acknowledgesent, Flagss........C

Frame 8517: 7@ bytes on wire {56@ bits), 790 bytes captured (568 bits)
ARadiotap Header w@, Length 36
882.11 radio information
IEEE 802.11 Authentication, Flags: ........C
TypesSubtype: Authentication (@x@eeb)
Frame Control Field: Oxbodd
.00 2000 BA11 1100 = Duration: 6@ micreséconds
Receiver address: Cisco_dd:2e:Bf (48:ce:24:dd:2e:Bf)
Destination address: Cisco_dd:2e:8f (48:ce:24 CH:id ]
Transmitter address: ee:13:eB:ad:cd:5b (ee:13 cd:5b)
Source address: ee:l3:eB:aB:cd:5b {ee:l3:eB:a8:cd:5b)
B55 Id: Cisco_dd:2e:8f (40:ce:24:dd:2
wses wess saes @0RQ = Fragment number: &
|00 2000 2001 .... = Sequence number: 1
Frame check sequence: @x92873869 [unverified]
[FCS Status: Unverified]
[WLAN Flags: ........ cl
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: 0x0001
Status cede: Successful (@x@00a)

No. Tirme: Source Destination Protocol Length Inife
8520 2025-81-71 89:51:57.327278 Cisco_dd:2e:Bf ee:13:eB:aB:cd:5b B882.11 78 Authentication, SN=783, FN=@
8521 2025-81-21 @9:51:57.327349 Cisco_dd:2e:8f B82.11 48 Acknowledgesent, Flagss. B
8522 2025-81-21 99:51:57.329457 ee:l3:ef:aBrcd:Sh Cisco_dd:2e:8f 882.11 337 Association Request, SNsZ, FHlU Flagss........ €, SSID="OWE-Transition"

8523 2025-01-21 99:51:57.329466 oe:l3:eBzal:cd:5b 802.11 48 Acknowledgesent, Flags=........C

Frame 8520: 7@ bytes on wire {560 bits), 7@ bytes captured (560 bits)
Radiotap Header w@, Length 36
802.11 radio information
IEEE 802.11 Authentication, FLAgs: .....ve €
TypesSubtype: Authentication (@x88ab)
Frame Control Field: @xbded
000 9909 9911 1100 = Duration: 6@ microseconds
Receiver address: ee: B:cd:50 (ee:l3:ed:a
Destination address: B:a8:00:5b (ee:13:e8:aB:cd:5b)
Transmitter address: Cisco_dd:2e:8f (40:ce:24:dd:2e:8f)
Source address: Cisco_dd:2e:Bf (4B:ce:24:dd:2¢:81)
B55 Id: Cisco dd:2e:87 (48:ce:2d:dd:2e:8l)
sams wess aeas 0000 = Fragment number: @
9011 9980 1111 .... = Sequence number: 783
Frame check sequence: @xc3c21908 [unverified]
[FCS Status: Unverified]
[WLAM Flags: ........ €l
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: @x0002
Status code: Successful (@x@00a)

B4R A h % (FOPEN S B
%= EimEAPH BB R
- AR, EUEREH |, FFim A LU i A R 10 &8 Diffie-Hellman 5| 8{E.

No. Timea Source Destination Protocol Length
r B522 2025-01-21 @9:51:57.229457 ee:13:ef:al:cd:5b Cisco_dd:2e:8f 882.11 337
B523 2025-01-21 09:51:57. 229466 ee:13:e8:aB:cd:5b 802.11 48

Frame 8522: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)
Radiotap Header v, Length 36
802.11 radie information
IEEE 802.11 Association Request, Flags: ..
IEEE 802.11 Wireless Management
Fixed parameters (4 bytes)
T

Tag: Supported Rates G6(B), 9, 12(B}, 1B, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: -29, Max: 14

Tag: Supported Channels

Tag: HT Capabilities (882.11n D1.10)

Tag: RSN Information

Tag: RM Enabled Capabilities (5 octets)

Tag: Supported Operating Classes

Tag: Extended Capabilities (11 octets)

Tag: WHT Capabilities

Tag: Vendor Specific: Samsung Electronics Co.,Ltd
Tag: Vendor Specific: Samsung Electronics Co. Ltd

Tag: Vendsr Specific: Micrasaft Cor WHM/WHME: Information Element
IE”- T.:g (WE Bl”’i: el lman Pnramﬂ:rl
1 [} 1

E don LCF group (15
Public I(Ey' Te2Ta2badcT Ta98cTOTEA1 226349334 Tec 1604 64345dce 8L OBLEBD2121 131

[El6:RaBiEES



HERAREEF | BT AR BB AR BB PE RV & P i B

2025/01/21 15:21:57.391071821 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.391117645 {wncd_x_RO-0}{1}:

REAPEIAEI B Fin iy B EE

M. Time Source Destination Protoced

B527 2025-01-21 @9:51:57.333153 Cisco_dd:2&: 81 e8:13:eB:aB:cd:5b BO2.11

=T
G

[cTient-orch-sm]
[cTient-orch-sm]

Length Info

[21675]: (note): MAC: eel3.e8a8.cd5b .
[21675]: (debug): MAC: eel3.e8a8.cd5b

245 Association Response, SM=TB4, FN=8, Flags=........

B528 2025-91-21 @3:51:57.333161 Cisco_dd:2e:Bf BO2.11

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1960 bits)
Radiotap Header v@, Length 36
1l cadig iofgrmatign

Type/Subtype: Association Response mmnm)

Frame Control Field: @éxleee

.000 2000 8011 118 = Duration: 60 microseconds

Receiver addréss: ee:13:eB:aB:cd:5b (@e:13:6B:a8:cd:50)
Destination address: ecil3:eB:aB:cd:5b (ee:13:eB:a8:cd:5b)

Transmitter address: Cisco dd:Ze:8f (d9:ce:24:dd:Ze:Bl)
ISDUl(e address: Cisco dd:2e:87 (4@:ice:Zd:dd:2e:8r)
BSS Id: Cisco_dd:2e:8f (40:ce:24:d4d:2e:87)
............ 2008 = Fragment nusmber: @
8311 2281 8288 .... = Sequence number: TB4
Frame check sequence: @x7fbedlll [unverified]
[FC5 Status: Unverified)
[WLAN Flags: ........C]
IEEE 882.11 Wireless Managesent
Fixed parameters (6 bytes)
Capabilities Information: @x1111
Status code: Successful (BxddRa)
««00 2000 2000 2001 = Association ID: @x@@el
Tagged parameters (175 bytes)
Tag: Supported Rates G(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbitssec]
Tag: RSN Informatisn
Tag: Vendor Specific: Microseft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (882.11n D1.10)
Tag: Extended Capabilities (B octets)
Tag: VHT Capabilities
Tag: VHT Operation
Tag: FM Enabled Capabilities (5 octets)
Tag: B5S Max Idle Period

E7:EABEErE

2025/01/21 15:21:57.391334260 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.392296819 {wncd_x_RO-0}{1}:

TR
APMEFinkB B EBE4RIEF,
AP{Ei%xKey-1

Key-2 send by client

APEIEN EIR3

Key-4 send by client

48 Acknowledgement, Flags=......a.

[client-orch-state] [21675]:

[dotll] [21675]:

(note): MAC:

(note): MAC: eel3.e8a8.cd5
eel3.e8a8.cd5b Associati



Time
2025-01-21 @9:51:57.360919

Source
Cisco_dd:2e:8f

Destination
ee:13:e8:a8:cd25b

Protocal

Length

Inf
Key (Message 1 of 4)

8541
8542
8543
8544
8545
8546
8547
B548
8549

2025-01-21 09:51:57. 360930
2025-01-21 09:51:57.363375
2025-01-21 @9:51:57. 365554
2025-01-21 @9:51:57. 365603
2025-01-21 09:51:57. 366921
2025-01-21 09:51:57. 366029
2025-01-21 09:51:57. 368482
2025-01-21 09:51:57.373313%
2025-01-21 @9:51:57.373334

Cisco_dd:2e:87
ee:13:e8:aBicd: 50

Cisco_dd:2e: 81

Cisco_dd:2e:86
ee:l3rediaBicd:5h

Cisco_dd:2e:8f B02.11
Broadcast B0Z.11
Cisco_dd:2e:8f EAPOL
ee:13ie8:a8:cd:5b Baz.11
ee:l3red:aB:cd:Sh EAPOL
Cizco_dd:2e:8f Baz.11
Broadcast BaZ. 11
Cisco_dd:2e:81 EAPOL
ee:l3:ediaB:cd:5Sh Bez.11

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)

Radiotap Weader v, Length 34
802.11 radio information

IEEE B802.11 Qo5 Data, Flags: ......

Logical-Link Control

802. 1% Authentication
Version: B@2.1X-2084 (2)
Type: Key (3)
Length: 117

F.C

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 1]

Key Information: @x@038
Key Length: 16

Replay Counter: @

WPA Key Nonce: 1728747ac242742113711b43b61694T1eaf8ala78eb2el083d188c5a2edS5ded

Key Iv: a0

00 B0

WPA Key RSC: 2000000000000000

WPA Key 10: 2920000000000000

WPA Key MIC: @eaee
WPA Key Data Length: 22

LLE L]

aad

WPA Key Data: ddl4@@@tac®421b5504abBaiiscis5erddaadabizar

E8: 4R EF

2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

15:
15:
15:
15:
15:
15:

21

2025/01/21 15:

2025/01/21 15:
2025/01/21 15:
2025/01/21 15:
2025/01/21 15:
2025/01/21 15:

2025/01/21 15:

21:

21:

21:

21:

21:

21:

21:

21:

21:

21:

21:

21:

57.
57.
57.
57.
:57.
57.
57.
57.
57.
57.
57.
57.

57.

L2 B 1 Bt 5% X h

2025/01/21 15:21:
2025/01/21 15:21:
2025/01/21 15:21:
2025/01/21 15:21:

IPEEREE

57
57
57
57

392538716
392557538
392640494
394830551
395171903
420590731
420706435
420775720
426548998
426725965
426727805
434078994

434099154

.434111288
.434250308
.434286035
.434308953

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

48 Acknowledgement, Flags=........C

376 Beacon frame, 5M=3335, MN=@, Flagss........C, BI=10@, S55ID="0PEN-OWE"

215 Key (Message 2 of 4) w/
48 Acknowledgement, Flags=........C
267 Key (Message 3 of 4).
48 Acknowledgesent, Flags=........C

376 Beacon frame, 5NM=3336, FN=8, Flags=........0, BI=18@, S5ID="newssidd"

171 Key (Message 4 of 4)
48 Acknowledgement, Flags=........C

[cTient-orch-sm] [21675]:
[client-orch-state] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:

[client-keymgmt] [21675]:

[client-keymgmt]
[client-keymgmt]
[client-keymgmt]
[client-keymgmt]
[client-keymgmt]

[client-keymgmt]

[cTient-keymgmt] [21675]:
[cTient-auth] [21675]:
[cTient-auth] [21675]:
[cTient-orch-sm] [21675]:

(debug) : MAC: eel3.e8a8.cd5b

(note): MAC: eel3.e8a8.cd5

(note): MAC: eel3.e8a8.cd5b L2 .
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (note): MAC: eel3.e8a8.cd5b

(info): MAC: eel3.e8a8.cd5b

(note): MAC: eel3.e8a8.cd5b L2
(info): MAC: eel3.e8a8.cd5b C(Cli

(debug) : MAC: eel3.e8a8.cd5b



2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

15:
15:
15:
15:
15:
15:
15:
15:

21:
21:
21:
21:57.
21:57.

57.
57.
57.

434789679
436611026
437239513
437508189
534166453
21:57.535325325
21:57.535874658
21:57.536500021

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

(\

& Fum BE PIE TR R

2025/01/21 15:21:57.537017277 {wncd_x_R0O-0}{1}:

AZEOWEIZNE Fin
- BBREEEEAY | &S TS M

[client-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b |
[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
[cTient-iplearn] [21675]: (info): MAC: eel3.e8a8.cd5b

[sisf-packet] [21675]: (info): TX: DHCPv4 from 1interfac
[cTient-iplearn] [21675]: (note): MAC: eel3.e8a8.cd5b
[sisf-packet] [21675]: (info): TX: DHCPv4 from interfac

[client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5

RERAIEBEEMELE, IRAZXE, AlER

FEBRSSID "TOPEN-OWE , EEFAFRNAIMTEFNRKS O8F. BEUPHL , R

#% 7T LA ARUNAREE,

2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16

15:
15:
15:
15:
15:
15:
15:
15:

36:
36:
36:
36:
36:
36:
36:
36:

06.
06.
06.
06.
06.
06.
10.
10.

178370757
209288788
248651191
248751507
281808554
303307756
305041414
305777492

{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:

TR 18 &

[cTient-orch-sm] [17332]: (note): MAC: d037.4587.8f35 .
[dot11l] [17332]: (note): MAC: d037.4587.8f35 Associati
[cTient-auth] [17332]: (note): MAC: d037.4587.8f35 Ope
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTlient-ipTlearn] [17332]: (note): MAC: d037.4587.8f35
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3

« 19 RAEEIEOPENERRE 5 Webauth(CWA/LWA/EWA)H 5% EOWE,

- OWEBHBAXEFT,
- MRRMAFT, AlglRBLERER



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 @ WPA3 O Static WEP O None
MAG Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wrPaPolicy O wpA2 Policy O Status Enabled v
GTK O WPA3 Policy
Randomize . D Qver the DS D
Transition
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AEs(ccmpi28) & ccemp2se O Auth Key Mgmt
GCMP128 ) GCMP256 () e Tl eiria i e it
SAE O FT + SAE O
Protected Management Frame OWE FT+802.1x O
_ 802.1X- O
PMF Required v SHAZ256
Transition Mode WLAN ID 9

Association Comeback Timer* 1

SA Query Time* 200

.| Update & Apply to Device

E9:7EOWEHE#SSIDF BAF TRV EHERER

PSK/dot1xF X #EOWE

BERS|EAEELASTHRAOWE ,

1. 802.1xZFT+802.1x

2. PSK, FT+PSK=PSK-SHA256

3. SAEZFT+SAE

4. 802.1x-SHA256 %X FT+802.1x-SHA256

MREEFRAERE—FE , TRRERIERALS



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 @® WPA3 Q Static WEP O None

MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wraPolicy O wpa2 Policy O Status Disabled v
GTK O WPA3 Policy o
Randomize
Transition 0 i
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O .

802.1X/FT+802.1X/802.1X-SHA256/PSK/FT+PSK/PSK-
SHA256/CCKM/SAE/FT+SAE
Protected Management Frame

SAE O FT + SAE O
PMF Required . OWE FT+8021x O
Toquee S —
Association Comeback Timer* 1 ‘ SHAZS
Transition Mode WLAN ID 9 ‘
SA Query Time* 200 ‘

Update & Apply to Device

10:#£FOWE SSIDF A H fth & 13 B T8 75 £ R I B SR RRE B



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 QO WPA2 + WPA3 @® WPA3 Q Static WEP QO None

MAC Filtering O

Lobby Admin Access )

WPA Parameters Fast Transition
wPAPolicy O wpA2 policy O Status Enabled v
GTK O WPA3 Policy
Randomize . 0O Over the DS O
Transition
Disable
Reassociation Timeout * 20

WPAZ2/WPAS3 Encryption

AES(ccmPi128) & CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O
Protected Management Frame PSK/FT+PSK/PSK
FT O
PMF Required v + SRk
OWE FT + 802.1X
Association Comeback Timer* 1 802.1X-
SHA256
Transition Mode WLAN ID 9

SA Query Time* 200

Update & Apply to Device

Bl11:BUAAKMERH S5 50H 2

« #£Cisco |IOS® XE 17.9.6 IOSKRAH |, #IE "WPA2+WPA3, B | B LIEAKMTEE 7
OWE, £ , BEREZNFIEBNEE , BTEOWEARILES,



Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 ALA

) WPA + WPAZ ® WPAZ + WPA3 O WPA3 O Static WEP ) Nona
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
WPA O WPA2 Status Disabled -
Policy Policy
GTK (] WPA3 Over the DS 0
Randomize Policy
Transition O Reassociation Timeout * 20
Disable |

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) compzss O
GCMP128 O gemezse O
Protected Management Frame OWE is supported with WPA3 (WPA/WPAZ must be
disabled)
PMF Required - | 802.1x PSK O
' CCKM A SAE O
Association Comeback Timer* | 1 FT + SAE OWE
' FT + 802.1x FT + PSK 0
SA Quary Time* 200 802.1x- psk-sHA256 O
. SHAZ256
Transition Mode WLAN ID 7

MPSK Configuration
Enable MPSK O

| Update & Apply to Device

Bl12:321BWPA2+WPA3R HIRSE 2 H 82

« T£Cisco IOS® XE 17.12 4fRAH | BB1EE "WPA2+WPA3, B , EZXZTEAKMHES 7



OWE. #EH& ,

Edit WLAN ®

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AN

O 'WPA, + WPA2 ® WPAZ + WPA3 O WPA3 O Static WEP ) None
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
weaPslicy O WPA2 Policy Status Enabled -
GTK (] WPA3 Policy
Randomize . Over the DS O
Transition |:|
Disable

Reassociation Timeout * 20
WPAZ/WPA3 Encryption

AES(coMP128) B CCMP256 O Auth Ksy Mgt
eempize O gempzse O N R
VWAL SECUnty vaihd Combnations. Syuite r, 2
802 1X-SHA25 2. 1X/802.1X AKM 5
oher, 3, PSK-SHAZSE/FT-PSK/PSK AKM and AES
Protected Management Frame E,; f COEM _.L.C._ffnj ,E; Cigher e
WPAZ security valid combinations: 1. SuiteB cipher, 2
PMF | Required v 802 1 X-SHAZ256/FT-802.1X AKM and AES cipher, 3
\ ; SAE/FT-SAE/OWE AKM and AES cipher.
Association Comeback Timer* [ 1 802.1X D PSK D
CCKM A O SAE O
SA Query Time* ‘ 200 FT + SAE () FT+8021x O
FT + PSK O 802.1%- a
SHAZ56

psk-sHaz2s6 O

MPSK Configuration
Enable MPSK O

Update & Apply to Device

B13: 85 RH R

REBAKMFHOWERE



5 HE AR

1. ®EWLAN, OPEN SSIDFMOWEEH#SSIDH WEL & 24 A IREHWLAN ID,
2. BREERMAATEOWEEMRSSIDFER , © RBEEOPEN SSIDHRA.

3. MEARNFTRMN X EH S HRB/IB/FTHE,

4. MRREWLCIRFAMEEIEY , IS FERN BEEME L A/ EEEE

RARMEFEPC (R ARNERTHE )

EAZFIWLC GUI -> Troubleshooting -> Radiative Trace -> Add client wifi MAC address -> Click
that clientsBREX 5 2 — > Start

EAFIWLC GUI ->HEHERR — >ER B — >HIEFHES — >1ZE LTEEAMEAMWMI
VLAN/AE — > &,

REFHEMN : WRAEE , B UBREZEWIFiNERZEWireshark ERA L W EE R THE.

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debugging-and-log-collection-on.html#anc12

AIR PCAP

B

\

ST ER -

BRI BB EAMACERRER S EP —EAPEEAEERIEXNRKEY |, B
EMACERHERK L -

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-
packet-captures-over-the-air-on.html

HEESRERRAP:

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/217057-configure-access-point-in-sniffer-mode-o.html

B—ERBRLEREER (wiresharkf@iRes ) BEARTIRAMIE | I B HAREwireshark EARER | It
wiresharkfr] fR 88 24 B BES R BIWLC WMIN T, WEREWLCHWiresharkfAlfRESz B HIRGE , AIFE
ERFFBH AR 75555, 500085556 HE.

WMEZE T wiresharkFIPCH R B RE TEM Tgscalers , MR R "EML LER , RR
windows defenderz B K BREPFEENEARE , FEATCH , RAREFWEPCAP,

/

B »

LRl

N/

EFEFiRE—EAPBIER S —EAPK , TEEITELIR

EEEEHBAB/EEB — BURARE F ki Ko
E 11 B 55k ©h X DH(Diffie-Helman) £ & .o

=5
* ™

==
* ™


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html

EFPIm Al ARRAPEE B EEFRWDHEFEMERNR , ERAUPMKEZEFIHmMAPHRE K,

REF,

- APHIEFifz B ET4REF.,

- EOWER |, S8 ERMAFT , Rt AT AEEHS802.11r0

- BREFIMSER , FEEDHRBRRHEITEIBIAY

- BEEIRNAPERBCHPMKID , BASEAPHE SR RRE 2 M —H,

MR HEREFEIRE—EAP , Al
il BR 1 JEAP

g4

& FimE FAMEENPMKIDET4RETF.

EALERE—EPMKID, EELRBRT , IREFiREK
AI LA BRTRYPMKID , BER

MREFFiREZEIE —@EAP , BlfEAssociation-RequestFlAssociation-Response 1 #8 0] LA & 48 [E

HIPMKID, EEAEHEEH , tNRFEHPMKID ,

#5322 MIS-91-21 00:
44117 2025-81

:57.329457 ee:ld:ied:ab:icd:Sb
21 89:53:12.847592 ee:13:es:abicd:5h

Cisen_ddiJaz T #0221 17

Cisco_do: 2e:81 802,11 337

Frome #322: 337 bytes on wire (2456 bits), 37 bytes coptured (2696 bitsh

Radistap Header v, Leagth 36

802.11 radis informatisn

IEEE $02.11 Association Reguest,

TEEE $02.11 Wireless Managesent
Fixed paraseters (4 bytes)

Flags: .

paraseter set:
Tag: Supparted Rates G}
Tag: Powsr Capability M
Tag: Supported Channels
Tags HT Capabilities (892.11n 01.10)
Tag: RSN Infermatioe
RS Information {48}
a

RSN Wersion: 1

Group Cipher Suite:
Pairuise Cighar

5 ition®™
9, 12{0), 18, 24001, 30, 48, 54
28, Max: 14

+ Mbitssec)

it iac
Suite
Pairwise Cipher Suite List &
Auth Key Msnagesent [(AXM] Suit
Auth Key B

{Ieee BRZ.11) AES [00M)
1

fzac [Teee 882.11) AES {OCM)
Countz 1
ement [ANM) List 8B:07:ac

e51 DxBOCH

t |
i F1 b% 50 da b8 a3 35 cF 55 7 fd da ad a6 33 af

gesant Cipher Swite: $0:0fiac (leee DO2.11) BIP (176)
RM Enabled Capabilities (5 octets)

Tag: Supporied Operating Classes

ag: Extended Capabilities

{Ieee B02.11) Opportunistic Wirgless E

(11 ectets)
I VHT Capabilities
& Vendor Specifics
= Vendor Speci
_Verdor Steun

Samsung Electrenics Co.,Ltd
amsung Electrenies Co.,Lid
rosoft Corp.: WHMWME:

Information Element

B #SE R DHEF & A

21 b5 50 da b0 a3 35 <) 55 o7 14 s 04 56 13 #f Associstion Reguest,

=2, Fh=R, Flages.
21 b5 50 da bB a3 35 <3 55 7 74 da o4 a6 33 af Mssoclation Request

. SNaZ, FHeB, Flagse.

oWt Diffie-Hellnan Parsscter (32)
sndem ECP group 119]

Public Key: Pc 37 82 ba 4c 77 a9 Bc 7@ 76 ol fa Je 34 93 34 Te cl d 4c 64 34 5d cc 8 b9 bb 6B b2 17

e 31

2141 Fi [{ —PMKID

Dadtingtisn

ee:1d:ediab:cd:5b

Frame B527: 245 bytes on wire (1968 bits), 245 bytes capturcd (1968 bits)

Radiotap Header wd, Length 38

B2, 31 radio inforsation

IEEE 802.11 Associstion Response, Flags: .

IEEE B02.11 Wireless Managesent
Fixed paraseters (6 Bytes)

{175 bytes)

spparted Rates &(8),

Pratocsl

Tirrd Sousts Langth
W527 2025-01-21 ©9:51:57.300153 Cisco_dd:2e:8f Boz. 11 245

%, 12(8), 18, 24080, ¥, 48, 84, Mbitssec]

Group Cipher Sulte: BB:8fzac (Tese 802.11) AES [(CON)
ise Cipher Suite Count
ruige Cipher Swite List 09:0f:ac

{lece BRI.110 AES (CCM)
Auth Key Managesent {AKNM)

Suite Count: 1

Auth Key Managesent {AKM) List 08:8f:ac (leee BO2.11) Opportunistic Wireless Encryption

R Capak Patided

PHKED Cousnt

PHCID List
MID: 21 b5 50 db b a3 35 &3 55 &7 14 da a4 36 33

Group Management CIpher Sulter 08101iac (leee BOZ.11] s]n Tize)
Vendor Specific: Microsoft Corp.: WM eME:

HT Capabilities (802, 1.18)

: HT Informatios (262.1%n O1. 18

tended Capabilities (8 octets)

VHT Capabilities

VHT Operaticn

Parameter Elesent

B 15:1# i[5 —PMKIDHY B3 B (= 2

RTETHS , EFBRWLCRIBRILE Sk
fEPMKID , {B APTE BARH & FE - X

Sequencs Nusber (BE)

PRI

€, SSID-"OWE-Tr:
. SSIDe"OWE=Tr:

L)
1 b5 50 da b9 a3 35 €3 55 o7 14 da a4 o6 3D of Associstion Response, SNeTE4, FNeD, Flagss........C

T HERER— AP , WK , FFiREIXE

HE#H}EEHO



Na. Time Soarce Dutinaticn Peataesl Length Sacrance Nomiber [BE) PasID Infe
#4117 2025-81-F1 @9:53112.847592 eerl3reBiaficdiSh  Cisce_ddiZersf 802.11 37 21 b5 50 da B@ a3 35 €3 55 €7 14 da ad a6 33 af Association Request, SNsZ, FMe@, Flagss........C, SSID"OWE=Tr.
Frose 44137: 337 bytes on wire (2696 Bits), 337 bytes coptured (2696 bitsh
Radiotap Weader wd, Length 36
802,11 radie informstisn
TEEE BO2.11 Association Request, Flags:
TEEE 802,31 Wireless Managosent
Fixed paraseters (4 bytesh
Tagged parsseters (269 bytes)
S5ID parameter set: “OWE=Transition™
Supgerted Rates Gl0), 9, 120}, 18, zale), 34, 48, 34, [Mbitssec]
Power Capability Mis: -20, Max: 14
Supported Channels
T Capabllities (862.1n 01,101
Tag: ASN Information
Tag Musbar: PSN Inferaatica 148}
Tag lengthr 42
RS Warsion: 1
Group Cipher Suiter 80187 rac {Teee BA2.11) AES (CCH)
Palruise Cipher Suite Count: 1
Pairwise Cipher Swite List ®8:07:ac {Ieee 802.11) AES (€M)
Auth Key Mansgesent (ARM) Suite Cownti 1
Auth Key Hansgement (A} List 88:8d:ac (Teee Bd2.11) Opportunistic Wireless Encrypiion
RGN Capabilities: G=d0c

BT E
PID List
FHID: 31 BS 50 da b a3 35 3 55 &7 f4 da a4 a6 33 af
Group Management Cipher Suife: B@:@f:ac (leee 8@2.111 BIF (128)
Tag: P Emabled Capabilities (5 octets)
Supported Operating Classes
Extaaded Capabilities (21 sevens)
VHT Capabilities
Verdar Specific: Samgung Electronics Co.,Lid
Samsung Electronics Co.,Ltd
i Mirpounts Corp,: Wed/Wer: Inforsatins Flesen)
Ext Tag: OWE Diffic-Hellman Farameter
Ext Tag length: M4 (Tag lens 33
Ext Tag Musker: OWE Diffie-bellman Parameter (32)
Group: 256-bit random LCP group (19)
Public Key: ba ba 15 2b T# a5 4c #2 21 16 1 0b ad 95 a0 41 cf 95 79 58 3d dc 77 96 bb b3 59 52 42 25 of &f

E16:MRE , FHEREET BEHMERHPMKID

Length Sequence Mumber [BE] PMKID

266 Association Response, SN=1239, FN=d, Fl,

Frase 44131; 266 bytes on wire (2120 bits), 268 bytes coptwred (2128 bits)
Radiotap Hesdar vl, Length 36
202.11 radio inforsation
TEEE 802,11 Association Response, Flags: .
DEEE #9211 Wireless Managesent
Fixed paraseters (6 bytes)
Tagged paraseters (196 bytes)
Tag: Supported Rates G(B), 9, 1208}, 18, 24(0), 36, 48, 54, [Mbitfsec]
Tog: RSM Inforsation
Tag Husber: RSN Information (48]
Tag length: 26
RSN Version: 1
Growp Ciphor Suite: @0:07:ac (Teee #02.11] AES (COM)
Pairwise Cipher Suite Coumt: 1
Pairwise Cipher Suite List 00:8f:ac {Teee B82.11) AES (CCH)
Auth Key Monspesent (M) Suite Coumt: 1
Auth Koy Managesent [AXM) List 00:8f:ac (Ieet BO2.11) Opportunistic Wireless Encryption

Group Masagesent Cipher Swite: 00:@f:ac (Ieee 882.11) BIF (128)
Tag: Vendor Specific: Microseft Corp.: WHM/WMED Parascter Element
T Capabilities (802.11n D1.18)

HT Infermation (B02.11n D1.100
Tag: Extended Capabilities (8 actets)
VHT Capabilities

VHT Operation

Bg: M Enabled Capabilities (5 eeters)
Tag: BSS Max Tdle Peripd

Ext Tag: OWE Diffic-Hellman Farameter

Ext Tag Yength: 34 {Tag len: 33)

Ext Tag Nusber: OWE Diffis-Hellsan Parasster (32)

Group: I56-bit random ECP group (19)

Public Key: o4 44 ea @0 Gf 13 63 35 33 93 59 31 7d b7 Ze ab &4 84 26 7e 62 da d9 Za B8 <3 de 15 €2 69 al €5

17:APfE FADH{E 4 R E #HIPMKID

FgEflP  APHIEFIREETAREFRERAR —EPMKID , FHEA "M1HMIM2, B,

Mo, T Sore Destination Prstacsl Langih Sequence Mumber |BE) PMEID ey
ES4@ 2025-81-21 09:51:57.360019 Cisco_dd:2e:af ee:13ieBzal:od:Sh EAPOL 193 Key (Message 1 af 4)
ES43 2025-91-21 89:51:57.3658094 eerldied t 1 EAPOL 215 3 a €, & ERFT af |Key (Message 2 of 4)
B545 2025-91-21 89:51:57.366521 Cisco_ddr2e:8f EAPOL 267 Key {Message 3 of 4)

B548 2025-91-21 09:51:57.373312 eerld:e d:5b

Frame 8540: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Meader v@, Length 34
BB2.11 radio information
IEEE £02.11 QoS Data, Flags: .
Legical-Link Control
BO2.1X Authentication
Versiom: 302.1%=2084 (2}
Type: Key (3}
Length: 117
Key Deseriptor Type: EAPOL RSN Key (2)
Message number: 1]
Key Information: @x@@EE
Key Length: 16
Replay Counter: @
WPA Key Nomce: 17 28 f4 Ta c2 42 74 21 f3 71 1b 43 b6 6 94 71 a2 8 a1 a7 Bf eb 2e 10 83 dl BB c5 a2 «d 54 od
Key IV: @0 00 @0 20 22 22 22 00 &0 20 20 20 20 0 00 MW
WPA Key RSC: @@ 20 22 o 20 22 2@ 2@
WPA Key ID: 8@ 20 22 20 20 @9 20 @0
WPA Hey MIC: @2 00 02 &0 00 82 20 22 20 20 22 o0 20 a8 0@ 20
WPA Key Data Length: 22
WPA Key Datar dd 14 @@ @f ac @4 21 b5 50 da bd a3 35 c3 55 eT f4 do a4 a6 33 af
Tag: Vendor Specific: Iece BB2.11: RSN PMKID
Tag Nusber: Vendor Specific (221)
Tag length: 20
OUL: B9:@f:ac (Icee 802.11)
3
Data Type: PHKID KDE (4] l

EAPOL 171 Key {Message 4 of

PMKID: 21 b5 58 da b® a3 35 ¢3 55 &7 14 da ad a6 33 af

— 18:f A EPMKIDKYAPH & F i



g S - R E R EREREPMKIDEAPER RREIBIPMKID ( £ 6/ & iR M BR % 4 B
), BRE "M1FIM2, FAB.

Mo Tirne Source Destination Protocal Length Sequence Number (BE) PMKID Infor
44128 2025-91-21 99:53:12. 8537885 Cisco_dd:2e:8f EAPOL 193 Key (Message 1 of 4)
44133 2025-91-21 99:53:12. 881272 ce d:5b EAPOL 215 [21 b5 5B da bR a3 35 c2 55 o7 4 da ad ab 33 af P&cy {Message 2 of 4}
44135 2025-91-21 99:53:12. 882728 Cisco_ EAPOL 287 Key [Message 3 of 4)
44138 2025-91-21 99:53:12. 865398 ee:lld: EAPOL 171 Key [Message 4 of 4)

Frame 44128: 193 bytes on wire (1544 bits), 193 bytes coptured (1544 bits)
Radiotap Header @, Length 34
#02.11 radio information
IEEE #82.11 QoS Data, Flags: ....R.F.C
Logical-Link Control
B02.1X Authentication
Version: B02.1X-2084 (2}
Type: Key (3]
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
[Message nusber: 1]
Key Information: 0x8088
Key Length: 16
Replay Counter: @
WPA Key Nence: 17 28 f4 7a €2 42 74 21 13 77 1b 43 b6 16 94 71 ea 78 al a7 87 eb 2e 19 83 d1 88 <5 aZ ¢@ 50 ee
Key IV: 00 00 00 00 00 09 0 00 0 00 00 90 @0 20 20 @9
WPA Koy RSC: @@ 99 00 20 @0 00 00 09
WRA Koy ID: 92 00 90 a2 99 00 PP 09
WPA Koy MIC: B0 090 00 00 90 00 00 B0 00 00 00 B 00 00 00 09
WPA Koy Data Length: 22
WPA Koy Data: dd 14 @@ @f ac 84 41 1b cf d7 7a 34 cb 50 70 13 07 47 b8 d2 e 1f
Tag: Vendor Specific: Iece BB2.11: RSN PMXID
Tag Number: Vendor Specific (2210
Tag lemgth: 29
OUl: @@:efrac (Tece 802.11)
yeodor Specific OUT Type: 4
Data Type: PMKID KDE (4) |

PMKID: 41 1b <f d7 Ta 34 cb 50 7@ 13 @7 47 b8 d2 de 1T

B19:#E AT EPMKIDHAPH & F i

ERIPRABRKEH -
E L& . B S iREX T association-request P FIDHE| 2 |, BAPERE MR 24 RPMK,

2025/01/21 15:18:50.157081690 {wncd_x_R0O-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157082294 {wncd_x_R0-03}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157523328 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157531792 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157532236 {wncd_x_R0-03}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157532538 {wncd_x_R0-03}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157841380 {wncd_x_R0-0}{1}: [dotll-frame] [21675]: (debug): MAC: eel3.e8a8.cd5b OW

2%, A—EEREmERIE—EAP , ERAPRBELHHIPMKID ,

2025/01/21 15:21:57.391898613 {wncd_x_RO-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391903915 {wncd_x_RO-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391906073 {wncd_x_RO-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391906329 {wncd_x_RO-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
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