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ESSID BYOD
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BYODR —TIh&E , EEMAERAEISELEMEBMALE , UIECRAERHEARRETNERER
. EEALUEERERESRFEHERBARESBRRBER.

EPERTE , EHFRT , HEFEHADFHEERISE LI Active directoryBiBGuest & H# 1T 5 19

B, BYODAFMREESER G LR ERIREEEREZEAPH ZNEE], EEAP-TLSEFS
=Y, EFmREHISERSHE UERKNISECEHRIEFE.

AR

BRIEBRERBLIT £

« WLCHZ%I25
o ISEE A

B T

ELEANEKETRNRBYODRM —EREMA

- Catalyst 9800-CL R #2488(17.12.3)
- ISEE#EE(3.3)

HERISE LRIESSIDMESSIDE#REE ?

EESSID BYOD

F£ESSID BYODRREH , FAESEAALBESEEI/ A\ FSEHEK, aTMeREREEE—E
SSIDE , HRISEE#EEBIM. AMMERERE, WA ZECTEAEER EEERL83M
MEENSARBSERERERRS,

#3SID BYOD

FE#SSID BYODSREH , FAMEEBENSSID:—AAREEM ( FRERRHHE ) , 2—EH

REBBE AR, ERAERVERIBEMSSID , BBISEXKEKEZMMALR , REBI LS
KA FISSIDETHREREIE. ERBBKAEMREREEREREE  RETHANREE,

WLCHHRE

ACWAEIWLAN

1. Bi#E Configuration > Tags & Profiles > WLANSs,
2. #%—T TAddy BAZE —E#HHYWLAN,



. EEEWLANZBRISSID ( HIZIBYOD-WiFi ) o

« BUAWLAN,
General Security Advanced
Profile Name* Enter Name Radio Policy @)
SSID* . BYOD-SSID | Show slot configuration
6 GHz

WLAN ID* 9 Status o
€ WPA3 Enabled
Status & Dot11ax Enabled

Broadcast SSID 5 GHz

2.4 GHz
Status enasLer [

802.11b/g | 802.11b/g
Policy e

=) Apply to Device

X ERADIUSA] Bk 25

1. BB E Configuration > Security > AAA > RADIUS > Servers,

Configuration= » Security = > AAA  Show Me How o

+ AAA Wizard

Senvers | Groups AAS Method List AAA Advanced
Add | # Dalete
RADILS
Servers Server Groups
TACACSs
Acct Port "Contains™ 1874 x ?
LDAP '
Name Y Address Y Auth Port YT Acct Port T
1] 10 «

For Ritiug Falback 1o work, please make sure the Daad Crtena and Dead Time confguraiion exists on the device



2. #— T Add#$ISERL E ARADIUSA kSR :
- fAIBRERIP: ISERIPHbL
- SR CEISELEENLAER,

Create AAA Radius Server x
Name* BYOD Support for CoA (3)

Server Address* 10.0%.X CoA Server Key Type Clear Text v
PAC Key O CoA Server Key (D)

Key Type Clear Text v Confirm CoA Server Key

Key* @ Automate Tester D

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count

Bl EAAAfIBR SR

1. & Z Configuration > Security > AAA > Servers/Groups,

Configuration = » Security * » AMA  Show Me How °
+ AAN Wizard
Servers | Groups Add Mathod List AdA Advanced
-
TAGAGS
Mae wny . x| ¥
LOAP
MName 4 T Server i Sarver 2 Server 3
o 10y

2. #RADIUS A BR 25 70 Bo#a % B SR A #Y Al AR 25 48



Create AAA Radius Server Group x

Name* I BYOD I ‘

Group Type ’ RADIUS ‘

MAC-Delimiter [ none v |

MAC-Filtering | none =

Dead-Time (mins) ‘ 5 ‘

Load Balance

Source Interface VLAN ID ‘ 1 v ‘
Available Servers Assigned Servers

BYOD =

|
=| Apply to Device

AWLANELE &£ KK

1. & EConfiguration > Tags & Profiles > WLANs, #4825 812 3 AYWLAN,

2. fESecurity > Layer 2B& T :
- BUAWPA+WPA2
- EWPA2NZ T 5% EAES(CCMP128)
* Auth Key Mgmt as 802.1X



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

@® WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering (]

Lobby Admin Access 0

WPA Parameters Fast Transition
WPA Policy O WPA2 Policy Status | Adaptive Ena... v |
GTK () OSEN Policy O
Randomize Over the DS D
WPA2 Encryption Reassociation Timeout * ‘ 20
AES(CCMP128) CCMP256 O
GCMP128 () GCMP256 ()] Auth Key Mgmt
RSy ‘R 802.1X PSK ()
rotecie anagement Frame
Easy-PSK O CCKM A O
e ey = FT+802.1x O FT + PSK 0
E : 802.1%- (] psk-sHazse O
SHA256

MPSK Configuration

| Update & Apply to Device

3. ESecurity > Layer 3RSIZBH T , f£Web Auth Parameter Map T~ H;& & & Zglobal,




Edit WLAN

‘

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

o

Show Advanced Settings >>>

Web Policy O
Web Auth Parameter Map global v
Authentication List Select a value v B

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local’
exists on the device

=] Update & Apply to Device

R ETASLEFEACL
BYACLUANEHEEMIRE

DNSHi&.
BIBHTTP/HTTPSEREISEFIF,
R P R B B I AR 35

Alt , FEITUTERE

1. BE E Configuration > Security > ACLs > Access Control Lists,
2. BN AR ANHACLUAATF L ENRE.



Edit ACL x

ACL Name* Test1 ACL Type IPv4 Extended

Rules

Sequence* Action permit v

Source Type any hd

Destination Type any v

Protocol ahp v

Log O DSCP None v

Sequence Y Source Y Source W Destination Y Destination Y Source Y Destination Y
t Action YT IP Wildcard 12 Wildcard Protocol Y Port Port DSCP ¥ Log Y
O 10 den ISE=IP= an i Mone Mone Mone Disabled
v Address v P
0 20 den n izl i Non Non Non Disabled
eny any e o] lone one one sable:
|:] 30 deny any any udp MNone eq domain None Disabled
D 40 deny any any udp eg domain  Mone None Disabled
D 50 permit any any tcp None aq wWwww None Disabled
1 10

O Cancel =| Apply to Device

BERMEEEESR

1. & = Configuration > Tags & Profiles > Policy, 7] LAZE I 5 F T8 5% 5K &

sihotl Cisco Catalyst 9800-CL Wireless Controller Wecomews  # W A B & @ O Q B Foosock | J* (4

5= b Policy

o u| Y
g T Associaed O T
Status Policy Tags Policy Profie Name T Description Tl
o ® . P e detautt poicy profia

1 0 .

2. TEAccess Policies T % i i & HIVLAN



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

w

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling
HTTP TLV Caching
DHCP TLV Caching
WLAN Local Profiling
Global State of Device Disabled (3)
Classification
Local Subscriber Policy Name v
VLAN
VLAN/VLAN Group VLANO0S7 o |

Multicast VLAN

|' D Cancel ]

BEZFEBN SR T BRAANlow AAA Override FINAC state.

Enter Multicast VLAN

WLAN ACL

IPv4 ACL

IPv6 ACL

URL Filters

Pre Auth

Post Auth

-] Update & Apply to Device

Fi



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile O &
S " Link-Local Bridging O
Session Timeout (sec) 28800 ()
mDNS Service default-mdns-ser.. » @8
Idle Timeout (sec) 300 Policy Clear
Idle Threshold (bytes) 0 Hotspot Server v
Client Exclusion Timeout (sec) 60 User Defined (Private) Network
Guest LAN Session Timeout O Status ()]
DHCP Drop Unicast O
IPv4 DHCP Required O DS Layer Security
DHCP Server IP Address DNS Layer Security Not Configured v
Parameter Map Clear
Show more >>> Flex DHCP Option | e . I
for DNS - :
RO Flex DNS Traffic B cnore |
Redirect ) 4
Allow AAA Override
WLAN Flex Policy
NAC State
: VLAN Central Switching O
Policy Name default-aaa-paolicy X v B
Split MAC ACL v
Accountina List Test xv B
a2 Cancel ‘ =] Update & Apply to Device

P

FERBRBAETHE

- BfnEConfiguration > Tags & Profiles > Tags.
- BEVHREER , LERWLANNRBEBEER.
- ABRAHIEER,



tion = > Tags & Profies = > Tags

Policy Thg Mame T Description T
delmuit-policy- g defaul policy- tag

1 0 -

BLERB/ALZ£SSID

REEERERRFEBESSID BYODEER , 722 UBMASSID,

1. BE 2 Configuration > Tags & Profiles > WLANs, & — TFAdd#%#.
2. 7EGeneral HE T2 SSIDZ I BUAWLANZ

Add WLAN x

General Security Advanced
Profile Name* BYOD-Open Radio Policy (¢)
SSID* BYOD-Open Show slot configuration
6 GHz
WLAN ID* 10 Status enasien [)]©
? © WPA3 Enabled
Status | ENABLED -] Dot11ax Enabled
Broadcast SSID ENABLED .| 5 GHz
Status | ENABLED .|
2.4 GHz
Status ENABLED .|

802.11b/g | 802.11bfg +
Policy

=

3.ME —RE & — T SecurityFR &, EIENoneE B Zi#t It B AMaciBig,




‘

Add WLAN
General Security Advanced
Layer2 Layer3 ABA
O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @® None
MAC Filtering Authorization List* default v (3
OWE Transition Mode Transition Mode WLAN ID* 0-4096

Lobby Admin Access O

Fast Transition

Status
Over the DS

Reassociation Timeout *

‘ O Cancel |

Disabled

O

20

=| Apply to Device

4 £ 3E M Security T , EEWeb Auth Parameter Map#y £33t

fAIH WebB B R EAR

SRS EHMRELE

1 —]

aX  Eo

MRBEWLCLERE TE



Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Show Advanced Settings >>>

Web Policy ()
Web Auth Parameter Map global v | B
Authentication List Select a value v

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization network default local’
exists on the device

O Cancel = Apply to Device
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EIZHWLCHE A EBRADIUSH A€MV B & B FHTI183ISE,

EISELZERRNARFRENRRHERLLES
BRBFEZIRHMEET (HEANCAHEAZEERNAIHNCARE )

DNSHL &
. H{RDNS#TBYODFI S HIISEEX#E .,

BLEISEMREE



1. ZAFISE Web Ul,
2. 8%

= ‘lule Identity Services Engine

J|  EBookmarks MNetwork Devices

-t Dashboard Meovwork Davices

! Gontext Visibility tate Danios

Devieo Seeurity Settings
Operations

I Policy

4. Administration

Wark Genters

7 Interactive Features
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Administration / Network Resources

Matwork Davice Groups Metwork Device Profiles

Network Devices

(] Name -~ IPfMask

ERBAWLCHE R,
IP {8 AWLCEEIP,
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Locatio A3 Locations v Sel To Defauh
IPSEC 15 IPSEG Duvice w  Set To Defauh
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RADIUS UDF Settings

RADIUS

1. B ZE IT{EH > BYOD >R E>FF M t> BYODM F,
2. —TAddZIBYODMFE , iERLAFERHISELHNIRETRE

External RADIUS Servers

RADIUS Server Sequences

Z Administration > Network Resources > Network Devices,

RADIUS Server Sequences

Profile Name

MAC Managers External MOM

RFF,

Location

Maore

Selected @ Totald [ L3
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To create an authorization policy

S~ Cisco IOS®& T4

1. BfnZE T {EH(Work Centers)> BYOD ( B E ) >& FimaAnL(Client provisioning)>& R
(Resources),

2. B—TAddRER , AREINWERPEEREER.

J  Bookmarcs Overview Identities identity Groups Network Devices Extid Sources Cllent wislon Portals & Policy Elements Pollcy Sets Reports More

Dashboard

Elant Prniabening Peliy

[ oo Resources

A opentians
0 Policy
Trpe Version  Last Update Description
4. Administration
AgentGanfig Not Applic... 2024711779 18:3655
A Werk Centers
MacOsXSPWizard 22043 20180IZI00ITAS  Suppdcant Provisiosing
9.0 AnyCosnactfuskiop,, 4630400 2010401 12,1550  AmConnect Secwrs Mab
et st 4332756148 AmCosmeciComelinn... 4.3.3275.. 20230215 151956  Ciico Securn Cliont Win...

s 4.3 EVLET84 AnyCosneciComplinn.. 4.3512.6.. 2009/03710 165151 AsyConnect Wisdows C.

GiscoAgentiessDSK 4.9.01095 GiscohgentiessGSK  4.5.1095.0 202210706 16:47-58  With GM: 4.3.1245.4353
BAE_AsyConnect_ Config Aganitianhi Not Applic... 03I
latprodie AgeniProfile Not Apglic,,, 2004711779 18:36:44
GAC-Pesture_Prefie AgeniPrufile Not Apelie... 200302126 16:07:27
CiscoSecureClantCompliancebodle Windows 4.3. 3231 AnyConnectComplian. 4.3.3231. 20TIOI10 15:43:09 Cisco Secura Client Win...
CiscoTemporalAgentOSK 4.6 00355 CiscoTemporaldgent.. 4.6.358.0  2018M03/2300:2248  Cisco Temporal Agent fo
EhcahgentiossWindows 4.9, 01054 ElicoAgantossWind  4.5.1005.0  20FIMOME 18:47-51  With OM: 4,9.0166,61458
ClasoSecureCinniDositophindaws 5.1,8,103 506100 2004010721 124618 Cisco Secure Cilent for
Cisen-ISE-Chime-NSP Not Apglie.. 2016710707 01:31:12  Pre- configured Native 5.,
CiscoSecureClantComplianceModule Windows 4.3.4780..  CiscoSecweChentCo. A3 47B9... 200471001 12:43:45 Cisco Secura Client Wi
AmpConnectDeskicgWindows &.10.2086.0 AmyCosnectDeskion... 41020860 2024711714 18:30:18  AmyConnect Securs Mob.
BAL-Posture-Brofila AgeniProfite Mot Applic,., 2004710750 15:98:
ChacaTomparalAgenWindows 4.8,00350 GiscoTomporaldgent.. 4.6.350.0  J08/03/F3 00:2346  Claco Temporal Agan

JEHBBEES , BEETHMEFCisco IOSHRA,



Download Remote Resources

) Name ~  Description

E] MacOsXSPWizard 2.7.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
D MacOsXSPWizard 3.1.0.1 Supplicant Provisioning Wizard for MAC OSX Version 3.1.0.1

G MacOsXSPWizard 3.1.0.2 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
[3 MacOsXSPWizard 3.2.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
) MacOsXSPWizard 3.4.0.0 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
C] WinSPWizard 3.0.0.2 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)
WinSPWizard 3.0.0.3 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)

For Agent software, please download from http://cisco.com/go/ciscosecureclient. Use the " Agent

resource from local disk" add option, to import into ISE
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BYOD Welcome
Welcome to the BYOD portal.

BYOD Portal '

o:

Access to this network requires your device to be configured for enhanced security. Click Start to provide device information
before components are installed on your device.

Dewies

Device

TenGigi

Tentilg:

Tentig:

Please accept the policy: You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco
Systems offers the Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High

volume data transfers, especially sustained high volume data transfers, are nol permitted. Hosting a web server or any other server by use of our Service is prohibited

Trying to access someone else’s account, sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and interference with
other network users are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems
reserves thelright to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision,
amendment, or modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting
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The following system was detected

Windows

Was your device detected incorrectly?

Select your Device

Windows

B3 —EE®




alvaln BYOD Portal

CISCOo
0 :
Device Information

Enter the device name and optional description for this device so you can manage it using the My Devices Portal

Device name: *

Description:

Device ID: TN

BEE  NRERBREEREBEAHITEAP-TLSEHERZ | BIEAEBHER T HNetwork
Assistant TEL THKRIGE EERMEAP TLSEELUETE R R

BYOD Portal

Install
Please wait while we download the Cisco Network Setup Assistant. You will then need to manually run the Setup Assistant and

follow the instructions to finish registering this device.

LEE B AT EIETNetwork AssistantfERER | RERZE—T "HR, HBURRBEMRE



Cisco Network Setup Assistant

Network Setup Assistant

This application automatically configures
b network settings.

Start Quit

i 72 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries.
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Cisco Network Setup Assistant

Network Setup Assistant

Applying configuration... Specify additional
information if prompted.

Cancel

i ;% 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries,
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+ client(guest.log)

+ client-webapp(guest.log)

+ scep(ise-psc.log)

« caflR#(ise-psc.log)

* admin-ca(ise-psc.log)

* runtime-AAA(prrt-server.log)
» nsf(ise-psc.log)

» nsf-session(ise-psc.log)

« profiler(profiler.log)
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2025-02-24 12:06:08,053 INFO [https-jsse-nio-10.127.196.172-8443-exec-4]([]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5:::::: —
faction-forwarding F # ZI B ¥R EE £ : pages/byodWelcome.jsp // BYODEUN B

2025-02-24 12:06:09,968 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
pTranSteps:1#y K/

2025-02-24 12:06:09,968 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep , pTranSteps:[id:d2513b7b-7249-4bc3-a423-0e7d9a0b2500]

2025-02-24 12:06:09,968 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep , stepTran:d2513b7b-722 9-4bc3-a423-0e7d9a0b2500

2025-02-24 12:06:09,979 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5:::: —
EREEZPIRIFINBMER , H3 3 . pages/byodRegistration.jsp

2025-02-24 12:06:14,643 INFO [https-jsse-nio-10.127.196.172-8443-exec-2][[]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
pTranSteps:1#y X/

2025-02-24 12:06:14,643 INFO [https-jsse-nio-10.127.196.172-8443-exec-2][]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep , pTranSteps:[id:f203b757-9e8a-473e-abdc-879d0cd37491]

2025-02-24 12:06:14,643 INFO [https-jsse-nio-10.127.196.172-8443-exec-2][[]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep , stepTran:f203b8757-9e a-473e-abdc-879d0cd37491

2025-02-24 12:06:14,647 INFO [https-jsse-nio-10.127.196.172-8443-exec-2][[]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5:::: —
ERFEREDRINVERERE | E# I  pages/byodinstall.jsp

2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][[]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::- Session = null
2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][]]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::- portalSessionld

=7C
= =

2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][[]]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::::-
StreamingServlet URI:/auth/provisioning/download/f6b73ef8-4502-4d50-81aa-
bbb91e8828da/NetworkSetupAssistant.exe /{8 EBEARER B BE R KEE

Ise-Psc H &6
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2025-02-24 12:04:39,807 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- CertStore@ £4EFEE :

2025-02-24 12:04:39,807 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- 1. '[issuer=CN=Certificate Services Root CA -
iseguest;serial=32281512738768960628252532784663302089]'

2025-02-24 12:04:39,808 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::- 2. '[issuer=CN=Certificate Services Endpoint Sub CA -
iseguest;serial=131900858749761727853768227590303808637]'

2025-02-24 12:04:39,810 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::- 3. '[issuer=CN=Certificate Services Root CA -
iseguest;serial=68627620160586308685849818775100698224]'

2025-02-24 12:04:39,810 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- 4. '[issuer=CN=Certificate Services Node CA -
iseguest;serial=72934767698603097153932482227548874953]'

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — IEfEIRIEMZRHE

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — iE1E EHkeyEncipherment keyUsageHI & &
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — % E|118 & HkeyEncipherment keyUsage I & &
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — £ A[issuer=CN=Certificate Services Endpoint Sub CA -

iseguest;serial=131900858749761727853768227590303808637] , FARA M BN
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — IE{E IR {EER R EIHE

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — IEfEIRIEE BN EESBNEBER L

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — % E|118 EHdigitalSignature keyUsageHI B &
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — £ f[issuer=CN=Certificate Services Endpoint Sub CA -

iseguest;serial=131900858749761727853768227590303808637] , FAF H BB &
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — BIZHERERE

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — BIEEFERYRNWZE

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — % Z|3{E & HbasicConstraints I 5 &

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — £ f[issuer=CN=Certificate Services Endpoint Sub CA -

iseguest; 21T #& B serial=131900858749761727853768227590303808637]
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler Worker-5][[]]
com.cisco.cpm.scep.PKIServerLoadBalancer -::::- SCEP{a k25 X EEE & : name][live/dead , total



reqs , total failures , inflight reqs , Average RTT]
http://127.0.0.1:9444/caservice/scep[live , 96444.1.0,120]
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2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -:::- Referrer = Windows /B & #8 B # 81 Z
WindowsZt &

2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[1]

cisco.cpm.client.provisioning.EvaluationServlet -:::: — &&= 000000000000000B30D59CC5
2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -:::: — &&&= 000000000000000B30D59CC5
2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::: — S nspli B &R

2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -:::: — &&= 000000000000000B30D59CC5

2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]

cisco.cpm.client.provisioning.StreamingServlet -:::- portalSessionld = null

2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[1]

cisco.cpm.client.provisioning.StreamingServlet -:::- StreamingServlet
URI:/auth/provisioning/download/b8ce01e6-b150-4d4e-9698-40e48d5e0197/Cisco-ISE-
NSP.xml/NSPEL EfE R E T HEK %

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -:::: — FAip: R B : NativeSPProfilefg &
: Cisco-ISE-NSP.xml //The Network Assistant Application

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- BYODStatus:INIT_PROFILE
2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]

cisco.cpm.client.provisioning.StreamingServlet -::::- userld B 5% & & AlF
2025-02-24 12:06:26,558 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -:::: — EE @A BIZ : SUCCESS_PAGE , EXE[

URLA : ¥ mac:


http://127.0.0.1:9444/caservice/scep[live,96444,1,0,120]
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