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FTEIACL ( IR E ) MR BURLEE R HFHBVLAN,

7 #8#8RFC 3576, WLC X ##CoA-Req#IDisconnect-Req. 1#RIERFC 5176 WLCEE X EEHMEB IR
K CoA-Reqo

SHEWLCLERANERAERENACL , MART FHWACL, ISERREIRAEEACLERE  XB2BEE
BHSEPEE,

9.ILEREHE A AVLANFACLES, EBAEVLIANEBENERT , RAREZEFIESEHED | I
R (B ) BEHVLANEWEETRE., HRNACL , @EHEaccess accepth IR K T8 L ER 7%
ACL,

TEES®LER T IWIERE



Wireless User AP ISE

1. 802.1x Authentication Phase

2. Access Accept (with redirect URL and ACL)
3. WLC apply ACL to client and move to posture state

4. HTTP GET request (80)

5. URL redirect received in Access Accept

i 6. NAC initiates Posture Validation . 7. ACL letting the traffic reach ISE server

=

8. Posture OK. CoA-Req to reauth the client

9. Send EAP-START

10. 802.1x Reauthentication Phase

11. Access Accept (new ACL, VLAN)
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RADIUS 9800 WLC
E E

(300000,
000000
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Client

R Ex
9800 WLC HY AAA #HRE

HER1. A ISE Rl Bk 25 #7 18 £/9800 WLCELE . BB % Configuration > Security > AAA >
Servers/Groups > RADIUS > Servers > + Add , A& & ARADIUSTIRERENA , MEIFTT. BRA
MREENACRL Al ¥ CoAY X 1%,

_ Configuration~ > Security~ > AAA

+ AAA Wizard

Dashboard

© Monitoring

Servers / Groups AAA Method List AAA Advanced

- Add
- RADIUS
2O ¢ Administration p Servers Server Groups
TACACS+
Licensing Name Y Address
LDAP

3{\3’ Troubleshooting




9800% M radius{al iR 2%

Create AAA Radius Server %
Mame* posture-radius Support for CoA @

Server Address* 10.124.57.141 CoA Server Key Type Clear Text -
PAC Key CoA Server Key (@) sssse

Key Type Clear Text v Confirm CoA Server Key sesee

Key* (3) sesse Automnate Tester

Confirm Key™ esome

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100

9800% M radiussF4AE

SER BY BERTE 5 EEE, EZE Configuration > Security > AAA > AAA Method List >
Authentication > + Add , W TFEFFR :
n 'é'l's' é'c; Cisco Catalyst 9800-CL Wireless Controller '\'jv'c:_ccr'c s

Configuration~ > Security~ > AAA Show Me How o

+ AAA Wizard

Servers [ Groups AAA Method List AAN Advanced

| + Add |

Name T Type Y Group Type T

Authentication

Authorization

Accounting
default login local

1 10 w

Walk Me Through >

98003718 & 2 B FH A EE



Quick Setup: AAA Authentication x

Method List Name™ posture-authn-list
Type* dot1x v | (@D
Group Type group v | (&

Fallback to local

Available Server Groups Assigned Server Groups
Idap radius —
) =)
tacacs+ - —
) =)
(2] ()
[E'

ll.%] Apply to Device

98002 BB B EFHFMEN
SB3. (W& ) BUSHAEBE , MTEMR :

Configuration~ > Security~ > AAA| Show Me How °

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
l + Add ‘
Authorization
Name Y Type
Accounting

9800FT IR F /B E



Quick Setup: AAA Accounting x

Method List Name* ‘ POSTUREacct |
T').'pe* ‘ identity L | @
Available Server Groups Assigned Server Groups
Idap |T'| radius |-?-|
tacacs+ — -
©J L~
(»] )
(«] B

=l Apply to Device

9800 IR FEFFMEN
WLANEL B

S 1.EIWLAN, EEZE Configuration > Tags & Profiles > WLANs > + Add , AR RIBEEHR S
MR

Configuration~ > Tags & Profiles~ > WLANs

[ -]

9800 WLANT 18

HER2. 8 AWLAN— iR EH.



Add WLAN S

General Security Advanced
Profile Name® | posture_demo | Radio Policy @
S5ID* | posture_demo | Show slot configuration

6 GHz

WLAN ID* | 1 | Status enasleD ] @
© WPA2 Disabled
Status enasen () € WPA3 Enabled
Dot11ax Enabled
Broadcast SSID enaleD ()

5 GHz
Status enaBLED [

2.4 GHz

Status enasten [

802.11b/ | 802.11blg v |
gPolicy

=l Apply to Device

98002 I WLAN—fix & A

SRS ENEREBRBILBEETFENREHE, EEEFERT , FiRE '802.1xs , XEFE
AAAS 3 B RBE(EAAABLE S 0 PRV S BR2HP ).



Add WLAN

‘

General Security Advanced

Layer2 Layer3 AAA

@ WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering

Lobby Admin Access

WPA Parameters Fast Transition
WPA WPAZ o Status | Adaptive Enabledw |
Palicy Policy ) :
GTK . OS!EN Ower the DS
Randomize Policy
Reassociation Timeout * | 20 ‘

WPA2 Encryption

AES(CCMP128) [~ CCMP256
GCMP128 GCMP256 Auth Key Mgmt
802.1x v | PSK
Protected Management Frame Easy-PSK CCKM £
_ _ FT + 802.1x FT + PSK
PMF | Disabled v 802.1x- PSK-SHA256
SHAZ56

[=] Apply to Device

9800 I WLANZ £L2

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Authentication List posture-authn-list «

Local EAP Authentication

9800 I WLANZ£AAA

AR ERERE



ERBEERRY , BUURES BEEFimEIBEVLAN , Uk HA32E (WA R EFFEACL). R
HmE(QoS). BEIHE. FTEFRE). CUEARRRAURERE , HUTRMANREE,

SB1BNFHRKEBER, BEZConfiguration > Tags & Profiles > Policy , A& M —EFTH

Configuration = > Tags & Profiles~ > Policy

-+ Add

Admin Y Associated & T

I Monitoring Status Policy Tags Policy Profile Name
= 5
(] » | posture_demo_pp
[v] default-policy-profile
\dministration 1 10 »
9800#T 8 R AEEC EHE R
ERREECRA,
A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QO0S and AVC Mobility Advanced
Name™ posture_demo_pp WLAN Switching Policy
Description Enter Description Central Switching enasied [
Status Central Authentication ENABLED .
Passive Client Central DHCP ENABLED .
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

9800 U KMEEERER

SER2 BIEVLAN, EEFAccess PoliciesER5I1Z%H , W THALIRERRIZBVIANEBRF B A



VLAN-ID, BAERAIERE

Edit Policy Profile X

EHEREACL:

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies

RADIUS Profiling

HTTP TLV Caching

DHCP TLV Caching

WLAN Local Profiling

QOS and AVC Mability Advanced

Global State of Device Disabled (@)
Classification

Local Subscriber Policy Name | v
VLAN

VLAN/VLAN Group | vLanto72 v |

Multicast VLAN

9800 3 SR EE Bl B HE RVLAN

SRR M ERMEEERNES

TS HEE

‘ Enter Multicast VLAN ‘

WLAN ACL

IPv4 ACL | v |
PVEACL | v |
URL Filters ®
Pre Auth | v |
Post Auth | v |

ISEBE ( RFTAAAZEE ) MIREEN(CoA) (NACHREE ) , &1



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility
WLAN Timeout
Session Timeout (sec) | 1800 ‘ ®
Idle Timeout (sec) | 300 ‘
Idle Threshold (bytes) | 4] ‘
Client Exclusion Timeout (sec) ‘ &0 ‘
Guest LAN Session Timeout
DHCP
IPv4 DHCP Required b
DHCP Server IP Address 10.10.10.1

Show more ===
AAA Policy
Allow AAA Override v
NAC State '
Palicy Mame | default-aaa-policy x » |

Advanced

Accounting List

|' POSTUREacct  x v |

WGEB Parameters

9800 I KB BRE RS RAR

RAIRERARE

ERAZERA , B SSID E2R A

policy-tag.

Fabric Profile

Link-Local Bridging

| default-mdns-ser .. w
Clear

a

mDNS Service
Palicy

Hotspot Server | A |

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

|- Not Configured

DNS Layer Security
Parameter Map

Flex DHCP Option
for DNS

Flex DNS Traffic
Redirect

WLAN Flex Policy

WVLAM Central Switching

Split MAC ACL ' v |

Air Time Faimess Policies

[l Update & Apply to Device

RERER. BRUEYHNFRER , SEA default-

B ® = Configuration > Tags & Profiles > Tags > Policy , RERBEEHE—E , W TEMR :




Configuration~ > Tags & Profiles~ > Tags

EMH Site RF AP

==

Policy Tag Name

default-policy-tag

Administration 1 10 «

9800 K REAZ B AT 18

A HYWLAN R AR 12 465 I P 75 A9 SR BE A 4R

Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
MName™ posture-paolicy-tag
Description Enter Description

V¥ WLAN-POLICY Maps: 1

+ Add

WLAN Profile Y Policy Profile h i

posture_demo posture_demo_pp

1 10 «

9800 REAZEFF MM E FA

R ARSI

BEREAEBREEZEEN AP, EffiF|Configuration > Wireless > Access Points > AP Name >
General Tags , E{TFTEN DB , AEEHEUpdate & Apply to Device,



Edit AP x

General Interfaces High Awvailability Inventary ICap Advanced Support Bundle
General Tags
AP Name™*

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is
Lacation® default location not allowed while changing Tags.

Base Radio MAC

Policy posture-policy-tag b
Ethernet MAC
Site default-site-tag v B
Admin Status
RF default-rf-tag v B
AP Mode Local v
9800K M R 2 B

E#E M ACL H5E
8 ® = Configuration > Security > ACL > + AddLAZ& 3 —{E#AIACL,
AREEFIF EE M EANACLERECWA ( FRWebF 7585 ) HHE.

WEEIEEAM ISE PSN SIBHRE |, WIERL DNS MIAFFMMEEHMRE., WEHEQACLTRR
£ACL, MRZMACL , EEMLERESHEACPU (EATNERT ) #ITHE—DEE ( HIINEHR
B ) URBERESEREENTEL (FEERK ) UBEREHER, ACLLXEWNTAR (EXR
filvh A& HISE IPHbuE E1210.124.57.141 )



Edit ACL x

ACL Name* POSTURE_REDIRECT _# ACL Type IPv4 Extended
Rules
Sequence* Action permit
Source Type any v
Destination Type any v
Protocol ahp -
Log DSCP None
+ Add
Sequence T Source Y Destination Y Destination Y
t Action T SourcelP Y Wildcard P Wildcard Protocol T

10 deny any 10.124.57.141 ip

20 deny 10.124.57.141 any ip

30 deny any any udp

40 deny any any udp

50 permit any any tcp

9800 E A E FACLFFHIEN

REGACLELE

Source T Destination T

Port Port DSCP T Log
None None None Disa
Nane None None Disa
MNone eq domain None Disa
eqdomain  None None Disa
MNone 2q wWww None Disa

EEEERT , BEEHFI800 WLC L AISEEZEBMNACL , IERBRRBELERRESHRMNE

BRAR,

Security - > ACL

# Associate Interfaces

ACL Name

Configuration = >

+ Add

POSTURE_COMPLIANT_ACL

POSTURE_NON-COMPLIANT_ACL

POSTURE_REDIRECT_ACL

1 |10.|

9800 ACL— & &

wew

ACL Type
|Pv4 Extended
|Pv4 Extended

IPvd Extended

HRMERER  EURFPREFEEApermitall, RS —EBEREE , KETURISETRESHE

ERPHEMACL , EHE R permit all on 9800 :



Edit ACL %

ACL Name* POSTURE_COMPLIANT ACL Type IPv4 Extended
Rules
Sequence” Action permit v
Source Type any v
Destination Type any -
Protocal ahp v
Log DSCP None v
Sequence Y Source Y Source Y Destination Y Destination YT Source Y Destination T
t Action Y P Wildcard 13 Wildcard Protocol ¥  Port Port DSCP T Log
10 permit any any ip Mone None Naone Digable
1 KK

9800 ACL — &R

HRAEREBR , BEFREANSHBRERER K BEXFHBHEREARES (EUHPRISERS ) .

Edit ACL x

ACL Name* POSTURE_NON-COMP ACL Type IPv4 Extended

Rules

Sequence” Action permit A

Source Type any r

Destination Type any v

Protocol ahp v

Log DSCP None: v
Sequence YT Source Y Destination Y Destination Y Source Y Destination Y

t Action ¥ SourcelP T Wildcard P Wildcard Protocol ¥  Port Port DscCP Y Log
10 permit 10.124.57.147 any ip MNone None MNone Disa
20 permit any 10.124.57.141 ip Nane None None Disa
30 permit any any udp Mone eq domain Mone Disa
40 permit any any udp eq domain MNone Mone Disa
50 deny any any ip MNone MNone MNone Disa
1 |10 -

9800 ACL — A RFEER

ISE_ERIAAAEL B MR &R TE
REREBER AT , BEFESHENERERUARREWindows PCHIRE L REFHER



ERFESR.

S 1.7 ISE L AEWLC 9800%718 ANAD, EE FAdministration > Network Resources > Network

Devices > Add:

= Cisco |5E

Network Devices

Notwark Dovices
Drefauit Device

Dewvice Security Settings

FEEREE

= Cisco IS]

Network Devices

——
Netwark Devices
Default Device

Device Security Settings

FIEEREE02

SR ERNEBCCOMU L THENZ2EFRBERBFTM SR MEEE

Metwaork Device Groups

MNetwork Device Groups

Devices List » WLCDBOO0
Network Devices
Nama WLCSE00
Dezcription
1P Addrass P

Device Profile &% Cisco

Modal Namae

Software Version

Natwork Device Group

Location All Locations
IPSEC Mo
Device Type All Dovice Types

Network Device Profiles

10.124.60.41

Metwork Davice Profiles

Administration - Network Resources

External RADIUS Servers RADIUS Server Sequences NAC Managers

3z

Set To Default

b Set To Default

v Set To Default

Administration - Natwork Resources

External RADIUS Servers RADIUS Server Sequances MNAC Managers

I Shaw

I ] RADIUS Authentication Settings I
RADIUS UDP Settings
Protacol RADIUS
I Shared Secret susee
[ Use Second Shared Secret
Second Shared
Secrot
I CoA Port 1700

I Set To Default

RADIUS DTLS Settings
[C] DTLS Required
Shared Secrat

Goh Port 2083

GCA of ISE

DHNS Name

SR A8 £ Cisco Secure Client:

radius/dtls

ates for Goa Setect if required (optional)

Set To Default

External MOM

External MDM

pxGrid Direct Connectors

pxGrid Direct Connectors



Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB
cisco-secure-client-win-5.1.2 42-webdeploy-k9 pkg
Advisories [

REFERAEIRS.1.2.42

ISE Posture Compliance Library - Windows / Head-end 30-Jan-2023 19.59 MB
deployment (PKG). This image can be used with AnyConnect

version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.

cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9.pkg
Advisories [

ISEERMEELE4.3

TR KBERNZLEFHARDPESNERUEEET LERISERF kAL, BME TEPO>REE
>EFimab>EiR. R THERR—THE , A4+ EFEAgent resources:

Overview Network Devices Client Provisioning Policy Elements

Client Provisioning Policy

Resources + Add ~

Client Provisioning Portal

[

Agent resources from Cisco site

Agent resources from local disk

Mative Supplicant Profile

Agent Configuration

Agent Posture Profile

AMF Enabler Profile

O 0O 0o O

LEZ2EFiK



= Cisco ISE

Work Centers - Posture

Owverview Metwork Devices Client Provisiening Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Cliwsi Prosvisloning Pollcy
Eesources il
Client Prewisioning Pertal [ ] Harv Type Varidon
(] CiscoTemporalagentOSX 4.10.02081 CiscoTemparaligentOSx 4.10.2051.0

GiscoSecureClisntCompianceModuleWindows 4.3.3335.6146

GiscoSecsneClenCompliancebodidoWindows 4.3.3335.6146

[m] Cisco-ISE-Chrome -NSP

O  GiscoAgentlessOSX 4.10,02051

[0 bioomies:-Posture for Windows

O  AmConneciDesktopWirdows 4.10,7073.0
[ macosxsPwizard 2.7.0.1

O  GiscoagentiessWincows 4.10.02051

[0 Cisco-ISE-NSP

O WLEAS 00 - windows

[0 WinSPWizsrd 3.0.0.3

0  GCiscoTemporaligentWindows 4.10.02051

Native Supplicant Profile Not Applicable

GiscoAgentlessOsK 4.10.2051.0

AgentProfile Not Applicable
AryConreciDeskioawWindows 4.10,7073.0
Mac DsXSPWizard 2.7.0.1
GiscoAgentiessindows 4.10,2051.0

Hative Supplicant Profile Hot Applicable

AgeniContig Noi Applicable
WinSPWirard 3003
CiscoTemparaligeniWindows 4.10.2081.0

CiscoSecureClisntDesktopWindows 5.1.2.042

CistoSecweChamDesktapWindows

5.1.2.42 I

Y EEZEEFiRMEREER

S4BV REREREEREME TEHO>RE-FFinHE>ER>FE>-REREREER:

Last Update

2021/08/10 03:12:11
2024703730 19:28:34
201610707 D4:01:12
2021/08/10 03:12:36
2024103030 19:31:40
024103730 19:47:18
2021108010 031 2:27
2021/08/10 03:12:33
201610707 04:01:12
2024/04/01 17:44:50
2021408710 03:12:27
20210810 03:12:28

202403730 19:20:54

Selected 0 Toasd §

Daseription

With CM: 4.3.1858 4353
Cisco Secure Glent Win...
Pra-confligured Native 5.
With GM: 4.3.1856.4353
test windows PG for con...
AryCannect Secure Mab. ..
Supplicant Pravisiening ..
With GM: 4.3.2227.6145
Pra-configured Native 5

Test for WLESH00 Wirele

Supplicant Provisioning
‘With CM: 4.3.2227 6145

Ciaeo Sacurs Chant fof

Q

= Cisco ISE Wark Centers - Posture
Ovearview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
it Piesvisioning Paliey
s i Diocemted1- Posters for Windows
Resouices
Citrt Prescisioning Parsl Agent Posture Profile
Nama *
Bloomenst- Pastiing far Windows
Description:
test windaws PC for conmectng WLLSE0D
r
Agent Behavior
Pacameier Value escription
Enable debug log No w Enables the debug log on the agent
Operate 6n non-B02.1X wireless Ne o~ Enabiles the agent fo operate on non-B02.1% wirebess netwarks
Enabie signature check Mo ~ Ghock the Signature of Bxecutalins bolore runming (hom
Log file size ] ] The maximum agent log fike size
emadistion timer 4 ming. IF thee wrser faits to rernediste within this specifisd fime, mark them as non-compliant
Srsalth Mode Dlasbied Agent can act as sither clientle
without any user interface.
Enabie notifications in steslth mode Diasbied Display user notifica aven when in Stealth mode

REBREEEER

SRS BV REREEEMD THEFO-RE-FFiRAR>EFR>-HE>-RERE:

@

ar standard mode. When stealth mode is enabled, it nuns a3 a service




= Cisco ISE Work Centers « Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports

Glient Pravisioning Palicy

Resources
ikt Provislonig Partel * Select Agent Package: CiscoSecureClientDesklopWindows 5.1
I * Configuration Name: WLCIB00-windows I
T Test for WLCSSOD Wieless dotlx
Description:

g

Description Value Notes

* Compliance Module CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection

I ISE Posture I
VPN ]
Zero Trust Access (]
Network Access Manager |:|
Secure Firewall Posture O
Network Visibility [}
Umbrella [_]
Start Before Logon (]
I Diagnostic and Reporting Tool I
Profile Selection
* ISE Posture bloomtest-Posture for Windows w

WHEAEEE

Settings

HER6 MERFEFIRALM S , EAERMFETAR, (FRCARAKBFEKCSREEASSLES
WERLPIFRE LNRESARR. B8, TAREBEFEHRATETAFEES,

BMETERO-RE-FFiRAL>FFinHEEM S

= Cisco ISE Work Centers - Posture

Overview Netwaork Devices Client Provisianing Policy Elements Posture Policy Policy Sets Troubleshoot

Client Pravisioning Policy

— Client Provisioning Portals

Client Provisioning Portal -
I ! isioning You can edit and customize the default Client Provisioning poral and create additional ones

Creata

Client Provisioning Portal
(default)

Default portal and user experience used
to install the posture agents and verify
compliance on user's devices

BERFiRFALPF01

Reports

)

Settings



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

e . ) o
Al Portal Behavior and Flow Settings Portal Page Customization

Resources

I Client Provisioning Portal Portal & page Settin_qs

< Portal Settings

HTTPS port:* B443
(8000 - 8598}
Bidirectional por:* 8449
(8000 - 8998)
Allowed Interfaces:* Far PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured
@ Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
O Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup
O Gigabit Ethernet 2 O Bond 1
Uses Gigabit Ethernet 2 as primary
O aigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup
O Gigabit Ethernet 4 O Bond 2
Uses Gigabit Ethernet 4 as primary
[ Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup
Certificate group tag: * Test-CPP -

Configure certificates at:

Administration > System > Certificates >
System Certificates

Authentication method: * Certificate_Request_Sequence -

Configure authantication methods at:

Administration > ldentity Management >
ldentity Source Sequences

BEEFRFEEFF02

SB7EIEFmAE R, EfFWork Centers> Posture> Client Provisioning> Client
Provisioning Policy > Edit>3F A LiR#H KB,

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Seitings

Client Provissaning Palicy

Client Provisioning Policy

Resources

Cliemt Provisianing Portst . . :
Dafine the Client Provisioneng Policy 10 determing what users will receive upon login and user session initation:
For Agent Configuration: version of agent, agent profile, agent compliance module, andfor agent customization package,
For Native Supplicant Conliguration: wizard profile and/or wizard, Drag and drop rules 1o change the order

w
Riilé Nam Id@ntity Groups Oparating Systems Othar Conditions Rasiilts

N ] WLCSR0O-Windaws Any Windows Al Condition(s) WLCSB00-windows Edit

| 0% amy Apple i05 Al Canditizn(s) Cisea=ISE-NSP Edit

e | Androld Amy Androld Condition(s) Clsco-1SE-NSP Edtil

] Windews Ay Windows Al Canditien(s) CiscoTemporalAgentiVin Edit

dows 4.10.02081 And
WinSPwizsrd 3.0.0.3
And Cisco-ISE-NSP

MAC 0% Any Mac 05X Condition(s) CiscoTemporalAgentOSX Ed
4.10.02051 And
MacOsXSFWizard
2.7.0.1 Andl Gisco-ISE-
NSP

| Chromebooi Any Chrome OF All Conditionis) Cisco-15€- Cheome- ISP Edit

B E Fim R AR

HERS. B M B RMRA. BB TR O>iRE> KB TR >R >ER>E R IRE>H18:



Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Conditions o File List » WLC9800-Posiure-dema
SrtMniimra File Condition
Ariti-Spyware
Anti-Virus I Mame * WLCS800-Posture-demo I
Application
Description test for WLC 9800
Compound

Dictionary Compound * Operating System Windows All 'S

Dictionary Simple

Disk Encryption Compliance Module  Any version

External DataSource I * File Type S—— - I
File
Firewall * File Path USER_DESKTOR WLC9800-Posture-Demotxt (1)

Hardware Attributes
* File Operanor Exists
Pateh Mansgement

Registry
Seript
Service

BYERFEN

HERQ.ZE N A REME TR /OR8> SR B T 3 > B> R >H 18

\

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Condiions b File Remediations List » WLCS800-Posture-Demo
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