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Authentication
Supplicant AP Cisco WLC Server

Enterprise
Network

EAP Type=EAP-TLS
Start bit set, no data

| EAP Request I

[ EAP-type=EAP-TLS |

{TLS client_hello) | EAP Response

EAP-Type=EAP-TLS

3 TLS server_hello
| EAP Request I TLS certificate
TLS server_key_exchange
EAP-Type=EAP-TLS TLS certificate _regquest
TLS certificate TLS server hello_done
TLS client_key_exchange a4
TLS certificate_verify ‘ EAP Response l
TLS change_cipher_spec
TLS finished EAP-Type=EAP-TLS
5 I EAP Request | TLS change_cipher_spec
9 i TLS finished
6
EAP-Type=EAP-TLS | EAP Response
7
ek | i PMK |
8

EAP success | EAP success |

EAP-TLS & 17 B R T2
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1. BIRE FinEaiE A B (AP) B3 H,

CEHREE , APTAFFERHER I FiX 5 HRFFER.

. EFEImEARERS , EFHAEAP-Response Identity & FE,

. SEARLANE 28 (WLC) A 52 A F 1D E 3 8534 21 B 3% R IR 85 o

. RADIUSfAIBRES £ AEAP-TLSR B E R B BE F iR,

. EAP-TLS¥IFER L BRI %A,

& FinA$EAP-Responsefdik [B] & 17 5 A IRES , 2B ZIBEREANULLE client_helloiE F 58
=

N oA WN

8. A REAMB[EASBEHERNTETEE  ZERBES

TLS server_hello
Handshake message
Certificate
Server_key_exchange
Certificate request
Server_hello_done

9.8 FimfE AEAP-Response’B B TEIE , BEE S -

Certificate (for server validation)
Client_key_exchange

Certificate_verify (to verify server trust)
Change_cipher_spec

TLS finished

10. B IETEF iR S BMER , RADIUSHRFEEXFEEN , REIE .

Change_cipher_spec
Handshake finished message

11.62 A & in R 8 M E SUB B RADIUS I BR &R .

12 ETLSEFHE , tSRBEMHIRE B MBEER.

13. 1% Al AR 85 M B8 B & FIXEAP-Success HE. , AR MBERFHIX,
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Configure the WLC as a network device and set the pre-shared key.

sEnsure the Internal CA i3 enablad for issuing caertificates and authanticating
usars.

*Select the identity store sequence used to authenticate logins to the portal. By
default, the certificate_requast_sequence is employed.

Define the certificate templates that users are permitted to use for generating and '
downloading caertificates.

*Create a portal page where users can download certificates, with settings to
control portal behavior.

+Add users to tha ISE internal database who will use the cartificate. Create as
many usars as neadead,

*Dafine an identity source sequence for the policy set to determine tha
authentication source for the service,

=Establish a policy set to define authentication logic and actions.

CCECCEECa

ISERRBRES R
iBRREE
BEEREELANZRISR(WLC)HIERMREE , FEAUTRA .

1. 3 = Administration > Network Resources > Network Devices.
2. B—T+AddB R B FTIBWLCHIBRE,

3. FERFEAHLAEMEBEWLCHISEMIRESITE , LABA EREMNEB-,
4. EFRWAFTEFHAERAR  B—TETANSUIbMtRAFEE



v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port 1700

FIEEREE
BT AECA
ERBADBIEEREBCADE  BRTUTSE

1. B ZE Administration > System > Certificates > Certificate Authority > Internal CA Settings.

2. BIRCAFIE A , LR RECARNEBIMRRE,

Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks ETLATT

Dashboard
Certificate Management b .

Context Visibility | nte m a I CA Settl I"'Ig S A For disaster recovery It |s recommended to Export Interna
Certificate Authority .

Operations Overview

Host Name -~  Personas Role(s) CA, EST & OCSP Re... {

Policy

hority Gertificat, .
Ise3genve Administratlon, Monitoring, Pall... STANDAL.. B
Administration Settings

c ca 3
Work Centers Certificate Templates

EEAICA
WiE S ORES E
BIEE>-5MEE>-50RFI. fMEAERSGFIIIEZEFNFEZENR,



Identities Groups External Identity Sources Identity Source Sequences Settings

> Allow_EMP_Cen

Identity Source Sequence

~ |dentity Source Sequence

* Name
Allow_EMP_Cert

Description

v Certificate Based Authentication

Select Certificate Authentication Profile Preloaded_Certific

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points

B
EEERERR

BEIEERERR , FIITUTIER

$ 1, BB ZEAdministration > System > Certificates > Certificate Authority > Certificate
Templates,

HER2 B —T+AddBE R M FH R EER
2ARBRIRRBEISER RN At HE— B o




2. 2FE RN A (CN)EXE ASUserName$,
23RMFBTIHEHEAZBSAN RS CHBIIMACH I,
2.4 #SCEP RAELERE R EAISERIZBCA,

257 "REREWRAE, B0 MAREFRSORE,

Edit Certificate Template

Cartificate Managamant

Cartificate Authority
Ovarview

Issuad Cartificates

Cartificate Authority Certiflcat...

Internal CA Settings
Certificate Templates

External CA Sattings

& B

BYEEMF

* Name

Description

Subject

Common Name (CN)

Organizational Unit (QU)

Organization (O)

City (L)

State (ST)

Country (C)

Subject Alternative Name (SAN)

Key Type

Key Size

* SCEP RA Profile

Valid Period

Extended Key Usage

EAP_Authentication_Certificate_Template

This template will be used to issue certificates for EAP Authentication

2

SUserName$

Example unit
Company name
City

State

us

MAC Addrass

RSA
2048
ISE Internal CA

730 Dayl(s) (Valid Range 1 - 3652)

5

Client Authentication |_| Server Authentication

ERVAREREFRESNREMF , BITUTIER

S B1, BEZEAdministration > Device Portal Management > Certificate Provisioning.
HR2 EBCreate AR EFHMWMFEE.
SRS A/AORHHE—BRE , UEERIRTE,

BERANMEL ; SIERERB443,



32 EEISEEEHFAFHNE,
3.3.i##ZCertificate Group Tag/EATERFIFHEHE.
SA4BESGMBES L, CETAREREEAZILMFENERREETERY.

S5 BFEHEKERLUMSBMFRRER. flm, mMRENEAEBRILE , FEZFEEmployeefE
R#&#,

3.6.XE & Certificate Provisioningsk & T /L FF I B EE M.

Bookmarks Blocked List BYOD Certificate Provisioning Client Provisioning

Dashboard Portals Settings and Customization

Context Visibility

Operations Portal Name: Description:
EMP CERTIFICATE PORTAL
Policy

Administration Language File

Work Centers

R S —— Portal Behavior and Flow Settings Portal Page Customization




Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

~ Portal Settings
1
HTTPS port:*

(8000 - 8999)

Allowed Interfaces:* For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured

Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup

Gigabit Ethernet 2 Bond 1
Uses Gigabit Ethernet 2 as primary
Gigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup

Gigabit Ethernet 4 Bond 2
Uses Gigabit Ethernet 4 as primary
Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Authentication method: * Certificate_Request_Sequence

Configure authentication methods at:

Configure authorized groups
User account with Super admin privilege or ERS admin privilege will have access to the portal

Available

Q

ALL_ACCOUNTS (default) Employee

GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default)




» Login Page Settings

> Acceptable Use Policy (AUP) Page Settings

> Post-Login Banner Page Settings

> Change Password Settings

~ Certificate Portal Settings

Certificate Templates: * EAP_Authentication_Certificate_Template = .,

HEMFEE

TERLERER , BRLERE - THFAFRURLIGAEMFE, HEREZFERPF R,

Portals Settings and Customization

Portal Name: Description:

EMP CERTIFICATE PORTAL

Language File

RIEPIF EEURL



e | BHps:/10.106.32.31:844 3/certprovportal/PortalSetup.action?portal=45aea9cb-29c8-4f73-98bb-63543bba423a

i : .
CISCO Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.
Username:
emp
Password:

FFEME
MEBEANERE
ERVRBEEMFETINRENERE , FRITUTER :

1. B ZE Administration > Identity Management > Identities > Users,
2. B—TREEKEAENEIRRK,
3. BEFAEFTEAIUser Identity Groups., TEAFIF | & H & 2B 4Employeeff,

Identities Groups External ldentity Sources Identity Source Sequences Settings

Users

Larest Manual Metwork Scan Res... N Etwo r k Acce SS U Se rs‘

Status Usermame -~ Deascription First Name Last Name Emall Address User Identity Groups  Admin

| ® Enabled | g emp Employee

BRI EAE
ISESR £ HE 9 F MRADIUSK RS FL &

L—EMETISEREREFIFHRE. B#E , RFIMISE RADIUSKKEEEREEAAFEAES DR
o

1. BELEISE RADIUSEKRE &
2. Effn ElPolicy > Policy Sets,
3. B—TMR(+)EBIFHRBE,

HIRGIH , RE—BEENRKE  ARNERCEAERSHEREETEORE



Palicy Sets Raset

Stamue  Policy 5atNams Oaseription Allowad Protocols | Sarver Sequance  Hits  Actions  Wlew

Fatus  Rule Hame Conditlans

+  Optlons

Rasults

Fuaus  Rule Hame Conditlons Proflles Security Groups

BN B 0B R R RS

sy

9800 WLCHHRE

LT 29800 WLCHIRREZ B, BESRBHEATHNEE , AEHABER.

His  Actons

Hihs  Actons




*Configure I'SE as a RADIUS serser on the WLC.

sConligura a RADILES sarver group and map tha ISE sanser craated in prévious step. J
+Create authantication and autharization methad lists linked To the FRADIS sarsar growp.
=Apply the respective mathod list vo the WLAN configuration.

=Credte a policy profile and map it to the VLAN and othear sattings.

Qi G

o= sLonligure a policy tag and associate the WLAN profile wath 1t

=Apply the policy tag to thae AP }

ﬁ;i

#|1SE fa] R 25 %718 /9800 WLC

1. EA4ISEMIIREFEZIB00EMRLANIZHIZ/(WLC)BE |, BEITUTESR .
2. Bif¥Configuration > Security > AAA,
3. #®— T Add#Z &G ISER R BIEEWLCEEH,

Create AAA Radius Server

Mama*® ISE3 Suppart for CoA
Clear Text

Server Address* 10.106.32.31 CoA Server Key Type

PAC Key CoA Server Key

Key Type Clear Text Confirm CoA Server Key

Kay* Automate Taster

Confirm Key™

Auth Port

Acct Port

Server Time

Retry Count




FEWLCH #71BISE A AR 27

MiEEREER  CRERERRIRBES,

#E RRadius{Al iR E5

F£9800 WLC L %748 fa) BR 25 42
EFE9800MEARLANIRHIES LG AMERE , BTAUTSR .

1. & 2 Configuration > Security > AAA,
2. & — T Server GroupEH , AR&E IR — TAddAE L R PR R4

Edit AAA Radius Server Group

7% |SE fA] AR 25 ¥4 AR B Radius A AR 2548

#£9800 WLC L iR EAAATT EBE
ByUMARSFRAER  EAATSREESMRELEEE

1. BE E Configuration > Security > AAA > AAA Method List,
2. 7Authentication HEH , FTIEHH BT H EFE,

3. B E BIERE Rdot1x,

4. #ZEgrouptEAHETR R,

5. BIFE LTI BI B ISER REFEVE A I BRESAE.



BWEY snow Me How °

AAA Method List

B SHRESLEE
#9800 WLC LR ERETT ERE
ERERBHERE , FRTUTHR .

1. B EAAA Method ListE8 % A B Authorization B 8.
2. H—TAJdIB A FHIRES LEFE,

3. i##ZEnetworktEB R B,

4. EEgrouptEAER B,

5. B¥EISEf REFHEVE A A REFAE

,q,;_.\.m Quick Setup: AAA Authorization

+ AAA Wizard Methad List Name™ CERT_ALUTH

AAA Method List

Add Delete

Mame

[0 cerT_aUTH

AR
£9800 WLC L& [RRIFR ERE

SEARRADIUSHEEE®R , MERM RBEESER

1. BfinFConfiguration > Tags & Profiles > Policy,

2. —TAJIE Y FHV R B EE =,

. RN EMEEREREZEZEENSIY, XM+  IEREHERF OME , WHER
VLANAEZE FiwVLAN,



IP MAC Binding

Encrypted Traffc Analvics

Access Policies

RADIUS Profiling

HTTP TLV Caching

DHCP TLV Caching

WLAN Local Profiling

Global State of Device
Classification

Local Subscriber Policy Name Search or Select

VLAN

VLAN/VLAN Group

Multicast VLAN

ELERADIUSTE R  BARERKEEEEREWadvancedEE T EFAAAA OverrideiZ1E, ERE
REFESLANZE GBS EARADIUSH EERXHERNERENESE,




Advanced

WLAN Timeout Fabric

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout (sec)

Guest LAN Session Timeout

DHCP

IPv4 DHCP Required

DHCP Server IP Address

AAA Policy

Allow AAA Override

£9800 WLC L2 IZWLAN
ERTEEES02.1xERRFEMFTWLAN , BETUTISE -

1. BB ZEConfiguration > Tags & Profiles > WLANS,
2. %—T TAdd.y BAZE —{E#HYWLAN,
3. REH2ESMBRFERELMA802.1xF B HE.




T Edit WLAN

Dalete CiCkna Enabie WLAN Dizable WLAN

cowezse ()
gomrzss (O Auth Ky Mot
a0z 1x 8]
Protected .l-‘ﬂnhut'?nt’.!‘.-. Frame: Easy-PSK D
FT + BO2.% U

PMF Bbied r 802 e 0
SHAZSE

MPSX Configuration

Enable MPSK

Security

Authentication List CERT_AUTH

Local EAP Authentication D

#£9800 WLC L A R RIEX Ef2 ¥ FEWLAN
ERMWLANEKBEBERAARE  SRTUTSR

BfnZlConfiguration > Tags & Profiles > Tags.
E_TAddﬁgﬁig%ﬁ%ﬁo
FEWLAN-POLICYEBS , A$HTER ML HYWLANET AR 2 4H FERY RS BL B 1S R

1.
2.
3.




Eclit Pollcy Tag

£ Charges may resultin loss of o wemits that are associa

Diieie
GERT_POLICY_TAG

A RERAERE

R EREMZEI0800 WLC ERIIZEAY
ERERERSTRBREALSAP) , B=RUATHE

1. R FConfiguration > Tags & Profiles > Tags > AP,
2. BRAPEEFH "HRE, Fo.

3. B—TEERENHEAP,

4. BEEINRBER D BEEENAP,

Static

eC7l.750e. 10

= Salect Flle
Policy Tag Mame

Slve Tag Mamea
T Policy Tag Name R gl

RF Tag Mama defaull-rf-tag

APER DB

RRTHBRIETWLCHIEE

aaa group server radius ISE

server name ISE3

ip radius source-interface Vlan2124
aaa authentication dotlx CERT_AUTH group ISE
aaa authorization network CERT_AUTH group ISE
aaa server radius dynamic-author

client 10.106.32.31 server-key Cisco!123
!

wireless profile policy CERT-AUTH
aaa-override

ipv4 dhcp required

vian 2124

no shutdown

wlan CERT-AUTH policy CERT-AUTH
wlan CERT-AUTH 17 CERT-AUTH



security dotlx authentication-Tist CERT_AUTH

no shutdown
1

wireless tag policy CERT_POLICY_TAG
wlan CERT-AUTH policy CERT-AUTH

AERERUNTHRES
EEAERERIANTHARE  BEAUTSHR
| EEREBAB RN RENF.

© Not Secure| https:[/10.106.32.31:844:

Certificate Provisioning Portal

CISsCOo
Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the usemame and password supplied to you.
Username:
amp
Password:

---------

SHEREMF
2.4 THEIAEARE) (AUP), RRISEETRANRERESENEH.

3.i##ZGenerate a single certificate(EFEHE R K).



CI1SCO Certificate Provisioning Portal

Certificate Provisioning

| want to: *

Generate a single certn(

| Common Name (CN): * |

-~ 0

[ MAC Address: * |

without a certificat...

242f.d0da.a563

Choose Certificate Template: * e

EAP_Authentication_Certificate_Template

Description:

Certificate Download Format: * 0

PKCS12 format, including certificate chain (...

[ Certificate Password: * ]

Enter password to download and view/install the certificate

Confirm Password: *

EEERES
EERREARMAFENES , FREARERUTAEMN

- CN.-BRRARFFEAZTFHRET "AAE MUPERNEHERAEETIORE. &
Common Namef@fZF , WAFEAEERE (AREARERAEMF ).

« MAC #biit:F R ESRZBBSANR—EX509ER , AESERAHELSHERB, Cisco
ISERRZA2.0E X EBMACHHE, FE it , FESAN/MACHE LRI,

- BEENR  BEERERCAERFBHERNERFERFEANRUE. LABCN)ERM
FARBERR (CNAEHREHERBTE ), HERBER , CAGEAEMBENL

- BEXH  CEERETHBRABENIES, VEARUBETHIHERABENRBRLELEE
FEARE,

- BREBLEFEUTRE

- BBV EELIEREREFE, 1BANEFBNEHF



- BIENREXSENNSENSEF T ZE
- RN ZETEIEA-Z, a-z, 09, | #

EEMERMMNLE , EEGenerate MBI M THIBE,

Windows 10E 8 LS
Ef£Windows 10E S L ZHFBE | FHiRBUT S BRBMicrosoft & B # &|#(MMC):

MIEE : BERATREEREAHWindowsZERERAME , FHItEZE 2 EMicrosoft 3 A% LA B 7
BREMEFAENA,

1. ¥ —F TStarty , &% "Run. .

2. rRun (1B1T ) 1 EFREAmme , REBIREnterf®, 4B BMicrosoftE B2 HI1E,
. WIEREEEET

4. EE| r*?'-? 1> TETE/MREERET, .

5.1 BfEAdd , A% EECertificates , AEIE—TAdd.



6. iIE#EComputer Account , A& i#EELocal Computer , A& — TFinish,

EETRAMCEELAMERLNESE.

L}
@
B File  Action View Favorites Window Help - 8%
e |5 = B
Console Root B
ISR Add or Remove Snap-ins b Actions
Root -
You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns, For More Act N
extensible snap-ns, you can configure which extensions are enabled. ore Actions
Available snap-ns: d gapang:
Snap-n Vendar ~ " Console Root Edit Extensions.. .
b ActiveX Coral Microsctt Cor ‘W certificates (Local Computer)
E o Remove
ﬂ#ulﬁum‘tﬂn Manager Microsoft Car...
I Certificates Microsaft Cor...
. Component Services  Microsofft Cor... Move Up
& Computer Managem... Micrasoft Cor... "
| jove Down
it Device Manager Microsoft Cor...
= Disk Management Microsoft and...
{2l Event viewer Microsoft Cor...
~ Folder Microseft Cor...
[ Group Policy Otject ... Microsoft Cor...
® P searity Monitor Microsaft Cor....
P seaurity Policy M...  Microsoft Cor...
-;prwdmd_d-m .Munsni_:tcnr... o Advanced. ..
Description:
The Cerbificates snap-in allows you to browse: the contents of the certificate stores for yourself, a service, or a computer,
O Cancel

Windows MMC2 4118
SB1EARE

1.1 — T REFRAAction,

1.2.EBEMEEH , RRBEEA,

13 RBRTEANEEER LR FNIFERE,



& &» Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Users\admin\Desktop\emp-2025-01-06_08-30-59\emp_C4-£9-0 Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (,55T)

MNext | Cancel

EEEBARE

EREEABREY , REKRIEWAEMFLENBERBUNER, BRAERBEI A LR
, AMERDEARSLEER ERE,



| & &4 Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ ] Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Include all extended properties,

Next Cancel

AAFBERE
TR KBEBHIBEENERK

2.1.BRMicrosoft Management Console(MMC) , A% & B £ Certificates(Local Computer)>
Personal & £ 3,

22 mEREWMERRE (W, BCA, FEACATMEA ).
23 KBEABREBEHIEENRERE

24 1RCARE  BEZEENRBIEREEN,
2.5.FECAEE : BEIFIRESHEEME,



2.6. AR : BfEPersonal &R KA,

& &# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

Personal Browse...

Next Cancel
pr-BN = S
EBEAERKRDREFES
Condele Koot Issued To - Iisued By Expiration Date  Intended Purposes Friendly Name Stat,
v C!r.l;n:.!et (Lecal Corapued EJl pertificate Services Endgoint Sub C& - medgeave Cerificate Services Mode CA - ise3gemc 1732035 <Al ErcipoantulbrCi
¥ ergornl Certficate Services Node CA - ise3gerve Certficate Services oot CA - isedgeme: 1732035 <Al certificate nodeCA
- ‘;m Rost Cotificak Centficate Services Roct CA - iselgenve Certificate Services Root CA - isedgenve 1272025 <Al certificate
,!._m,at; - Flemp Cenficete Serices Endpoirt Sub CA - iseigenue  1/8/2027 Client futhentication emp CA-E9-0A-00-..
{:n.t;p-;sch"rusl o ise3 germeclab local iredgenvelab bocal 1aner Server Authentication, Client Authentication  Sef-Sgred
Imtermediate C S

EHREFETBBRE

EARWindows E i

HERBBHIERNRERER  FEANTSRERIIWLAN:
1. R — T REFEE F Wnetwork Bl 7R ATAR4R 7] A HY AR R



2. BB EBEEEHENWLANK ZE,
3. —T "Connecty , ABREBEMEMIBER , FRHENEFETREBUTHIERIBE,

El AVctest

% blizzard

8~ CERT-AUTH
7
Secured

I:l Connect automatically

EEWLANKEZIBREF HIRIRERE | i#ZConnect using a certificate(f & EE45)i%E,

AR AR ARG



8, - CERT-AUTH
(7 ©

Secured

Enter your user name and password

Connect using a certificate

b

ERREFELE

5

B, W T LAGE R R A DB AR B R AR R



C:\»>netsh wlan show interface e -
There is 1 interface on the system: — 200%
Name : Wi-Fi 3
Description TP-Link Wireless USB Adapter
GUID ee5d1c47-43cc-4873-9ae6-99e2e43c3%¢ea
Physical address 24:2f:d@:da:a5:63
State connected
| SSID CERT-AUTH |
BSSID a4:88:73:9e:8d:af
Network type Infrastructure
Radio type : 802.11ac
Authentication : WPA2-Enterprise
Cipher : CCMP
Connection mode Profile
Channel : 36
Receive rate (Mbps) : 360
Transmit rate (Mbps) : 360
Signal : 1eex
| Profile : CERT-AUTH |

Hosted network status Not available

C:\>netsh wlan show pr0F1195 CERT-AUTH | find "Smart"
EAP type : Microsoft: Smart Card or other certificate

BREGREMS
B

FESEWLCIE 7£ BB WLAN:

<#root>

POD6_9800#show wlan summ
Number of WLANs: 2
ID Profile Name SSID Status Security

17

CERT-AUTH

CERT- AUTH

UP [WPA2][802.1x][AES]

HEZEWLC EWAPEERE :



POD6_9800#show ap summ

Number of APs: 1

CC = Country Code

RD = Regulatory Domain

AP Name STots AP Model Ethernet MAC Radio MAC CC RD IP Address State Location

AP1 3 C9130AXI-D cc7f.75ae.1fc0 a488.739e.8da0 IN -D 10.78.8.78 Registered default location

HERAPIE1£ EIBWLAN:

<{froot>

POD6_9800#show ap name APl wlan dotll 24ghz
STot id : O
WLAN ID BSSID

17 a488.739e.8da0l

POD6_9800#show ap name APl wlan dotll 5ghz
STot id : 1
WLAN ID BSSID

17

a488.739e.8daf

FERAEAP-TLSEENEF iR :

<tfroot>

POD6_9800#show wire c1i summ
Number of Clients: 1
MAC Address AP Name Type ID State Protocol Method Role

242f.d0da.a563 AP1 WLAN

17

IP Learn 1llac

Dot 1x
Local

POD6_9800#sho wireless client mac-address 242f.d0da.a563 detail | in username|SSID|EAP|AAA|VLAN

Wreless LAN Network Name (SSID): CERT-AUTH

BSSID : a488.739e.8daf

EAP Type : EAP-TLS

VLAN : 2124
Multicast VLAN : O



VLAN : 2124

Cisco Radius ISEENRE A S :

Status Detalls Identity Endpoint ID

Identity Endpoint ID

ISE RadiusElEF HEE

s mRERE

Authentication Policy

Authentication Policy

ate Authentl...

ficate Authenti...

Authoriz...

Autharizatic

EMP Wirel...

EMP Wiral...

Authoriz...

Authaorizatic

Permi

PermitAce...



Authentication Details

Source Timestamp

Received Timestamp

2025-01-08 11:58:21.055

2025-01-08 11:58:21.055

Policy Server

ise3genvc
Event
Username emp

Endpoint Id 24:2F:D0:DA:ABL:63

Calling Station Id 24-2f-d0-da-a5-63
Endpoint Profile TP-LINK-Device
Identity Group User |dentity Groups:Employee,Profiled

Audit Session Id 4D084EOAO000007E46FOCBF7

Authentication Method dot1x

Authentication Protocol EAP-TLS

Service Type Framed

MNetwork Device lab-9800

Device Type All Device Types

Location All Locations
NAS IPvd Address 10.78.8.77
NAS Port Type Wireless - IEEE 802.11

Authorization Profile PermitAccess

Security Group Employees

ISEF¥#H B &%

FREAP-TLSERZRIWLC EPCHEE :




65 17:3B:58 Cizco_9e:8d:af TpLinkPte_da:a5:63 EAP 95 Request, Identity
68 17:36:58 Cisco_f%e:8d:af TpLinkPte_da:a5:63 EAP 95 Request, Identity

69 17:36:58 TpLinkPte_da:a5:63 Cisco_fe:8d:af EAP 11@ Response, Identity

78 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af EAP 118 Response, Identity

73 17:36:58 Cisco_%e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)

74 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af TLSv1. 2 384 Client Hello

78 17:36:58  Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 182 Request, TLS EAP (EAP-TLS)

79 17:36:58 TpLinkPte_da:a5:63 Cisco_9¢:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)

83 17:36:58 Cisco_9e:8d:af TplinkPte da:a5:63 EAP 178 Request, TLS EAP (EAP-TLS)

84 17:36:58 TpLinkPte da:asS:63 Cisco_9¢i8d:af EAP 118 Response, TLS EAP (EAP-TLS)

87 17:36:58 Cisco_9e:Bd:af TpLinkPte_da:a5:63 TLSv1. 2 248 Server Hello, Certificate, Server Key Exchange; Certificate Request, Server Hello Done
95 17:36:58 TpLinkPte_da:a5:63 Cisco_9e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)

18@ 17:36:58 Cisco_9e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)

182 17:36:58  TpLinkPte_da:a5:63 Cisco_fe:Bd:af EAP 648 Response, TLS EAP (EAP-TLS)

187 17:36:58 Cisco_fe:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)

189 17:36:59  TpLinkPte_da:aS5:63 Cisco_f%e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)

114 17:36:59 Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)

115 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:8d:af TLSv1.2 347 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
118 17:36:59 Cisco Se:Bd:af TpLinkPte_da:a5:63 TLSv1.2 147 Change Cipher Spec, Encrypted Handshake Message

119 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:Bd:af EAP 119 Response, TLS EAP (EAP-TLS)
126 17:36:59 Cisco_S%e:B8d:af TpLinkPte_da:a5:63 EAP 94 Success

FTREAPSEXHWLCHE

- EREmRSTHE BN XEFRERNEAP-TLSH PR F B8,
- BRI EHwR1158 R AR EFTRAEAP-TLSR A HY BR9.
- ERamR1188 BN XAEFREFTRWEAP-TLSRH I ER10,

BN FUmE R ESBI(RA)REE | LLRARKHEBIBR , LERSORESHN —LAEBT,

/]

2025/01/08 11 58 20.816875191 {wncd_x_R0-2}{1} [ewlc-capwapmsg-sess] [15655] ( T ) X
INEMDTLSEE, BHIP 10.78.8.78[5256] , 499

2025/01/08 11 58 20.851392112 {wncd_x_R0-2}{1} [radius] [15655] ( & ) RADIUSE#*SH 55K
£]10.106.33.23 1812 id 0/25,len 390

2025/01/08 11 58 20.871842938 {wncd_x_R0-2}{1} [radius] [15655] ( & ) #id 1812/25
10.106.33.23 0, Access-Challenge. len 123#AIRADIUS

2025/01/08 11 58 20.872246323 {wncd_x_R0-2}{1} [dot1x] [15655] ( E&A ) [242f.d0da.a563
capwap_90800005] &% HEAPOLE B8 — IR A3, EAPOLE BIEAP , B H KR E6,EAPE 5= EAP-
TLS

2025/01/08 11 58 20.881960763 {wncd_x_R0-2}{1} [dot1x] [15655] ( & ) [242f.d0da.a563
capwap_90800005) W ZIFWEAPOLERE — MxA1,EAPOLEBIEAP , B & RKE204,EAPE FI=
EAP-TLS

2025/01/08 11 58 20.882292551 {wncd_x_R0-2}{1} [radius] [15655] ( & ) RADIUSE*ZH 55K
£]10.106.33.23 1812 id 0/26,len 663

2025/01/08 11 58 20.926204990 {wncd_x_R0-2}{1} [radius] [15655] ( & ) #id 1812/26
10.106.33.23 0, Access-Challenge. len 1135 AIRADIUS

2025/01/08 11 58 20.927390754 {wncd_x_R0-2}{1} [dot1x] [15655] ( E&A ) [242f.d0da.a563
capwap_90800005]{&i: fWEAPOLE #13 — MRA<3,EAPOLE FIEAP , BERE1012,EAPE B=
EAP-TLS

2025/01/08 11 58 20.935081108 {wncd_x_R0-2}{1} [dot1x] [15655] ( E&A ) [242f.d0da.a563
capwap_90800005] M EIFWEAPOLE R B — x4 1,EAPOLE FIEAP , B KE6,EAPE BI= EAP-
TLS

2025/01/08 11 58 20.935405770 {wncd_x_R0-2}{1} [radius] [15655] ( & ) RADIUSE#*SH 55K
£10.106.33.23 1812 id 0/27,len 465

2025/01/08 11 58 20.938485635 {wncd_x_R0-2}{1} [radius] [15655] ( & ) #id 1812/27
10.106.33.23 0, Access-Challenge. len 11313 ¥ A RADIUS

2025/01/08 11 58 20.939630108 {wncd_x_R0-2}{1} [dot1x] [15655] ( E&A ) [242f.d0da.a563
capwap_90800005]&i: fWEAPOLE #13 — MRA<3,EAPOLE FIEAP , A& KE1008,EAPE Bl=
EAP-TLS



2025/01/08 11 58 20.947417061 fwncd_x_RO-2}{1} [dot1x] [15655] ( &I, ) [242f.d0da.a563
capwap_90800005] W EIFWEAPOLERE — hx741,EAPOLE FIEAP , B H K E6,EAPE BI= EAP-
TLS

2025/01/08 11 58 20.947722851 {wncd_x_RO-2}{1} [radius] [15655] ( & ) RADIUS{E% 5 Fsas
#110.106.33.23 1812 id 0/28,len 465

2025/01/08 11 58 20.949913199 {wncd_x_RO-2){1} [radius] [15655] ( & ) RADIUS#Eid 1812/28
10.106.33.23 0, Access-Challenge, len 275%2UK

2025/01/08 11 58 20.950432303 {wncd_x_RO-2}{1} [dot1x] [15655] ( &, ) [242f.d0da.a563
capwap_90800005] /&% FWEAPOL & 40 — KR A3, EAPOLELBIEAP , B#KE 158, EAPE =
EAP-TLS

2025/01/08 11 58 20.966862562 {wncd_x_R0-2}{1} [dot1x] [15655] ( &I ) [242f.d0da.a563
capwap_90800005]14 FIfIEAPOLE#H — KRZ1,EAPOLEBIEAP , B HE 1492 EAPH Bl=
EAP-TLS

2025/01/08 11 58 20.967209224 {wncd_x_RO-2}{1} [radius] [15655] ( & ) RADIUS{E % 5 Fsas
#10.106.33.23 1812 id 0/29,len 1961

2025/01/08 11 58 20.971337739 {wncd_x_R0-2}{1} [radius] [15655] ( &R ) RADIUS#Eid 1812/29
10.106.33.23 0, Access-Challenge, len 123#2lK

2025/01/08 11 58 20.971708100 {wncd_x_RO-2}{1} [dot1x] [15655] ( &, ) [242f.d0da.a563
capwap_90800005]{# % EAPOLE ¥4 — K3, EAPOLEBIEAP , B # K6, EAPE BI= EAP-
TLS

2025/01/08 11 58 20.978742828 fwncd_x_R0-2}{1} [dot1x] [15655] ( &I, ) [242f.d0da.a563
capwap_90800005]14 EIfIEAPOL &R — KRZ1,EAPOLEBIEAP , B HE 1492 EAPH Bl=
EAP-TLS

2025/01/08 11 58 20.979081544 {wncd_x_R0-2}{1} [radius] [15655] ( & ) RADIUSHE% S EER
F10.106.33.23 1812 id 0/30,len 1961

2025/01/08 11 58 20.982535977 fwncd_x_RO-2){1} [radius] [15655] ( &3, ) #tid 1812/30
10.106.33.23 0, Access-Challenge. len 1232 #IRADIUS

2025/01/08 11 58 20.982907200 {wncd_x_RO-2}{1} [dot1x] [15655] ( &, ) [242f.d0da.a563
capwap_90800005]{& % EAPOLE ¥4 — K3, EAPOLEBIEAP , B # K6, EAPE BI= EAP-
TLS

2025/01/08 11 58 20.990141062 fwncd_x_RO-2}{1} [dot1x] [15655] ( &I, ) [242f.d0da.a563
capwap_90800005]14 EIfIEAPOL &R — KRZ1,EAPOLEBIEAP , B HE 1492 EAPH Bl=
EAP-TLS

2025/01/08 11 58 20.990472026 {wncd_x_R0-2}{1} [radius] [15655] ( & ) RADIUSHE% S EER
#10.106.33.23 1812 id 0/31,len 1961

2025/01/08 11 58 20.994358525 fwncd_x_R0-2){1} [radius] [15655] ( &, ) #tid 1812/31
10.106.33.23 0, Access-Challenge. len 12332 #IRADIUS

2025/01/08 11 58 20.994722151 {wncd_x_RO-2}{1} [dot1x] [15655] ( &, ) [242f.d0da.a563
capwap_90800005]{# % WEAPOLE ¥4 — K3, EAPOLEBIEAP , B # K6, EAPE BI= EAP-
TLS

2025/01/08 11 58 21.001735553 {wncd_x_R0-2}{1} [dot1x] [15655] ( &I ) [242f.d0da.a563
capwap_90800005) W EIFWEAPOLE RS — Mx41,EAPOLELBIEAP , B &R E247 EAPE FI=
EAP-TLS

2025/01/08 11 58 21.002076369 {wncd_x_R0-2}{1} [radius] [15655] ( & ) RADIUSE% S MEER
#110.106.33.23 1812 id 0/32,len 706

2025/01/08 11 58 21.013571608 fwncd_x_RO-2){1} [radius] [15655] ( &3, ) #tid 1812/32



10.106.33.23 0, Access-Challenge. len 174 HIRADIUS

2025/01/08 11 58 21.013987785 {wncd_x_R0-2}{1} [dot1x] [15655] ( &R ) [242f.d0da.a563
capwap_90800005] &% fIEAPOLE 140 — KRA3,EAPOLEBIEAP , B8 57, EAPR Bl= EAP-
TLS

2025/01/08 11 58 21.024429150 {wncd_x_R0-2}{1} [dot1x] [15655] ( &I ) [242f.d0da.a563
capwap_90800005] i EIfIEAPOLE ¥4 — KRZ1,EAPOLELBIEAP , B8 E 6, EAPRE BI= EAP-
TLS

2025/01/08 11 58 21.024737996 {wncd_x_RO-2){1} [radius] [15655] ( &3/ ) RADIUS{E % 3 Ei5ss
F110.106.33.23 1812 id 0/33,len 465

2025/01/08 11 58 21.057794929 fwncd_x_R0-2}{1} [radius] [15655] ( & ) #tid 1812/33
10.106.33.23 0, Access-Accept. len 3243 HYRADIUS

2025/01/08 11 58 21.058149893 {wncd_x_R0-2}{1} [dot1x] [15655] ( EFA ) [242f.d0da.a563
capwap_90800005] Raised eap’5 AEAP-TLSH B 0 E#EH

5E SRR
RAZIRRE02 KRR B HEHE BN B EHEHBR SR

1. BT R FIRRARKEFRFHURE S B RFBE,

2. $1IfTWLC EPCHIEL , mEM A E K. WLCHMRADIUSH kR BHH .
3. M EISERNF B FE LB AR R A B IEFEAY RIS TR

4. EWindowsid ER ERREZFER B EHMERE , UREFEGFARREFE.

- BEFHFEFEREEME  MA3.2

- BERISENEIE E AR
- BFEAEEWLCHISEMNEAP-TLS



https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
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