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51 &89800 WLC LRV L iE

BLEWeb 5| ¥ AR

F1E  BRIBEE>RE> Web B BT  BIELRE , BRRHSENERPHUFESEIEM I
HBRA R BIFR E Awebauth,

Configuration = > Security~ > Web Auth Edit Web Auth Parameter

General Advanced
—
Parameter-map Name global Virtual IPvd Address 192.0.2.1
Parameter Map Name
O global < Maximum HTTP connections 100 Trustpoint TP-self-signed-3.. «
Web-Filter 3
O Init-State Timeout(secs) 120 Virtual IPv4 Hostname
1 10«
Type webauth v Virtual IPvE Address R IKIXLIK
Captive Bypass Portal O Web Auth intercept HTTPs
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo O
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® Mone O Banner Text

EF-EE E2108



MfEE : Web Auth intercept HTTPs 2 BARRE. MRFEHTTPSEHE @ , AIX4ERA
Web Authi®#BHTTPSEIE, ER , TEREALEE K RATEEMCPUERE,

#2L EERERBT , BEEEFEFHEEQONATMHEURL, 2E "Redirect URL for Loginy A T
Redirect On-Failures ; MRedirect On-Success) 2iZAM, RE® , EFEMURLWBESRE R
EWeb Authi%EfE £,



General Advanced

® Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1/login.htm|&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID ‘

Portal IPV4 Address ‘ 10.127.196.171
Portal IPV6 Address ‘ XX XXX
ERRER
CLIEL &

paraneter-nmap type webaut h gl oba

type webaut h

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

i ntercept-https-enable

trustpoint TP-sel f-signed-3915430211

webaut h- ht t p- enabl e

et : EURGID  SEASEHLIBEE. REBER , BEEEREREBIT Webs| BH B
M TR EET""*E%?EHURLO FEEXNMERPHREREBEEEREE,

Eﬁﬂ_n"-.-'



$EB1 B RadiusfARES :

Efi ZlConfiguration > Security > AAA , 3 — T Server/GroupZp% F# "Addy , R&ETE "Create
AAA Radius Servery EHR@AfARFERE, IPHutMLAER,

Create AAA Radius Server

Mame* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname . CoA Server Key Type | Clear Text v
PAC Key O CoA Server Key (3)

Key Type | Clear Text v | Confirm CoA Server Key

Key* @ . . Automate Tester (]

Confirm Key*

Auth Port | 1812

Acct Port . 1813

Server Timeout (seconds) | 1-1000

Retry Count . 0-100

| Apply to Device

Radiusfal [RES 8L &

CLIEE

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key i

server name ISE-Auth

88225 : B RADIUSRR=R#AE :
£ TAMREREEL BORTIEN THE, UERARSIEE YNBSS ERAERBPHARER,



Create AAA Radius Server Group

Name* ‘ ISE-Group| < @ Name is required
Group Type | RADIUS

MAC-Delimiter t none v J

MAC-Filtering [ none . ]

Dead-Time (mins) ‘ 5 ‘

Load Balance

Source Interface VLAN ID

| 2074 v ]t;l

Available Servers

Radiusfal R 254

CLIEE

aaa group server radius ISE-Group
server name ISE-Auth
ip radius source-interface V1an2074
deadtime 5

E3F : BEAAALERE !

Assigned Servers

ISE-Auth

plE

BT EIAAA Method ListB# , i##FAuthentication FTEIAdd , E&Type® Tlogini B Group types



FGroupy WAEEERR , A EAssigned Server GroupEpo T ¥ MR EL B Y & 17 B8 5% A IR 25 4H

Quick Setup: AAA Authentication

Method List Name*

Type* ' login | @

Group Type group | ®

Fallback to local O

Available Server Groups Assigned Server Groups

undefined | ISE<erup ‘
Radius-Group
Test-group
test-group
undefined
tacacs1

AMEE
(J B B

BREHERE

CLIE &

aaa authentication login ISE-List group ISE-Group

BLEREEERER

F15 BRIEE-RENEEER-RR  EERAEBTHECNHEERESR , XEAREHR
E&ﬁ?o



Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies QOS and AVC Mobility Advanced

Name* | GuestiANPoicy | WLAN Switching Policy
Description l Enter Description . Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging D

O

SGACL Enforcement

Default SGT 2-65519

KRB EER

B2 EHERMERT , EHBIEHIZR LR vian R B FE#vian, EAHIH , BE Tvlan
1



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O
=EN IPva ACL

DHCP TLV Caching O

IPv6 ACL
WLAN Local Profiling

URL Filters
Global State of Device Disabled (&)
Classification

y i Pre Auth

Local Subscriber Policy Name | v

Post Auth
VLAN
VLAN/VLAN Group | 1 v ®
Multicast VLAN ‘ Enter Multicast VLAN

FEEEER

B3L  EBRBEET , SHEMEERURIE() , IRBEAKEREEHDNE=RDRRE

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor )

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Static IP Mobility

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (3)

Anchor IP

& 10.106.40.11
g 10.76.118.75
g 10.76.118.74

BBE

CLIE &

Selected (1)

Anchor IP

Anchor Priority

& 1076.118.70

|. Primary (1) v

wireless profile policy GuestLANPolicy




mobility anchor 10.76.118.70 priority 1
no shutdown

REFELANRERE

$15  EMIEE>BRE>PHELAN  ZEEN  BEEH-—NWEEESRE  MABRKRVLAN, AR
REAEEAERVLAN ID , WASEL B RAR BB

General Security
Profile Name* Guest-Profile Client Association Limit | 2000
Guest LAN ID* 1 Wired VLAN Status
mDNS Mode Bridging v Wired VLAN ID* 2024
Status

FELANEERE S

5624 . ESecurityBEE T , BUAWeb Auth , ¥BtWeb Auth5| E¥ iR , A& % Authentication T HiLi%
B i #ERadiusfABRES,



dit Guest LAN Profile

General Security

Layer3

Web Auth ENABLE .]
Web Auth Parameter Map global v ‘
Authentication List ISE-List | v
FELANZEER
CLIE &

guest-Tan profile-name Guest-Profile 1 wired-vlan 2024
security web-auth authentication-list ISE-List
security web-auth parameter-map global

B LANE AR
i ZConfiguration > Wireless > Guest LAN,

EHFLANEREES s |, BIEFEENGHREBEEERNSHEFLANEEESR



Guest LAN Map Configuration

% Delete Map

: GuestMap

Guest LAN Profile Name Y  Policy Name Y ‘
) Profile Name Guest-Profile
Mo records available.
10 v | items per page 0 - 0 of 0 items Policy Name [GuestLANPoIicy{

SHELAN SRR
CLIE &

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

#H250800 WLC LRYZRAE

BLiEWeb 5| ¥ AR

F1E  BRIGEE>RE> Web B ERE  BIELE , BREHSFNERPHUFESEIEM I
R AR BIFR E Awebauth,

Configuration= » Security~ > Web Auth Edit Web Auth Parameter

General Advanced
—
Parameter-map Mame global Virtual IPv4 Address 192.0.2.1
Parameter Map Name
O global < Maximum HTTP connections 100 Trustpoint TP-self-signed-3.. v
Web-Filter 3
O Init-State Timeout(secs) 120 Virtual IPv4 Hostname
1 10«
Type webauth v Virtual IPvE Address I IKIN K
Captive Bypass Portal 0 Web Auth intercept HTTPs
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disabla HTTP secure sarver O
for Web Auth
Disable Cisco Logo D
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title

Banner Type ® Mone O Banner Text

EF-EE e



#2L EERERBT BEEEFEFHEEQONATMHEURL, 2E "Redirect URL for Loginy M T
Redirect On-Failures :; TRedirect On-Success. iZEMHAM,

RE®R , BMERURLNWABE SR REWeb AuthiXE4E £

General Advanced

© Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.htmI?switch_url=https://192.0.2.1/login.htm|&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address XIXIXIK X
ERER
CLIEE

parameter-map type webauth global

type webauth

virtual-ip ipv4 192.0.2.1

redirect for-Tlogin http://10.127.196.171/webauth/Togin.htm]l
redirect on-success http://10.127.196.171/webauth/logout.html
redirect on-failure http://10.127.196.171/webauth/failed.html
redirect portal ipv4 10.127.196.171

intercept-https-enable.

trustpoint TP-self-signed-3915430211

webauth-http-enable

AAARRTE :



$EB1 B RadiusfARES :

Efi ZlConfiguration > Security > AAA |, 3£ — T Server/Group#p# FTHIAAD , AR TE Create AAA
Radius Server; E£ , MARAREFER. IPHutMLAER,

Create AAA Radius Server

Mame* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname . CoA Server Key Type | Clear Text v
PAC Key O CoA Server Key (3)

Key Type | Clear Text v | Confirm CoA Server Key

Key* @ . . Automate Tester (]

Confirm Key*

Auth Port | 1812

Acct Port . 1813

Server Timeout (seconds) | 1-1000

Retry Count . 0-100

| Apply to Device

Radiusfal [RES 8L &

CLIEE

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key i

server name ISE-Auth

%24 - I RADIUSTIMRESAE :
1 "Server Groups. #7 TEZFAJILEERMRIFE , WM ESEEAEEFR I RRSR.



Name* ISE-Group
Group Type | RADIUS
MAC-Delimiter none v
MAC-Filtering ' none v
Dead-Time (mins) 5
Load Balance . DISABLED }
Source Interface VLAN ID | 2081 v \
Available Servers Assigned Servers

‘ ‘ ISE-Auth

SRR

CLIE &

aaa group server radius ISE-Group
server name ISE-Auth
ip radius source-interface V1an2081
deadtime 5

F3% : BEAAATLEBE !

BT EIAAA Method ListB# , i##FAuthentication FRIAdd , A "Types ¥EH Tloginy &% ©
Typel #% "Group types ¥EA "Groups EZE "method list name. , AERTE "Assigned Server
Group. &% THMREE M & 758 E RARSEE,



Quick Setup: AAA Authentication

Method List Name*

Type* login | @

Group Type group v | ®

Fallback to local O

Awailable Server Groups Assigned Server Groups

undefined | ISE-Group ‘
Radius-Group
Test-group
test-group
undefined
tacacs1

AMEE
(J BB

BRERLEE

CLIELE

aaa authentication login ISE-List group ISE-Group

BlERBEERER

$15  EMIRE-FRNEEER>RE , FRENSZHE LNEBRERKEEERILMA
BEESR,



General Access Policies QOS and AVC Mobility Advanced

Fe* | GuestLANPolicy | WLAN Switching Policy

Description Enter Description ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O
SGACL Enforcement O
Default SGT 2-65519 ‘

MR HLERER

B2 EHERKT , R TURERHRERE FiKVLAN



General Access Policies QOS and AVC Mobility Advance

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)
Classification

Local Subscriber Policy Name ‘ Search or Select v ’
VLAN
VLAN/VLAN Group VLAN2024 v | ®

RS B



IR BRVLANSL | HAim b MR inhlas EAV R E EERE B LA T,

B35 EBBEET , BHhEHMIMRNG R,



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility [. DISABLED ]

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anc

BEE i S %6



R M AEREE TR E 9800 ARLANR 2R (WLC) A 5245 i IR R 5% E A2 REBRE (TWLANRY $4 B
WLC, E5\EB9800 WLCHKEFFIREEMEIMMWLCE , CREFEDEIEE PR
WLANM R B EERNFAER. EEBBMWLCRABRBKINEAERBEETA K

BB B R,
CLIEE

wireless profile policy GuestLANPolicy
mobility anchor
vlan VLAN2024
no shutdown

RESELANGEER
#1155  BRIARBE-BE-HELAN , AR BREENBEYNRBEFELANEBRR, BRERTEE



BEINIZHIBRNEBER., FIE  LATEHMIEFRLLERABRVLAN,

Add Guest LAN Profile

General Security
Profile Name* ‘ Guest-Profile ‘ Client Association Limit ‘ 2000 ‘
Guest LAN ID* ‘ . ‘ Wired VLAN Status
mDNS Mode [ Bridging v ]
Status
FELANEL B SR

824 KEERES , BMUAWeb Auth , RREEWeb Auth5| B RN &0 REEE,



dit Guest LAN Profile

General Security
Layer3
Web Auth BTN |
Web Auth Parameter Map global v }

Authentication List ISE-List v




IR BRTARVLANARRESL | S SRR bI s MR iR HIBR c MRV FLANE ERE R B MR
LS

CLIEcE

guest-Tan profile-name Guest-Profile 1
security web-auth authentication-list ISE-List
security web-auth parameter-map global

SHELAN AR

£15 . B EE>EF>SHELAN, FEGuest LAN MAP configuration&B % , Z1ZAdd I A% 5 RS BL
BEREREHMIGELANEEER,



Guest LAN Map Configuration

> Delete Map
: GuestMap
- Add
Guest LAN Profile Name Y  Policy Name T ‘
. Profile Name Guest-Profile
No records available.
10 v | items per page 0 - 0 of 0 items Policy Name IGUEStLANPOIiCW 2

SHELAN SRR

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

£ Catalyst 9800 L i & i E ZlAireOS 552012 #I2 B iRH &

= &

Fargign-S800 Anchor-5520 WLC Intermet

Accecs Switch [

e,

Jy!

Wired Chient

AR

51589800 WLC LRV L iE



AL EWeb 5| ELE AR

B15  EMIEE>RE> WebF BT A AREELR. BRERFHENERPHUNEEIHRSE
EEEHRIGEEERL , I HEHIFRE Hwebauth,

Virtual IPv4 Address

192.0.2.1

General Advanced
Parameter-map Name global
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth v
Captive Bypass Portal D
Disable Success Window O
Disable Logout Window O
Disable Cisco Logo O
Sleeping Client Status O
Sleeping Client Timeout (minutes) 720

Web 5| ##f R

2L EEREET  EEFEFRAEEEQRIMNAIBHAEEURL, BERedirect URL for LoginFl
Redirect On-Failure, Redirect On-Success

= AN — |
aX B E

Trustpoint

Virtual IPv4 Hostname

Virtual IPv6 Address

TP-self-signed-3...

LA 00 00 S0 4
Web Auth intercept HTTPs O
Enable HTTP server for Web
Auth
Disable HTTP secure server O
for Web Auth
Banner Configuration
Banner Title
Banner Type ® None O Banner Text

O Read From File

RS,

v



General Advanced

B—Preview-o-the-RedirestRE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1 flogin.html&redirect=<website-name>]

Redirect to external server

Redirect URL for login http://10.127.196.1 711\»{
Redirect On-Success http://10.127.196.1 71;»{
Redirect On-Failure http:H10.127.195.171N{

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address XXX

HE R R

CLIEE

paranet er-map type webauth gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



AR ABAAARE , F2ERIMEE9800 WLCHY T #Bo MM E EFMEF.

BERMEEEESR

#15 EMIRE-BERVLEER>KK, EEFEAJ , XEGeneral EBHFABREERREH—ESR
I R AR RELD



General Access Policies
Name*
Description
Status

Passive Client

IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

KRB EER

QOS and AVC

Mobility

‘ Guest

l Enter Description

ENA
B oisasLen
enasten ([

. DISABLED

N III

2-65519

824 HABERMERYD , DEEEVLAN,

Advanced

WLAN Switching Policy

Central Switching

Central Authentication

Central DHCP

Flex NAT/PAT

ENABLED .
ENABLED .

ENABLED .

. DISABLED



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled @)
Classification

Local Subscriber Policy Name ‘ S | - v

VLAN

VLAN/VLAN Group B v |®

Multicast VLAN ‘ Enter Multicast VLAN ‘
BRI

3% ERBUAERT , IRMEMERRLSEERIEFREREX)



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Static IP Mobility

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 10.76.6.156 > & 1076.118.74 Primary (1)

Mobility B %



EE . 9800/ ZBWLCHI KRS Bl B8 R4 A EE5520  BWLCH SF B LANEL BE R ITH |, B
vianf & R\

CLIEcE

wireless profile policy Guest
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor 10.76.118.74 priority 1
no shutdown

REHELANRERE

£15  BRIEE>ER>HFLAN | EEFEM, BE—E—EERESBILRAWired



VLAN , EEEERRERFHEEAENVLAN ID, K& , HEEERKELRSEnabled,

General Security
Profile Name* ‘ Guest Client Association Limit | 2000 ‘
GuestLANID* | 2 | Wired VLAN Status | ENABLE
MDNS Mode ‘ Bridging v Wired VLAN ID* 1 ‘
Status (enase (B
BHELANK

28 BR2HEBT , MAWeb S 5T , HRWeb B BT SIBHIR , RERSOME TR
B8 IEERADIUS A AR 3R

General Security

Layer3

Web Auth {ENABLE .J
Web Auth Parameter Map global v
Authentication List ISE-List v

rZ4, 5K



JER 1 9800/MEB 55208 F 1R HI R S FLANEL B A2 & B A A

CLIE &

guest-lan profile-name Guest 2 wired-vlan 11
security web-auth authentication-list ISE-List
security web-auth parameter-map global

SR LAN AR

£15  BRIEE>ER>HFLAN, EHFLANGREEIR S |, BIEREN , I RBEEERY
BREIFFELANBLERE R,



Guest LAN Map Configuration

< Delete Map

Guest LAN Map : GuestMap

Guest LAN Profile Name Y  Policy Name h 4 ‘
) Profile Name Guest
No records available.
10 ~ | items per page 0 - 0 of 0 items Policy Name [Guest 2

HELANE B
CLIEE

wireless guest-lan map GuestMap
guest-lan Guest policy Guest

$H 255520 WLC LRy 4HRE
ERTEWebB 7
F15  EfMELE> WebH 5> WebBEAEH, #WebH 75 E BIFE AExternal ( EEME!

NEEARES ) , WEE S EBWeb Auth URL, BAREERBURLETEN , WHANREFIKESH
Eﬁ%ﬁklﬂté%%imn EAE , AITUEELE,

il

CIsCco HMONITOR  WLANS CONTROLLER WIRELESS SECURITY MAMNAGEMENT COMMANDS  HELP

) } I
Security Web Login Page [Preview... | [ Apev |
I
~ AAA -
Generol Web Authentication Type External (Redirect to external server) v
= RADIUS Redirect URL after iogin [ hitp:// 10.127.198. 171/ wobauth/logoeut. hEmi
Authentication r .
Accounting Login Success Page Type [None |
::;ﬁi:‘h“” Lernt External Webauth UAL [ htp:r/10.127.196. 171/ webauthfagin, htmi I |
DNS
Dawnloaded AVP QrCode Scanning Bypass Thmer o
» TACACS+ =
LDAP QrCode Scanning Bypass Count o

Local Met Users
MAL Filtering

» Disabled Clients
User Login Palicies
AP Policies
Password Policits

¥ Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

Wireless Protection
Policies

I~ Wab Auth
w‘ch Login Page

...........

Web & 13 B8 58 3 E



AAASRTE :
S : BEBRADIUSIIRE

i B Security > Radius > Authentication > New,

n||1|||. Sawe Configuration |~ Fing | Logout Refrel

CIsco MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP
—

User:sdmin(Readwrite) M Ho

Securly RADIUS Authentication Servars oy ||
v ARA ;
. Auth Called Statien ID Type AP MAC Address: SS1D hd
= RADIUS
Authentication Use AES: Kay Wmp [} {pesigned for FIPS customers and requires a key wrap compliant RADIUS server)
Auth Cached Users bbb [Hyphen ]
Fallback
The Framed MTU [1300]

Bownloaded AVE

Radiusfal iR &5

$2L . TR LR ERADIUSHRSIPRMIXE A B, ARRESMELIRAEnabled , MEAH
Network UserZRE /5 3o



Server Index (Priority)

RADIUS Authentication Servers > New

=

Server IP Address(Ipv4/Ipv6)

Shared Secret Format

ASCII v |

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings

Apply Cisco ACA Default settings

L
U

Key Wrap [ (Designed for FIPS customer:
Port Number 1812
Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

feI B B2 L

BB Fn B HEE

$15  EMIRL>HERHEEE | BENE. B AFFREIIEDNSMA I Web[ARZRAI TR TR



#ACL,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 i 0.0.0.0 / 0.0.0.0 ¥ e Bii An A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 s Y oA ° a
User Login Policies ) 0.0.0.0 J 10.127.196.171 /
AP Policies 2 Permit .00 255.255.255.255 1O hrvg M Ay Aoy ¢ =
Password Policies
. 10,127.196.171  / 0.0.0.0 !
4 Permit TCP HTTP A A A i
b Local EAP L PerMIt 565.255.255.255  0.0.0.0 i oA a
Advancad EAP A 0.0.0.0 / 10.127.196.171 / TER N HTTPS A A 0
 priority Ord = ety 0.0.0 255.255.255.255 n oA a
Bl sy I 6 permt 10127196171 / 0.00.0 ¥ rop N i i e & o
b Certificate ! 255.255.255.255  0.0.0.0 v v v

4 Access Control Lists
Access Control Lists

RERBEAWeb RSB HMAE
REFHELANGRERE

$£1%5  EfREIWLAN > | i##ZCreate New,
BETypetEAGuest LAN |, I i B B9800/ PR FIES M RIS B ERE RM BRI B &,

MONITOR  WLANs ICONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN

Current Filter: None [Change Filter] [Clear Filter] [Create New V| I Go I

] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
BIFHELAN

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs > New | <eack | ||_apply |
Type [Guestian ] |
Profile Name Guest |
D B v

SELANBLERR

2% EHFLANEEER EHRAONEANE,
HERHP  MANEHRE , BAWANHERRBE DR HFNECIPREE
Egress/T HIRB#RE F in YR ERHVLAN,



General | Security | QoS | Advanced |

Profile Name [Guest

Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Ingress Interface None v |

Egress Interface [wired-vlan-ll V]
NAS-ID [none
ELANEBIER

%348 . ESecurityBE T , BEFHIBZ 2 EAWeb Authentication , I ¥ BRTE & A B FACL.

WLANSs > Edit 'Guest’

~ General | Security | QoS | Advanced |

 Layer 2 I Layer 3 | AAA Servers |

Layer 3 Security [Web Authentication v

Preauthentication ACL 1Pv4 [ Pre-Auth_ACL v| | IPv6 [ None v

Override Global Config22  [J Enable

SELANZEEER
F45 . BinElLE> AAARIBRES.
ERTHREE , BRADIUSI AR H EE R ELANR ER



General = Security QoS | Advanced

 Layer2  lLayer3 | AAA Servers

Select AAA servers below to override use of default servers on thi

RADIUS Servers

Authentication Servers _______ Accounting Servers
Enabled _| Enabled
Server 1 1P:10.197.224.122, Port:1812 v| None

T A
Server 2 | None v | None
Server 3 | None v | None
Server 4 | None v| None

#RADIUSfRl R 2R H IR BIFA B LANBLBRE R
5%  BMEIWLAN, BBERBEESEFLANEEERN THERL , REBEBEHEY,

Oz Guest LAN  Guest Disabled Web-Auth L —
Remove

[ Mobility Anchors |

%62 : 1EEMobility Anchor Create B LLFI EFLANE ERE RSB HISREEAE HES,

WLAN S5ID Guest

Switch IP Address (Anchor) Data Path Control Path

| Mobility Anchor Create

BEHR R

TEAireOS 5520 L Fii & 38 7 ECatalyst 9800 B R &



H’.

Foreign-5520 WL% T

Access Switch

H‘_}

Anchor-9800 WLC [nterne

.
Wired Client

RS PR
S\EZ[5520 WLC ERIERE
mEENEEE

£14 . BfnZE|Controller > Interfaces > New, BB EZ . VLAN IDIERASHELAN,
BRSEESERMEDEN T,

B BEY—EFE2BBENEHIAEHIEEAGuest LAN, IMEATEAFELANNEANE , BR
ERAER A ELRETERER,



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY

Controller Interfaces > Edit
General
Icons .
General Information
Inventory
Interfaces Interface Name wired-guest
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast

Configuration
P Network Routes

Guest Lan

» Fabric Configuration

NAS-ID | none

# Redundancy

* Mobility Management physical Information

Ao Port Number
o ]
1

b NTP
Backup Port

RcEs Active Port

b PMIPvV6

» Tunneling Interface Address

b IPV6 VLAN Identifier 2020

} mDNS DHCP Proxy Mode | Global
N A pr Enahla NHCR Nntinn 172 [
BMANE

#2445 : B F|Controller > Interfaces > New., BIENEHZ . VLAN ID.

FE_EDENELERERGRENEIBNE , BREFRELianFRZEWIPbL, A ETHES
B ELANREREN @ H N .



CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANA(

Controller Interfaces > Edit
General
Icons s
General Information
Inventory
e e Interface Name vlan2024
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast i
Configuration
» Network Routes
b Fabric Configuration GuestiLen O
"
» Redundancy Quarantine O
. Quarantine Vian 1d 0
b Mobility Management
NAS-ID | none
Ports
» NTP Physical Information
D Port Number
BUERIEVS Backup Port E
b Tunneling Active Port 1
b IPV6 Enable Dynamic AP Management O
b} mDNS
b Advanced Interface Address
Lawful Interception VLAN Identifier
IP Address 110.105.211.85 |
Netmask 255.255.255.128 |
Gateway [10.105.211.1 ]
BHAE
RIIETL B

ERGEERATERIEABEY K SLECEMSARERTEHIR LA ELANKHVLAN
BEABRBMIERE

interface gigabitEthernet <x/x/x>

MABRI T

switchport access vian 2020



switchport mode access

end

ShERIRIER ITHERIBE R B

interface TenGigabitEthernet<x/x/x>

R EA B SAEBWLCHY Fh #E8

switchport mode trunk

switchport trunk native vlan 2081
switchport trunk allowed vlan 2081,2020
end

AR RIRR LT ERE

interface TenGigabitEthernet<x/x/x>
R E R E SR WLCH R
switchport mode trunk

switchport trunk native vlan 2081
switchport trunk allowed vlan 2081,2024
end

R EWebER %

F15  EMEILL> WebH B 5E> WebBAH, #WebH B 5T R BIFRE RAExternal ( EEM@ME|
HEBEMRES ) , XEESEBWeb Auth URL, BAREEMURLEEWN , Y BMREFIRES 7
BENIZEAEZEEEEOIEAE , BIWUREIE,



llllll'll

HONITOR  WLAN: CONTROLLER 'WIRELESS SECURITY MANAGEMENT CDMMANDS  HELP

i Conmuration

ng

User:admin{ReadWrite) M Home

Security Web Login Page
v AAA
il Wab Authentication Type External (Redirect to external server) ~
= RADIUS Redirect URL after login http://10.127.196, 171/ webauthslogout. html
Authentication - .
Accounting Legin Succecs Page Type None |
ash ‘:':‘h“" Usery External Webauth URL Mt://10.127.196. 171/ webauthylogin, himl
allbac
DNS -
Dawndosded AVP Qriode Scanning Bypass Timer o
» TACACS+ -
\DAp QrCode Seanning Bypass Count o
Local Met Users
MAL Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Cartificate

b Access Control Lists

Wireless Protection
Policles

v Wab Auth
Wb Login Page

Cortificats

3

Web B 7 Ea R E
AAAERTE :
$EB1 : BLERADIUST RS

i B Security > Radius > Authentication > New,

MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP

Save Configuration

Bing ' Logout Refrel

User: sdmin{Readwrite) M Hon

i |
Sacurity RADIUS Authentication Servers
* ARA i
. Auth Called Staticn ID Type AR MAC Address:SSID -
» RADIUS
Authentication Use AES: Kay Wmp [} {pesigned for FIPS customers and requires a key wrap compliant RADIUS server)
#Auth Cached Users MAC Delimiter [Fyphen )
Fallback 1
i Framed MTU 1300

Bownloaded AVE

Radius{al R 28

5824 : HiRHIER LEERADIUSABRRIPHMI A A ER, A&MRI[ARELIRSEnabled , W iEH

Network UserBREU A 3.



Server Index (Priority)

RADIUS Authentication Servers > New

=

Server IP Address(Ipv4/Ipv6)

Shared Secret Format

ASCII v |

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings

Apply Cisco ACA Default settings

L
U

Key Wrap [ (Designed for FIPS customer:
Port Number 1812
Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable

feI B B2 L

BB Fn B HEE

$15  EMIRL>HERHEEE | BENE. B AFFREIIEDNSMA I Web[ARZRAI TR TR



#ACL,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY WAMAGEMENT COMMANDS  HELP
I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 i 0.0.0.0 / 0.0.0.0 ¥ e Bii An A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 B Y y A 0 a
User Login Policies ) 0.0.0.0 / 10.127.196.171 [
AP Policies 2 Permit 600 255.255.255.255 1O Any HITTH Any - Any 0 =
Password Policies
. 10,127.196.171  / 0.0.0.0 !
4 Permit TCP HTTP A A A i
» Local EAP = TEM 555255255255 0.0.0.0 i YA a
Advanced EAP ; 0.0.0.0 J/ 10.127.196.171 /
 priority Ord £ Permit 000 255.255.255.255 'O Ay HIIES hety Any 2 a
Bl sy I pormit | 10:127:196.171 / 0.0.0.0 ¥ rop N i i e & s
b Certificate £ ! 255.255.255.255  0.0.0.0 v v v

4 Access Control Lists
Access Control Lists

M EIEAWebfA AREREFHEFE

REFELANRERE

F15 . B E|WLAN > Create New > Go,

MONITOR

WLANSs

IZONTROLLER ~ WIRELESS SECURITY MANAGEMENT

COMMANDS

HELP

WLAN

Current Filter:

[] WLAN ID Type

FELANBLERR

Mone

[Change Filter] [Clear Filter]

Profile Name WLAN SSID

| Create Mew

~| 6o |

Admin Status Security Policies

EEType as Guest LANY B Ef EE BB, LETEIS00%E BEHIZFH R AR ERE M EFLANGEE

B LERENMRNERE.,



WLANS > New

Type | iGuest LAN Vi |
Profile Name ‘ Guest-Profile !

ID 3 e

FELANEEBIER

525 : HGeneral EE T , EHFLANEBRERE EHBRAONE AN,
WANERAERER B RBRERNvan,
WHNEREFiREROIPH A VLAN 74,

General | Security | QoS = Advanced |

Profile Name [Guest-Pmﬁle
Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying tt

Ingress Interface | wired—guest hd I

Egress Interface | vian2024 I v
NAS-ID ‘nc-ne
FELANEEREZR

B35 EMIELL>%H3E,

i##2Layer 3 SecurityfE&Web Authentication , 3 ¥ T8 & B B EACL.



General I Security | QoS | Advanced |

Layer 2 I Layer 3 | AAA Servers \

Layer 3 Security | Web Authentication v

Preauthentication ACL IPv4 IPre-Auth_ACL VI IPv6 | None v

Override Global Config2? (] Enable

EIBELZLEE
SER4 -
EAAA serversEER T |, YTIRRADIUSAIRES FEnabled B EL 5 3

General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on th

RADIUS Servers

Authentication Servers Accounting Servers
Enabled () Enabled

Server 1 |[IP:10.197.224.122, Port:1812 | None

Server 2 | None v| None

Server 3 | None V| None

Server 4 | None v | None

#RADIUSA IR 25 ¥ FE BIFH B LANGR EAE

55  BRFWLANEE , #BEBRFESHFLANEEERN THERLE , ARZBEBBHEE.

) 30 WLAN guest-1665 guest-1665 Disabled [WPA + WPA2][Auth(PSK)] [+

ID 1 Guest LAN  Guest-Profile Enabled | Web-Auth =
MovE
N --- isabl -A
Oz Guest LAN  Guest Disabled Web-Auth [ Mobiity Anchors |




TEN SR

86  BBEMME TAEEHMIFEFLANEERESR.

Mobility Anchors

WLAN SSID Guest-Profile

Switch IP Address (Anchor)
local

| Mobility Anchor Create | AU A
10.76.6.156
Switch IP Address (Anchor) v 10.76.118.70

Foot Notes

74 % Bh i R HT AR BUEH ZF LAN

#H250800 WLC LRY4AAE
A B Web 3| Bk

Data Path

Co

B15  EMIEBE>RE> WebF BT L AREELR., BERFHSENERPHUNEEHRS

CIFEEYHMIRERER L | 3 B R BIERE Awebauth,

Virtual IPv4 Address

192.0.2.1

General Advanced
Parameter-map Name global
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth
Captive Bypass Portal O
Disable Success Window O
Disable Logout Window O
Disable Cisco Logo O
Sleeping Client Status )
Sleeping Client Timeout (minutes) 720

Web 5| #¥AR

Trustpoint

Virtual IPv4 Hostname

TP-self-signed-3... w

Virtual IPv6 Address XIXIK XK
Web Auth intercept HTTPs D

Enable HTTP server for Web

Auth

Disable HTTP secure server O

for Web Auth

Banner Configuration

Banner Title

Banner Type ® None O Banner Text

O Read From File

H2L EEMREBT , EEEFHAEEEMEINABMEURL, EERedirect URL for LoginHl



Redirect On-Failure, Redirect On-Successi¥E = A IEZE &,

General Advanced

O—Preview-o-the-Redirest-URE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1/login.html&redirect=<website-name> ]

Redirect to external server

Redirect URL for login hrtp:j,’10.127.195.171!v»{
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171
Portal IPV6 Address | XXXIXEX

HE R R

CLIEE

paranet er-map type webauth gl oba

type webaut h

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht i
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



SEE  ABAAAEE | FES B/ EE9800 WLCHY T 7ECatalyst 9800 L& & §#i E 2 H 1t
Catalyst 9800MV E#REH T 1 Ho PiRREMNEEFMENA.

Bl S RBSEC EE SR

£15  ERIRE-FEBNEEER>KE. ERENFERRNHELANE EERARN A BE
EREEEER,



General Access Policies

Name*

Description

Status

Passive Client

IP MAC Binding

Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

KR EER

QOS and AVC

Mobility

Guest-Profile

Enter Description

ENABLED .

- DISABLED
ENABLED .

. DISABLED

i IIIH

Advanced

WLAN Switching Policy

Central Switching

Central Authentication

Central DHCP

Flex NAT/PAT

524 : #EAccess PoliciessEE T , R FHLIBREAHMERE FiwVLAN

enaseo B
enasteo [
enaseo [

. DISABLED



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)

Classification

Local Subscriber Policy Name { Search or Select v 1 2
VLAN

VLAN/VLAN Group [ VLAN2024 v |®
Multicast VLAN ‘ Enter Multicast VLAN ‘

PSR

B35 EBHEET , BhEHBRRING R,



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility (@ oisaLeo J

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

BEBMHER

CLIE &

wireless profile policy Guest-Profile
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor
vlan VLAN2024
no shutdown

REFELANRER
B1% . BRAEB>EESHELAN | EESNREESELANE BRI EAEEVLANIREE,
e S ELANE B RSB EEASIWLC LN HELANE ERRMEE.



General Security

Profile Name* ‘ Guest-Profile ‘ Client Association Limit | 2000
Guest LAN ID* ‘ 1 ‘ Wired VLAN Status R
mDNS Mode | Bridging v
Status |enase ()]

BELANR B

2% HREHEBT , MAWebHERE, RTHREHNEREWeb S HRESIBHRN S HRE

=k oo

BE

dit Guest LAN Profile

General Security

Layer3

Web Auth Parameter Map global

Authenncatlon List ISE List v

HELANZ 2 HE

CLIE &

guest-lan profile-name Guest-Profile 1



security web-auth authentication-1list ISE-List

security web-auth parameter-map global

SHELANYTAR

£15  BRIKE>ER>HFLAN. EHFLANGREEIR S |, BIEREN , I RBEEERY

REIFELANEERE R,

Guest LAN Map Configuration

% Delete Map

est | AN Map - GuestMap

-+ Add

Guest LAN Profile Name Y  Policy Name

No records available.

0 -
FHELANER
e
R iR IR E

#show guest-lan summary

GLAN GLAN Profile Name
1 Guest-Profile
2 Guest

#show guest-lan id 1

<#root>

Guest-LAN Profile Name : Guest

v 4

Profile Name

Policy Name

Guest-Profile

|Guest—Pr0ﬁ|e| (X

Status

Guest-LAN ID
Wired-Vlan

11

Status



Enabl ed

Number of Active Clients : 0
Max Associated Clients : 2000
Security

WebAuth
Enabl ed

Webauth Parameter Map : global
Webauth Authentication List :

| SE- Li st
Webauth Authorization List : Not configured
mDNS Gateway Status : Bridge

#show parameter-map type webauth global

<tfroot>

Parameter Map Name : global
Type :

webaut h

Redirect:
For Login

http://10.127.196. 171/ webaut h/ | ogi n. ht
On Success

http://10.127.196. 171/ webaut h/ | ogout . ht m
On Failure

http://10.127.196. 171/ webaut h/ fai |l ed. ht m
Portal 1ipv4

10.127.196. 171
Virtual-ipv4

192.0.2.1

#show parameter-map type webauth name <profile name> ( 1R H E&Ewebs| BEBER )

#show wireless guest-lan-map summary

GLAN Profile Name PoTlicy Name



#showEEBEIMHHE

IP Public Ip MAC Address

10.76.118.70 10.76.118.70 f4bd.9e59.314b

#show ip http{a] B 25 Ak K&

HTTP server status: Enabled

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: local

HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server trustpoint: TP-self-signed-3010594951

>show guest-lan summary

Number of Guest LANS. . ... iiiiitiiiirrnnennnnn 1
GLAN ID GLAN Profile Name Status Interface Name
2 Guest Enabled wired-vlan-11

>show guest-lan 2

Guest LAN Identifier.........ciiiiiiiiniiinnnnnnn 2
Profile Name........ .ottt ittt Guest
10 - U Enabled
Interface. ...t i it e st e e wired-vlan-11
Radius Servers
Authentication.......coiiiiiiiiiiiininiannnnn 10.197.224.122 1812 *
Web Based Authentication...................... Enabled
Web Authentication Timeout.................... 300
I8 2 Pre-Auth_ACL
Mobility Anchor List
GLAN ID IP Address Status

2 10.76.118.74 Up



>show custom-web all

Radius Authentication Method..............
CisCo LOgO. .o v ittt i e
CustomLOgo. . v v vt e
Custom Title...ovuii it e e e e e e e e e eenns
Custom MesSsage.......vvvvrrrnnnnnnnnnnnnns
Custom Redirect URL.........cvvviinnnnnnn.
Web Authentication Login Success Page Mode
Web Authentication Type.........ccuiueo...
[0 To To YU i ute o o o U o S
External Web Authentication URL...........
QR Code Scanning Bypass Timer.............
QR Code Scanning Bypass Count.............

>show custom-web guest-lan 2

Guest LAN Status......cviiiiiiiiii i innns
Web Security Policy..........cviiiuiia...
WebAuth Type.......cciiiiiiiii it
Global Status....ovviiiiii it ieeannnnn

BRiE B im R AR R

BARSAE

#showfEIRE PR &
EEFimAIIEHER  ASNRERLNER

<{froot>

MAC Address AP Name

....... None

....... http://10.127.196.171/webauth/Togout.html

....... None
....... External
....... Enabled

....... http://10.127.196.171/webauth/login.html

.... Enabled
.... Web Based Authentication
.... External
.... Enabled

Ui R B T 2R IR B A RUNG

Type ID State

Protocol Meth

alOce.c8c3.a9%5 N/A
GLAN 1

Run
802. 3

Web Auth

Export Foreign

>show client detail aOce.c8c3.a9b5



<tfroot>

Client MAC Address. .....coiiiiiiiini i iainienannnn a0:ce:c8:c3:a9:b5
Client Username ........ouieiiennennennennnennenns N/A

Client Webauth Username .........cciiiiiinnnnnnnn N/A

Client State....iiiiii it it ettt e e aannnn Associated

User Authenticated by ............ i None

Client User GroUp....uvve et enenennnnnnns

Client NAC OOB State.....cuiiiiinnnnrinnnnnnnnnnn Access

guest-Tan. ...ttt i i e e e e 1

Wireless LAN Profile Name..........ciiiiiinnnn. Guest-Profile
MobiTlity State.......vviiiiiiiii i ittt iieeennnnns

Export Foreign

Mobility Anchor IP Address..........ccoiivinnnn.

10. 76.118. 70

Security Policy Completed...........covviivinnnn.

Yes

Policy Manager State........oiiiiiiinnnnnnernnnns

RUN

Pre-auth IPv4 ACL Name. ... ... uiniinnnnnnerrnnns Pre-Auth_ACL
EAP Ty, ittt it e ettt e Unknown
Interface. .. oo e s e

VAN .« it ittt e e e e 2024
Quarantine VLAN. ... ...t ittt i e eaaanes 0
TEEHE

MBS RERE FERE Sl R,
EFEinRIEEE M AE B Web Auth pending ( Web & B ERFEHE ) -

<tfroot>

MAC Address AP Name Type ID State

a0ce.c8c3.a9%b5 10.76.6.156

GLAN 1

Webauth Pending
802. 3

Web Auth

Export Anchor

—BEFRETEMRE  KREEER[REEBIRSRUNMRE,

Protocol Meth



MAC Address AP Name Type ID

alOce.c8c3.a9%5 10.76.6.156 GLAN 1

#showfE#E & F ismac-address aOce.c8c3.a9b5 detail

<ffroot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:

GLAN Id: 1

GLAN Name: Guest-Profile

MobiTlity:
Foreign IP Address
10. 76. 118. 74
Point of Attachment : 0xA0000003
Point of Presence : 0
Move Count 1

Mobility Role

Export Anchor

Mobility Roam Type

L3 Requested

Policy Manager State:
Webaut h Pendi ng

Last Policy Manager State :
I P Learn Conpl ete

Client Entry Create Time : 35 seconds
VLAN : VLAN2024

Session Manager:
Point of Attachment : mobility_a0000003

IIF ID : 0xA0000003
Authorized : FALSE
Session timeout : 28800

Common Session ID: 4a764c0a0000008ea0285466
Acct Session ID : 0x00000000
Auth Method Status List

Method : Web Auth

Protocol Meth



Webauth State

Login

Webauth Method

Webaut h

Server Policies:
ResuTltant Policies:
URL Redirect ACL :

WA-v4-int-10.127.196.171
Preauth ACL

WA-sec-10. 127.196. 171

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

& FuRTE M Web & 17 B & R ARUN:RE,

show wireless client mac-address aOce.c8c3.a9b5 detail

<#froot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69
Client Username :

t est user

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:
GLAN Id: 1
GLAN Name: Guest-Profile
Wireless LAN Network Name (SSID) : N/A
BSSID : N/A
Connected For : 81 seconds
Protocol : 802.3

Policy Manager State:

Run

Last Policy Manager State :



Webaut h Pendi ng

Client Entry Create Time : 81 seconds

VLAN : VLAN2024

Last Tried Aaa Server Details:
Server IP :

10. 197. 224. 122

Auth Method Status List
Method : Web Auth
Webauth State
Webauth Method

Resultant Policies:

URL Redirect ACL :

| P- Adm V4- LOGOUT- ACL

VLAN Name
VLAN

2024

Absolute-Timer

>show client detaila0 : ce : c8 : ¢c3: a9 : b5

<tfroot>

Client MAC Address. .....coiiiiiiiii i it e eeaannn
Client Username .........cuuiiiimmnneenannnennnnnn
Client Webauth Username .............ccuiiiiennnnn
Client State.....iiiii ittt ettt eeeaaann
Wireless LAN Profile Name.......... ...,
WLAN Profile check for roaming...................
Hotspot (802.10U) .. u ittt e et eaanennnn
Connected FOr ...ttt it ettt eeeaaann
IP AdAressS. ... iii it i it ettt ettt
Gateway AdAress. . .....coiiiir it iaieeeeannnnnn
1= ]
MobiTity State.....oviiiiii it ettt eeeeaann

Export Anchor

Mobility Foreign IP Address...............c.ccooo..

10. 76. 118. 70

Security Policy Completed......... ...,
PoTicy Manager State......ouiiiiinnnnnnnnnnennnnn

WEBAUTH_REQD

Pre-auth IPv4 ACL Name.......u.iiiiiiinnrnnennnnn

Pre- Aut h_ACLPre-auth

IPv4 ACL Applied Status...........

Pre-auth IPv4 ACL Applied Status

: Authz
: Webauth

: VLAN2024

: 28800

a0:ce:c8:c3:a9:b5
N/A

N/A

Associated
Guest

Disabled

Not Supported
90 secs
10.105.211.75
10.105.211.1
255.255.255.128



Yes

EHDREEFIRERIRUNREZE,

<{froot>

show client detail aO:ce:c8:c3:a9:b5
Client MAC Address. ....cuviiiiiniinieninnnnnnnnn al0:ce:c8:c3:a9:b5
Client Username ........oveireinrnnennennnennenns

t est user
Client Webauth Username .............civiiennnn.
t est user
Client State.....viiiiii ittt it e ettt e e e e e

Associ at ed

User Authenticated by ........... ... .. ..

RADI US Server

Client User GroUp. ..o eeeensiienneseeannneennnns testuser
Client NAC OOB State.....uouuiiimnnnnninnnnnnnnnns Access
Connected FOr ....iiiiii ittt e e et eannnnn 37 secs
IP Address. ... oii ittt it ittt ettt

10. 105. 211. 75

Gateway AdAress. ......coiiiiiiinneeennnrnennnnnnn 10.105.211.1
= 1= 255.255.255.128
Mobility State.....coviiiiiii it i e et eennnnn

Export Anchor

Mobility Foreign IP Address............ccviuunnn. 10.76.118.70
Security Policy Completed......... ..., Yes

Policy Manager State........c.uiiiiiiniiinnnnnnnn.

RUN

Pre-auth IPv4 ACL Name.......ouetirinnnnnnennnnnn Pre-Auth_ACL
Pre-auth IPv4 ACL Applied Status................. Yes

EAP Ty, ittt i ittt e et e Unknown
Interface. . vuiii it i ittt i et e e

w red-vlan-11

Al 3



AireOS12 2R

AT FinER

>debug client <H.H.H>
BRERAERUARE

>show debugging
HEFRRE , BT THEME

debug disable-all

98004 5 14 IR B

AR EARE R RME LA CLIFR B IEERYMACHE 1k 4 BB 5 Ui 38 =l BR Bt
RSB MR S BR

BEMBREXEERCER.

clear platform condition all

AEENMACH B AR,

debug wireless mac <H.H.H> monitor-time <Time is seconds>

EREER , FERABAREUFELERARRBKEE,

no debug wireless mac <H.H.H>

—BHRARMEIE | ARERAGELRF BB MWbootflashH 4 K.

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da

R RER NI A MRES.



copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

BAA B

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

EGUIR R ARARHE

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

= Apply to Device

FEWebUI L BUARAE Mt

R = 32 AN

EMIHEHR>-EROHE, B ARESBLEERT FIRNMACHILESAIRIBREEMAC, i
BEXDRER100 , WREF LITHEENEREREANELHHNER S,



Create Packet Capture

Capture Name* TestPCap

Filter* any v

Monitor Control Plane @ ()

Inner Filter Protocol D DHCP

Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration v ] 3600 secs ~= 1.00 hour

Available (12) | search Q| Selected (1)

@ TWO0/0/1 > @ TwO0/0/0 €
@ Tw0/0/2 EN

@ Tw0/0/3 >

@ Te0/1/0 »

AN SNSRIk =



AR RE TERRFRE BRURBEEQIRKCPULEFEABRFHARE.

EMIREHR-EROHE  EERBHEENS,

Capture Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y  Filter by Y Limit Status Y Action
O TestPCap TwoGigabitEthernet0/0J0 Mo 0% any @ 3600 secs Inactive \. p- Start ,l
CLIf &

monitor capture TestPCap inner mac <H.H.H>

monitor capture TestPCap buffer size 100

monitor capture TestPCap interface twoGigabitEthernet 0/0/0 both
monitor capture TestPCap start

<Reporduce the issue>



monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

HERLHESHINETFTPRARER.

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

EMBHEHR>-EROHE  EESHUSHEERTHIIRBERK L

+ Add
Captura Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y Filter by Y Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 - Export Capture - TestPCap x
Export to* deskiop v
O Cancel E Export ]
THEPC

THEERERE
AireOSH\ BB HIER & Fin & B
RAREFREZERNERERSS



*apfReceiveTask: May 27 12:00:55.127: a0:ce:c8:c3:

SAERIRFIZR 2 M B S B E R

*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:

SAER IR I 2R [ S B R I BRI B H BB R

*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:

SRR HIBR BT P R A B RS R AV HERT

a9:b5 Wired Guest packet from 10.105.211.69 on mobil

a9:b5 Attempting anchor export for mobile al:ce:c8:c3
a9:b5 mmAnchorExportSend: Building ExportForeignlLradM
a9:b5 SGT Payload built in Export Anchor Req 0

a9:b5 Export Anchor request sent to 10.76.118.70

*Dotlx_NW_MsgTask_5: May 27 12:00:56.091: aO:ce:c8:c3:a9:b5 Recvd Exp Anchor Ack for mobile aO:ce:c8:c

S\EREFISR LE PR BB AR EH /B HAL.

*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:
Peer = 10.76.118.70, Old Anchor = 10.76.118.70,

& Fin B EIRUNRE,

*apfReceiveTask: May 27 12:00:56.091: aO:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.091: aO:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.091: aO:ce:c8:c3:

9800 B 5t M 7 Mt 2l
{55 A & Ui B 420 15 2R BA B

a9:b5 0.0.0.0 DHCP_REQD (7) mobility role update requ
New Anchor = 10.76.118.70

a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mobilit
a9:b5 Stopping deletion of Mobile Station: (callerld:
a9:b5 Moving client to run state

2024/07/15 04:10:29.087608331 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%



FMRBE MR EEETH,

2024/07/15 04:10:29.091585813 {wncd_x_R0-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a9%
2024/07/15 04:10:29.091605761 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

BEERHUERRER  FRHSEREZFERNLIERN.

2024/07/15 04:10:29.091664605 {wncd_x_RO-0}{1}: [mm-transition] [17765]: (info): MAC: aOce.c8c3.a9b5 MM
2024/07/15 04:10:29.091693445 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Roam t

SANERIR ISR EEASE H M RBEE B BWLC,

2024/07/15 04:10:32.093245394 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 04:10:32.093253788 {mobiTlityd_R0O-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%5 Fo
2024/07/15 04:10:32.093274405 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (info): MAC: aOce.c8c3.a9%5 For

BRI RN S LR EE | YREAEREEREMvian,

2024/07/15 04:10:32.106775213 {mobilityd_RO-03}{1}: [mm-transition] [18316]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 04:10:32.106811183 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 04:10:32.107183692 {wncd_x_R0-0}{1}: [epm-misc] [17765]: (info): [aOce.c8c3.a%5:Tw0/0/0] An
2024/07/15 04:10:32.107247304 {wncd_x_RO-0}{1}: [svm] [17765]: (info): [aOce.c8c3.a9%9b5] Applied User Pr
2024/07/15 04:10:32.107250258 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17765]: (info): Applied User Profile:

REEHHHEFRE , FFHBBAGKENSE LN,

2024/07/15 04:10:32.107490972 {wncd_x_R0-0}{1}: [mm-client] [17765]: (debug): MAC: aOce.c8c3.a9%9b5 Proce
2024/07/15 04:10:32.107502336 {wncd_x_R0-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a%9b5 Mobili
2024/07/15 04:10:32.107533732 {wncd_x_R0O-0}{1}: [sanet-shim-translate] [17765]: (info): Anchor Vlan: 20
2024/07/15 04:10:32.107592251 {wncd_x_RO-0}{1}: [mm-client] [17765]: (nhote): MAC: aOce.c8c3.a9b5 Mobili

P IimEiR T IPEEIRE,

2024/07/15 04:10:32.108210365 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a9%b
2024/07/15 04:10:32.108293096 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [17765]: (debug): MAC: aOce.c8c3.a9%b5



EIPEA® , FFIHEIMIWLC L ARUNAREE,

2024/07/15 04:10:32.108521618 {wncd_x_R0-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

AireOSHi B2 HIBR & F im & B &6
TES\ BB 122 i 25 432 Uk FEE LH S RE SR

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Anchor Export Request Recvd for mobile al:c
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv: Extracting mmPayloadExpo
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv Ssid=Guest useProfileNa

R EVLANE AR E F iR,

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Updated local bridging VLAN to 11 while app
*Dotl1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Applying Interface(wired-vlian-11) policy on
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 After applying Interface(wired-vlan-11) pol

BBACEMA 'EH#R, K FRHRAEERS TEH, .

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 0.0.0.0 START (0) mobiTlity role update requ
Peer = 10.76.118.70, 01d Anchor = 0.0.0.0, New Anchor = 10.76.118.74
Dot1lx_NW_MsgTask_5: May 28 10:46:27.831: aO:ce:c8:c3:a9:b5
add client MAC a0:ce:c8:c3:a9:b5 IP 10.76.1
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
Sent message to add a0:ce:c8:c3:a9:b5 on me
*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv (mm_Tisten.c:7933) Changi

BBEZK , EFWRECHE , BBACKREHMNE,

*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mob

ERERIPA IR ARSI LS , BARECEFFEHNDHCPEREFERIWebBRFE .

*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 Static IP client associated to interface wired-vlan
*dt1ArpTask: May 28 10:46:58.356: al:ce:c8:c3:a9:b5 dtl1ArpSetType: Changing ARP Type from 0 ---> 1 for
*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 10.105.211.75 DHCP_REQD (7) Change state to WEBAUTH.



Webauth URLZ %18 1§ 105\ 5B & %E [6] URL 12 25 & 5 P 1tk 1k SR FL BV

*webauthRedirect: May 28 10:46:58.500: a0:
*webauthRedirect: May 28 10:46:58.500: a0:
*webauthRedirect: May 28 10:46:58.500: a0:

c8:
c8:
c8:

ce:
ce:
ce:

Ei4E FimMACH: 31 FTIWLANIE I EURL.

*webauthRedirect: May 28 10:46:58.500: a0:
*webauthRedirect: May 28 10:46:58.500: a0:
*webauthRedirect: May 28 10:46:58.500: a0:

c8:
c8:
c8:

ce:
ce:
ce:

El4T E#10.105.211.1WHTTP GET&E K &M URL

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:

EEMURLEIX 200 OKEEER BTN EFIR,

c3:
c3:
c3:

c3:
c3:
c3:

a9:
a9:
a9:

a9

a9:
a9:

ag:
ag:
ag:

:b5-

b5-
b5-
b5-

Preparing redirect URL according to configure
Web-auth type External, using URL:http://10.1
Added switch_url, redirect URL is now http://

Added client_mac , redirect URL is now http:/
Added wlan, redirect URL is now
Added wlan, redirect URL is now http://10.127

b5-
b5-

b5- parser host is 10.105.211.1
b5- parser path is /auth/discovery
b5-added redirect=, URL is now http://10.127.196.

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- 200 send_data =HTTP/1.1 200 OK
Location:http://10.127.196.171/webauth/Tlogin.htm1?switch_url=https://192.0.2.1/10ogin.html&cTient_mac=a0

EFREEEMUIEHREVTCPER, —BEEAZEREANRRIZACEAERBNES , 2515

T A& radius B3R EiE Blradius @ R 25

2 H| 25 Bl Access-Accepti® , B FE IR TCPEFE I ARUNAREE,

*aaaQueueReader: May 28 10:46:59:

*aaaQueueReader: May 28 10:46:59:077:
*aaaQueueReader: May 28 10:46:59:077: AVP[01]
*aaaQueueReader: May 28 10:46:59:077: AVP[03]
*aaaQueueReader: May 28 10:46:59:077: AVP[04]
*aaaQueueReader: May 28 10:46:59:077: AVP[05]
*aaaQueueReader: May 28 10:46:59:077: AVP[06]
*aaaQueueReader: May 28 10:46:59

*radiusTransportThread:

077: a0:ce:c8:c3:a9:b5 Sending the packet to v4 host 10.197.224.122:18
a0:ce:c8:c3:a9:b5 Successful transmission of Authentication Packe

User-Name. .....oouuiniiini i innn i sinnnnnnnns testuser
Calling-Station-Id.........cvvviiinnn... a0-ce-c8
NaS-POrt. .. ittt i i e 0x000000
Nas-Ip-Address. ......cuuiuienennnnnnnenns 0x0a4c76
NAS-Identifier........ ..., POD1586-

:500: a0:ce:c8:c3:a9:b5 radiusServerFallbackPassiveStateUpdate: RADIUS
May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Access-Accept received from RADIUS serv



*Dot1x_NW_MsgTask_5: May 28 10:46:59:500: aO:ce:c8:c3:a9:b5 Processing Access-Accept for mobile al:ce:c

*apfReceiveTask: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Moving client to run state

9800 # B 22 il 25 MU 14 BR it
REINEEFIRNF FinBBESEE.

2024/07/15 15:10:20.614677358 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Re

EEFimEEABE , tASDRHRBRREHERNFR  ZEF N ELENRERAMAIEHRE
%, AAESNERIEHISRRARRHEE EEREE

2024/07/15 15:10:22.615246594 {mobilityd_R0O-03}{1}: [mm-transition] [15259]: (info): MAC: aOce.c8c3.a9b5

EFWmEBRERBAE K BHACCERSEHHER.

2024/07/15 15:10:22.616156811 {wncd_x_R0O-0}{1}: [client-orch-state] [14709]: (note): MAC: aOce.c8c3.a9%
2024/07/15 15:10:22.627358367 {wncd_x_RO-0}{1}: [mm-client] [14709]: (note): MAC: aOce.c8c3.a9b5 Mobili

2024/07/15 15:10:22.627462963 {wncd_x_R0O-0}{1}: [dotll] [14709]: (note): MAC: alOce.c8c3.a%5 Client da
2024/07/15 15:10:22.627490485 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a%b5 Ex
2024/07/15 15:10:22.627494963 {mobilityd_R0-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%5 Fo

IPEERRK , EFIKIPEBARPEE,

2024/07/15 15:10:22.628124206 {wncd_x_R0-0}{1}: [client-iplearn] [14709]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:23.627064171 {wncd_x_R0O-0}{1}: [sisf-packet] [14709]: (info): RX: ARP from interface m
2024/07/15 15:10:24.469704913 {wncd_x_R0O-0}{1}: [client-iplearn] [14709]: (note): MAC: aOce.c8c3.a%5
2024/07/15 15:10:24.470527056 {wncd_x_R0O-0}{1}: [client-iplearn] [14709]: (info): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:24.470587596 {wncd_x_R0-0}{1}: [cTlient-orch-sm] [14709]: (debug): MAC: aOce.c8c3.a9%b5
2024/07/15 15:10:24.470613094 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [14709]: (debug): MAC: aOce.c8c3.a9%b5

& F i R AR RE Aweb auth pending.



2024/07/15 15:10:24.470748350 {wncd_x_R0-0}{1}:

[client-auth] [14709]: (info): MAC: aOce.c8c3.a9b5 Cli

TCPEFHEHIZFRE, EFEFIREEHTTP GETHR , %200 OKEEE , HHPEaEEEM

URL.

FRAEFRSEEEREMURLELTCPREL R A EH,

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

15:
15:
15:
15:
15:
15:

11:
11:
11:
11:
11:
11:

37.
37.
37.
37.
47.
47.

579177010
579190912
579226658
579230650
123072893
123082753

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wnc2024/07/15 15:

[webauth-httpd] [14709]: (info): mobility_a0000001[a0ce
[webauth-httpd] [14709]: (info): mobility_a0000001[a0ce
[webauth-state] [14709]: (info): mobility_a0000001[a0ce
[webauth-state] [14709]: (info): mobility_a0000001[a0ce
[webauth-httpd] [14709]: (info): mobility_a0000001[a0ce

12:04.280574375 {wncd_x_R0-03}{1}: [webauth-httpd] [1470

EAEREWeb ADRE L RXZEARERK , SERADIUSARREEFNERHNTLEITRE.

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

15:
15:
15:
15:
15:

12:04.281076844 {wncd_x_R0-03}{1}:
12:04.281087672 {wncd_x_R0-0}{1}:
12:04.281093278 {wncd_x_R0-03}{1}:
12:04.281097034 {wncd_x_R0-0}{1}:
12:04.281148298 {wncd_x_R0-0}{1}:

#RADIUSr BR 25 W Ell Access-Accept , webauth&X X

2024/07/15 15:
2024/07/15 15:
2024/07/15 15:

B EBREX

2024/07/15 15:
2024/07/15 15:
2024/07/15 15:
2024/07/15 15:

12:04.683597101 {wncd_x_RO-0}{1}:
12:04.683607762 {wncd_x_RO-0}{1}:
12:04.683614780 {wncd_x_RO-0}{1}:

, P ImREARREEARUN,

12:04.683901842 {wncd_x_R0-0}{1}:
12:04.690643388 {wncd_x_R0-0}{1}:
12:04.690726966 {wncd_x_R0-0}{1}:
12:04.691064276 {wncd_x_R0-0}{1}:

BRAXNERSHESN

[radius] [14709]: (info): RADIUS: Send Access-Request t
[radius] [14709]: (info): RADIUS: authenticator e3 01
[radius] [14709]: (info): RADIUS: Calling-Station-Id
[radius] [14709]: (info): RADIUS: User-Name

[radius] [14709]: (info): RADIUS: Cisco AVpair
[radius] [14709]: (info): RADIUS: Received from id 1812
[radius] [14709]: (info): RADIUS: authenticator 52 3e
[radius] [14709]: (info): RADIUS: User-Name

[webauth-state] [14709]: (info): mobility_a0000001[a0ce
[errmsg] [14709]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
[aaa-attr-inf] [14709]: (info): [ Applied attribute :bs
[cTient-orch-state] [14709]: (note): MAC: aOce.c8c3.a%



No. Time Source Destination Length Protocol Info
. 804 15:10:24.826953 10.105.211.69 10.1085.211.1 HTTP GET fauth/discovery?architecture=3 HTTP/1.1
o 886 15:10:24.826953 10.185.211.1 10.185.211.69 HTTP HTTP/1.1 208 OK (text/html)

Frame 806: 863 bytes on wire (6984 bits), 863 bytes captured (6984 bits)
Ethernet II, Src: Cisco_59:31:4b (fd4:bd:9e:59:31:4b), Dst: Cisco_34:98:cb (6c:5e:3b:34:98:ch)
Internet Protocol Version 4, Src: 18.76.118.78, Dst: 18.76.6.156
User Datagram Protocol, Src Port: 16667, Dst Port: 16667
Control And Provisioning of Wireless Access Points - Data
Ethernet II, Src: Cisco_34:99:d4 (6c:5e:3b:34:98:d4), Dst: CelLink_c3:a9:b5 (ad:ce:cB:c3:a9:b5)
802,10 virtual LAN, PRI: @, DEI: @, ID: 4095
Internet Protocol Version 4, Src: 16.105.211.1, Dst: 10.185.211.69
Transmission Control Protocol, Src Port: 88, Dst Port: 54351, Seq: 1, Ack: 188, Len: 743
Hypertext Transfer Protocol
HTTP/1.1 280 OK\r\n
Location: http://18.127.196.171/webauth/login. html?switch_url=https://192.8.2.1/login. html&redirect=http 9.1085.211.1/auth/discovery?architecture=9\r\n
Content-Type: text/html\r\n
Content-Length: 527\r\n
wrin
[HTTP response 1/1]
[Time since request: @.0000000090 seconds]
[Request in frame: 804)
[Request URI: http://10.185.211.1/auth/discovery?architecture=9]
File Data: 527 bvtes

ERAERCENEQZEAOBUER

WEEE@URLE , &FEEIR.

B804 15:18:24.826953 10.105.211.69 10,185,211.1 HTTP GET fauth/discovery?architecture=9 HTTP/1.1
805 15: 826953 10.1085.211.1 . 211.69 TCP 80 - 54351 [ACK] Seq=1 Ack=1@8 Win=65152 Len=8 TSval=2124188437 TSecr=2231352500
B ]

B

826953 5. B HTTP/1.1 288 OK (text/html)
Be7 15 4.826953 10.1085.211.69 18.185,211.1 TCP 54351 - 8@ [ACK] Seq=188 Ack=744 Win=131088 Len=0 TSval=2231352500 TSecr=2124108437
812 15:10:24.835955 10.185.211.69 198.105,211.1 TCP 54351 - 8@ [FIN, ACK] Seq=108 Ack=744 Win=131072 Len=0 TSval=2231352518 TSecr=2124188437
813 15:10:24.836947 10.1@5.211.1 18,1085, 211.69 TCP 80 - 54351 [FIN, ACK] Seq=744 Ack=189 Win=65152 Len=8 TSval=2124188447 TSecr=223135251@
B14 15:18:24.836947 10.185.211.69 19.1085.211.1 TCP 54351 - B@ [ACK] Seq=189 Ack=745 Win=131872 Len=0 TSval=2231352510 TSecr=2124108447

INBIEFHEMURLE , TCPIEX£PSEXEIRT
ERImEEINEETMURLEMHNTCP 3XIEBEF |, WEZEHTTP GETHE R,

HHHEAR  BABIFSREXIAOMY , 2HEE@radiusARREEFMER , UBEERE
Uit

BOREMRINE , BWebMREFNTCPERERMM , W HEZHBF LEFEFRREERRREERS
RUN,

38. 683957

:38.615965 10.185.211.69 18.127.196.171 GET /webauth/yourlogo.jpg HTTR/1.1
:38.616957 19.127.196.171 19.105.211.69 HTTP HTTP/1.1 384 Not Modified
:38.616957 10.105.211.69 109.127.196.171 TCP 54381 - 88 [ACK] 5eq=1113 Ack=188@ Win=261952 Len=@
£38.621961 10.185.211.69 18.127.196.171 HTTP GET /webauth/aup.html HTTP/1.1

138.623960 10.127.196.171 198.105,211.69 HTTP HTTP/1.1 384 Not Modified

:38.623960 10.105.211.69 108.127.196.171 54381 - 88 [ACK] Seq=1706 Ack=2023 Win=261952 Len=@

18.185.211.69 . . GET /webauth/logout.html HTTP/1.1
10.127.196.171 HTTP/1.1 304 Not Modified
10.185.211.69 54381 - 80 [ACK] S

8. 54381 - 88 [FIN, A

46 + 12 =17 .69 8@ - 54381 [FIN,

:07.965938 -185.211. - . 54381 - 88 [ACK] Seq=21¢

EFimmEfFEEEEHTTP GETRERLE R I T & B8R F
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™ 2747 15:12:04.280976 10.76.118.70 10.197.224.122 RADIUS Access-Request id=@

Frame 2747: 405 bytes on wire (3240 bits), 405 bytes captured (324@ bits)
Ethernet II, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:9@:cb (6c:5e:3b:34:90:ch)
Internet Protocol Version 4, Src: 10.76.118.7@, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 60222, Dst Port: 1812
RADIUS Protocol
Code: Access—Request (1)
Packet identifier: @xe (@)
Length: 363
Authenticator: e3@18f5d8e52fccbe@d7@3dacla2@9et
[The response to this request is in frame 2751]
Attribute Value Pairs
AVP: t=Calling-Station-Id(31) 1=19 val=a®-ce-c8-c3-a9-b5
AVP: t=User-Name(1l) 1=10 val=testuser
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
: t=Framed-IP-Address(8) 1=6 val=10.185.211.69
AVP: t=Message-Authenticator(80) 1=18 val=6f469fa3@834350d2aed4edb226cddf7
AVP: t=Service-Type(6) 1=6 val=Dialout-Framed-User(5)
AVP: t=Vendor-Specific{26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Vendor-Specific(26) 1=32 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific{26) 1=20 vnd=ciscoSystems(9)
AVP: t=NAS-IP-Address(4) 1=6 val=18.76.118.78@
AVP: t=NAS-Port-Type(61) 1=6 val=Virtual(5)

SEFERERNE

RadiusFEUEZ Ha

2751 15:12:04.682963 10.197.224.122 10.76.118.70@ RADIUS Access—Accept id=0

Frame 2751: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)
Ethernet II, Src: Cisco_34:90:cb (6c:5e:3b:34:9@:cb), Dst: Cisco_59:31:4b (f4:bd:9e:59:31:4b)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2081
Internet Protocol Version 4, Src: 10.197.224.122, Dst: 10.76.118.70@
User Datagram Protocol, Src Port: 1812, Dst Port: 60222
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x@ (@)
Length: 1@5
Authenticator: 523eb@1399aba715577647alfbe3b899
[This is a response to a request in frame 2747]
[Time from request: 0.401987000 seconds]
Attribute Value Pairs
AVP: t=User-Name(1l) 1=10 val=testuser
AVP: t=Class(25) 1=57 val=434143533a3030303030303030303030303030373342354243343437423a697365333167...
AVP: t=Message-Authenticator(80) 1=18 val=223df8645f1387d7137428b20df9%e0cl

Access Accept packet
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
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