=% EMacif g 88 < BUFRYWeb Auth B 78 F 58 23k
i

H &%

ELEWLANE EER
ELEAAASRTE -
ISE R &E:

ISRl

RXENMBNAERISEETAR S DBMEBEE. HERMRBE "MaciBBRHE,L R LAY
Web & 17823

AR

BLEISEEITMACEH B FE

TEISE/Active Directory t Bt & 8B M F & BIF
=R

BRIERECRBUUTEE

BB A2 HIER Web UIFP R



KBS, WLANEEZERNRBEREE
ISE L B9 AR %5 SR B B B

BRA T

9800 WLCHRA17.12.2

C9120 AXI AP

93003 #: 35

ISERR7<3.1.0.518

AXFHNEARBBREEERERREANKENREL. XHEAINMERERRCER (R
) BVAAREREAE), MRENEREET , FRACEBEMESIRERNTE,

BREMN

Web Auth "On Mac Failure Filtery TheE7E G B EFAMACER E MIWebBFHWLANIRIEHR R ERE
B,

- RIEME : EXEFRERBEB/NERADIUSH RS (ISE) S A b ] AR 85 £ AMACIE B 2R E 4R £
WLANE RBEEITH O BMFBR | LIt S BB EIBWebH D8R

- BORERY  MRFFIREBMACERBRANETENERE  MefkBWeb S nRRE
AR P iR EEGEAR EIWLAN,

- BREUHER  LIEER BB L AMACIBIBER & 17 B & K BUT B BEUE I

e
3 P e - Tl x
-~ Client m'w m’ nﬂcﬁ.&mr ’Tma Server lE‘M,
D§00WLL
Association Request - .
q Access Request (MAC Auth)
Association Response Access Rejedt
Client completes DURA process
|
DS QUEFy: captive.apple.com
|
DS Response: Captive.appie.com is at 17.253.61.200
TCP SYH Sent to 17.253.61.200 on port BU [NEp]
| -
<— TCP SYN/ACK from Controller spoofing IP 17.253.61.200
t » WLC intercepts
TCP ACK to 17.253.61.200 TCP connection
| »| and redirect client
HTTP GET to Captive.apple.com
“—HTTP 200 UK with Redirect URL to controller Virtual 1P
1?2_0.2.1 .
TCP SYN sent to controller 192.0.2.1
|
TCP SYM/ACK from controller 192.0.2.1
|
TCP ACK sent to 192.0.2.1
>
Redirect Page loads (HTTP)
Username/Password submitted by user Access Request (User Credentials)
|
Redirects to Success P Access Accept
age Client moved to P
RUMN state

Web & 13 B8 7 Ri2
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Access Point

#ERE

Controller



FREWeb5| &
B ¥ Z Configuration > Security > Web Auth , A% 1##£Global parameter map

R R5IHHERBRERIPVNEEHEE. FIEBEREWeb Auth5| BERBEREER 5| BB MREE
ERIPNEEMEE,

Edit Web Auth Parameter |

General Advanced
Parameter-map Name l global Virtual IPv4 Address 192.0.2.1
Maximurm HTTP connections l 100 Trustpoint l TP-self-signed-3... «
Init-State Timeout(secs) l 120 Virtual IPv4 Hostname
Type | webauth - ' Virtual IPvE Address HKIMIDORIN
Captive Bypass Portal ] Web Auth intercept HTTPs O
Disable Success Window d Enable HTTP server for Web
Auth
Disable Logout Window a .
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo d
P Al E bt o m Banner Configuration

£EHWeb5RE 5| BEER

F1L BE THEMN, BIEBEEWeb S BFSIBEM, BWARERERRE , AREE T
Webauthy & "Type. o

Create Web Auth Parameter

Parameater-map Name* Web-Filter

Maximum HTTP 1-200
connections

Init-State Timeout{secs) 60-3932100

Type webauth

= Close " Apply to Device

Web Auth5| HEERER



MREHNEFimtbEEIPvoittt | BRSBTS BEMAPIEINER Pvoitit, FAXEEE
2001 : db8 : : /32FENIP

MRIERE R FEREUSIPveL |, ttMRETEESEREVOM A RBVAPEEHTTP WebBrEEHE
M, Rttt FEREERIPVE,

CLIECE :

parameter-map type webauth Web-Filter
type webauth

BLERIEEIERESR
B15  BURKMEBEER

Efn B Configuration > Tags & Profiles > Policy, #E "#738, . £ "—#%., E&Y , BEERER
Z B A REEYIH,

Add Policy Profile

& Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* .. \i\fifb:F!ne_r-fO_!iC_v o WLAN Switching Policy
Description Enter Description Central Switching
Status Central Authentication | E_!';I;B;E_D R _._1
Passive Client @8 osesie | Central DHCP |E_r~.I.EBI:E£) o
IP MAC Binding Flex NAT/PAT (@ oseeieo |
Encrypted Traffic Analytics . DISABLED
CTS Policy
Inline Tagging ]

O

SGACL Enforcement

SER2 -
fEAccess PoliciesBEE T , #fVLANEZ D TRLBE FIBIER FIHVLAN,



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
i O
HTTP TLV Caching IPva ACL .\
DHCP TLV Caching O
IPv6 ACL v B
WLAN Local Profiling
URL Filters ®
Global State of Device @®
Classification
Pre Auth v B
Local Subscriber Policy Name v
Post Auth v B
VLAN
VLAN/VLAN Group VLAN2074 v @
Multicast VLAN Enter Multicast VLAN
SR EE
CLIELE :

wireless profile policy Web-Filter-Policy
vlan VLAN2074
no shutdown

il EWLANE B 18 3

%14 : BfnFlConfiguration > Tags and Profiles > WLANs, ZH #8, LEBIFHREE, &
EEEABMSSIDER , WA AMERNL,



Add WLAN

General Security

Advanced

Profile Name*

Mac_Filtering_Wlan

SSID* Mac_Filtering_Wilan
WLAN ID* 9

Broadcast SSID

WLANE B &%=

Radio Policy ®
Show slot configuration
6 GHz

€ WPA3 Enabled
&) Dot11ax Enabled

5 GHz
2.4 GHz
802.11b/g | 802.11b/g v |
Policy ’

%24 . HESecurityBEET , A "Mac Filteringy BREUS# , WHEREFEPE ERADIUSHERET
( ISEE A R ARES ) o WEREMEFISEREITMacE DB FE FMWeb & 1752 3%



Add WLAN

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @ None
MAC Filtering Authorization List* ' networ v I@

OWE Transition Mode O

Lobby Admin Access D

Fast Transition

Status Disabled

Over the DS D

Reassociation Timeout * 20
WLANZE 2B Z £ M

E3L  ERMBIZL>HEIE, BMAWebFKRBEILASHEWeb B D 5B SIS ME EEREH, BP
On Mac Filter Failures EREXS R , A% € Authentication& B HiZ21ZRADIUS A AR ES .

dit WLAN

& Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

rige
Web Policy
On MAC Filter Failure &)
Web Auth Parameter Map Web-Filter v B . -
Splash Web Redirect . DISABLED
Authentication List ISE-List v B
Preauthentication ACL

For Local Login Method List to work, please make sure

WLAN Layer3 security B &

CLIE &

wlan Mac_Filtering_Wlan 9 Mac_Filtering_Wlan



mac-filtering network

radio policy dotll 24ghz

radio policy dotll 5ghz

no security ft adaptive

no security wpa

no security wpa wpa2

no security wpa wpa2 ciphers aes

no security wpa akm dotlx

security web-auth

security web-auth authentication-1list ISE-List
security web-auth on-macfilter-failure
security web-auth parameter-map Web-Filter
no shutdown

B4L  BERKER., BYWLANEEERNRIEEEERYHMR

B ZConfiguration > Tags & Profiles > Tags > Policy, #&—T 81, UERKRBEEBRNZE,
FEWLAN-Policy MapsT , iZZFEAddUAEBR Z BT I BWLANFI RSB ERE R,

Add Policy Tag

Name* ‘ default-policy-tag |

Description l Enter Description |

v WLAN-POLICY Maps: 0

WLAN Profile Y Policy Profile b

0 { 10 » | No items to display

Map WLAN and Policy

WLAN Profile” | Searchor Select v Policy Profile* Searchor Select v | @

ENES

REERRE R

CLIELE :

wireless tag policy default-policy-tag
description "default policy-tag"



wlan Mac_Filtering_Wlan policy Web-Filter-Policy

5854 : EfEIR

W All Access Points

Total APs:3 O

AP Name

POD1419-AP9117=
sniffer

AP2-AIR- ADS&OQI-D-
K9-2

APF0ND.2DF4.13C0

1

6 GHz Radios

5 GHz Radios

o L

ada il

R R B L RBIAP

BLEAAAGR

S E1 . B3 RadiusfaliR2s :

i& (Configuration) >#&#R(Wireless) >77EX ¥ (Access Point),
SSIDKYZER S, 7EEdit APEER , BB REBER,

Configuration - > Wireless~ » Access Po Edit AP

AP Model
CO117AX-D

A
AIR-AP38021-0r
AIR-AP18401-D-

10 v

General Interfaces

General

AP MName*

Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Maode
Operation Status
Fabric Status

Cleanair NSI Key

LED Settings

High Availability

APZ-AIR-AP3B0ZI-D-K2
default location

1880.902b.05e0

a023.91d9.0834

envagLen [

Local -
Registered

Disabled

Inventory

BESTFERIL

Geolocation ICap Advanced Support Bundle
Tags
Policy default-policy-tag  « | B
Site default-site-tag v B
RE default-rf-tag v B
Write Tag Config to AP ®
Version
Primary Software Version 17.12.2.35
Predownloaded Status NfA
Predownloaded Version MNfA
Mext Retry Time NfA

Bfn F|Configuration > Security > AAA, #&—T TEIRSF/EHE BBETH "8, &8, £ "BY

AAA Radiusfalfkzs ) B L , M AR A HE.

\Pith 31t ¥ 4t & 5%



Create AAA Radius Server

Name* Support for CoA (&)

Server Address* ' IPvd/IPv6/Hostname CoA Server Key Type | Clear Text - ]
0 consaner oy @ | |
Key Type Clear Text v Confirm CoA Server Key - ‘
Key* (@) Automate Tester O

Confirm Key™

Auth Port 1812

Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100
RIRESELE
CLIEE

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key dedededek

server name ISE-Auth

SEB2 - By RadiusfAIPRESEH4A -

EE "TRARESREEL BCERTH THE, RIR , UERARSFEHE. VRESSEMEEFRERRET
B9 Al AR 25 o

EERERNE. ARBERT , 9800 A H ik &R R E AN ERRADIUSHIRRESE T E , I AE
® A TERRAE.



Create AAA Radius Server Group

Name* ‘ ISE-Group| < @® Name is required

Group Type ‘ RADIUS

MAC-Delimiter [ none v

MAC-Filtering | none v

Dead-Time (mins) ‘ 5

Load Balance

Source Interface VLAN ID \ 2074 v 4

Available Servers Assigned Servers
ISE-Auth ‘

fRIBRER4E
CLIELE

aaa group server radius ISE-Group
server name ISE-Auth

ip radius source-interface V1an2074
deadtime 5

3% MEBEAAATTERE !

BinZEIAAA Method ListBEH, £ "HHRFE. T, &—T "8, . ERAFEEERRE , 5 "&#i
1D EERA TEAL L THIE, BRESEA "B, . TEAssigned Server GroupEfs T ERELEH
SR ARESE,



Quick Setup: AAA Authentication

Method List Name*

Available Server Groups

undefined
Radius-Group
Test-group
test-group
undefined

| tacacs1

BRERERE

CLIE &

Type™* login v @
Group Type | group v | ®
Fallback to local (|}

Assigned Server Groups

ISE-Group

FAMEE

aaa authentication Togin ISE-List group ISE-Group

(<] [<] &J G

| Apply to Device

B EAuthorization Method List#ls , AERBRAdd, ERFEEEER , UEHBIRESR "HE
1, BEARBRES "E#HE. . BEEMRADIUSH IREF I 2|Assigned Server GroupsEB o



Quick Setup: AAA Authorization

Method List Name* { network

Type* | network v ] @

Group Type | group v ] ®

Fallback to local O

Authenticated O

Available Server Groups Assigned Server Groups

:r;j‘:;ned D ISE-Group |
oo o
test-group
iy )

RERLEE

CLIELE

aaa aut horization network network group | SE-G oup

ISE 4 &E:

EISELEMWLCEABREE

F£15 . BB EE (Administration) >#8#& 2 B (Network Devices) , A% BiE18 i1(Add). FERadius
Authentication Settings F# AR HIgFIPHaE, FHEMLA B



Network Devices

Name |

Description

IP Address N, *IP:

B EE

(]  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret Show

HASH
STER2 BUFRAEER
£ |dentity Management > Identities T , EIEAddIEIE,

BEEFRAAARWebEHREFNEAESBNOS



Network Access Users List » testuser

v Network Access User

* Username testuser|

Status Enabled v

Email

v Passwords

Password Type: Internal Users v

Password Re-Enter Password

* Login Password "=ttt emeeeees

e & B

%34 . B BB E (Administration) > & 13 &2 (Identity Management) >#H(Groups) >E M E
(Registered Devices) , % B hN(Add).

A ZEmacith it AERIRES LB IEE,



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Endpoint Identity Group List » RegisteredDevices
Identity Groups

£} Endpoint Identity Group

"
&5
i

* Name RegisteredDevices
~ [ Endpoint Identity Groups

B Blocked List Deseription | acset Registered Endpoints Identity Group
& GuestEndpoints Parent Group
> wu Profiled
. RegisteredDevices
gu Unknown
> 3 User Identity Groups
Identity Group Endpoints Select
-+ Add i remove >~
MAC Address Static Group Assignment Endpoint Profile

Hhngt EMACHE 1

F45  BIARFEKREE
E i FPolicy > Policy sets , RRIRIE T+, SBEBIFKREKE
WERBERARERAEWeb EHRET  HHYEF RN ERAEZZBNREBE " 5HEE, PEN

P(:lli(:\‘,-l Sets o User-Webauth | Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
-] User-Webauth F Wireless_802.1% Default Network Access = 1]

Authentication Policy (1)

~) Status Rule Name Conditions Use Hits Actions

Internal Users

et
[ Default [ {(_37}

2 Options

Web 5 17 5 3 AR 35 5K B

B4 , B MABRRTS KBS I 7E 5 10 BR 78 SR M T B IR N 2B 4% 0



Policy Sets » Test-MAB

Status  Policy Set Name Description Conditions

oy
i,

[} Tast-MAB ke Nermalised Radius-RadiusFlowType EQUALS WirelessMAB

~ Authentication Palicy (1)

7 Status Rule Name Conditions

Q

] Datault

MAB & 7 55 & IR 75 5% B
BHEIZEE

<#root>
show wireless tag policy detailed
defaul t-policy-tag

Policy Tag Name : default-policy-tag

Description : default policy-tag
Number of WLAN-POLICY maps: 1
WLAN Profile Name Policy Name

Mac_Filtering_Wan

Web-Filter-Policy

<#root>
show wireless profile policy detailed

Web-Fil ter-Policy

PoTlicy Profile Name
Web-Fil ter-Policy

Description

Reset Policyset Hitcounts

Allowed Protocols / Server Sequence  Hits

Default Network Access

Internal Endpaints

* Options

Hits Actions

&



Status

ENABLED
VLAN

2074

Multicast VLAN : 0

<#root>
show wlan name

Mac_Filtering_Wan

WLAN Profile Name

Mac_Filtering_Wan

Identifier 1 9
Description :
Network Name (SSID)
Mac_Filtering_Wan
Status
Enabl ed
Broadcast SSID
Enabl ed
Mac Filter Authorization 1list name
net wor k
Webauth On-mac-filter Failure
Enabl ed
Webauth Authentication List Name

| SE- Li st

Webauth Authorization List Name : Disabled
Webauth Parameter Map :

Web-Filter

<tfroot>

show parameter-map type webauth name Web-Filter
Parameter Map Name :

Web-Filter

Type

webaut h



Auth-proxy Init State time : 120 sec
Webauth max-http connection : 100
Webauth Togout-window :

Enabl ed

Webauth success-window

Enabl ed
Consent Email : Disabled
Activation Mode : Replace
Sleeping-Client : Disabled

Webauth Togin-auth-bypass:

<#root>

show ip http server status
HTTP server status:
Enabl ed

HTTP server port:

80

HTTP server active supplementary listener ports:

HTTP server authentication method: local
HTTP server auth-retry 0 time-window O
HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server IPv4 access class: None
HTTP server IPv6 access class: None
HTTP server base path:

HTTP File Upload status: Disabled

HTTP server upload path:

HTTP server help root:

Maximum number of concurrent server connections allowed:

300

Maximum number of secondary server connections allowed: 50

Server idle time-out: 180 seconds
Server 1ife time-out: 180 seconds
Server session idle time-out: 600 seconds

Maximum number of requests allowed on a connection: 25

Server linger time : 60 seconds

HTTP server active session modules: ALL
HTTP secure server capability: Present
HTTP secure server status:

Enabl ed
HTTP secure server port:

443

show ap name AP2-AIR-AP3802I-D-K9-2 tag detail

Policy tag mapping



WLAN Profile Name PoTlicy Name VLAN Flex
Mac_Filtering_Wlan Web-Filter-Policy 2074 ENAB
Ll La|
2 RV P i SR B AR R
E i BlDashboard > ClientsZf 0 AFEERIE AR I & F im MU AR RE
EFEmERERWeb 5 B RFBHEAMREE
Clients I n T Excluded Clients
o R
Selected 0 out of 1 Clients
Client MAC T IPv4 T AP T St Y WLAN Y Client Y User T Device
O Address Address IPvE Address Name 1] SsID Y ID Type State Y Protocol Y Name Typa
P2-AlR- Wel
[:! EC?EG?ESEUD? 10.76.6.150 feB0::10eb:ede2:23fe:75c3 QPBHD;I 1 Mac_Filtering_Wlan 9 WLAN Du'.t:l 1lac BeTeB7e36dbd  N/A
€ D-K9-2 Pending
1 10 ]

BRI HER
show wireless client summary
Number of Clients: 1
MAC Address AP Name Type ID State Protocol Meth
6c7e.67e3.6db9 AP2-AIR-AP3802I-D-K9-2 WLAN 9 Webauth Pending 1lac Web

<tfroot>

show wireless client mac-address 6c7e.67e3.6db9 detail
Client MAC Address :

6c7e. 67e3. 6db9

Client MAC Type : Universally Administered Address
Client DUID: NA
Client IPv4 Address :

10. 76. 6. 150

Client IPv6 Addresses : fe80::10eb:ede2:23fe:75c3
Client Username :

6¢c7e67e36db9

AP MAC Address : 1880.902b.05e0
AP Name: AP2-AIR-AP3802I-D-K9-2
AP slot : 1

Client State : Associated
Policy Profile :

Web-Filter-Policy

Flex Profile : N/A



Wireless LAN Id: 9
WLAN Profile Name:

Mac_Filtering_Wan

Wireless LAN Network Name (SSID): Mac_Filtering_WTan
BSSID : 1880.902b.05eb

Client ACLs : None
Mac authentication :

Fai | ed

Policy Manager State:
Webaut h Pendi ng

Last Policy Manager State :

I P Learn Conplete

Client Entry Create Time : 88 seconds
Policy Type : N/A
Encryption Cipher : None

Auth Method Status List
Method : Web Auth
Webauth State

Get Redirect

Webauth Method

Webaut h

ERIEITWeb S A EF %R , B InRKEERREGERASRUN

<tfroot>

show wireless client mac-address 6c7e.67e3.6db9 detail

Client ACLs : None
Mac authentication : Failed
PoTlicy Manager State:

Run

Last Policy Manager State :

Webaut h Pendi ng

Client Entry Create Time : 131 seconds
Policy Type : N/A

5 HE AR

MAC K BB Y Web & 13 5 38 ShRERY T RE MR BB 2 HIBR SHAEEMAB R MBS i§ B Web & 13 BT . FAFIRY
FTRERERRRHER T A MM W ERAR BT RS ER A 247



W SR B 5T IR B

& P SEAR TR B IR MELAFE CLIFR B8 ERYMACHE 11k 4 B 5 Ui 38 St BR Bt o
AR S B MR S BR
BERMBHRGENEEEEEER

clear platform condition all

RIEENMACH 1R A AR

debug wireless mac <H.H.H> monitor-time <Time is seconds>

ERBER  FEAFENELELRARKBIRE.

no debug wireless mac <H.H.H>

—BRARKHFIE , HEERGEERBIZRbootflashH 4 Ko

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da

B RERI A MRS,

copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

FEGUIF R RARRH#E



F1E . B BIHFELERR> TR M, RIBE MR E MIRIE |, AREEBENIEINMAC/IP# 1 B 5
g AE FimMACHEHE,

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

7_._.
a [ ] [ ]
Y e RS
AR E SR

EfnZTroubleshooting > Packet Capture., i AHEEBIIEER FimMACH U 1ER A ERIBIEEE
MAC, #EEEX/PRES100, WiRE FTHEERNAREZEANEENERS,



Create Packet Capture

Capture Name* TestPCap

Filter* any v

Monitor Control Plane @ ()

Inner Filter Protocol D DHCP

Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration v ] 3600 secs ~= 1.00 hour

Available (12) | search Q| Selected (1)

@ TWO0/0/1 > @ TwO0/0/0 €
@ Tw0/0/2 EN

@ Tw0/0/3 >

@ Te0/1/0 »

BRAXERNTHE



AR RE TERRFRE BRURBEEQIRKCPULEFEABRFHARE.

BiEStartBBE RS

Capture Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y  Filter by Y Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0J0 Mo 0% any @ 3600 secs Inactive L
CLIfL &

monitor capture TestPCap inner mac <H.H.H>

monitor capture TestPCap buffer size 100

monitor capture TestPCap interface twoGigabitEthernet 0/0/0 both
monitor capture TestPCap start

<Reporduce the issue>



monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

HER L HEE RN TFTPRRR

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

+ Add
Captura Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y  Filter by Y Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 - Export Capture - TestPCap
Export to* deskiop v
"D Cancel B Export ]
BHEROHE

RS RERNMACH RERE , FFRiRKEERIME , EMACH I ARADIUS iR 2RZBE
BRRBEETRRE  ERIER  BREARESRTHETE , M ERER,

FEFImEBIE , 2FIRMISERRIBFEESEFER ,
EAEEBEEFimImacithit , ARAERMABS {5

2024/07/16 21:12:52.711298748 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: Send Access-Request t



2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

12:
12:
12:
12:

12

12:
12:

12

12:
12:

12

52.
52.
52.
52.
:52.
52.
52.
:52.
52.
52.
:52.

711310730
711326401
711329615
711337331
711340443
711344513
711349087
711351935
711377387
711382613
711385989

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

ISE&i%Access-Accept , RARMEERNERAERE

2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16

2024/07/16
2024/07/16

21:
21:
21:
21:
21:

21:
21:

12:
12:
12:
12:
12:

12:
12:

52.
52.
52.
52.
52.

52.
52.

779147404
779156117
779161793
779165183
779219803

779417578
779436247

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

& Fin RESIREE R E|Mac AuthE 5E R

2024/07/16 21:12:52.780181486 {wncd_x_R0-0}{1}:
2024/07/16 21:12:52.780238297 {wncd_x_R0-0}{1}:

[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[mab] [17765]: (info):

[mab] [17765]:

[client-auth] [17765]:
[cTient-orch-sm] [17765]:

ERIIMABE P BRER , EFIRERIP learnik &

2024/07/16 21:12:55.791404789 {wncd_x_R0O-0}{1}:
2024/07/16 21:12:55.791739386 {wncd_x_R0O-0}{1}:

2024/07/16 21:12:55.794130301 {iosrp_R0-03}{1}:

[client-orch-state] [17765]:
[cTient-iplearn] [17765]:

(info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

authenticator 19 c6
User-Name
User-Password
Service-Type
Vendor, Cisco

Cisco AVpair
Framed-MTU
Message-Authenticato
EAP-Key-Name
Vendor, Cisco

Cisco AVpair

Received from id 1812
authenticator 5d dc
User-Name
Class
Message-Authenticato

[6c7e.67b7.2d29: capwap_90000005]
[6c7e.67b7.2d29: capwap_90000005]

(info): MAC: 6c7e.67b7.2d29 C(Cli

(debug): MAC: 6c7e.67b7.2d29

(note): MAC: 6c7e.67b7.2d2
(info):

MAC: 6c7e.67b7.2d29

[buginf] [4440]: (debug): AUTH-FEAT-SISF-EVENT: IP updat

FEFmRBEERMREEHSRUN , HREEAMABERENEFFin , SBHBWeb S 178 E

2024/07/16 21:13:11.210786952 {wncd_x_R0-0}{1}:

[errmsg] [17765]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD



EABRARNEN T HEETERE

(radius

). Time Source Destination
53 02:42:52.710961 10.76.6.156 10.197.224.122
54 02:42:52.778951 10.197.224.122 18.76.6.156

Frame 53: 464 bytes on wire (3712 bits), 464 bytes captured (3712 bits)

Length

Protocol
RADIUS
RADIUS

lnfo

Access-Request id=0
Access—Accept id=0

Ethernet II, Src: Cisco_58:42:4b (f4:bd:9e:58:42:4b), Dst: Cisco_34:90:e7 (6c¢c:5e:3b:34:90:e7)
Internet Protocol Version 4, Src: 10.76.6.156, Dst: 10.197.224.122

User Datagram Protocol, Src Port: 65433, Dst Port: 1812
RADIUS Protocol
Code: Access—Request (1)
Packet identifier: @x@ (@)
Length: 422
Authenticator: 19c6635633a7e6b6f30070b02a7f753c
[The response to this request is in frame 54]
Attribute Value Pairs
> AVP: t=User-Name(1l) 1=14 val=6c7e67b72d29
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Service-Type(6) 1=6 val=Call-Check(10)
AVP: t=Vendor-Specific(26) 1=31 vnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=1485

Radius$a

EFFinERNMACS 17 58 3 K BHY R Bl
R IBABER R E F IR EIMAC S 17 BR &

2024/07/17 03:20:59.842211775 {wncd_x_RO-0}{1}: [mab] [17765]:
2024/07/17 03:20:59.842280253 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [17765]:

(info):

2024/07/17 03:20:59.842284313 {wncd_x_R0-0}{1}: [client-auth] [17765]:

2024/07/17 03:20:59.842320572 {wncd_x_R0-0}{1}: [mab] [17765]:

ISEA${&iXAccess-Reject , A AISER R B EBRE

2024/07/17 03:20:59.842678322 {wncd_x_R0O-0}{1}: [mab] [17765]:
2024/07/17 03:20:59.842877636 {wncd_x_R0O-0}{1}: [auth-mgr] [17765]: (info):

&= Find B R E Web-AuthtEBMAB X

(info):

(info):

2024/07/17 03:20:59.843728206 {wncd_x_R0-0}{1}: [client-auth] [17765]:

—BEFIRBEHTTP GETHEXR , EEMURLERHEXITFHEE , RAMHENTCPEEEIZS

BRRE,

[6c7e.67e3.6db9: capwap_90000005]
(note): Authentication Succes
(info): MAC: 6c7e.67e3.6db9 CT1i
[6c7e.67e3.6db9: capwap_90000005]

[6c7e.67e3.6db9: capwap_90000005]
[6c7e.67e3.6db9: capwap_9000

(info): MAC: 6c7e.67e3.6db9 CT1i




2024/07/17 03:21:37.817434046 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (info): capwap_90000005[6c7e.6
2024/07/17 03:21:37.817459639 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (debug): capwap_90000005[6c7e.
2024/07/17 03:21:37.817466483 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (debug): capwap_90000005[6c7e.
2024/07/17 03:21:37.817482231 {wncd_x_R0-0}{1}: [webauth-state] [17765]: (info): capwap_90000005[6c7e.6

FERAERBEHTTP Get A AZEFERURL , MEEAE , RERXHEARE,
YR 2R mISEEIA R R
ER—EWebEE , FATEAccess-AcceptERIAF BRI ERNFEREZR

2024/07/17 03:22:51.132347799 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: Send Access-Request t
2024/07/17 03:22:51.132362949 {wncd_x_R0-03}{1}: [radius] [17765]: (info): RADIUS: authenticator fd 40
2024/07/17 03:22:51.132368737 {wncd_x_R0-03}{1}: [radius] [17765]: (info): RADIUS: Calling-Station-Id
2024/07/17 03:22:51.132372791 {wncd_x_R0-03}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/17 03:22:51.132376569 {wncd_x_R0-03}{1}: [radius] [17765]: (info): RADIUS: Vendor, Cisco

ISE#E WA Access-Accept

2024/07/17 03:22:51.187040709 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Received from id 1812
2024/07/17 03:22:51.187050061 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: authenticator d3 ac
2024/07/17 03:22:51.187055731 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/17 03:22:51.187059053 {wncd_x_RO-0}{1}: [radius] [17765]: (info): RADIUS: C(Class

2024/07/17 03:22:51.187102553 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: Message-Authenticato

Web S 3B AN , I B & Fimik EERARUNME

2024/07/17 03:22:51.193775717 {wncd_x_R0-03}{1}: [errmsg] [17765]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
2024/07/17 03:22:51.194009423 {wncd_x_R0-0}{1}: [client-orch-state] [17765]: (note): MAC: 6c7e.67e3.6db

EBEPCHEETRE

EFimE A REFSRERIPHUNTCPETF , EFHEAEERAMFRE., FRAERXEHEREN
ZHR , RAUUREREEHBEEEIP UM radiusEIER,

EHOBRBERDE , FFHTCPEFEMAME , Y A%F FinERH e EERIIRUNME,



Client Hello

19 1
192.8.2.1

108.76.6.

+52:51.126992

6.158
98:52:51.126992 192.8.2.1 18.76.6.158 TCP 443 - 58832 [ACK] Seq=1 Ack=518 Win=64768 Len=0 TSval=3313564366 TSecr=4022788871
88:52:51.126992 192.8.2.1 18.76.6.158 85,1,64 TLSv1.2 Server Hello, Change Cipher Spec, Encrypted Handshake Message
98:52:51.129982 10.76.6.150 192.8.2.1 TCP 58832 = 443 [ACK] Seq=518 Ack=166 Win=131808 Len=0 T5val=4022788876 TSecr=3313564367
88:52:51.129982 18.76.6.158 192.8.2.1 1,64 TLSvl1.2 Change Cipher Spec, Encrypted Handshake Message
98:52:51.130989 10.76.6.150 152.08.2.1 648 TLSv1.2 Application Data
88:52:51.130989 18.76.6.15 192.8.2.1 1686 TLSv1.2 Application Data
88:52:51.138989 192.8.2.1 1e 76.6.158 TCP 443 = 58832 [ACK] Seq=166 Ack=1483 Win=64808 Len=0 T5val=3313564371 TSecr=d4822788876
.1 22 RADIUS 3

RADIUS
TCP

: 1
15665 ©8:52:51.191976 192.9.2.1 10 76.6. 150 443 -+ 58832

ACK] Seq=166 Ack=1483 Win=64128 Len=948 TSval=3313564432 TSecr=d4822788876 [TCP segment o

15666 @8:52:51.191976 192.8.2.1 10.76.6.158 TCP 443 -+ 58832 [ACK] Seq=1114 Ack=1403 Win=64128 Len=948 TS5val=3313564432 TSecr=4022788876 [TCP segment
15667 @8:52:51.191976 192.8.2.1 18.76.6.158 2496 TLSv1.2 Application Data

08:52:51,192983 192.0.2.1 10.76.6.150 48 TLSv1.2  Encrypted Alert
15673 @8:52:51.196980 10.76.6.158 192.8.2.1 TCP 58832 - 443 [ACK] Seq=1403 Ack=2667 Win=128512 Len=@ TSval=4@22788942 TSecr=3313564432
15674 @8:52:51.196980 10.76.6.158 192.8.2.1 TCP 58832 - 443 [ACK] Seq=1403 Ack=2721 Win=128512 Len=0 TSval=4022788942 TSecr=3313564432
15675 88:52:51.196980 108.76.6.150 192.8.2.1 TCP [TCP Window Update] 58832 - 443 [ACK] Seq=1483 Ack=2721 Win=131872 Len=0 TSval=4822788942 TSecr=33135
15676 @8:52:51.197987 10.76.6.150 192.08.2.1 48 TLSv1.2 Encrypted Alert

- 1 21 Win=131872 Len=0 TSval=4022788942 TSecr=3313564432

EHBRADIUSERIEHTCPHR

15660 08:52:51.131981 18@.76.6.156 10.197.224.122 RADIUS Access-Request id=3
15663 08:52:51.186986 10.197.224.122 10.76.6.156 RADIUS Access-Accept id=3

Frame 1566@: 499 bytes on wire (3992 bits), 499 bytes captured (3992 bits)
Ethernet II, Src: Cisco_58:42:4b (fd4:bd:9e:58:42:4b), Dst: Cisco_34:90:e7 (6c:5e:3b:34:90:e7)
Internet Protocol Version 4, Src: 10.76.6.156, Dst: 10.197.224,122
User Datagram Protocol, Src Port: 65433, Dst Port: 1812
RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @x3 (3)

Length: 457

Authenticator: fd4eef7e3567dc5ab3cfefaef37%eecaa

[The response to this request is in frame 15663]

Attribute Value Pairs
AVP: t=Calling-Station-Id(31) 1=19 val=6c-7e-67-e3-6d-b9
AVP: t=User-Name(1) 1=10 val=testuser
t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
t_Framed-IP—Addresstﬁ) 1= 6 val= 1@ 76.6.150

u5973086d99f3al85

AVP: t=Service-Type(6) 1=6 val=Dialout- Framed-USer(S]
AVP: t=Vendor-Specific(26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted

FRERERREELTISENRADIUSE RE

AREREFImMREN T FixsWiresharkii & E E [0 29 F B E I 58 35 242 585 E 42 P i 1t /Web 1]
RS TCPIEF

Time Source Destination Length Protocol Info
1 @8:51:34.203945 18.76.6.150 18.76.6.145 HTTP GET /fauth/discovery?architecture=9 HTTP/1.1
188 08:51:34.206602 10.76.6.145 10.76.6.150 HTTP HTTP/1.1 288 OK (text/html)
234 08:51:39.028084 10.76.6.150 T.7.7.7 HTTP GET / HTTP/1.1
236 08:51:39.031420 7.7.7.7 18.76.6.150 HTTP HTTP/1.1 208 0K (text/html)

Frame 188: 703 bytes on wire (5624 bits), 7083 bytes captured (5624 bits) on interface en®, id @
Ethernet II, Src: Cisco_34:9@:e7 (6c:5e:3b:34:90:e7), Dst: Apple_e3:6d:b9 (6c:7e:67:e3:6d:b9)
Internet Protocol Version 4, Src: 10.76.6.145, Dst: 10.76.6.15@
Transmission Control Protocol, Src Port: 8@, Dst Port: 58811, Seq: 1, Ack: 1@7, Len: 637
Hypertext Transfer Protocol
Line-based text data: text/html (9 lines)

<HTML><meta http-equiv="Content=-Type" content="text/html; charset=utf-8" name="viewport" content="width=device=-width, initial=-scale=1">\n

<HEAD>\n

<TITLE> Web Authentication Redirect</TITLE>\n

<META http= equlv-“Cache control” content="no=-cache">\n

f " _content="no-cache"s\n

EFimBEAREEE url

FFImEEFISRNERIPHIEITCPETF



Source Destination Lenath Ergtocal Infe
88:51:34.288377 10.76.6.150 192.9.2.1 TP 58812 - 443 [SYN, ECE, CWR] Seq=@ Win=65535 Len=@ MS5=146@ WS=64 TSval=3224314628 TSecr=@ SA

118 88:51:34.211275 19.76.6.150 192.08.2.

2.1 TCP 58812 = 443 [ACK] Seq=1 Ack=1 Win=13128@ Len=8 TSval=3224314631 TSecr=3313491861
120 88:51:34.212673 10.76.6.150 192.0.2.1 512 TLSv1.2 Client Hello
LE-EEELH ELIES P B 8. 76.0. 150 TP IT3 - SE8 ALK Eq=1 A
124 @8:51:34.220834 192.9.2.1 18.76.6.158 89,838 TLSv1.Z Server Hello, Certificate
175 ARCS1.34 FIORIAR 107 A D 1 18 TR R IEA TRI A TICu1 7 Carvar Kau Evehanna Caruar Halla Rana

FF i MWeb A BR 28 < M TCPEF

HERIhWeb 5 {2 ErE R EAPASEE |

144 @8:51:34.235915 18.76.6.158 192.8.2.1 TCP I[TCP Window Update] 58812 - 443 [ACK] Seq=1145 Ack=18183 Win=131872 Len=0 TSval=3224314655 TSt
145 ©8:51:34.235996 10.76.6.150 192.8.2.1 52 TLSv1.2 Encrypted Alert

147 8B:51:34.238965 192.8.2.1 18.76.6.150 52 TLSwl.2 Encrypted Alert

B FImT A Web & 7 B E RBAMTCPEE

MHEAXE

BEfi# Catalyst 9800 AR LAN 12425 AR ESE R SCERUNEE1E S
9800 HyWebH B 2%

1£9800 L At & A tthWeb & {7 i 58


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html
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