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ECLIE :

WLC#configure terminal

WLC(config)#wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
WLC(config-wlan)#security dotlx authentication-Tist DOT1X
WLC(config-wlan)#no shutdown
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ECLIE :

WLC#configure terminal

WLC(config)#wireless profile policy DACL-8021X
WLC(config-wireless-policy)#aaa-override
WLC(config-wireless-policy)#vlan VLAN_1413
WLC(config-wireless-policy)#no shutdown
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ECLIE :

WLC#configure terminal

WLC(config)#wireless tag policy default-policy-tag
WLC(config-policy-tag)#description "default policy-tag"
WLC(config-policy-tag)#wlan DACL_DOT1X_SSID policy DACL-8021X
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ECLIE :

WLC#configure terminal
WLC(config)#radius-server vsa send authentication
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ECLIE :

WLC#configure terminal
WLC(config)#aaa authorization network default group radius
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<#root>
WLC(config)# aaa authorization network
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group authz-server-group
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Access Type = ACCESS_ACCEPT
DACL = TestDACLS
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tag detail
# show wlan { summary | id | nme | all }
# show wireless tag policy detailed

# show wireless profile policy detailed

# show access-T1ists { acl-name }

LURBI AT B EE B FEAYWLCAEREARBARR 2 o

aaa new-model
1
!
aaa group server radius authz-server-group
server name DACL-RADIUS
1
aaa authentication Togin default Tocal
aaa authentication dotlx default group radius
aaa authentication dotlx DOT1X group radius
aaa authorization exec default Tocal
aaa authorization network default group radius
1
!
aaa server radius dynamic-author
client

!

aaa session-id common

!

[...]

vlan 1413

name VLAN_1413

!

[...]

radius server DACL-RADIUS
address ipv4



auth-port 1812 acct-port 1813
key 6 aHaOSX[QbbEHURGW' cXiGAUE]CRIAPVANFchRODb
|
!

[...]
wireless profile policy DACL-8021X
aaa-override
vlan VLAN_1413
no shutdown
[...]
wireless tag policy default-policy-tag
description "default policy-tag"
wlan DACL_DOT1X_SSID policy DACL-8021X
[...]
wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
security dotlx authentication-Tist DOT1X
no shutdown

#HERRADIUSTIBRESELE , I £ A show running-config allin &8 R.

WLC#show running-config all | s radius-server
radius-server attribute 77 include-in-acct-req
radius-server attribute 77 include-in-access-req
radius-server attribute 11 default direction out
radius-server attribute nas-port format a
radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server dead-criteria time 10 tries 10
radius-server cache expiry 24 enforce hours
radius-server transaction max-tries 8
radius-server retransmit 3

radius-server timeout 5

radius-server ipc-limit in 10

radius-server ipc-limit done 10

radius-server vsa send accounting

radius-server vsa send authentication

5E SRR
B &R
. RARE P N SRR BH802.1X SSID,

« HE{RRADIUS access-request/accept@ B E M B — EH(AVP),
- BREFHFER EBHWLANRREBER,



WLC One Stop-Shop/= &

EREBJIACLEAERB IS ERBRE P , A LAEAshow wireless client mac-address <H.H.H>
detailip® , W TFFfR. REBWUBEZEERANMEIRREN , B . EFImMEAERR. REE,
FHREEER, WLAN , UREEREEMACS-ACL,

<{froot>

WL C#show wireless client mac-address 08be.ac14.137d detail

Client MAC Address : 08be.ac14.137d

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.13.240

Client Usernane : USER1

AP MAC Address : f4db.e65e.7bc0
AP Name: AP4800-E

Client State : Associated
Policy Profile : DACL-8021X

Wireless LAN Id: 2

WLAN Profile Name: DACL_DOT1X_SSI D
Wreless LAN Network Name (SSID): DACL_DOT1X SSID

BSSID : f4db.e65e.7bc0
Association Id : 1
Authentication Algorithm : Open System
Client Active State : In-Active
[...]
Client Join Time:
Join Time Of Client : 03/28/2024 10:04:30 UTC

Client ACLs : None
Pol i cy Manager State: Run

Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 35 seconds

PoTlicy Type : WPA2

Encryption Cipher : CCMP (AES)

Authentication Key Management : 802.1x

EAP Type : PEAP

VLAN Override after Webauth : No

VLAN : VLAN 1413

[...]
Session Manager:
Point of Attachment : capwap_90000012

IIF ID : 0x90000012
Authorized : TRUE
Session timeout : 28800

Common Session ID: 8227300A0000000C8484A22F
Acct Session ID : 0x00000000
Last Tried Aaa Server Details:

Server IP : 10.48.39.134



Auth Method Status List
Method : Dotlx

SM St at e : AUTHENTI CATED

SM Bend State : IDLE
Local Policies:

Service Tenplate : w an_svc_DACL-8021X | ocal (priority 254)
VLAN . VLAN 1413
Absol ut e- Ti mer : 28800

Server Policies:
ACS ACL : XACSACLx- | P- ACL_USER1- 65e89aab

Resultant Policies:

ACS ACL : XACSACLx- | P- ACL_USER1- 65e89aab
VLAN Name . VLAN 1413

VLAN . 1413

Absol ut e- Ti mer . 28800

WLC Showir$

= Z k1R B 51 B A Catalyst 9800 WLCAHRERIFTBEACL , A LAfE Fshow access-listsfit. ka3l
HAFEEAR M EZRMNACLEHAWLC FTEHAJACL, WLCHISE FEH M EMIdACLEIHE A xAacsacLx-IP-



MiE: REFEFREBYERRERRETREA T THACL,, A THACLREREEERESF
o RERR—EFEAJIACLNE FinRiREREE , MEREEPMERIACL,

WLC#show access-Tists

Extended IP access 1list IP-Adm-V4-Int-ACL-global

E*ééided IP access Tist IP-Adm-V4-LOGOUT-ACL

E*ééided IP access 1list implicit_deny

E*ééided IP access Tist implicit_permit

E*ééided IP access 1list meraki-fqdn-dns

E*ééided IP access 1list preauth-ise

E*ééided IP access 1list preauth_v4

E*ééided IP access Tist xACSACLx-IP-ACL_USER1-65e89aab
1 deny 1ip any host 10.48.39.13



2 deny ip any host 10.48.39.15

3 deny 1ip any host 10.48.39.186

4 permit ip any any (56 matches)
IPv6 access Tlist implicit_deny_v6

[...]

IPv6 access list implicit_permit_v6
[...]

IPv6 access 1list preauth_v6

[...]

RN AFENERETEHNER

EHREEHER , TUAEZATENIACLY BN F FinE M RN, E@RIBRTER
Fim08be.ac14.137dK & F i B B#IE 12 T M IR B AY BB BF 20 A9 B 38,

<{froot>

24/ 03/ 28 10: 43: 04. 321315612 {wncd_x_RO-0}{1}:

2024/03/28 10:43:04.321414308 {wncd_x_R0O-0}{1}:

2024/ 03/ 28 10:43: 04. 321464486 {wncd_x_RO-0}{1}:

[...]

2024/ 03/ 28 10: 43: 04. 322185953 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 322199665 {wncd_x_RO-0}{1}:

[...]

2024/ 03/ 28 10: 43: 04. 322860054 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 322881795 {wncd_x_RO-0}{1}:

[...]

2024/ 03/ 28 10: 43: 04. 323379781 {wncd_x_RO-0}{1}:

[...]

2024/ 03/ 28 10:43: 04. 330181613 {wncd_x_RO-0}{1}:

2024/03/28
2024/03/28

10:
10:

43:
43:

04.
04.

353413199 {wncd_x_RO-0}{1}:
353414496 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 353438621 {wncd_x_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 353443674 {wncd_x_RO-0}{1}:

[client-orch-sn] [19620]:

(note): MAC. 08be.acl4.137d Assc

[client-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

[client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c
[dot 11] [19620]: (note): MAC: 08be. acl4.137d Associ ati or
[dot 11] [19620]: (info): MAC: 08be.acl4.137d DOT11l state

[client-orch-sn] [19620]: (debug): MAC. 08be.acl4.137d ¢

[client-orch-state] [19620]: (note): MAC. 08be.acl4. 137¢c

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier

[auth-mgr-feat_wireless] [19620]: (info):
[auth-mgr-feat_wireless] [19620]: (info):

[08be.ac14.13
[08be.ac14.13

[client-auth] [19620]: (note): MAC. 08be.acl4.137d L2 AL

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28

10:

10:

10:

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

10:

10:
10:
10:

10:

10:

10:
10:
10:

10:

10:

10:

10:
10:
10:
10:

10:

10:
10:
10:
10:

10:

10:
10:

43:

43:

43:

43:
43:
43:
43:
43:
43:
43:
43:
43:
43:

43:

43:
43:
43:

43:

43:

43:
43:
43:

43:

43:

43:

43:
43:
43:
43:

43:

43:
43:
43:
43:

43:

43:
43:

04.

04.

04.

04.
04.
04.
04.
04.
04.
04.
04.
04.
04.

04.

04.
04.
04.

04.

04.

04.
04.
04.

04.

04.

04.

04.
04.
04.
04.

04.

04.
04.
04.
04.

04.

04.
04.

381397739 {wncd_x_RO-0}{1}:

381411901

381425481

381430559
381433583
381437476
381440925
381452676
381466839
381482891
381486879
381489488
381491463

381494016

381495896
381498320
381500186

381502409

381506029

381509052
381511493
381513163

381515481

381517373

381519675

381522158
381524583
381532045
381534716

381537215

381539951
381542233
381544465
381619890

392544173

392557998
392564273

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[ radi us]

[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ radi us]
[radius]
[radius]

[radius]
[radius]

[ radi us]

[radius]
[radius]

[ 19620] :

[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:

[ 19620] :

[ 19620] :

[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:
[19620]:

(info):

(info):

(info):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:

Send Access- Request t

authenticator e9 8b e

User-Name [1] 7 "USER

Service-Type [6] 6 Fr
Vendor, Cisco [26] 27
Cisco AVpair [1] 21 "
Framed-MTU [12] 6 148
EAP-Message [79] 12 .
Message-Authenticator
EAP-Key-Name [102] 2

Vendor, Cisco [26] 49
Cisco AVpair [1] 43 "
Vendor, Cisco [26] 20

Cisco Avpair [1] 14 "r

Vendor, Cisco [26] 32
Cisco AVpair [1] 26 "
Vendor, Cisco [26] 20
Cisco Avpair [1] 14 "\

NAS- | P- Address [4] 6 !

NAS-Port-Type [61] 6
NAS-Port [5] 6 3913
Vendor, Cisco [26] 39

Cisco Avpair [1] 33 "¢

Vendor, Cisco [26] 41

Cisco Avpair [1] 35 "\

Called-Station-Id [30
Calling-Station-Id [3
Vendor, Airespace [26
Airespace-WLAN-ID [1]

Nas-ldentifier [32] 17
wlan-group-cipher [18
wlan-pairwise-cipher[

wlan-akm-suite [188]
Started 5 sec timeout

Received fromid 1812/

authenticator 08 6d f
State [24] 71 ...



2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
M$®evT9 Do«

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28

10:
10:
10:
10:

10:

10:

10:

10:

10:

10:
10:

10:

10:
10:
10:
10:

43:
43:
43:
43:

43:

43:

43:

43:

43:

43:
43:

43:

43
43
43
43

04.

04.

04.

04.

04.

:04.
:04.
:04.
:04.

04.
04.
04.
04.

04.

04.
04.

392615218
392628179
392738554
726798622

726801212

726896276

726905248

727138915

727148212

727164223
727169069

727223736

727233018
727234046
727234996
727236141

%y03@<™CNbWi6\E&\q

10: 43: 04. 727246409

10:

10:

10:
10:

10:

10:
10:
10:

10:

10:
10:

10:

10:

43:

43:

43:
43:

43:

43:
43:
43:

43:

43:
43:

43:

43:

04.

04.

04.

04.

04.

04.
04.

04.
04.
04.

04.
04.

04.

727509267

727513133

727607738
728003638

728144450

728161361
728177773
728184975

728218783

729005675
729019215

729422929

729428175

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

-TU+QB-2@”=[JNv"

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

[radius] [19620]: (info): RADIUS: EAP-Message [79] 8 ..
[radius] [19620]: (info): RADIUS: Message-Authenticator
[radius] [19620]: (info): Valid Response Packet, Free t
[dotlx] [19620]: (info): [08be.acl4.137d:capwap_9000001

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_90000012

[dotlx] [19620]: (info): [08be.acl4.137d:capwap_9000001

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_90000012

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_90000012

[auth-ngr] [19620]: (info): [08be.acl4. 137d: capwap_9000C

[auth-mgr] [19620]: (info):
[auth-mgr] [19620]: (info):

[08be.acl4.137d:capwap_9000
[08be.acl4.137d:capwap_9000

[aaa-attr-inf] [19620]: (info): Applying Attribute : use
[aaa-attr-inf] [19620]: (info): Applying Attribute : cl
[aaa-attr-inf] [19620]: (info): Applying Attribute : EA
[aaa-attr-inf] [19620]: (info): Applying Attribute : Me
[aaa-attr-inf] [19620]: (info): Applying Attribute : EA
[aaa-attr-inf] [19620]: (info): Applying Attribute : C s
[auth-ngr] [19620]: (info): [08be.acl4. 137d: capwap_9000C
[auth-ngr] [19620]: (info): [08be.acl4. 137d: capwap_9000C

[svm] [19620]:
[svm] [19620]:

(info): SVM_INFO: SVM Apply user profile
(info): SVM_INFO: Activating EPM feature

[epm mi sc] [19620]: (info): [08be.acl4. 137d: capwap_9000C

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epmacl] [19620]: (info): [08be.acl4.137d: capwap_90000C
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[svm] [19620]: (info): SVM_INFO: Response of epm is ASY

[radius] [19620]: (info): RADIUS: Send Access-Request tc¢

[radius] [19620]: (info): RADIUS: authenticator 20 06 3



2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:
10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:
10:

43:

43:

43;

43:

43;

43:

43;

43;

43:

43;

43:

43;
43;

43:

43:

43:

43:

43:

43:

43:

43:

43;

43:

43;
43;

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.
04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.
04.

729432771

729435487

729437912

729440782

729442854

729445280

729447530

729529806

731972466

731979444

731983966

731986470
732032438

732048785

732051657

732053782

732056351

732058379

732060673

732062574

732064854

732114294

733046258

733058380
733064555

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[svm] [19620]: (info):

[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:

RADI US:

RADI US:

RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

NAS- | P- Address [4] 6 !

User-Nane [1] 32 "#ACS

Vendor, Cisco [26] 32

Cisco Avpair [1] 26 "

Vendor, Cisco [26] 30

Cisco AVpair [1] 24 "¢

Message-Authenticator
Started 5 sec timeout

Received fromid 1812/

authenticator 2a 24 8

User-Nane [1] 32 "#ACS

Class [25] 75 ...

Message-Authenticator
Vendor, G sco [26] 47

Cisco Avpair [1] 41 "

Vendor, Cisco [26] 47
Cisco Avpair [1] 41 "
Vendor, G sco [26] 48
Cisco Avpair [1] 42 "
Vendor,

Cisco [26] 36

Cisco Avpair [1] 30 "

Valid Response Packet, Free t

[ 08be. ac14.137d] Applied User

Pr ¢

(info): Applied User Profile: M
(info): Applied User Profile: M



2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
M$®evT9 (Do«
2024/03/28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

10:43:04.733065483 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile: e
10:43:04.733066816 {wncd_x_R0O-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile: m
10:43:04.733068704 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile: c
10:43:04.733069947 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile: i
10: 43: 04. 733070971 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile: us
10:43:04.733079208 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile: c
10:43:04.733080328 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile: E
%y0a@<™CNbWi6\E&\q- 1U+QB-2®@”=[JNv"

10:43:04.733091441 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile: e
10: 43: 04. 733092470 {wncd_x_RO-0}{1}: [aaa-attr-inf] [19620]: (info): Applied User Profile:C s
10: 43: 04. 733396045 {wncd_x_RO-0}{1}: [auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(
10:43:04.733486604 {wncd_x_R0-0}{1}: [client-auth] [19620]: (note): MAC: 08be.acl4.137d L2 A
10: 43: 04. 734665244 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d dier
10:43:04.734894043 {wncd_x_R0-0}{1}: [client-keymgmt] [19620]: (info): MAC: 08be.acl4.137d E
10:43:04.734904452 {wncd_x_R0-0}{1}: [client-keymgmt] [19620]: (info): MAC: 08be.acl4.137d C
10: 43: 04. 734915743 {wncd_x_RO-0}{1}: [dot1x] [19620]: (info): [08be.acl4.137d: capwap_9000001-
10: 43: 04. 740499944 {iosrp_RO-0}{1}: [parser_cmd] [26311]: (note): id= consol e@onsol e:user= ¢
10: 43: 04. 742238941 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|I NFO ogacl _configured: /
10: 43: 04. 744387633 {iosrp_RO-0}{1}: [parser_cmd] [26311]: (note): id= consol e@onsol e:user= ¢
10: 43: 04. 745245318 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-IAL-EVENT: epm acl
10:43:04.745294050 {iosrp_R0-0}{1}: [buginf] [26311]: (debug): AUTH-FEAT-IAL-EVENT: Allocate
10: 43: 04. 745326416 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-1AL-EVENT: |ndex in
10: 43: 04. 751291844 {iosrp_RO-0}{1}: [parser_cmd] [26311]: (note): id= consol e@onsol e:user= ¢
10: 43: 04. 751943577 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_I NFO ogacl _configured: /
10: 43: 04. 752686055 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d dier
10: 43: 04. 755505991 {iosrp_RO-0}{1}: [parser_cmd] [26311]: (note): id= consol e@onsol e:user= ¢



2024/03/28 10:43:04.756746153 {wncd_x_RO-0}{1}: [mm-transition] [19620]: (info): MAC: 08be.acl4.137d MM
2024/03/28 10:43:04.757801556 {wncd_x_R0O-0}{1}: [client-auth] [19620]: (note): MAC: 08be.acl4.137d ADD

2024/ 03/ 28 10: 43: 04. 758843625 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC: 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 759064834 {wncd_x_RO-0}{1}: [client-iplearn] [19620]: (info): MAC. 08be.acl4.137d II

2024/ 03/ 28 10:43:04.761186727 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10:43:04.761241972 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04. 763131516 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10: 43: 04. 764575895 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 764755847 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_INFQO ogacl_configured: /

2024/ 03/ 28 10:43: 04. 769965195 {iosrp_R0O-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 770727027 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 772314586 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10:43:04. 772362837 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04. 773070456 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 773661861 {iosrp _RO-0}{1}: [og] [26311]: (info): OG PI_ACL_INFQO ogacl_configured: /

2024/ 03/ 28 10:43:04. 775537766 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 777154567 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 778756670 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10: 43: 04. 778807076 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in
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04.

04.

04.
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04.
04.
04.
04.
04.
04.

04.

04.

04.

04.

04.
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04.
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778856100

779401863

779879864

780510740

786433419
786523172
787787313
788160929
788491833
788576063
788741337
788761575
788877999

789333126

789410101

789622587

789632684

789642576

789651931

789653490
789735556
789800998

789886011

RADIUSE A & im5a &

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

[mpls_ldp] [26311]: (info): LDP LLAF: Registry notificat
[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=
[og] [26311]: (info): OG PI_ACL_I NFO ogacl _configured: /

[ parser _cnd] [26311]: (note): id= consol e@onsol e:user=
[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac

[cTient-iplearn] [19620]: (note): MAC: 08be.acl4.137d C
[auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000
[webauth-sess] [19620]: (info): Change address update,

[auth-mgr-feat_acct] [19620]: (info): [08be.acl4.137d:c
[epm] [19620]: (info): [0000.0000.0000:unknown] HDL = 0

[client-iplearn] [19620]: (info): MAC. 08be.acl4.137d IF

[cTient-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

[aaa-attr-inf] [19620]: (info): [ Applied attribute : us

[aaa-attr-inf] [19620]: (info): [ Applied attribute : c

[aaa-attr-inf] [19620]: (info): [ Applied attribute :Ci s

[aaa-attr-inf] [19620]: (info): [ Applied attribute :bsr

[aaa-attr-inf] [19620]: (info): [ Applied attribute : t
[ewlc-qos-cTient] [19620]: (info): MAC: 08be.acl4.137d
[rog-proxy-capwap] [19620]: (debug): Managed client RUN

[client-orch-state] [19620]: (note): MAC. 08be.acl4. 137¢

R A B WLCEIAZIRADIUS AR 2R /Y 5/ & IRRADIUS T ER , LUERE
DACL_DOT1X_SSID SSID(AVP NAS-Identifier) L ¥ FiEUSER1 (AVPEREER ) .


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109

cess-Request id=02, Duplicate Request

Frame 48835: 617 bytes on wire (4936 bits), 617 bytes captured (4936 bits)
Ethernet II, Src: Cisco b2:fe:ff (@0:1le:f6:b2:fe:ff), Dst: VMware_8d:@l:ec (00:50:56:8d:91:ec)
802,10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.138, Dst: 10.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @8x5c (92)
Length: 571
Authenticator: 3642d8733b9fb2ac19Bd80s0fafaffTl

AVP: t=liser-Name(1) 1=7 val=USER1
AVP: t=Service-Type(b] =6 val=Framed(2
teVendor=Specific(26) 1=27 wndeciscoSystems(9)
t=Framed-MTU(12) 1=6 val=1485
t=EAP-Message(79) 1=48 Last Segment[1]
t=Message-Authent icator(8@) 1=18 val=cdc761262dcd47e98de31bbAE09dal359
! t=EAP-Key-Name(182) 1=2 val=
: t=Vendor-Specific(26) 1=49 wnd=ciscoSystems(9)
t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
t=Framed-IP-Address(B) 1=6 val=18.14.13.240
Vendor-Specific(26) 1=4@ vnd=ciscoSystems(9)
t=Vendor-Specific(26) 1=32 vnd=ciscoSystems(9)
: t=Vendor-Specific(26] 1=28 wnd=ciscoSystems(8)
: t=NAS-IP-Address(4) 1=6 val=18.48.39.138
: t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19
: t=NAS=Port(5) 1=6 val=3913
t=5tate(24) 1=71 val=333743584d5365737369616e494430383232373330304130303030303039463634393335..
: t=Vendor=Specific(26) 1=39 wnd=ciscoSystems(9)
Vendor-Specific(26) 1=41 wnd=ciscoSystems(9)
Called-Station-Id(38) 1=35 val=f4-db—eb-5e-Tb—c@:DACL_DOTLX_SSID
Calling-Station-Id(31) 1=19 val=88-be-ac-14-13-7d
t=Vendor-Specific(26) 1=12 vnd=Airespace, Inc(14179)
t=MAS-Identifier(32) 1=17 val=DACL_DOT1X_SSID
Unknown-Attribute(187) 1=6 val=288fachd
: t=linknown-Attribute(186) 1=5 val=R8&fach4
8 B AP s aes]. 48 briss Packwin: SEE - Displayed: 2 (2.0%] - gnsrest 1 [3.6H]

BERI® , RADIUSTIREEEE —EFEUES , BEARFEAEUSERT (AVPERAEER ) I
ERAAENY | 15RIRE®EA "#ACSACL#-IP-ACL_USER1-65e89aab. M EEAAVP
ACS:CiscoSecure-Defined-ACL,

7] B 8, 48 ] 9, 45 r A
480. 394 39 19.48.39.134 10.48.39.138 Access-Accept id=92

Frame 48039: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
Ethernet II, Src: VMware_8d:@l:ec (09:58:56:8d:@81:ec), Dst: Cisco b2:fe:ff (80:1e:f6:b2:fe:ff)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Sre: 18.48.39.134, Dst: 18.48.39.139
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: @8x5c (92)
Length: 348
Authenticator: 643ableaba94787735f73678ab53b28a

[Time from request: 8.859994888 seconds]
Attribute Value Pairs
AVP: t=lser-Name(1) 1=7 val=USER1
AVP: t=Class(25]) (=48 val=434143533a38323237333030841303030303030394038343933354132443a097305213439..
AVP: tmEAP-Message(79) =6 Last Segment[1]
AVP: t=Message-Authenticator(8@) 1=18 val=de@lc27ad18e8280dd5dEb29165ecET2
AVP: t=EAP-Key-Name(182) 1=67 val=\@31f\@0506160\0031VE §6x:\0026~06R6\033q067L0000400021(80{8\035/s Babdiy\ 227 00chbleFid
AVP: t=Vendor-Specific(26) 1=66 wnd=ciscoSystems(9)
Type: 26
Length: 66
Vendar ID: ciscoSvstems (3]
~ W5A: t=Cisco-AVPairil) 1=6@ wval=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-65eB9aab
Type: 1
Length: 6@
Cisco-AVPair: ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-G5e89aab
AVF:D T=Wendor=speciticlib) (=58 wvnd=Microsoft{311)
AVP: t=Vendor-Specific(26) 1=58 wnd=Microsoft(311)

B B ext e et 63 Byoes Fucionts: 5512 - Divplryed: 2 (S606] - lgnored: 1 13.0%]

DACLT &

MRIACLERBWLCHREN —Z7 , AIRFHHEHERIGHERAE , RADIUSEXRBRHBEER. B8
, WLC{3f£ FARADIUS T#HACL, ALt , WLCE R HRADIUSEFERER , ERXREAAVPERAEETH
FIJACLBE#( "#ACSACL#-IP-ACL_USER1-65e89aab ). Lt#h , WLCIEBHIRADIUS AR 85 L 7 EX
#EZ F M Cisco AVEL ¥faaa:event=acl-download %2 ACL T &,




[ Source Deskination Infe
8937 184 39 19.48.30.138 10.48.30.134 id=81, Duplicate Request
| 6 0 1@ g 6, 10 3 d=4

Frame B837: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits)
Ethernet II, Src: Cisco b2:fe:ff (B@:le:f6:b2:fe:ff), Dst: VMware Bd:8l:ec (88:58:56:8d:081:ec)
B892.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.138, Dst: 18.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
» RADIUS Protocol
Code: Access-Request (1)
Packet identifier: 8x51 (81)
Length: 138
Authenticator: b216948576cBad46a5189972d8TR9454

Attribute Value Pairs
AVP: t=hAS-IP-Address(4) 1=6 val=18,48.39,138
AVP: t=User-Mame(l) 1=32 val=FACSACL#-IP-ACL_USER1-65e89aab
Type: 1
Length: 32
User-Name: #ACSACL®-IP-ACL_USER1-65eB9aab
AVP: t=Vendor=Specific(26) 1=32 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=30 wnd=ciscoSystems(9)
Type: 26
Lergth: 3@
Vendor ID: ciscoSystems (9)
WSA: t=Cisco-AVPair(l) 1=24 val=ama:event=acl-download
Type: 1
Length: 24
Cisco-AVPair: aaa;:event=acl-download
AVP: t=Message-Authenticator(88) 1=18 val=41da231159246db3fa562860dbfTRafra

FE O 24 B RADIUSTFEIZEZ B EERMNJACL , EBIFF~. SEACLEEHEE
ip:inacl#<X>=<ACL_RULE>, B BIH HfCisco AVPH , H<X>2 R AlimEHR.

39 18.48.39.138 18.48.39.134
39 19.48.39.134 19.48.39.138 Access-Accept id=81

Frame 8838: 365 bytes on wire (2952 bits), 369 bytes captured (2952 bits)
Ethernet II, Src: WMware_B8d:81l:ec (88:58:56:8d:81:ec), Dst: Cisco_b2:fe:ff (88:le:f6:b2:fe:ff)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 18.48.39.134, Dst: 18.48.39.130
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
« RADIUS Protocol
Code: Access=Accept (2)
Packet identifier: 8x51 (81)
Length: 323
Authenticator: 61342164ce39bedbeedB2Bb3cesbhefs

[Time from request: .007995080 seconds)
Attribute Value Pairs
AVP: t=User-Name(1) 1=32 val=#ACSACL#-IP-ACL USER1-65e8%9aab
tuClass(25) 175 val=434143533a38613330323738366d6242517239445259673447765436554692148737050..
t=Message-Authenticator(88) 1=18 val=a3cdb28cdleb47B5d9e8232511cd8hT2

AVP: t=Vendor=Specific(26) 1=47 vnd=ciscoSystems(9)

Type: 26

Length: 47

Vendor ID: ciscoSystems (9)

VSA: t=Cisco-AVPair(1) 1=41 val=ip:inacl#l=deny ip any host 10.48.39.13
AVP: t=Vendor-Specific(26) 1=47 wnd=ciscoSystems(9)

Type: 26

Length: 47

Vendor ID: ciscoSystems (8)

V5A: t=Cisco-AVPair(1l) 1=41 val=ip:inacl#2=deny ip any host 18.48.39.15
AVP: t=Vendor-Specific(26) 1=48 wnd=ciscoSystems(9)

Type: 26

Length: 48

Vendor ID: ciscoSystems (9)

WSA: Cisco-AVPair(1) 1=42 val=ip:inacl#3=deny ip any host 18.48.39.186
AVP: t=Vendor-Specific(26) 1=36 wnd=ciscoSystems(9)

Type: 26

Length: 36

Vendor ID: ciscoSystems (9)

VSA: t=Cisco-AVPair(1l) 1=38 val=ip:inacl#4=permit ip any any

B B maoess Prosscol (), 330 by Puckets: 43377 - Displarped: T (9.54]
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Ciseo ISE

Overview

Everit 5200 Authertication succosded
Usemarme USER1

Endpoin Id 0B:BE-AG:18:13:70 &

Erdpaint Prodile Unknown

Authanteation Paley Dafault 3> Det1X

Authorization Policy Dofault >> 802, 1x User 1 dACL
HAuthorization Result 9B00-DOT1X-USERT

Authentication Detalls

Sowrce Timestamp 2074-03-28 05:11:11.036
Received Timestamg 2024-03-28 05:11:11.035
Palicy Server e

Evant 5200 Authanticstion successed
Usemama USERT

User Type User

Endpaoint id 08BEAC: 141370

Calling Station ld 08-be-ac-14-13-7d

Erdpoint Profile Unikrrtwm

Authentication kientity Internal Users

Store

Kentity Graup Unkriawn

Audit Session Id B227300ADDI0DO0DE4BABEIF
Authantication Mathod dat1x

Authentication Protocol PEAR (EAP-MSCHAPYZ)
Sarvice Type Framed

HNetwork Device gefland- 3800

Deéwice Typé All Device Types
Lastatian All Lcations

AT IPvd Acdrass 10.46.39.130

NAS Port Tyae Wirgloss - IEEE 802,11
Authorization Profile 9800-DOT1H- USERT
Response Time 36E millisecands

Steps

1001
1oz
15049
15004
11507

12500

12675
11006
110m
11018

123m

12300
12625
11006
1100
nog

12302

123148
12800
12805
12806
12807
12804
12810
12305
11006
110m
nog

12304

12306
11006
100
11018

12304

12305
11006
1100
nog
12304

123148

Becaived RADIUS Accoss-Roguast
RADIUS created a new session
Evaluating Palicy Group

Evaluating Service Selection Palicy
Exiracted EAP-Response/ldentity

Bropared EAP-Roquest proposing EAR-TLS with
challenge

Walid EAP-Key-Name atinbute recened
Fretumed RADIUS Access-Challenge
Received RADUS Access-Request
BADIUS is ro-using an aalsting session

Extracied EAP-Response/MAK requesting 1o use PEAP
instrad

Prepared EAP-Request proposing PEAP with challenge
Valid EAP-Key-Name aitribuste recened

Retismod RADIUS Access- Challengn

Recaived RADIUS Access-Request

RADIUS is re-using Bn existing seasion

Extracted EAP-Response containing PEAP chalienge-
rEsponse and accepting PEAP a5 negotisted

Successhully nogotiated PEAP version &
Extracted first TLS recand; TLS handshake started
Extracted TLS ClisntHollo message

Prepared TLS SereerHedla message

Propared TLS Gestificate message

Proparod TLS SorvorKevExchange message
Prepared TLS ServerDone message

Proparad EAP-Roquast with anathar PEAP challange
Ratumand RADILS Access- Challengn

Received RADUS Access-Request

RADIUS t5 re=using an existing session

Extracted EAP-Response conlaining PEAP challenge-
FRDONSE

Proparnd EAP-Roquest with anather PEAP challonge
Rtudrvid RADIUS Azceds- Challenge

Becoived RADIUS Access- Roguost

RADIUS is re-using an existing session

Extracied EAP-Response contasining PEAR chalenge-
FEsponse

Prepared EAP-Request with anather PEAP challenge
Ratismnd RADIUS Access- Challengo

Recaived RADIUS Access-Request

RADIUS is re-using an existing se3sion

Extracted EAP-Response containing PEAP chalienge-
FESONSE

Successhully negotiated PEAP version O
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Result
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Propared TLS ServerDone message
Extracied TLS ClienlEeyExchange message
Extracied TLS ChangeCipherSpec message
Extracted TLS Finished message

Prepared TLS ChangeCipherSpec message
Praparnd TLS Finished message

TLS handshaie succeeded

PEAP full handshake finshed succosshully
Prepared EAP-Request with anather PEAP challenge
Retumred RADIUS Access- Challenge
Becotvod RADIUS Access-Rogquost

RADIUS is ro-using an existing session

Exiracied EAP-Response contsning PEAP chalenge -
response

PEAP inner methad started

Proparod EAP-Roquestiidontity for innor EAP mothod
Prepared EAP-Roquest with anather PEAP challenge
Rt RADILS Access- Challengn

Recoived RADIUS Access-Request

RADIUS is re-using an existing session

Extracied EAF-Response contaning PEAP chalengo-
response

Exiracied EAP-Responsafldantity for innar EAP method

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

Proparnd EAP-Request with anothor PEAP challerge
Fetumed RADIUS Access- Challenge

Recoived RADIUS Access-Request

RADIUS is ro-using an existing session
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dfuthentication Passed
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RADIUS is re-using an existing session

Extracied EAP-Response contaning PEAP chalenge-
response

Extractod EAP- Rosponse for innar mathod containing
MSCHAP challenge-response

Inner EAP-MSCHAP authentication succeeded
Propared EAP-Success for inner EAP method

PEAP inner method finished successiully

Propared EAP-Requost with anothar PEAR challango
Returned RADIUS Accoss-Challenge

Recoived RADIUS Accoss-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge-
respanse

ISE has net confirmed locally previous successtul maching
authentication for user in Active Directony

Evalusling Authodization Palicy
Leoking wp Endpoint in Intornal Endpoints 105100 -
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Added the dACL specified in the Authorization Prafile

22081
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11503
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M 3853103 policy passad
Mew ing sossion d in S

PEAR authenlicalion succeeded
Propared EAP-Success
Returned RADILS Accoss-Accept
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