¥ A AR Lani® $I 23 (WLC)9800M & 7 38 Bll BR 75
5|2 (ISE)BY R 5 WebBg 38 (CWA)E 1T HE % ¢ 2

1— % —{@ERADIUS EBRI 2
2- WLCIH BB #8 [5 URLFIACL?

8 — BBBRTETEA ?

12 —FEBEAKK?

13 — AR  BEFBERUN?
14 - COA%kB?

@
S

AR B AHWLC 9800FISEH H S WebBR B (CWA)HE 1755 B kAR o

CES-C

ERFEALSHNEALRE , LERSRAEFEREANHEREESBEEEFEACWARERMR
;EZIKIE-'.?EF , RFIEEHRMECWANREE , cHBREREZERMNE RREE.

RS RAZBENE R, mMARERECWANMBI B, MAomEL R , ARINMTE
WLC EIWEHR AR ERN T HEUERRE.

o

s
fri

CWARAHFERAEEAMBALE (BB ABYOD ) ERENAMBEHARRERNE
E AR EESHEERMTACRA I TIEEREN K EIRSRBER,

LT RCWAEREM :
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DHCP Server DNS Server
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DHCP Server DNS Server ISE

Client

DHCP, DNSHE#FihE

ERREHEFimE EFER SR E R ER R BEREF PR K.
PEEARGTNEEERRR UL HFESHITHTTP GET

- 3R = captive.apple.com
- Android = connectivitycheck.gstatic.com
- Windows = msftconnectest.com

I BB R R ER R EHTIHRE

» Chrome = clients3.google.com
» Firefox = detectportal.firefox.com
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BEmaciBRBEFR

= Cisco |5 Operations « RADILUS
i ve Se
Live Logs Cisco
Misconfigured Suppiicants Misconfigured Network Devices
Time Status Details  Repea..  Identity Endpoint ID
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1 Authentication Details
o F2.A4:00,57:80 F2.A4.00:57:50.88
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Status  Policy Set Name Dascription Gonditions Allawed Protocols | Server Sequence  Hits
e
l Authentication P [ ]
Status  Rule Name Conditions Use Hitz  Actions
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AREERESHBE
2 - WLCHRIEFH E@URLFACL?
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8 Uub Cisco Catalyst 9800-CL Wirekess Controller

Sequerse T Souce T Oustnation T Destination T Souce T Destraton T
t Action ¥ Source i Y Wikdcand [ ‘Wikdcard Prosocol T Port Port SCP T g T

00020

B EEACLEE
4 — BEHFEHE®RBEWeb-Auth Pending?

BEFEAERFMET , B "Web Auth Pending, #REE, MRERERZMRE  BIBBRECH
KRS B RDPRUBAAAZ Z FMRadius NAC:

7> Clients Edit Policy Profile
Clients IPvé DHCP Required u

DHCP Server IP Address

D Clent MAC T P T WLAN T Client
Address Addr 6 Address AP Mame D T
= L] [ yPe AAA Policy
o B y "
. Allow AAM Override N
NAC State
NAC Type RADIUS v

e
\,

EFiRHMET. aaaBEFMRADIUS NAC
ERTIE?

RRMEMBR-TRE......

NS Quen: What pcanuseforcaptveapplecom?.__
N——— DB envespn coearsx )




DHCP, DNSHE#FihE
5-WLCRA AFDHCPFHIDNSHE ?

REWLCHHNEME[ACLAR :

B b Cisco Catalyst 9800-CL Wireless Controller " # ¢ ARG RO Q P
———— Edit ACL x
ACL N REDIRECT ACL Typ Al Exe 4

Rules

. T Souce T Destinsion T Destnaton T Swwcy T Desteaton T \
Action ¥ SowcelP T ‘Widcard P Wikdcard Protocal T Port Port osSCP Y g T

EWLCHEHEBEMHACLAR

EEMACLEE L REBpermitBARBMNEED , BEREF UdenyF IRBMEMEE D 2
B

EARGIFR | FMAFDNSHRERAREISE IPHst | WRHBESO(www) LY {EftcpiRE
6 - DHCP{AiR28 R B WDHCPEHR/FEK ?

MRBEDHCPR I , BMEEPC, EPCHLAEERERIBIRES ( HIANDHCP E /= R EFiB R ES
MAC) —##EA , HPRMATUEAZFiREEMACH N , I BRI REEEEPCHENRE Figs
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* ¢ Packet Capture

T Montor Convol Plane T Bluer Size
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AREFEDHCPHIWLC EPC

GigabrE et 1 s
- C ]
[m [ -
20 0157 Bt
A
1T Eaaan fre
— o T e T
T TR < Trassaction T taiidideie Wtrernet I, sec: f " B, DAL: BroRdCast [AFATLR AR
ar « Trassection 1o #0210 virtial L, ‘_
1) « Trasasction T teternet Protocsl vers: 3
P - Tratasctics uLer Datagrm protooal, Sre foet:
=P . Teasdsttise 1D SwlBdldsde Grramis =3t {endiperation Proteoad (Biroever)
= e e
= T
= + Trasasction
IWEINE 290285 GecP Sent as
=
2
= broadcast on
= =
258 o=y D ex1mdLsese VI_AN 3

BRRREEERPAHNE FIwVLAN:
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CISCo

Cisco Catalyst 9800-CL Wireless Controller

KA EERPAIVLAN

Access Policies } 0 L
R o WLAN ACL
TR LY , 0O -
BT o
WLAN Local Profiling URL Filtars

ERFWLC VLANAFIswitchport Trunk&g & FIDHCP¥#43 :



WLC1#show vlan

VLAN Name

1 default
2 employes
= Euest

11 mgmt

WLC1#show ip int
Interface
GigabitEthernetl
GigabitEthernet2
GigabitEthernet3
Vianl

Vian

Vian3

Vianll

[ Server Manager

(©)~  Server Manager * DHCP

active Gi2, Gi3

3 = SERVERS
active — T ;
active I8} Dashboard ! All servers | 1 tots
active i Local Server
= Filts p
WE Al Servers
br f#l 4D DS Server Nl Ihed fcdeess Wprogestity
IP-Address OK? Method Status Protocol i DHCP
unassigned YES unset up up - = AD-2016 198.18. 1 O e - Performa
unassigned YES unset diown e DNS
unassigned YES unset diown
unassigned YES NVRAM diown
198.19.2.2 YES MVRAM up up
198.19.1.2 YES NVRAM up up
198.19.11.18 YES NVRAM up up

It DHCP server is on different subnet

WLC1#show run int

vian 3

we need ip helper address on SVI

Current configuration : 199 bytes

interface Vlan3

description guest
ip address 198.19.1.2
m

VLAN, switchportIDHCPF##

EAATLEFVLAN 3SFERWLCH , MAE#AARVLAN 389SVI , B R EHFIBREDHCPRIARES
HIPH R , EVATRN F@ES , Rt HMAFTEESVI LREIPEB M.

REEBREREAERERERTREFFin FHEHSVI, EWLC LBEREE.

EEAERT , #BEEAip helper-addressii ST EISVI , EHRE N AMATE,

F—EBAFERERKREEERPEEDHCPRIREZIPH AL

Edit Policy Profile

a i
WLC1#show run int vlan 3

Building configuration...
Advanced

Current configuration : 141 bytes WLAN Timeout Faunc ot O
!

interface Vlan3

description guest

ip address 198.19.1.2 ' i ¢

l ip helper-address 198.18.133.1 ] . " 0 e User Dofined (Private) Netwark

u}
u]

no mop sysid
end

DHCP

DNS Layer Sscurity

' SVI can be at the WLC itself or in
\hthe Wired network

SVIS KRB ERERNIPEBER thit

A&, BULERAEPCREDHCPRRBAERABER , URDHCPRIIRER R A R ADNSH ARERIP:



Full DHCP exchange and DHCP
server offering IP and DNS servers

Ml reipeap - o x

Fille Edt View Go Captwe Anshge Statistics  Telephony Wirdess Took Help

aAm g @ ERE Qe=sET a0 EAQan

LI =Y )+

o, Time: Destraton Protocol  Lengd info 3 Frame §: JSS bytes on wire (2840 bits), S5 Bytes captured (2040 bits]

1 19238113 IS5, 66,365,355 O 43 DCP DiScover - TFRRIBERISA ID SxIEHITE » Eihernet &I, Sré: ware f nu [00i0e: 39 17:00:08), D5T: CAsco_od

195, 155.255. 155 DWCP ¥52 DHCP Discover » Transaction ID @xdcsadrc » Bed.3q wirtsal Lan, PRI 3
198,18,233.1 P 348 DHCP Discover - Tremsacticn ID GxICITC 3 Internet Frotocol Versio 4, 91 198,18, 133.1, D5t 199.19.1.2
.14, 3331 P B DACP Dlacover - Trafietion ID BxdeaRdTe ? Uier DtRErm Protocol, SO Pert: 67, DSt Port: 67

I 19.1.1 DR US55 DWCP Offer . Tramsaction ID xICHIITC | Evmemicives cenfigeraticn Pratecal (04fer)
199.19.1.2 P - Trangaction ID @xicamaTc Wt iage Wi_m meply (1)
158.19.2,13 (2 - TERRIBERISA IO BxIEHITE varduare typei Ethernet (Bu1)
198.19.3.21 P » Trantaction In euiceaNne sbmpiant L L
95,295,255, 055 DP - Transactien In GxICHITE Hopd: 4 )
96,755,255, 155  DeCP - Trastsetisn ID gxIcHITe Transactien To: s

SATiAN, ISANTE AW E9.3.3 198, 28,300.3 e = Transacticn ID SXICHNNTE "“‘“: ”“_““- *
&3, EEHE 1M.09.0.3 HIRTHTIEY (23] - Tranpacticn ID SxICHNNTE » Booto flagi: W (wnlcit}
199.19.1.2 P - Trassaction ID @xicsaie Cliest TP aadress: @
a3, P - TraRaERion T9 BXIHITC veur (¢hiiRt) TP addredi: 198.19.3.1
ELLTEL SR Lo dd = Traniaction ID GxICANITC Next Lerver IF addre: #8.18,203.1
16 W23-01-13 199,193,110 P - Trassactisn ID @xicsaITe Relay ageet TP addre 37,23

Cliest Mag pddress: S7:RA06R (F2:8410157 184:60)
CIEEST Rardware BSAreiE GASISE: DEMIRIIMIIINNN
HHEer POiT ras RSt Ehvin
Boat file rame pot glven
Hagic cookie: e

v gptisa: ($3) O=CP Metiape Type (odfer)

Lengeh: 1
P offer (2)

: (1) Subeet Mtk (295.255.255.8)

: (53) Panewal Tise valew

i (59) Revinding Tise valet

: ($1) TP Addreds Lesde Tise

8
]

i (3) mowrer
: (4} DOSRER MBS SEFvER

Domain nams Server:

opticn: (15) comain Nase
option: (186) Gnd

DNSfAR25IPHYDHCPIR M E A

7T— RERLABEEMD?

EFWLC EPCEREDNSA kR A EEEM

B )+

User Bategrem Frotocol, Src Port: 374, Bst Port:

am:8® PERER«aw@GTiFaaan
L1ES
™ Tet Source Probed > Freme 31 173 Bytes oA wire (1383 Bits), 171 bytes Captured (136F bits)
31 30T1-61-10 17106104, 004506 190190010 o T - 5 = > EUNMret 51, Src: WMare_f7:50:0d [ £2:00:00), CSt: CEECo_04106:6F (80iieifeiene

T 4.004505 198.19.1.11 o 93 5Tandard query Sxddls A comnectivitycheck.gitatic.com - virtusl Lan, PRI: @, DED
| s 156 Standsrd query TSN A wes, Eoogle,con » Enternet Protocel werstos 4, See: 2. u 6'.‘ s‘.', Dat: 198.19.11.10
! e s T Standard query Ex¥iab A wew. google.con » User Datagrom Protocal, Src Port: 5256, Dst Port: ST
-l- 196.19.1.11 ot 109 Stanard query respomse GiDls A CommectivETyCheck.gStatic.com & 12.151.163.9¢ ] 7 COTErel 4ed srovisioaing of wireless Access Paints - Data
- 190.39.3.11 oo 175 StAndird quEry FeSPORSE BBA1S A CoRMeCTIVETYCheck.gRTATIC.C0M A 142,251,363 ,94 [ ¥ EOKE 882.31 Qo Data, Elags: .......T

198.39.2.11 s 174 Standard query resposie BTIh A wew.pocgle.con A 172.251.51.047 A 172.253.63.9 | 7 Logicel-Link costrol

198,149,131 s 240 SEEndMrd query responte BxTISH A wew.poogle.com A 172.363.63.347 A 172.263.43 ) Internet Protocel Werslon 4, Snci 18E1%.1.10, D3t 4-‘-'-‘

»

DNSEHMERE

MREFECFZ BB

MREHE@ERER , A

ERATHE?
RRMEMBR-TRE......

[ ]

bosatn kame Systes [guery)

ARSI ERR Y EFHEMA P, $12110.0.0.1,

A REEIBRIDNSHEMERE.




8 — BERTHEREARME?

BREEAEREERTCP SYNEIZFERIES) , REWLCREZERE

1100
19.1.11
198,19, 1.11
198,08, 403
L5858 153.19.1.51

¢ BX3I54 A wtalk.poogle.com
50 Standard query BX3I54 A stalk.peoghe.com

164 Standsrd query @xi4sc & 1.android.pocl.etp.org
86 Stande
125 Stande

¢ OX34AC A T,0000038.5001.F1POTE

¢ response @254 A mtalk.google. com DUE moblle-gtalk.l.google.con
.google. com OuME mobile-ptalk.l.google.con
F55e1250 SACE_FERM TSvalad@ITES1767 TSecrs

dm @ - -l - iT =Eqaen
N [ or teppert == 80 (<] =
™ e K I rrotcal Lengt B 1[> Frome 687 156 Gytes on wire (3243 BAts), 456 bytes captured (1248 bALs
s 156 Standard query Enlbe A we. poogle.con Ethernet II, Src: Westre_f7iba0d (i 129:F7:00:0¢), Dst: Cisco_a:06: i (00:Re:i6:04:0)
s 7E Standard query Soidie A we, poogle.con R L i, {RETIS, [ar i gL
e 171 Stacdard query Sxafes & comectivitycheck. gitatic.con Ieternet Protocol Version 4, Snei 2.82.67.57, Dsti 196.1%,11.18
s 93 Standard query @xafcd A comnectivitycheck.gstatic.con e L
= R y RXBd A DGRt Chmtmigriatonchond con Comtrol dsd Provisioning of Wireless dccess Pofnts . outs
s 32 Standa ¢ GRBSd A asset.samiungvisioncloud. com TEEE B03.11 (55 BACA, Flags: .
1919101 ons 174 Standerd Guery response EXE2Be A wew.google.com & 172.153.63.105 A 172.353.63.104 | * Loglcal-Link Contral
re— s Internet Frotocol versiom 4, Snci 198.19.1.13, Dsti 142.151.163.34
L : Transaission
134.18.1.0 s 199 Standard query response Seafcd A cormectivitycheck,prtatic.com A 142,350, 163.84 dentral Frotocol, Sro Port: 45880, Dot Porti B, Sedi @ Leni @
19.19.1.21 o 175 Stancerd query response i A CONRECTivTYCRECK.EITITAC.COR A 142.251.163.94
1388 199.19.1.31 o T
5.8 199.19.1.81 o ¢ response BoREST A auset.samuegvitloncloud.con CWME Siudebuclodd
o5
oS
o
o
o

198,19, 1,11 143,351,163 .34 156 45358 + B [SYN] Seqed WineG5535

Iradd, poal mtp.org & 296.82.28.3 A 159.291.8
216 SEANGArd Gutry response WA A 2.8ndraid, pool Mtp.org & 206.83.38.3 A 159, 393.8

339110 18
330113 18

3.8.8:8 153,159,381

So many retransmissions
T ML E mhmimeaie v | 10 port 80 without
interception from WLC??

2023-81-13 18
1 36359113 18
134112 18
20IH-01-2F 18
188 3338113 18

g
158,19, 1.11 142.281.163.84 TP 156 SEEEE + B [SYW] Seqel WneGESEE Lened FESa1308 SADC_FERS TEvaledBSTESITLT Tiecrs

2023-91-13 1898139, 384574 198,15, 111 172.353,63. 196 156 55348 + B [SYN] Seqel WAneG55H5 Lened FG5«1358 SAOC_FERM TSvalsJ173B24558 Tieors

TCPE#EEF1£80

HERMTUESEAERKTCP SYNH SEXZELRES) , BRENEEAEE , mMESHIT
TCPE%&E Al o

BRESEMEEDPEMip http servertp T, IE 5| B¥ IR 2 15 M AL & 7 £ Fwebauth-http-enable:

WLC1#shem run | 1 http HLC1®show run | b parameter-map type webauth global
redirect for-login http://portal thewifilab.org/login.htal paramster-map type webauth global

http://108.19.11.10:80 type webauth

wvirtual- ip ipwd 192.8.2.1 virtual-host vip.thewifilab.org
1ab.org.pFx

HLC1®

fTECINTonT £

Enter configuration cosmands, one per line. End wi
WLC1(config)#ip hitp server

gnrallment url

th CNTL/Z

i nc ip nttp ser

local

ip nttp secure-server
ip http secure-trustpoint _.thewifilasb.org.pfx
ip http timecut-policy idle 880 1ife 56400 requests 25
ip nttp session-ldle-timeout 1209

destination transport-sethod hitp

wLcie])

r'ed-reﬂ fo"-login http: //portal.thewifilab.org/login.ntal
ttp:/r198.19.11.108:88

ation local
ip http secure-server
ip nttp secure-trustpoint _.thewifilab.org.pfx
ip nttp timeout-policy idle 689 life B6409 requests 25
ip mrep zassism-idle-timenur 1200
destination transport-method hitp

httpfR &5

HITHH TR , W.CERBTCPAREXB MNP , LEEEAERLETEHREM.,

I dm @ e Qe Ta
N [tep.stream eq 3 BLd )+
™ Tme Sonrce Info Frame 01 144 bytes on wire (1152 BIts), 144 bytes coptured (1182 bits)
$5 3030.00-10 19:40:48, ERLHEE 190,30.1. 01 46106 + B0 [5WN) $0qed MinebSEXE Loned MESeA3E SACK PURN TvalaMORIITIO Therd | 7 FRDETRER DX, SrC: C500_04106:F1 (091 16: 16:04:06:11), Dst: vowre_f:
60 20200310 19710144, E21956 142,391,160, B0 5 L6136 [SWN, ACK] 583+0 Atked WER-GAT04 Leted MES.ADE SACK_PERM TSval-252143 N rrotecel versien 4, e i L L
€9 2020000010 19110144, TESYSS 190.19.1.11 46106 + B0 [ACK] Seqel ACkel WiNe§5536 Lened TSvaleDOREIANETS THECre25)316TH0 User Cutagrem Protocel, Src Portr 5347, Bst Port: 5354
GET fpenerate 04 WTIPLLA Ceetral Asd Frovisioelng of wireless Afcess Palnts - Dats
90+ L6136 [ACK) Sedel WAASE451T Lened TEvala2SI3600 Toecralidalangng || TEEE 393.11 o5
1.1 200 O (text/ntal) Typ pei QoS Dute {dobd
80+ 46136 [FIN, ACK] $09e87) ACKsZ0 Winsf4512 Ltred TSvaleZ$IB1060YS TSecrsdoed Frome Conbrol Flald: dechlis
46106 + BO [ALX] Seqe138 ACKaBT) WIReETSEA Lefed TSvaleBOAIAISEE TE4Cre251010609 (R D e b
142, 351, 060.94 o 143 6136 + B0 [FIN, ACK] Seqelil ACKsET4 WinsfTSEA Lemed TSvalslOOEI43S4T TSecrsS)Y ReCHiver bidred i
] B3 3020-03:13 49100044, 903950 343,350,060.48  1MI%.0 e 136 80 = 46036 [ACK] 569078 ACKe33P WIRe$4512 Lened TSvAN=SNIIITNAL THECr=D09804TM4

wans o BRI = Fregeent oumberi @
000 BIG0 D008 ... = Jeguence cusber: §
Qo8 Costrol: dubedd
Legdeal-Link control
Internet Protocel Verslen 4, Src: 143.391.343.54, Dat: 198.39.1.11
Control Protocel, Src Port: B9, DR Port: 46106, Seq: 9, Ack: 1, Len: @

WLCHTCP#HE
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FinB AZISERREBEAMF

¥

9 — BEFIRRR A LUEITISEERSE ?

REEEMQURLEEHERAIPREHESE  UREFREEHENISEEHS

Results

Aceess Trow = MOCESS WOTERT

OV D = e =L e T or Ot S0 Bt ey Poeseond - Sy B Bo0rta—0cT L2000 Setiek 1537 be SOOI IRA S By - risettoeChd ]

ISEE#E AT

EEEMURLEZSISEFHEREHRE —EXREE  EFFREEELEZAETHE BN AISE P
it MREAEHE , FRATLUBEBDNSHET,

10 —EARHEMEEHA ?

MREFIHAREZRISE PSN , fEAWLC EPCHIISE TCPdumpifTE . fEWLCHISE LEEN
SRR



[« JEUTIe
cisce

el 2157 B8 = Cisco

Diagnastic Tools

A8 TEP Dusp

WLC EPCHIISE TCPDump

BEBRREZ , WEHELYEBRE, EHEMITUSRISETHRECHEN K RREFiRMISELE
8443 L B3R -

[ T T

B+

= LT, 8 IYES Chytarsd (79 WAL
uuun UMM, G SIZALALISTIMIN (FanieT

7Y 1-A-11 40 00 0 BTN 190,10, 1410 190 18, LK 37

WLCHISEFR 2

M — RITEEARESEFLLER?

MREHEISELERERERE  IEFFREABENSEFIFEARRN , FRFRERHRLEE

o

FEWLC EPCRISE TCPdump Lt , B J ABRFBISEREREZEE.

EARGIF , BPATUEREFREF IR HEHRERE : s , 1R : certificate
Unknown) , R RISERERH ( ZEME)



|

d = @ BB ] = =
»I.nm-. B99. 19, 1. 11 and ot iowp. [x] -] %
Time Source Destrstion Promesl  Lengd Info Frase 164: 71 Byted &8 wire (504

O DEID-0E-1D IRIAR. MR 1ML IR0 1ML RNLET TER T4 e - a0 [B]) Seged wirefE)E Loned MEEa1300 Ethernet II, Src: viaare_f7:00:40 (00:
| 02 M2D-M-10 1911040904074 199.30.000.27 199.39.3.33 74 8440 = 19485 [SYN, ACE] S8QeD Atkel MIRSI960 m Trternet Proteced Versien 4, Sroi 198
198,18, 180,27 66 M4 = BHD [AX] Segel Atkal trel Pretocal,
194,18, 183 57

198.19.1.11

198,19.2,11

sre Po

M5, B-l Port: Bad), Seq: SAN, Ack: 2861, Len:

N

fcate unknown)

148,381

oeacription: <rrtlf-<-1r urknown [44)

155, 545245
5.5

scr L4910
TSeCreiaaies
secr-ca93e3

MREFFRETRE , AEE SN TR L

rode Sl entia
sEgUEA

We can
bypass
arning

TMEEISERENEFiREKE




EF k% ARCoA
12 —hBEB ALK ?
BEISERFGUER S ORFBLAN. BRRIRER,

Ciseco |SE

Steps

Authentication Details

B  Make sure you using correct
kcredentials ©

RABEREE RESPRBANK
13 — B AR , EFRBERUN?

BWEISEHW K BESOHRIBFHEFANER
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Still getting Redirect-to-Portal 7777

E#EmEE

EUEH P  RATUAEIEAERBANGEZSEMNEQURLNEM BEGACLAYREREE, &
SEYEREL@E,

BMEXRKE, EEERZ B S EREGuest_Flow:

Status  Rule Namo

Guest_Flow3R &I

14 - COAKRE ?

{FEFHEPCHISE TCPDump , I T LABRRCoATRE ., BRFEWLCHIISE Z BRI CoAE(1700) 2% FARK
. BRAASMITH,



ami@ EE ]« LN
W rada [%] -]+
m Frame J52%: 248 bytes on wire (A%BS bIt3), 248 bybes captured (1984 Bits)
Etherret 11, Sr 29:07:00:04), Dst: Clsco R4zoecff (BO:leifs:as:o)

DR: 290.19,11.30
t: 170

23 2
12 3
313 20201 il 195.19.11.38
| 351 202341 3 195, 18,133 .27
143 28208 > 1 7 198,19, 11. 18

| 338 28234 a: 158,19, 1038 BADIUS 248 COA-Request des

| ¥oep 198, 18,153 .27 RADIUS ATE & de217
a1 3 ¥ 198,18, 10037 RAOIUS 118 &
3543 2030053 198 SHLATERED 158, 18.130.37 158,19, 18,30 DTS 166 Access.Aceest idedl?

CoARE

S
Mg E174XREBIRAS , FREERERADIUSHREH bR ECOAFNRESR. £

REARSRERNSER (EISELERERAARNER ) . HENERCARE—ETHE
REAESBNER (MR HLAELBIERADIUSHIRRZREERN £ ) . F£Cisco IOS® XE
17.3% , Web UHEE A EECOAZ MM R L A S8,

BiRA17.6.142 , IEHFEZERADIUS ( BECoA ) » MEERISEFBEAMRRADIUS , BIEE
LEAERE -

<tfroot>

aaa server radius dynamic-author
client 10.48.39.28

vrf

Myt - i nt f
server-key ciscol23

interface GigabitEthernet0

vr f
f orwar di ng

Myt - i nt f

ip address X.X.X.X X.X.X.X
!if using aaa group server:

aaa group server radius group-name
server name nicoISE

ip

vrf



f orwar di ng

Mgt - i nt f

radi us

source

-interface G gabitEthernetO

e
B RIRAHCWAE %

- BREFWHMAAERHVLAN LI EFIPH#uEFIDNS,

- EWLC LEEE FinsMEANETER THELIREDHCPR#,
- BEEFHETRIBDNSHET EME,

- #cmd pingE# 2,
- WLCAZE1ER80 L{E5E

- BFELE M Tip http serversl £15 5| B M @5 TS webauth-http-enable.
- EEHRBERY  BEISELZEZEERE.

- EEAECWANWLC LR ESEERH.
- ISEE#REIE "Continues BH S MEBRFBRE (MR KRKIFEHE )

- A ZEMNSEEREERLERURLEE [ FMACL,

URBEHRPEANEETLSR

« WLC EPC
- AEPEREES . DHCPI#E , macibit,
« WLCES#2:5S
- BEEFHRTLFMEA.
+ WLC RAE it
- EWLCHREAFMEAEITEE,
- ISE BDEFEC 8%
- B EBmEFEENRA.
« ISE TCPDump
- TEISE PSNTHINEE R THE,

2EZEH



f£Catalyst 9800 WLCHIISE it & Ff R \WebE % (CWA)



https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



