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Policy Profile: PP_Guest

. Central Switching: Disabled
WLAN Profile: WP_Guest Cantral Auth: Enabled

55I0: Guest Central DHCP: Disabled
Policy Tag: PT_CANOL | Layer 2: Security None Vian: guest (21)
Layer 2: MAC Filtering Enabled AAA Policy: Allow AAA Override Enabled
Authz List: AAA_Authz-CPPM AAA Policy: NAC State Enabled
AAA Policy: NAC Type RADILIS
AAA Policy Accounting List: Guest_Accounting

AP lain Profile: MyApProfile
NTP Server: 10.0.10.4

Site Tag: ST_CANO1
Enable Local Site: Off Flex Profile: FP_CANO1
Mative Vian 2
Palicy ACL: CAPTIVE_PORTAL_REDIRECT,
ACL CWA: Enabled
VLAN: 21 (Guest)

5GHz Band RF: Typical_Client_Density_r{_Sgh

HFTag: Emnd"_RF 2GHz Band RF: Typical_Client_Density_rf_2gh

Bl B Rh & AR A CO8005| &

C9800 — FhEFHIAAAKERE

N 5 BERCiscot#E8ID CSCVh03827 | BRERESN B ARE. BENDIEAA) RS E
TESYE , A EKBWLCH B Session|DIEHE 4 Kt 1T ClearPass RADIUSA #E,

S ER 1. #8Aruba ClearPass DMZ{A] R25 #T18 F/9800 WLCELEH , WE I SR BBHEEFE, 8E
Z Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > +Add , A& 8 ARADIUS{RIfREFE A


https://tools.cisco.com/bugsearch/bug/CSCvh03827

Create AAA Radius Server *®

Name* CPPM
Server Address™ 10.85.54.98

PAC Key

Key Type Clear Text v
Key* (@

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

Support for CoA ENABLED .
[ D Cancel | Apply to Device

B2 AREEZAAAFRESAE , WAL B1HEENFRES 2 EG U AIRESHE. B Z configuration >

Security > AAA > Servers/Groups > RADIUS > Groups > +Addo

Create AAA Radius Server Group ®

Name* \ AAA_Radius_CPPM|
Group Type ‘ RADIUS
MAC-Delimiter ' none v
MAC-Filtering ' none v|
Dead-Time (mins) ‘ 5 ‘
Source Interface VLAN ID ‘ 1 v \

Available Servers Assigned Servers

' CPPM

ale

A
i< ()

O Cancel = Apply to Device




55552 32%55%55 &ﬂi%ﬁgﬁiflﬁﬁﬁgﬂﬂﬁiﬁquEﬁﬂ’gﬁﬂﬁﬁfrﬁo igﬂi‘t:?:Configuration > Security >

AAA > AAA Method List > Authorization > +Addo iggType Network %&EAAA Server Group*/': BR2HEE,

Quick Setup: AAA Authorization

Method List Name* ‘ AAA_Authz_CPPM ‘
Type* ‘ network v ‘ ©)
Group Type ‘ group v ‘ @

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups

" radius AAA_Radius_CPPM
Idap
tacacs+

PO
©UOEE

=1 Apply to Device

*y':ﬁ 42%%5%595 &ﬂﬁﬁ%ﬂﬁﬁiﬁ/ﬁﬁﬂtgﬂﬂﬁiﬁZq:Eﬁﬂ’gﬁﬁﬁﬁfrﬁo igﬂi‘t:?:Configuration > Security >
AAA > AAA Method List > Accounting > +Addo %T?ﬁi&ﬁ ':F' EEType Identity , %&T:EAAA Server Group*/FﬁZ ':F' ﬁﬁ'
A=

Quick Setup: AAA Accounting x

Method List Name* AAA_Accounting_CPPM
Type* [ identity v @
Available Server Groups Assigned Server Groups
radius AAA_Radius_CPPM =
1> - - A
Idap 9 -
tacacs+ &3]
) &)
(«)

C9800 — REEHME[ACL



EFEQACLEEZEMEREXEEHREMEFEAORY , MBLREAFBEBMEIEEHRER,
1B , ACLdenyR TEBEMERLEIR , Mpermit R REHEMBA O, BRAESERE
, EEMNHEESHEEACE)EEYEAOMNERENCEMNACER , XBZERREN S M,

BB Z configuration > Security > ACL , SARTE & — B AcapTivE_ PORTAL_REDIRECTHIRTACL, EALLT
ACEREACL:

ACE1 : A aARARZE N EME(ICMP)REZBEED , TEARBBZTEY,
ACE10, ACE30 : AFFZ A DNSHERFIDNSMREE10.0.104 , YEFREEE[RIME,
BEFEREEDNSEHMEEERE,

ACE70, ACE80, ACE110, ACE120 : AfFEABEMF — MR RTMEEPEN
HTTPFIHTTPSEAR,

ACE150 : EERMAHTTPRE ( UDPES80 ) .

Sequence v Source +~ Source v Destination + Destination -« Source ~ Destination -~
A Action ~ IP Wildcard P Wildcard Protocol  ~ Port Port

1 deny any ey icmp

10 deny any 10.0.10.4 udp eq domain

30 deny 10.0.10.4 any udp eq domain

70 deny any 10.85.54.98 tcp eq 443

80 deny 10.85.54.98 any tcp eq 443

110 deny any 10.85.54.98 tcp eq www

120 deny 10.85.54.98 any tcp eq www

150 permit any any tcp eq www

C9800 — BHEWLANGR EERE

BB 1.8 Z configuration > Tags & Profiles> Wirdess> +Adde 22 M ¥THYSSIDEL B8 ZWP_Guest , I E#EH
EEFimBBiHYSSID 'Guest's



Add WLAN x

General Security Advanced
Profile Name* [ WP_Guest Radio Policy | Al v J
SSID* | Guest Broadcast SSID
WLAN ID* | 3

Status enasled [

| Apply to Device

R —HFEEAWLANT | B E 512 15 5 security > Layer 2o

— BOEREERX &

-MACIBIR : ERA

— BEEE . TRLBREHMAAA Authz_ CPPM ( ES B3 TEE, EBAAB BN —22 )

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Lobby Admin Access

Layer 2 Security Mode None - _
Fast Transition Adaptive Enab... ¥ '
MAC Filtering v '
— Over the DS
OWE Transition Mode v

Reassociation Timeout 20

Transition Mode WLAN ID* 1-4096
Authorization List* AAA_Authz_C v | (D

=! Apply to Device



C9800 — I FRAIGRERESR

£C9800 WLC GUI L , Efif Z configuration > Tags & Profiles > Policy > +Addo
&7 . PP_Guest

AREE : 2R

SRRk 2R

Eh50RE  SBA

FRDHCP : E2H

PREAE : EE

Add Policy Profile =

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* PP_Guest | WLAN Switching Policy
Description Fokoy Frofeifor G"EStI Central Switching @ oisesLen
Status enasleo ([

Central Authentication evasteo [

Passive Client @ oiseeLeo Central DHCP @ oseeen

Encrypted Traffic Analytics . DISABLED

Central Association @ oisasen

CTS Policy Flex NAT/PAT @ oseee
Inline Tagging
SGACL Enforcement

Default SGT [ 2-65519

[ Apply to Device



Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

Name* PP_Guest WLAN Switching Policy

ipti ' Profile for Branch '
Description rofile for Branch Guest Central Switching B osasLed
Status @ oisasLen

Central Authentication enasle [

Passive Cli DISABLED
e Client [ Central DHCP @ osasLeD

Encrypted Traffic Analytics . DISABLED

Central Association - DISABLED

8

CTS Policy Flex NAT/PAT @ oisasLeo
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Access Policies B 2 [5] — ¥4 58 75 $2 A1 Y Add Policy Profile L & o

- RADIUSZ #7 : BRtA

- VLAN/VLANAE : 210 ( B , VLAN 2102885 X #E B HE AR VLAN )

“~ 5XE : £9800 WLC EHIVLANT . VLAN/VLANEE BIVLANGRSES , FEEXHFlexIHE
VLAN,

EHERE : MRWLCHFlexBLEERTER T HERFlexsh FVLAN , AIBREEERID
CSCvn48234 8 E X % EHESSID,


https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile »®

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling v WLAN ACL
HTTP TLV Caching IPvd ACL ( N |
DHCP TLV Caching )
IPv6 ACL v |
WLAN Local Profiling
URL Filters
Global State of Device ® - !
Classification Pre Auth - |
Local Subscriber Policy Name ¥ Post Auth | ¥ |
VLAN
VLAN/VLAN Group 210 -
Multicast VLAN | Enter Multicast VLAN

1£ [E — ¥ 55 HE H Add Policy Profile , 81 3% IE < Advancedo
— RAFFAAAEE : BERA

- NACHREE : ERA

- NACE 5l : RADIUS

— RCHRAEE : AAA_Accounting_CPPM ( E5BRAFER, EFAAAABLEMN —EB% )



Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile -
Session Timeout (sec) 1800 mDNS Service v
: - Policy \ l
Idle Timeout (sec) 300
Hotspot Server -
Idle Threshold (bytes) 0

User Defined (Private) Network

Client Exclusion Timeout (sec) |v| | go
Status

Guest LAN Session Timeout
Drop Unicast

DHCP
Umbrella

IPv4 DHCP Required S
Umbrella Not Configured v
Parameter Map

DHCP Server IP Address Clear

Flex DHCP Option
Show more >>> for DNS
AAA Policy DNS Traffic

Redirect

Allow AAA Override v WLAN Flex Policy
s ST = VLAN Central Switching

RADIUS (
NAG Type v Split MAC ACL v
Policy Name default-aaa-policy x '

— Air Time Fairness Policies

Accounting List AAA_Accounting_( v | () x

2.4 GHz Policy -

N =% - BACI800 WLCLUEZRADIUS CoALE B S 4@ sR T 324 (NAC)RAE — LA .

C9800 — HKEERE

1£C9800 GUI L , & ZF configuration > Tags & Profiles > Tags > Policy > +Addo
— &% . PT_CANO1

— FR : CANO1 2 2 Uk B AV R

ER—HEE AP Ad Policy Tag , TEWLAN-POLICY MAPS | , 38— T +Add , 2 BIE M BIWLANEL B g5
BB RBEEER



- WLANEL E#E % : WP_Guest

— FHRBEEEZR : PP_Guest

Add Policy Tag x

Name* [ PT_CANO1 |

Description [ Policy Tag for CANO1 |

Vv WLAN-POLICY Maps: 0

WLAN Profile v Policy Profile

W

0 10 v |items per page No items to display

Map WLAN and Policy

Policy Profile* PP_Guest

WLAN Profile* WP_Guest v

RLAN-POLICY Maps: 0

=| Apply to Device

C9800 - AP A EER

1£C9800 WLC GUI L | Efin Z configuration > Tags & Profiles> AP Join > +Addo

— &% : Branch_AP_Profile
- NTPfEIBRES : 10.0.10.4 ( FSREREEE ) . ERBranchhHAPAR RS HWINTPRIARES.



Add AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS

Name* Branch_AP_Profile OfficeExtend AP Configuration
Description Branch AP Join Profile Local Access v

LED State xd Link Encryption ¥

LAG Mode Rogue Detection

NTP Server 10.0.10.4

GAS AP Rate Limit

Apphost

= Apply to Device

C9800 — EMERERE
MERRMERZEMALY  TUSERARSELLE.,

#FlexConnectBf BH BN T , MRME D X EB U RERBENVLAN ID , RIETAEEFEAERE
HEMREER,

S ER 1.7£C9800 WLC GUI L , BE = configuration > Tags & Profiles > Flex > +Addo
— %% : FP_Branch
— ZRBIVLAN ID:10 ( EEEAFERARHAVLANY EEEFAPEENHKETEE )



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
Name* FP_Branch Fallback Radio Shut
Description Branch Flex Profile Flex Resilient
Native VLAN 1D 10 ARP Caching d
HTTP Proxy Port 1] Efficient Image Upgrade o
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Policy Join Minimum Latency
Inline Tagging IP Overlap

SGACL Enforcement mDMNS Flex Profile i

CTS Profile Name default-sxp-profilex v

| Apply to Device

£ R — ¥ 5EAdd Flex Profile , BB B &rolicy AcL , REIE— T +Addo
-ACL#&# : CAPTIVE_PORTAL_REDIRECT
— FRWebERE : EBAH

EFlexconnectE B | EEEMEAPEREMARCIS00 L BER K BEZSEAPEAM THEEMD
ACL,

Add Flex Profile ®

General Local Authentication Palicy ACL VLAN Umbrella

Add

Pre Auth URL  ~ ‘
ACL Name ~ Central Web Auth ~  Filter

ACL Name* CAPTIVE_PORTAL_F

0 10 + | items per page No items to display

Central Web Auth i~

Pre Auth URL Filter

v
| Apply to Device

BAEE )

i

R — ¥ FEAdd FexProfilefEA |, EfEIVIANE B IR — T +Add ( &
-VLANE T : 5%

s
N2

2]

- VLAN 1d:210



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
Add
VLAN Name v ID ~ ACL Name v ‘
data 2 VLAN Name* guest
1 10 v |items per page VLAN Id* 210
ACL Name k:

=

C9800 — UL BHEEH

1£9800 WLC GUI Lt , EBE Z configuration > Tags & Profiles> Tags > Site > Addo
) AE . ABRALAXEMERRSSIDRRIREBEY — B — L RER (WR ) .

IBVE, WLEEBNFlex Profilefil B 2 EH 1-1% 1R,

SRR RSN ARRE BB ENEREEER. SEFlex Connectih & % AT LAA 100/E#EEA
£

— &% : ST_CANO1
-APHI ABLEREZ : Branch_AP_Profile
— EMEEREZER : FP_Branch

— AR ILE 2R

Add Site Tag X

Name* ST_CANO1|

Description Site Tag for Branch CA
AP Join Profile Branch_AP_Profile
Flex Profile FP_Branch =
Fabric Control Plane Name v

Enable Local Site

~| Apply to Device

C9800 - RFEEEHE



1£9800 WLC GUIE , EBE Z configuration > Tags & Profiles> Tags> RF > Addo
— &% : Branch_RF
- 5 GHzSE % 5138 (RF)EL B #& X : Typical_Client_Density_5gh ( R EZAVIRIE )

- 2.4 GHz3EERRFELEHE R : Typical_Client_Density_2gh ( R EZHIRIE )

Add RF Tag x

Name* ‘ Branch_RF]| ‘
Description ' Typical Branch RF
5 GHz Band RF Profile LCIl'ent_Density_rf_Sgh . ‘
2.4 GHz Band RF Profile ‘ Typical_Client_Densi » ‘

(=] Apply to Device

C9800 — BAPH FIER

EMERENUEERNER D EEIIBPHNZEAP:
— ERAPEBN 2 E , R EAPE AL+ Y1 A8 LAY regex# Al (Configure > Tags & Profiles > Tags >

AP > Filter)
- AP Z K #BMAC b 11t 99 Bt (Configure > Tags & Profiles > Tags > AP > Static)

TEfEACisco DNA Centerty 4 EZFEF |, MRUEZRFEADNACKAP PNPIER , SifEA9800+ 1
ﬁj\:E’gﬁﬁ,‘éﬁt)ﬂﬁ%ﬁﬁ%ﬁ(CSV)tEHﬁi ) Lj\ﬁﬁ%@bﬁ\ﬁ{ﬁ{EAPo j%Eilif,:zlzConfigure>Tags& Profiles >

Tags > AP> Static > Add(78 /£ B Upload Filel IH),

- AP MACHult : <AP_ETHERNET_MAC>
— REGRE M - PT_CANO1

— VR EB AT - ST_CANO1

- RFEE& &% : Branch_RF

N 5 HCisco 10S® XE 17.34ckE |, SAL4HIERSE1 000EERE XA, MBS hEy
SESEERAEB L MR | B AR AN SMACS R,



Associate Tags to AP %

AP MAC Address* aaaa.bbbb.cccc |

Policy Tag Name PT_CANO1 - |
Site Tag Name ‘ ST_CANO1 v |
RF Tag Name [ Branch_RF . |

=] Apply to Device

“~ AE  2E  EFAERAPEBERKR TN ER DB S % , 55E M Z configure> Tags & Profiles >

Tags > AP > Filter > Addo

— # 7% : BR_CANO1

-APEBERRTR | BR-CANO1-.(7) (LA RISRAE B P IR AMAPE BN ELE ., EAXRRHIP , EHK
PEGEBEAPEBWMANAP , ZWMAIEE "BR_CANO1 — , , BBREELEFT. )

— BEIERF 1
— FHEREE : PT_CANO1 ( IESH )
— VR BEB AT - ST_CANO1

- RFEZE A M : Branch_RF

Associate Tags to AP %

A Rule "BR-CANO1" has this priority.Assigning it to the current rule will swap the priorites.

Rule Name* ' BR_CANO1 \ Policy Tag Name | PT-CANO1 x v
AP name regex* [ BR-CANO1-.{7} ( Site Tag Name | ST_CANO1 x| v
Active YES . RF Tag Name ‘ Branch_RF x v
Priority* [ 1 ‘

= Apply to Device

Bt i@ Aruba CPPM{5I 18




EBEERAruba CPPMEENEE/REER |, mBEZEHANHPE Aruba SEE R,
Aruba ClearPassfAI IR 2S5 #1 1A EL &

Aruba ClearPassfE A B E L& N (OVF)EREPBEESXi <>fRfR:F L , ZARB[IEUATE
iR

- W{ERZENERECPU

+ 6 GB RAM
- 80 GBHifR ( X BAHEMKERMB[MBRFEHNE , RRIERAKMER )

REERE

&8 B 55 A 5F Al Administration > Server Manager > Licensingo Add Platform, Accessl Onboard licenseso
fAIfREE EHE

& fi71 B Administration > Server Manager > Server Configuration , A &1 1E 3T B A CPPM{E AR ES,

— FEH#E : cppm

- FQDN:cppm.example.com

— BREERIPHRULNDNS

Administration » Server Manager = Server Configuration - cppm

Server Configuration - cppm (10.85.54.98)

m Services Control Service Parameters Systam Monitoring Network FIPS

Hostname: |cppm
FQDN: cppm.example.com
Policy Manager Zone: default w Manage F

Enable Performance Monitoring Display: Enable this server for performance monitoring display

Insight Setting: Enable Insight Enable as Insight Master Current Master:cppm(10,85,54,98)
Enable Ingress Events Processing: [l Enable Ingress Events processing on this server
Master Server in Zone: Primary master -
Span Port: == None == w
IPva IPvE Action
IP Address 10.85.54.98
Management Port Subnet Mask 255,255.255.224
Default Gateway 10.85.54.97
IP Address
Data/External Port Subnet Mask
Default Gateway
Primary 10.85.54.122
Secondary
DNS Settings e
DNS Caching Disabled

4 R CPPM WebfAl BRE B E(HTTPS)

E ClearPass Guest Portal EHBIBHTTPS 2R ER T 2 XMBHPHBEWIINHEE Pkl |, ££4
WEE,



S 1. LECApub chain& &,
B {7 = Administration > Certificates > Trust List > Addo

— A% BAHEM

View Certificate Details Q

Subject DN:

Issuer DN:

Issue Date/Time: Dec 23, 2020 16:55:10 EST

Expiry Date/Time: Dec 24, 2025 17:05:10 EST

Validity Status: Valid

Signature Algorithm: SHA256WithRSAENcryption

Public Key Format: X.509

Serial Number: 86452691282006080280068723651711271611
Enabled: true

Usage: EAP RadSec Database Others

“Updste [l Disable J Export J Close

FR2 BURBEIEEFR

& ff7, 2 Administration > Certificates > Certificate Store > Server Certificates > Usage: HTTPS Server Certificateo
— & —"F Create Certificate Signing Request

— BAE® . CPPM

— ﬁtﬁﬁ . cppm.example.com

BRIEFZSANERA ( SANH X EFEELAERE , IPHHMFODNLAARIBZERE ) . BINADNS

,DNS:



[¢]

Create Certificate Signing Request o

Common Name (CN): \cpprﬁmﬂﬂzﬂlﬂml |
Organization (O): [Cisco ]
Organizational Unit (OU): [Engineering |
Location (L): Toronto |
State (ST): ON ]
Country (C):

Subject Alternate Name (SAN): [DNS:cppm.example.com ]
Private Key Password: EEERRRTTPRP P |

Verify Private Key Password: — [ceeecescenecnn. |

Private Key Type: [2048—bit RSA V]

Digest Algorithm:
| Submit JR Cancel |

SR 3HELBEFENCAF , HEEHELRCPPM HTTPSARICSR.
SR 4 3B fj Z Certificate Template > Web Server > Import Certificateo

— BERG  AREEE

— R . HTTPARSRESE

— BEER  AEYBEFECAEEHNCPPPM HTTPSIRKR &



Import Certificate Q

Certificate Type: | Server Certificate v |

Server: [cppnm—vj

Usage: | HTTPS Server Certificate v|

Upload Method: Upload Certificate and Use Saved Private Key v
Certificate File: | Browse... | No file selected.

#§C9800 WLCE &R A MK E

B i1 Z Configuration > Network > Devices > Addo

— %% : WLC_9800_Branch

- IPSL 7Bt - 10.85.54.99 ( ELHERAEE )
- RADIUSHAZE R : <WLC RADIUSZ >

— HLIEM AR : Cisco

— FBXFARADIUSE)RE#Z4E : 1700

m SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: |WLC_9800_Branch |
[P or Subnet Address: [10.85.54.99 |(e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: [cisco 98@@ WLC for Branch Guest Wifi
Y
RADIUS Shared Secret: | e VErify:  |ssssssssnscases
TACACS+ Shared Secret: | | Verify:
Vendor Name: Cisco Il
Enable RADIUS Dynamic Authorization: Port: 1700 |
Enable RadSec: O

& A D EHEMCoART K2R

HEEREFRELENARREFTEE, MRKRBETRSE , WETRGEETFHE—EETHE
RWebMIFEER , MARN NETHRE, EfT.
ERERGTRRER



- FIFWebZEAFHHEES : WETRSBKEELZNEENER , ART AFFEHEMFEEEX
CPPMERFSMAEE M, MK IHBEEZBM "Alow-Guest-Internety B , LA R B CPPME!
WLCHICoAHERR, E i Z Guest > Configuration > Pages > Web Loginso
— J&#EGuest Portal Name: Lab Anonymous Guest Registration ( tt55% P9 F EHEfi & 0 E
i)

— & —T Edit
— B ALLE : 6%

~

* Login Delay: 6
' The time in seconds to delay while displaying the login message,

« ClearPass CoAIEE:TEFEY | ERIEECoAFN EftClearPassEIAEIWLCH ELE ., ECoARER
(ACK)EWLCEE 2 &l , CPPMEXE AR BME Finin AV IRE | KEAMITIHIERE, B
FRAHBRREWLCHAZEWEERE , MRCPPME RTHKHBHENER , RMEKRKA
WLCHIFRADIUSEFEER R EMFBHAIMABRB ERRMATE , REBAOTFREMERE
F’]EEo 2"'EEECPPM > Administration > Server Manager > Server Configuration %?ﬁ&ECPPM Server > Service
Parameterso

- RADIUSEH & # (DM/CoA) iEB — R ARH

aruba ClearPass Policy Manager

Dashboard [:] Administration » Server Manager » Server Configuration - cppm
(=1 Monitoring o Server Configuration - cppm (10.85.54.98)
- Configuration o

"\ﬂ Administration

ks

#* ClearPass Portal

G Privil
5 Users and Privileges System Services Control System Monitoring Network FIPS
¢ Server Manager

¥ Server Configuration Select Service: Async network services v
* Log Configuration
i = Parameter Name Parameter Value

#* Local Shared Folders
Ingress Event

47 Licensing

/* Device Insight Batch Processing Interval 30 seconds
& External Servers Command Control
4° External Accounts RADIUS Dynamic Authorization (DM/CoA) Delay 5] seconds
Certificates Enable SNMP Bounce Action FALSE -
#° Certificate Store Post Auth
& Trust List Number of request processing threads 20 threads
o REveEationiLES Lazy handler polling frequency 5 minutes
Dictionaries
% Agents and Software Updates Eager handler palling frequency 30 seconds
% Support Connection Timeout 10 seconds
Palo Alto User Identification Timeout 45 minutes

ClearPass — A& CWA#HRE

ClearPass-side CWAERL & FH (3) AR 7% B4 /P& ER AR AX,

ClearPasstF BR %5 2 B B

;ZU % ﬁ E%E'H:_A”OW-GUGS-I nternet=
TRUE , B|AFEEAREE. &
Bl | %3 RedirectF COA:

Reauthenticateo

1. R EEE R : MacH 0B ®




#RAnonymous login AUPEH

2% WebEA S HRBERE LTS B Ao
Guest-Internet= TRUE,
ﬂ—:"ﬁ’i‘ E%ﬁ:ﬂ Known
3%%%i¥%§ Hﬁi% : ER\WebE’S} %ﬁgﬁ,% _ aE%EA”OW Guest- Internet'li_

TRUE
COA: Reauthenticate

ClearPassii & X E B : Allow-Guest-Internet
By AR ABooleanV RRERBMY , MEHEFFIHE "Webauth Pendings # "Run, ikEEz EHE
R0 IR M B B AR AL B AR EE -

— EBEIWIF S FEEATARERERBMRTE , MFEAlow-Guest-Internet=false, RiFILLE M
, BEEm B RFSEBMABIRE

— BRIZ—TAUP Acceptizififf , @EHHEBRRERBM , LAEAllow-Guest-Internet=true, ER
BN EEVABRREATrue , RFFIEEE M EHMInternet

gﬂﬁi“ ClearPass > Configuration > Endpoints , T”V%ﬁ ':F' ig*gEEﬁﬁﬁuﬁgE , E - -FAttributesE% , Allow-Guest-1 nternet%ﬁ
igfﬁ M tal seSaveo

N oE SETUREA—RES B2 AT MR EY — 5B R 2EEndpoints &
S5 DB 22 37 — B T 42 S5 B o 4 R B AR

Edit Endpoint &

Endpoint l:“ﬂlna
Attribute Value

1.| [Allow-Guest-Internet v| = [falEe Bl & @

2.|

ClearPassEFRHBEERFEKEE

EEFintE¥Guest Porta EE EMAUPE |, YHIBEV D EGHEFT P EHEEESR,
2%EJ;'J':I_,ECIearPass> Configuration > Profiles> Addo
— 4R : RADIUSE)RE# 8

— &% : Cisco WLC_Guest COA



Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attributes Summary

Template:

Name:

Description:

Type:
Action:

Device Group List:

RADIUS Dynamic Authorization v

_Cisco_WLC_Guest_COA

RADIUS_CoA

Accept Reject

Drop

I: --Select--

Radius:IETF

Calling-Station-Id

%{Radius:IETF:Calling-Station-1d}

Radius : 2%l Cisco-AVPair subscriber:command=reauthenticate
. . . %{Radius:Cisco:Cisco-
. Eg N _
Radius : B Cisco-AVPair AVPair:subscriber:audit-session-id}
Radius : Bl Cisco-AVPair subscriber:reauthenticate-type=last-

type=last

ClearPassih Fi A B EFE M TR EEERE

B EBMABREER (£ "Allow-Guest-Internet

MACH#E 1B ) FERRAF R AHIEEER.
EEE 9800 WLCH M EEAERENEQMIICPPMFBEE AR | LUETHERERTE,

Eﬂﬁf;dea@ass > Enforcement > Profiles > Addo

— %% : Cisco_Portal_Redirect

— 5l : RADIUS

RER Ttrues WCPPM#ERIRE R EF KRR




—BE B
Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

m Attributes Summary

Template: [Aruba RADIUS Enforcement v]
Name: |Cisco_Portal_Redirect |
Description:

A4
fype: RADIUS
A\ction: ® Accept O Reject O Drop

Device Group List:

| --Select-- v ]

ClearPassE# & @ # TR ERE

HEE-HFEARP , FaviuesHE T , RIBUEREEWEBEM :

Enforcement Profiles - Cisco_Portal_Redirect

Summary  Profile m

Type Name Value

1. | Radius:Cisco Cisco-AVPair = url-redirect-acl=CAPTIVE_PORTAL_REDIRECT e
url-redirect=https://cppm.example.com/guest/iaccept.php?cmd-
2. | Radius:Cisco Cisco-AVPair = login&mac="%{Connection:Client-Mac-Address-Hyphen } &switchip=% B

{Radius:IETF:NAS-IP-Address}

ClearPass E#T & [0 i EE B

url-redirect-acl attribute 5% & £ CAPTIVE-PORTAL-REDIRECT , =fEC9800 L E T HACLHZ B,

~ $H:RADIUSHE F REEHACLWEIA , M AEEACLAZR., £9800 WLC EEIMWACLEHE
NATLHEEHRADIUSBMNE , BT TR.

url-redirect 5 14 %1%'@@“& :

- FEERHEFMFHEZURL , https://cppm.example.com/guest/iaccept.php
- SBEEFIRMAC , & %{Connection:Client-Mac-Address-Hyphen}

. BREEEIP (9800 WLCHBRETH ) , = %{Radius:IETF:NAS-IP-Address}
« cmd-loginigE

b=

& 12 E fi7 B cPPM > Guest > Configuration > Pages > Web Logins > Edithf , & & ElClearPass Guest Web Login
PageMYURL.,


https://cppm.example.com/guest/iaccept.php

EXRRHIG | CPPMA R Guest Portal B E % 8 E 2 Hiaccepto
~ it :Guest Portal EEIRV B & 25 BB 40 R FTIR

aruvba (

' Guest Home » Configuration » Pages » Web Logins

| Devices o Web Login (Lab Anonynous Guest Regist

¥ Onboard

Use this form to make changes to the Web Login Lab Anon)

“4, Configuration ©
+ g Content Manager % Name: @b Anonynous Guest Registration I
ﬂ Guest Manager " Enter a name for this web login page.
. 8} Hotspot Manager iaccept |
@ Pages Page Name: Semterapage mare tor s Wen TogmT
% d The web login will be accessible from “/guest/
Fields
{i Forms
m st Miaws Description:
€+ Self-Registrations Comments or descriptive text about the web |

..{’i Web Logins ST e g Aruba Networks

. Web Pages Select a predefined group of settings suitable

N YWREREE | B B seson o, {BE AL RERT R K E M ThAE,

ClearPassE R ERERE EEREE

BEERLIEERUEHFANRHCPPMER AR BEB R E B RRERNB M,
LEREEEEEARKRREEREFFHEEZEFIKIMACHIIEE |, iS22 B Alow-Guest-InternetZR EAY "

true. -
j§=f5'J-:I-,§CIearPas'5> Enforcement > Profiles > Addo
— 184 : ClearPassER EHEH

— BRI : Post_Authentication



Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

laiu Attributes Summary

Template: [CIearPass Entity Update Enforcement v]
Name: [Make-Cisco-Guest-Valid | |
Description:

Y
Type: Post_Authentication
Action: Accept Reject Drop

Device Group List:

ER—BFEARP |, BEAvibuesE K,
— BB ;AR

— &% : Allow-Guest-Internet

N oEE ESMHEBEIETHEET  MSAFLE—E TREY, THESLEG  mSES
sk

—{& : true

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Profile .GLLTICMN Summary

1. 'Endpoint -] Allow-Guest-Internet , vj = :true -
2.

Click to add...

ClearPass Guest Internet Access Enforcementsk B& Bt i&

iEﬂebd'f.f:CIearPass> Enforcement > Policies> Addo
— #Z % : WLC Cisco Guest Allow

— BHR 3l - RADIUS



— FEERECERE R : Cisco_Portal_Redirect
Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: |WLC Cisco Guest Allow |
Description:
Y
Enforcement Type: ® RADIUS ') TACACS+ (O WEBAUTH (SNMP/Agent/CLI/CoA) O Application O Event

Default Profile: | Cisco_Portal_Redirect v

ER—HEART , BRI EBrues , REIR—TAddRue,
— BB R

— &% : Allow-Guest-Internet

—EBHEF : FR

— {ERTrue

— EEEEBEERNE  [RADIUS] [AFFHRBEEEERE]

Conditions
Match ALL of the following cenditions:
Type Name Operator Value
1. Endpoint - Allow-Guest-Internet *  EQUALS » true - B =
2. | Click to add...
Enforcement Profiles
Profile Names: [RADIUS] [Allow Access Profile]

--Select to Add-- o

ClearPassih ZEEAUPR ERKRIKE &

2":g};ﬁ"l-,ECIearPass> Enforcement > Policies > Addo
— &% : Cisco WLC WebauthE #E 3k B&
— BEiA 5| . WEBAUTH(SNMP/Agent/CLI/CoA)

— FEFRELERE R : [RADIUS_CoA] Cisco_Reauthenticate_Session



Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: Cisco WLC Webauth Enforcement Policy [

Description:

Y
=nforcement Type: (O RADIUS () TACACS+ (& WEBAUTH (SNMP/Agent/CLI/CoA) (O Application O Event

pemukiiotile: | [RADIUS_CoA] Cisco_Reautt v | [FTEE

HE-HFEARP , EfERues>Addo
— Rt - B RE

— B8 &

—EHET : FR

—fE: ERE

— BB B : <add each>:

- [Post Authentication] [58 £ i 2 & &0]

- [Post Authentication] [Make-Cisco-Guest-Valid]
- [RADIUS_CoA] [Cisco_WLC_Guest_COA]

Rules Editor o

Conditions
Match ALL of the following conditions:
Type Name Operator Value

1. | Authentication Status EQUALS User By
2. | Click to add.

Enforcement Profiles

Profile Names: [Post Authentication] [Update Endpaint Known]
[Post Authentication] Make-Cisco-Guest-Valid
[RADIUS_CoA] Cisco_WLC_Guest_COA

--Select to Add--

Csevo [ Carcol |

N o npEnesEEBERN S EE R AR EHEENER , BIREACPPMETiF 2R E EH
B RADIUS CoAEETECPPMAI9800 WLCZ B B IEHER#i, BRFBELILE,

— & i B cppM > Monitoring > Live Monitoring > Access Tracker , FEfRRADIUS H 5% B @ 8RADIUS CoAF &
o

— BAR9800 WLC Troubleshooting > Packet Capture , B % | EFAR S EIZERADIUS CoAEREZN M E LB



PCAP , ¥ ER 2B #CPPMIKZEIRADIUS CoAHE E.

ClearPass MAB & 17 5 5% IR 15 B &

R EBMEAV)BE ¥ Radius: Cisco LILEL | CiscoAVPair | cisco-wlan-ssid

i1, 2 ClearPass > Configuration > Services > Addo
"R B
— &% : GuestPortal - Mac Auth
— B 7| . MACH 7B
— EZRE EERE  BEERKR
FBIECAR A
— A : Radius:Cisco
— & : Cisco-AVPair
—EHE T R
— {B : cisco-wlan-ssid=Guest ( ICEEBEHIEHESSIDERE )

N = TGuests B9800 WLCEENHESSIDH BB,

Configuration » Services » Add
Services

m Authentication Authorization Roles Enforcement Profiler Summary

Type: MAC Authentication v
Name: |GuestPortal - Mac Authl
Description: MAC-based Authentication Service
4
Monitor Made: ] Enable to manitor network access without enforcement
More Options: 3 Authorization [ | Audit End-hosts Profile Endpaoints [ ] Accounting Proxy
Service Rule
Matches O ANY or & ALL of the following conditions:
Type Name Operator Value
1. | Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15), Wireless-802.11 (19}
2. | Radius:IETF Service-Type BELONGS_TO Login=User (1), Call-Check (10)
3. | Connecticn Client-Mac-Address EQUALS % {Radius:IETF: User-Name}
4. Radius: Cisco Cisco=-AVPair EQUALS cisco-wlan=ssid=Guest

ERI—HFEHHES | B authentication " B o

— BMBRFE AL MBR[MAC AUTH] , #TB[ARFFFIEMAC AUTH]

— SHRBR | [RMFAETE| A SQLE R E] [FHF LR E R T E] Rk SQLE K E]



aruvba ClearPass Policy Manager

Dashboard [.] Configuration = Services » Edit - GuestPortal - Mac Auth
Services - GuestPortal - Mac Auth
(3;) Genfiguration S Summary  Service Authorization  Roles  Enforcement  Profiler
e rarTige empIAves! S Wizendo Authentication Methods: oW TH]
I Services e —
5 Authentication
1) Methods
1} Sources
- & Identity
14 Single Sign-On (SS0)
L Local Users
{3 Endpoints —Select to Add— b
£ Static Host Lists Authentication Sources: FEndpomts Repository] [Local SQL DB] |
{1 Roles [Guest User Repository] [Local SQL DB]
1} Role Mappings
3 Posture
| § Enforcement
1 Policies
1} Profiles
- % Network ~Select to Add— v
1} Devices
1 Device Groups

- -

Strip Username Rules: ) Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

’Eﬁ_ﬁéﬁfiﬁqﬂ , EEEnforcement rEﬁJ )
— BHERE : WLC Cisco Guest Allow

Configuration » Services » Add

Services
Service Authentication Roles m Summary
Use Cached Results: [[] Use cached Roles and Posture attributes from previous sessions
prcncementiolicy: | WLC Cisco Guest Allow v)
Enforcement Policy Details
Description: MAB Enforcement Redirect
Default Profile: Cisco_Portal_Redirect

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

1. (Endpoint:Allow-Guest-Internet FOUALS true) [Allow Access Profile]

Eﬁ_ﬁﬁfﬁﬁqﬂ , EEEnforcement rﬁﬁ_l )



Configuration » Services » Add

Services

Service Authentication Authorization Roles Enforcement m Summary

Endpoint Classification: Select the classification(s) after which an action must be triggered -

[—— Select -- v]

RADIUS CoA Action: | Cisco_Reauthenticate_Session Ml View Details

ClearPass Webauth fR & 48 &&

j§=ﬂ1':'l,§CIearPass> Enforcement > Policies > Addo
— &7 : Guest_Portal_ Webauth
— A ERWebi B 5B

Configuration » Services » Add

Services
m Authentication Roles Enforcement Summary
Type: | Web-based Authentication v
Name: ‘Guest
Description:
Vi
Monitor Mode: [C] Enable to monitor network access without enforcement
More Options: (] Authorization [_] Posture Compliance

Matches (O ANY or ® ALL of the following conditions:

Type Name

1. ‘ Host CheckType
2. | Click to add...

£ B —HFE A R enforcement E 8 T , Enforcement Policy: Cisco WLC Webauth Enforcement
Policy.



Configuration = Services = Add

Services
Service  Authentication  Roles Summary
Use Cached Results: Use cached Roles and Posture attributes from pre
Enforcement Palicy: Cisco WLC Webauth Er Folicy. = m Add New Enforcement Poli
Enforcement Policy Details
Description:
Default Profile: Cisco_Reauthenticate_Session

Rules Evaluation Algorithm: first-applicable

Conditions Enfaorcement Profiles

|3 {Authentication:Status 4 User) [Update Endpoint Known], Make-Cisco-Guest-Valid, Cisco_Reauthenticate_Session
ClearPass - Web& A

¥ Anonymous AUP Guest Portal HE , FAT T EBRAUNERERAEER,
ERANERESBLEERFRENTHML

username_auth | FFHEBBE M ERE : |1

AT REMERE "username_authy M , ZMULEETHE "edit users REFER. B

ClearPass > Guest > Configuration > Pages > Forms , %?ﬁiggcreate_user@ E%.o

aruvba ClearPass Guest
.p Guest Home » Configuration » Pages » Forms

¢! Devices
4

Customize Forms
B Onboard

Use this list view to customize the forms within the application.

o
o
o
©

“a Configuration

@ Authentication & Name Title

- g Content Manager E change_expiration
o . = Change the expiration time of a single guest account.
Qi Private Files

& Public Files

e
QB'GUESt Manager create_multi_result
¥ ‘1} Hotspot Manager Create multiple accounts results page.

-1 @+ Pages = Sieaiousers Create New Guest Account
% Fields Create a single guest account.
W —_? Edit F= Edi ds r:} Reset to Defaults ,_:J Duplicate ], Show Usage f.r?.‘ Translations

Launch
"i List Views -

'_' Self—Registrations create_.user_recelpt )
| Create single guest account receipt.

rﬁWeb Logins F= anact adit

Change Expiration

@ create_multi

Create Multiple Guest Accounts
Create multiple guest accounts.

Create Multiple Accounts Results

Create New Guest Account Receipt

E R vistor_name ( 82017 ) , REBIE— Tinsart Aftero



Home =» Configuration » Pages » Forms

Customize Form Fields (create_user)

Use this list view to modify the fields of the form create_user.

o Quick Help E Preview Form
Description
1 enabled dropdown Account Status: Select an option for changing the status of this account.
10 sponsor_name text Sponsor’s Name: Mame of the person sponsoring this account.
13 sponsor_profile_name text Sponsor’s Profile: Profile of the person sponscring this account.
15 sponsor_email text Sponsor’s Email: Emnail of the person sponsoring this account.
[20 visitor_name text Guest’'s Name: MName of the guest. ]
[ﬁ' Edit % Edit Base Field €3 Remove ::5 Insert Before nse er | 74 Disable Field ‘

Home » Configuration » Pages » Forms

Customize Form Field (new)

Use this form to add a new field to the form create_user.

Form Field Editor

username_autn i
"SETCCT thE 11210 geTInIon T ateach 1o the form.

* Field Name:

Form Display Properties
These properties control the user interface displayed for this field.

Enable this field
When checked, the field will be included as part of the form.

* Rank:

Mumber indicating the relative crdering of user interface fields, which are displayed in order of increasing rank.

Field:

| No user interface ~| (:} Revert

* User Interface:

g or editing this field.

Form Validation Properties
These properties contral how the value of this field is checked.

[ [Field value must be supplied|
Select this aption if the field cannot be omitted or left blank.

. 1 “\ Revert
Initial Value: l— | L3
==rame to initialize this field with when the form is first displayed.

[ IsvalidBool v

The function used to validate the contents of a field.

Field Required:

* validator:

[ (None) v
Optional name of field whose value will be supplied as the argument to a validator.

Validator Param:

Validator Argument:

Optional value to supply as the argument to a validator.

The error message to display if the field's value fails validation and the validator does not return an error message directly.

Validation Error:

BERBIFEHAESR  UEEAUPHEMFEEAZEMER.
B i F cPPM > Guest > Guest > Manage Accounts > Createo

— SHEBR . AEWIFI




— 7]&# : Cisco
— EFE M4t : guest@example.com
— ERERBEORE EANSPECAEEREEBETHE | SRRA
—IRFRA : B
— IRFIBH : IRF TSR
— ARG RRBEA : ERA
Home » Guest » Create Account

Create Guest Account

New guest account being created by admin.

Create New Guest Account

\GuestWiFi ]
Name of the guest.

* Guest’s Name:

[Cisco ]
Company name of the guest.

* Company Name:

[guest@example.com \
The guest’s email address. This will become their username to log into the network.

* Email Address:

Allow guest access using their username only

Username Authentication: ) i ) o
Guests will require the login screen setup for username-based authentication as well.

[Now v]
Select an option for changing the activation time of this account.

Account Activation:

[Account will not expire v]
Select an option for changing the expiration time of this account.

Account Expiration:

[ [Guest] VJ
Role to assign to this account.

Password: 281355

* Account Role:

Notes:

4

* Terms of Use: I am the sponsor of this account and accept the terms of use

BT WebE ARKE, EfiiZE crpM > Guest > Configuration > Web Loginso

2% EREERFHEMP
BEEA® : iaccept




HEREERE : Arubai@R%

BAFZE . ARSE/ME — @i S EENIREER(RFC 3576)
SRE Ef —TEECHAERRIUER

EAFERE  shEWIf

R - ERBEFRERAEG

BAEE  BEZWER

¥8 5% URL:www.example.com

BEALE : 6

EHinE  SERENMACHIHER A C ik B

=k BERHERR -ERENEBYE  R50RIFBorPNKIREMY

ERHERRE | EHERR
visitor_name | S5 EZ R

cn | BAEHA

visitor_phone | S & E5E
EFHMH | EFBH

mail | & FE4

RBEABRE | BEAKS
BRASETHY | ZHEASFHHG

Allow-Guest-Internet | true
BE — HECWARE
ECPPMH™ | E i Z Live Monitoring > Access Trackero

HahE LR & ER Y B EMABIRTS
"BWE, BR



http://www.example.com

Request Details o
m Input Output RADIUS CoA

Login Status: ACCEPT |

Session Identifier: R0O000471a-01-6282a110

Date and Time: May 16, 2022 15:08:00 EDT

End-Host Identifier: d4-3b-04-7a-64-7b (Computer / Windows / Windows)
Username: d43b047a647b

Access Device IP/-Pc:-rt: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)
Access Device Name: wic01

System Posture Status: UNKNOWN (100)

Policies Used -
Service: Guest SSID - GuestPortal - Mac Auth
Authentication Method: MAC-AUTH
Authentication Source: None
Authorization Source: [Guest User Repository], [Endpoints Repository]
Roles: [Employee], [User Authenticated]
Enforcement Profiles: Cisco_Portal_Redirect

l4 <« Showing 8 of 1-8 records » »i Change Status Show Configuration m Show Logs m

ER—EFERED , B EHEEFinpu.

Request Details o
Summary Iﬂ. Output RADIUS CoA

Username: d43b047a647b
End-Host Identifier: d4-3b-04-7a-64-7b (Computer / Windows / Windows)
Access Device IP/Port: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)

RADIUS Request O,

Radius:Airespace:Airespace-Wlan-Id 4

Radius:Cisco: Cisco-AVPair audit-session-id=6336550A00006227CE452457
Radius:Cisco:Cisco-AVPair cisco-wlan-ssid=Guest

Radius:Cisco: Cisco-AVPair client-iif-id=1728058392
Radius:Cisco:Cisco-AVPair method=mab

Radius:Cisco:Cisco-AVPair service-type=Call Check
Radius:Cisco:Cisco-AVPair vlan-id=21

Radius:Cisco:Cisco-AVPair wlan-profile-name=WP_Guest
Radius:IETF:Called-Station-Id 14-16-9d-df-16-20:Guest
Radius:IETF:Calling-Station-Id d4-3b-04-7a-64-7b

I« < Showing 8 of 1-8 records » »  [Klan e d Eodounecas ENS s B3

HEE-HFEARP , EfELEE Fouput.



Request Details o
Summary Input m RADIUS CoA

Enforcement Profiles: Cisco_Portal_Redirect
System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response

Radius:Cisco:Cisco-AVPair url-redirect-acl=CAPTIVE_PORTAL_REDIRECT

Radius:Cisco:Cisco-AVPair url-redirect=https://cppm.example.com/guest/iaccept.php?cmd-login&mac=d4-3b-
04-7a-64-7b&switchip=10.85.54.99

4 €« Showing 8 of 1-8 records » Change Status Show Configuration m m

B 8%

RENRSE | WEEMHT EH8005 8, HEIZHBRERADIUSARRMABEESFFIFEBH
REREE
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