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B

SREEHEAR

ER¥RADIUS

ER ¥ TACACS+

s

AERNB U ER & 235 51 BR 5 51 2 (ISE) ALobby Ambassadorf# A & HYRADIUSFI TACACS+454
=R ER 7% 5% E Catalyst 9800 ARLANIRHIZS,

DEGRYHF

;R
SREBEBREUTESE

. Catalystf#&#R980040 K& B! 5%
- AAA, RADIUSHITACACS+#L=

BRATH
AKX ERARBBEATRENERRA
. Catalyst 9800 #x 12 %85 R 5l (Catalyst 9800-CL)

- Cisco IOS®-XEE h #&PEMR16.12.1s
- ISE 2.3.0
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) BVERERE B, MRIEHVMERIEET |, FERERBEMESTRERNTZE,
HREA

REXEFEAEHRBEREEEET, Lobby Ambassadorff A EREAB U EFRENERERR
. FiE. RENEFH, SEUTLURMBRSEEAE. HEFEAETEBGUISHCLIEL,

RUE
AR

=

ISE 9800 WLC

LD , EREWRRAME Tlobbys M TlobbyTacy o KEKE "KE, REHRADIUSHRER
EITEE , MAEKME TlobbyTac, REHTACACS+HEITRE.

AR REAS B SE BRADIUSKE RETTE , XBATACACS+RKE KT . RADIUSHITACACS+
ISEECIE L Ao

By R¥RADIUS

1E £E AR AN 2588 (WLC) L 32 ERADIUS.

S EERADIUSHIMREE. EWLC EEIISE RADIUSTIRRES.
GUI:

E ¥ FConfiguration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add , 20 N EIFT
Ro

e Configuration ™ > Security = > AAA
enu 2MS

| Dashboard =+ AAA Wizard

7 Sl Servers [ Groups AAA Method List AAA Advanced
@ monioing > [ ] B

5 ¥

YL Configuration + Add

Administration

Servers Server Groups
—

MName ~  Address ~ Auth Port » Acct Port

; Troubleshooting

LDAP

RadiusLobby 192.168.166.8 1812 1813

1 10 »




ERERERME  MHEES5I BARADIUSARRERE ( EXLEISEIAAARKER BT ) |
RADIUSABRZRIPH# it Mt A &R, EMEMSIBMITURBATERE , BTURBREETRE

o

CLI:

Ti m eWLCL1(confi g)#radi us server Radi usLobby

Ti m eWLCL(confi g-radi us-server)#address ipv4 192.168. 166.8 auth-port 1812 acct-port 1813
Ti m eWLC1(config-radi us-server)#key 0 Ciscol234

Ti m eWLCL1( confi g) #end

S EB2 #ERADIUSRI BRES FTi8 R RIPRES /0. &= A ARESAE W HIEE EARADIUSRIBRES. EA 2
RADIUSfAIfRES , ARBREBEREBAFEERAE, WRWLCHEE T ZETARN B HRENRADIUSH
ReEs , AIEBZEEFTERADIUSH RS FIE R E —ERARFH. WREKM , MEBWLCERRESE
P HIRADIUSTAIIRES 2 BB B F & B BIEX,

GUI:

3B ¥ Z Configuration > Security > AAA > Servers / Groups > RADIUS > Server Groups > +
Add , I BT R

Configuration = > Security = » AAA

Q Sear

-

AMA Wizard

Dashboard

7. itori ! AAA Method List AMA Advanced
WL :

=% Configuration > + Add

Administration »
Troubleshooting TACACS+

Name ~  Server 1 Server 2 Server 3

LDAP
GroupRadLobby RadiusLobby MIA MNJA

1

FREERENABEEAREK , SERENRADIUSHRGER " ARKR. FEBDE "Ep
BLayfBkeEs . BE

CLI:

Ti m eWLC1(confi g)#aaa group server radius G oupRadLobby
Ti m eWLCl(confi g-sg-radi us)#server nane Radi usLobby
Ti m eWLC1(confi g-sg-radi us) #end

SRIEBVEGMREFFLEE, BORBLH LEFECRLEANSHRFBER | WiiSHM MEE
EENRRSFE. BEHERBER2EWLCAH LT , ERERADIUSHAREENIBHETT.
GUI:

I8 E ZConfiguration > Security > AAA > AAA Method List > Authentication > + Add , 20T BIFf 7=



Q. Search Menu items:

Dashboard

I E Servers | Groups AAA Method List AAA Advanced
@ Wonitoring e ‘

‘3\1:) Configuration

Authorization A el

: Aceounting Group
Troubleshootmg Name ¥  Typa ~  Typa Group1 «  Group2 ~  Group3 v Groupd

ministration

AuthenLoblyy... ogin local GroupRadLob...  Nfa MiA NfA

FREERER  RHESE  RERNREER/RA , Y ELELNRAARRE,

AR B B R A i

GUI:

WREEFE "Group Types 1A Tlocaly , WL.CHBEEREEAERSFERELERES , RERE
B A E B E H 3% T FlLobby Ambassador{s F % B @18 2 {7l IR 25 #H .

CLI:

Ti m eWLCl(confi g)#aaa authentication |ogin AuthenLobbyMethod | ocal group G oupRadLobby
Ti m eWLC1(confi g) #end

FisE : A E=ER5RCSCvs87163 ELE A AR, E—EE17.3REFIEE,

R BIEAE,
GUI:

WMREE THRER L A Ty, BARES TEIRIAM, BEIE , AWLCKES B ARBFERERE
RE K MABEAHRLHERE,

CLI:

Ti m eWLC1(confi g)#aaa authentication | ogin Aut henLobbyMet hod group G oupRadLobby
Ti m eWL.C1(confi g) #end

Group Type ( #8245 ) ¥EA#E , 0 ' Ffallback to local ( ERZ|A i ) #EIE,

GUL:

MRRE THER, A THEL ARP TEIRFIARM BRI  AIWLCHKH B RRSF[EAREERE

, WHEERADIUSTHIRSBEERFERR T EHA M ERE, NRAMRI[EE , WLCHTSHE
HEERTE,

CLI:

Ti m eWLCl(config)#aaa authentication |ogin AuthenLobbyMethod group G oupRadLobby | ocal


https://tools.cisco.com/bugsearch/bug/CSCvs87163

Ti m eWLCL1( confi g) #end

SEBA BN ZEREBEE, Authorization Method ListiE & &% ZLobby Ambassadorf 1% 1 7l 7

, EARBIHR A "execs » THEMMNIIERNE—FREHEH. CEEHEAFEERERETWLCAH
EERIERERADIUSEAREF BT Ko

GUI:

BEEE THE, > "Z2M, > TAAAL > TAAABEBE,, > "REL > T+ #H18, (WEMTR).

Q, Search Menu ltems

Dashboard

e o Servers [ Groups AAA Method List AAA Advanced
@ Monitoring

(5 . —
‘"?‘:: Configuration delaliced
it + Add
dministration —
£ Accounting Group
roubleshooting Name v Type v Type Group1 v Group2 v Group3 v Groupd
AuthozLobly exec local GroupRadlLob. P& P& MNiA

ERRMEEREARHERBE | EiFtypelBEEA "execy , WO E LI E A RAREFE.
IR ARRNERARNE "BHRBSEFE) WBOPNMENEEER,
CLI:

HEE B B,

Ti m eWLC1(confi g)#aaa authorization exec AuthozLobbyMethod | ocal group G oupRadLobby
Ti m eWLC1(confi g) #end

HEE B4R SR

Ti m eWL.C1(confi g) #aaa aut hori zati on exec AuthozLobbyMet hod group G oupRadLobby
Ti m eWLC1(confi g) #end

Group Type as groupifiZ Hfallback to locali#1H,

Ti m eWLCl(confi g)#aaa authorization exec AuthozLobbyMethod group G oupRadLobby | ocal
Ti m eWL.C1( confi g) #end

SR PEFE. REFFZER , MEASHEHBERGRBIEUZEAWLC , UMERMHEERE (HIMERRE
VTY(SSH/Telnet)SRHTTP(GUI))o

EESREERGUIER , B FERCLIST,
HTTP/GUI & 13 B85

TimeW.Cl(config)#i p http authentication aaa | ogin-authentication Aut henLobbyMet hod
TimeW.Cl(config)#i p http authentication aaa exec-authorizati on Aut hozLobbyMet hod
Ti m eWLC1(confi g) #end

ELRHHTTPEEHRTEXRN , REFEFMBEHTTPHMIHTTPSR :



Tim eW.Cl(config)#no ip http server

Tim eW.Cl(config)#no ip http secure-server
TimeW.Cl(config)#ip http server
TimeW.Cl(config)#ip http secure-server

Ti m eWLC1( confi g) #end

RREEVTY,

TimeW.Cl(config)#l ine vty 0 15

TimeW.Cl(config-line)#l ogin authentication Aut henLobbyMet hod
Ti meW.Cl(config-|ine)#aut horization exec AuthozLobbyMet hod
Ti m eWLC1(config-1ine)#end

SBO.REE1T75ARI7TIIZANRBRAFSIEELRSE , MECSCvuZ BIRAFRIFTEFE R
SEB29748 BB, ERERMEAE, EISELABERAEEINEAEZSBYLEEZAWLCLEN
RinfFEREERE. IRREEWLCHERRREAERRE , BESSEEST , EFRE2ESY
WLCH ZEEIMEH#E K MARRESHAEXRFESENFEGFUE, hEEREEBCLISER.

CLI:

Ti m eWL.C1(confi g) #aaa renote username | obby

EcEISE - RADIUS

S ASWLCH B Z|ISE, E'E % Administration > Network Resources > Network Devices > Add.
EEWLCHIBEISE, BWLCHIEZIISER , BUARADIUSE M RFREXREMENSIZ , E
7 Ro

"tses’  Identity Services Engine Home » Context Visibility » Operations (X TSl | ~ Administration ¥ Work Cenlers

» System  » Identity Management = ~ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  # Location Services
—
<]

Metwork Devices Network Devices
Default Device

¥ Edit [~ Duplicat: sImport gl Export G ste PAC Delete » Show
Device Security Seftings ! - “a : e & o x

Name « IP/Mask Profile Name Location Type Description
O Tim.ewLct 192.168.166.7... & Clsco & All Locations Al Device Types 0800

ERBRERRE  2HEZEIP ADD , BUARADIUSE B HEEE |, I 7£Protocol Radius T8 AT
ENHASE,

SR EISELBYAKBAEEAE, ESMIETE>-SHEE>-SF0>ERE>FE,

BOEGEBISFEFRENKRBAFENEAEZBANREHIERISE, EREEEK VB Lobby
AmbassadorfJEH &R B,

‘teen  Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

» System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

= |dentities | Groups  External Identity Sources  Identity Source Sequences b Seftings
I
<]

Network Access Users
Users

Latest Manual Network Scan Results

-:a Edit Uchange Status « C_'{;llmpn-rl .J;;Export v ¥ Delete « EE?U|:I|-::¢[1—:
Status Name «  Description First Name Last Name
[0 ®Enabled 2 lobby


https://tools.cisco.com/bugsearch/bug/CSCvu29748

ELERE BN |, 551 HLobby Ambassadorff A EMZBMZRIE, I |, BREARESECHA

113

o

TERBUARREREER. BfMZEPolicy > Policy Elements > Results > Authorization >
Authorization Profiles > Add. B ERIRERER , UEEAMENBEEZEAccess-AcceptE

WLC , 2 F B R

"t Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Cisco

Policy Sets Profiling Posture Client Provisioning ¥ Palicy Elements

Dictionaries » Conditions | ~Results |
I

» Authentication Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

= Authorization

_,’ Edit =['|=Add %Duplicate ¥ Delete

] Name Profile
] 9800RadiusLobby el Cisco 63

Authorization Profiles

Downloadable ACLs

BRGE BERE B AEEAccess-Accept , 11K BT R,

‘tscn  Identity Services Engine Home  » ContextVisibilty  » Operations

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries » Conditions * Results

Authorization Profiles > 9800RadiusLobby

b Authentication L .
Authorization Profile

 Authorization * Name | 9800RadiusLobby |

Description

Authorization Profiles

|| Access Type [access AccepT -]

Downloadable ACLs

REERE "SHRBURE, TFBNEEN. FRELBMUSERAEERARERELRMHEFFAT
B, URFREREETRENER.



v Advanced Attributes Settings

Cisco:cisco-av-pair =|user-type=Ilobby-admin

Cisco:cisco-av-pair =|shell:priv-Ivl=15

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = user-type=Ilobby-admin
cisco-av-pair = shell:priv-lvl=15

TEBABYRBURESHEE. EfZIPolicy > Policy Sets > Add., ELEXRHNKFREERAETES
HRE. BLE#EANetwork Access-Usernameff 4 MFEZ MR FBIHE,

VARFRERERE TEEERRETHENEEESR , EREMRATLSMENBIEREE
WLC , B R

4+ Identity Services Engine Home b ContextVisibiity  » Operations » Administration  » Work Centers

el
(1]

Profiling  Posture  Clent Provisioning  » Policy Elements

Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence
® 9800LobbyRadius X Network Access UserName EQUALS lobby Default Network Access x v &

ERERERME A BEERERE. 3O0BRERBEIURE/ERE,
Palicy Sets - 9800LobbyRadius
Salus  Policy Set Name Drscriplion Caonditions Allowad Protocols [ Server Sequence
(&) SE00LobbyRads l MeEtwork Access. Usamdame EQUALS labby Defaul Netwark ACOess LAl

¥ Authentication Policy (1)
¥ Authonzation Policy - Local Exceplions
¥ Authorization Policy - Global Exceptions

W Authonzation Policy (2)

Results
Status  Rule Name Conditions Profiles Sacurity Groups Hits

@ 9500LODOYALING L Metwork Access Useriame EQUALS labay w GS00RacEL obEy L - e




B TACACS+
=Y EWLC. LB TACACS+

SB1.EETACACS+HAIIRES. EWLCHEIISE TACACS{AARES.
GUI:

£ B Z Configuration > Security > AAA > Servers/Groups > TACACS+ > Servers > + Add , 21 &l
R

Configuration = > Security ™ > AAA
+ AAA Wizard
ES| Dashboard -
P s Servers [ Groups Al Method List AndA Advanced
@ Monioring > ‘ o
) s
L Configuration

{0} Administration

RADIUS

&% Troubleshooting

Name < Server Address ~ | Port
LDAP

TACACSLobby 192.168.166.8 49

1

ERERERME , BHEESIBETACACSHARREERE ( ERLEISE/AAARKBBTE ) |
TACACSfAR=RIP#Eut M FH €8, EMAEMSIMEMAURELTERE , EUTUARBEELETEHE

o

CLI:

Ti m eWL.C1(confi g) #t acacs server TACACSLobby

Ti m eW.C1(confi g-server-tacacs)#address ipv4 192. 168. 166. 8
Ti meW.C1(confi g-server-tacacs)#key 0 G scol23

Ti m eWLC1(config-server-tacacs)#end

SER2 A TACACS+IREFHT B B REFMH. EHEMIREFAE L FIE R BN ATETACACS+HARES.
ERARBMHRBHTACACSHE RS,
GUI:

2 B F Configuration > Security > AAA > Servers / Groups > TACACS > Server Groups > +
Add , IR EFTR,



Configuration = > Security = > AAA
Q, Menu Items = =

+ Ann Wizard

Dashboard

— S AAA Method Lis AAA Advanced
",rl:\} Monitoring 2 Servers |/ Groups AAA Method List AA Advanced
bt .

.\, Configuration + Add

RADIUS
Troubleshooting
MName v Server 1 Server 2 Sarver 3
LDAP
GroupTacLobby TACACSLobby A N/A
1 10 w

FREERER 6 ABEE—EE8 , LEMENTACACS+AMRRNR "I RAMKRSE. FEBDE
T B R ARAR . BE.

CLI:

Ti m eWLCl(confi g)#aaa group server tacacs+ G oupTacLobby
Ti m eWLC1(confi g-sg-tacacs+) #server name TACACSLobby
Ti m eWLC1(confi g-sg-tacacs+) #end

SERSEVHORELLFE, FORBSEEEERMENSORERE , WS EWNREER
BN AR, LIhaEt RFPRIERFREEWLCAM LT , ERETACACSHRAMRBRINIBELT.

GUI:

¥ Z Configuration > Security > AAA > AAA Method List > Authentication > + Add , &1 T~ BFi =~

Configuration ™ > Security ™ > AAA
Q Search Menu ltems SHDCLTE =

E] Dashboard + AAA Wizard

n e, Servers | Groups AAA Method List ALA Advanced
@ Weniorig = A

) Configuration
S PEAEY Authorization ey
dministration
1 Accounting Group
TJ‘DL.Ib|EShDOtIﬂg Name ~  Type ~  Type Groupl ~  Group2 ~  Group3 v Groupd
AutheTacMeth..,  login lacal GroupTacLobby NfA MNfA MNIA

FREERER , BHEAE | BEAREREEABA , X5 E LRI FRRESE
R B B A,
GUI:

MREEFE THERBL A "R, K WLCHELAREAHERETERTFERFERE K AREEAR
BERERHETFLobby Ambassadorﬁﬁﬁ%lﬁﬁl IR 2 {7l R 854

BisE : 5= $EE5CSCvs871637E17.3H 1518,



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs87163/

CLI:

Ti m eWLC1(confi g)#aaa authentication |ogin AutheTacMethod | ocal group G oupTacLobby
Ti m eWLC1(confi g) #end

HEBRERHE,
GUI:

MSEE TIEER, FREXERFRT "THAEREIARN, #EE , AIWLCHKESH HARREREER
E, WETFTEEAESHERE,

CLI:

Ti m eWLCl(confi g)#aaa authentication |ogin AutheTacMet hod group G oupTacLobby
Ti m eWLC1(confi g) #end

Group Type as groupii#E Hfallback to localiEZH,
GUI:

WMREE "Group Types ¥EA Tgroups , & "Fallback to local #IE , RIWLCHE & ¥ {7 IR 2%
AwEFERE  LEEETACACSHRSEEEP BRI EHAR M ERE, NWRARSFEEER
HE  AIFRAETERRE  IEXERAEFERAR L EREF,

CLI:

Ti m eWLC1(config)#aaa authentication |ogin AutheTacMet hod group G oupTacLobby | ocal
Ti m eWL.C1(confi g) #end

TSRAIBURERLBEE,

Authorization Method List ( REFEBE ) KERAEZEARFEAENRERR , TEERR THEIT
. CEREREEBEENRE—FRSFHE, LAFFEERFEEWLCAH EEHIERETACACS+HAARES
AEFBEK o

GUI:

BEE THRE, > "Z2M, > TAAAL > TAAA FEBE,, > TiR#E, > T+ i, (WEMT).

Configuration = > Security - > AAA
+ AAA Wizard
[ Dashboard
{?.:_,...I Monitoring Servers [ Groups AAA Method List AAL Advanced
\s) —
¥\, Configuration Authenticatn
o - Authorization + Add
Administration
e E Accounting
&% Troubleshooting
Group e
MName - Type < Type Group1 ~ Group2 ~  Group3 ~  Groupd
AuthozTacMe... exec loca GroupTaclob.. NfA MiA NfA

1 10 »




FREERER , RHEE  BiFtypeiBIEEAexec , M2 F 512 I A Server Group,
AR, THHRR, EANASRE THMRESEEE, BohHERBEMEE,

s

CLI:

HEE B B,

Ti m eWLC1(confi g)#aaa authorization exec AuthozTacMet hod | ocal group G oupTacLobby
Ti m eWLCL1( confi g) #end

HEE B E B

Ti m eWLC1(confi g)#aaa authorizati on exec AuthozTacMet hod group G oupTacLobby
Ti m eWLCL(confi g) #end

Group Type as groupifi#EF Fallback to locali#E,

Ti m eWLC1(confi g)#aaa aut horizati on exec AuthozTacMet hod group G oupTacLobby | ocal
Ti m eWL.CL(confi Q) #end

SB5 Pl E. SREFHFER , MEKEIBRGERE , B AWLCE I FHEFEH B (HI RS
VTYSHHTTP(GUI)), ELLBEERGUITRK , lﬂﬁt%%fﬁscumﬁk

HTTP/GUIZ 387 :

TimeW.Cl(config)#i p http authenticati on aaa | ogi n-authentication Aut heTacMet hod
TimeWCl(config)#i p http authenticati on aaa exec-authorizati on Aut hozTacMet hod
Ti m eWLC1(confi g) #end

EREWHTTPEER , BFEHBBHTTPAMHTTPSARE :

TimeW.Cl(config)#no ip http server

Tim eW.Cl(config)#no ip http secure-server
TimeW.Cl(config)#ip http server
TimeW.Cl(config)#ip http secure-server

Ti m eWL.C1(confi g) #end

REEVTY:

TimeWCl(config)#l ine vty 0 15

TimeW.Cl(config-Iline)#l ogin authentication Aut heTacMet hod
TimeW.Cl(config-Iline)#authorization exec AuthozTacMet hod
Ti m eWLC1(config-1ine)#end

TROERRREAE, EISELAFRAFRINFEAECSBSLAERAWLCENRIFFEAESR
B, IRREBEEWLCHERERFEAEER K RESGERIT , EEFAEZSRBHWLCHTER
Hynq:—.”g , TﬁTTE/\éE ﬁkikﬁﬁ*&ﬂ’]ﬁﬂyn#—f%o JH:EE% ﬁgﬁ CLlJ’Em

CLI:

Ti m eWL.Cl(confi g)#aaa renote usernane | obbyTac

EcEISE - TACACS+



S E81 B Device Admin, EfiF|EE>RHA>PE. BETMREZH , 5B #EEnable Device
Admin Servicelt & 2R AISE , T BFf o

‘asce 1dentity Services Engine Home ¥ Context Visibiity ¢+ Operations ¥ Policy ¥ Wark Cenbers
 Syslem b ldentity Managemen! b Metwork Resources ¢ Device Portal Management  pxGrd Services  » Feed Service  » Threal Ceéntric NAC
Deployment Licensing ¥ Certificates ¥ Logging b Mainienance Upgrade ¢ Backup & Resiore k Admin ACCESS ¥ Seftings
I
Deployment Deployment Nodes List > timise23
v+ Daployment General Seftings Profiling Configuration

I
':_* PAN Failover

Hosiname timise2d

FQOMN timise23.cisco.com

IP Address 192.168.166.8

Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

Administration
w» Monitoring

Role FRIMARY ¥
Other Monitaring Node
= Paolicy Service

w Enable 3ession Semvices i

Include Mode in Mode Group  None o B

Enable Profiling Service §

Enable Threat Centric NAC Service §

Enable SXP Service (i

| @  Enable Device Aamin Service i |

SER2 AAWLCH B RIISE, EE EAdministration > Network Resources > Network Devices > Add.
EERBWLCHIERIISE, BWLCHIBZIISER , BRATACACS+E B ENEEFIENSIE |, W
B P Ro

'2'.';1!;‘ Idemiw Services Engine Home b Context Visibility b Dperabons » Policy - Admmstration + Work Cenlers

» System b |dentity Management =~ Network Resources » Device Portal Management  pxGrid Services  * Feed Service  » Threat Centric NAG

Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MOM  » Location Services
——

o
Network Devices
Default Device
f Edit [~ Duplicate sImport iy Export » Generate PAC Delete » Show
Device Security Seftings ! z =t e Import v Expo o x
Name « IP/Mask Profile Name Location Type Description
|_| Tim-aWLC1 192.168.166.7... %% Cisco All Locations All Device Types 9800

EFRRMEERE AR EBIP ADDE |, BUATACACS+E M RERELWAFTENHLASR,

SEI3EISELBYKBEAEFERE, ERITE-SHRE>-FO>ERHESHE, FWISEF |, B
BEVNFEERENKEAEIENEREZRBNRE, EREEEVERAEANENERERR
, TR BT R,



"tses: Identity Services Engine Home  » ContextVisibility  » Operations  » Policy » Work Centers

CISCO

» System | ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ldentities | Groups  External Identity Sources  Identity Source Sequences P Settings

Network Access Users
Users

Latest Manual Network Scan Results

J Edit () Change Status ~  @aImport  @oExport 3¢ Delete » L{yDuplicate

Status » Name Description First Name Last Name

O Enabled 2 lobbyTac

ELER BB |, 551 HLobby Ambassadorff i EMNZBMARE, I , BRERESECHA

113

[}

FRABIFERTACACS+ELBE R, B EZEWork Centers > Device Administration > Policy
Elements > Results > TACACS Profiles , i1 FEIFi R, EBLLERERE , BSAAENBEER

WLC , MEZEFEAERTKRE K,
» Context Visibility

» Profiler » Posture ~ Device Administration » PassivelD

» Administration

» Operations » Policy

ol
cisco

Identity Services Engine Home

» Network Access » Guest Access » TrustSec » BYOD

» Overview ¢ Identities User Identity Groups Ext Id Sources P Network RGSOUFGESI * Policy Elements I Device Admin Policy Sets
I

(<]
» Conditions TACACS Profiles
» Network Conditions 0 Selected
+ Results 2> Refresh + Add Duplicate i Trash+= Edit
Name Type Description

Allowed Protocols

TACACS Command Sets Default Shell Profile Shell Default Shell Profile

TACACS Profiles Deny All Shell Profile Shell Deny All Shell Profile

WLC ALL WLC WLC ALL

WLC MONITOR WLC WLC MONITOR

FREERER , AREEREHERE  ERERBESNEEREHRERMTIRET , EBAME
A& BIF Elooby-admin, Lb4h , EW#% "Common Task Type. ##E%A "Shelly , N FEFR

o



Task Attribute View Raw View

Common Tasks

|Common Task Type | shell ¥
I # Default Privilege 15 (Select 0 to 15}|
Maximum Privilege (Select 0 to 15)

Access Control List

Auto Command

No Escape (Select true or false)
Timeout Minutes (0-9999)
Idle Time Minutes (0-9999)

| Custom Attributes |

1 Selected

+ Add I Trashv @& Edit

< | Type Name Value

o MANDATORY user-type lobby-admin

SE5 BUKRMKE, EEFEWork Centers > Device Administration > Device Admin Policy Sets , 40
TEMTR. BEXRBNGHIAREEENRE, AXECEARBFIEERESBRENEREE
BEEWME, TREFERT MY ERRRERRBETEENEERER , ERERTLSENEME
IREFWLC,

‘i Identity Services Engine Home b ContextVisiblity b Operations  » Policy  » Administration

» Network Access b Guest Access k TrustSec » EYOD » Profiler * Posture + Device Administration » PassivelD

¥ Owerview b ldentities  User Identity Groups  Ext Id Sources  * Network Resources  » Policy Elements |  Device Admin Policy Sets | Reporis  Seftings
——————

Policy Sets
- Status  Policy Set Name Deseription Conditions Allowed Protocols / Server Sequence T P -
o |3 Bl ot e oo =~ o | & | 3

BERERME  KEREXRKE, RERKUUREAERE W TEMAT.

ik



Policy Sets =» 9800TacacsLobby

Stalus  Policy Set Name Desenplion Conditions. Allowed Prolocols [ Server Sequence  Hits
@ Taca - L nemorkacoess Userame EQUALS kobbyTs elaul Device Admin = + N

¥ Authorization Policy pal Excepbions

~ Authorization Policy (2)

Results
Status  Rule Name Conditions Command 65 Shell Profiles Hits Actions

i

ERAXEAR , BREENEEREBEEEE.

show run aaa

show run | sec renote

show run | sec http

show aaa nethod-1ists authentication
show aaa nethod-1ists authorization
show aaa servers

show t acacs

BERER , REXEGUIRNABRERN.

Liser Narme «  Description «  Created By

0 10 -

SRR

REFRBIEF TR R YA RRET AR,

E®RADIUS

SHEIRADIUSERE |, ALAMERLLTEEE :

Ti m eW.Cl#debug aaa aut hentication
Ti m eW.Cl#debug aaa aut hori zation
Ti m eW.Cl#debug aaa attr

Ti m eWLC1#t ermi nal nonitor

RRRARTEE T EROSEFE, I, ISERRFZSELMERY  SLBUHERERMNME
REEE, ERAERBNFFTE,

Feb 5 02:35:27.659: AAA/ AUTHEN LOG N (00000000): Pick nmethod |ist 'AuthenLobbyMet hod'
Feb 5 02:35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(0):



7FBA5500C870 0 00000081 usernane(450) 5 | obby

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(1):
7FBA5500C8B0 0 00000001 user-type(1187) 4 |obby-admin

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(2):
7FBA5500C8F0 0 00000001 priv-1vl(335) 4 15(F)

Feb 5 02: 35:27.683: WEBSERVER-5- LOE N_PASSED: Chassis 1 R0O/0: nginx: Login Successful from host
192. 168. 166. 104 by user 'lobby' using crypto cipher 'ECDHE- RSA- AES128- GCM SHA256

FETACACS+

SHETACACS+ER |, ATLAEA LA TEE !

Ti m eW.Cl#debug t acacs
Ti m eWLC1#t ermi nal noni tor

BREMAERNERESBANISE IPADDEES 8E, i, BEIME "PASS, . £F—FH
AP, SORERRBRER  SUNBRRERE. EHEETD K BEBREAERNERESBIU
RIEREHYISE IP ADD, fEULBES | M E HEISELRBNBY  ELBMSWLCES
SRR ABAEERE,

BB ER RO

Feb 5 02: 06: 48. 245: TPLUS: Queui ng AAA Aut hentication request 0 for processing
Feb 5 02: 06:48. 245: TPLUS: Authentication start packet created for O(l obbyTac)
Feb 5 02: 06:48. 245: TPLUS: Using server 192.168. 166.8

Feb 5 02: 06: 48. 250: TPLUS: Recei ved aut hen response status CGET_PASSWORD ( 8)

Feb 5 02: 06:48. 266: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02: 06:48. 266: TPLUS: Recei ved aut hen response status PASS (2)
RERER R

Feb 5 02:06:48.267: TPLUS: Queui ng AAA Aut hori zation request O for processing
Feb 5 02:06:48.267: TPLUS: Authorization request created for O(l obbyTac)

Feb 5 02:06:48.267: TPLUS: Using server 192.168. 166. 8

Feb 5 02:06:48.279: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02:06:48.279: TPLUS: Processed AV priv-Ivl=15

Feb 5 02:06:48.279: TPLUS: Processed AV user-type=l obby-adnin

Feb 5 02:06:48.279: TPLUS: received authorization response for 0: PASS

Al E R EKIRADIUSHITACACS+WEEEEHI I E RN B ANRES R, FARAEMFME  @HEL,
EEFERER , TUERANUTHS

Ti m eWL.C1l#undebug al |
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