ELERADIUS &iE AR GUINTACACS+ &9800
WLC L CLIER =

H &%

B
Ex
o
P
-
REEAERE
X EWLCHIRADIUSER T
HRADIUSELEISE

EXETACACS+WLC

TACACS+ ISERLE

EHERRWLC GUISEBEIBISE GUIFHBICLITACACS+

N

AR ER B 41 BRADIUSZ TACACS+7\ EB 8% 78 5% &E Catalyst 9800,
B R

=K

BRIERECRBUUTERE

« Catalyst#&#R980040 K& AL 5%
« AAA. RADIUSHITACACS+#I=
BRA T

AP EFARRIBI T B AMBEERRA

+ C9800-CL v17.9.2
+ ISE 3.2.0

ANHHEARBBERBEERETREANKEMEL. XHEAINAMBERERRERR (HK



) IERAE. NREWEEEES | BRACRRIAES THERNYE,
BREMN

FREESATFTHWLCHCLIZIGUIE , RERTHBACTAHERBNRE, BRELT , 2i5EL
BREALEAGFENFEFAE R ERELETEE, $F , T RWLCK A BEERIKAAAR AR
BRHEITEEER - wicTTLAE FIRADIUSE TACACS+ER Al fRES B, ELXREEEFAEETNMEN

HEMERESE (flw , F|LDAP ),

—

Aax AE

ERREIFR |, BE T AAARIBRES (ISE) LAY R TE 55 & adminuser , 70 Bl Bhelpdeskuser Fl, B L {E & 7 5l
72 admin-group® hel pdesk-groupf BY — B 7o 15 A & adminuser (8 1 admin-group) A i S S HWLCH T E FEGT
A fE, 5% — 75 Ehelpdeskuser, i —ZB % helpdesk-group , EHIR FWLCHEEIREFRT W, HitL , RBEBER
BFF A,

AN EHWLCHISER B ARADIUSH BERTE , AEHTACACS+HTHRIRIE,
RBEEMHERS
#TACACS+ZRRADIUSFI R 9800 WebUIBR E B , 17 7E A T IR -

- IR RONEREFE , EEEFHBEGU

- BFATAHRBIA 1140 & REERRMonitor B (AR ERA BB S BREN REEAE
M AT RARE )

« FFAHERBI A 15K EREER TR #E

« PXEFURRBAIHNEREUREAFRER TN TR, E£AZENABEBWebUIH
TREEXR

TRERHBRELITZFE,
FEWLCHIRADIUSER
HER1. 5 ERADIUSHIARRR-

£ GUI E :

B, EWLCEEIISE RADIUSAIRER. & Al SA@iBhttps//

/webui/#aaa
HIGUI WLC B E A # B & serversyGroups > RADIUS > Servers( 4l B E i Bll configuration > Security > AAA) , BNZR[E AT
Ro


https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,

Configuration = > Security* > AAA

+ AAA Wizard

Sarvers [ Groups AAA Method List AfA Advanced
 —

Servers Server Groups

Mame T Address T Auth Port T AcctPort T
B
Lo (] ISE-lab 10.48.30.134 1812 1813
1 10 -
For Rediug Faliback fo work, please make sure the Dead Criteria and Desd Time configuration exists on the device

B EZHEWLC EXTERADIUSHIRRRS , FFER—TIRREFIIBERN "Addy #ill, EXRMEREE
AR EHRRE.

Create AAA Radius Server

Name®*

Support for CoA (@ enaier [

Server Address” 10.48.39.134 CoA Server Key Type Cliear Text
PAG Key 0 CoA Server Key (T)

Key Type Clirae Terxt v Confirm Cof Server Key

Key* @ anern—. Automate Tester

Confirm Key*

Auth Port

Acet Port

Server Timeout (seconds)

Retry Count

HUWEHRE R , BARMY

- AREEEE (FIE  STHEISERFKBRITH )
- {AAREFIPHE 1L
« WLCHIRADIUSfRfRES 2 EHY & A =15

TUREHEMSIR , flIARS HREMNCTIRGE  EELIHTREH IR, RE/RXENE
EAEEE 08



£ CLI L :

<#root>
WLC-9800(config)#radius server

| SE-1 ab

WLC-9800(config-radius-server)#address 1ipv4

10. 48. 39. 134

auth-port 1812 acct-port 1813
WLC-9800(config-radius-server)#key

Ciscol23

S ER2 AARADIUSA AR 25 ¥ IR 2 {7 Bk 25 4H o
£ GUI E :

MREZETARSOREBEHRADIUSHIRSS , BEASATEE L[ AR5 2 E] — B AR BF4H.
WLCEEERRB[ATN ARSI ZBTETRASORIFNESH ., RADIUSTIREIEERKL "
Servers/Groups > RADIUS > Server Groupsy 35| 2EHF , RESR1PIRIINGUIEEETRE , W TEMRTR

o

MName Y Server1 Server 2 Server 3
(] RADIUS-Group ISE-lab MIA NiA

1 0 -

HRARIFEY , B8R —TAdER (EEEL—EBRXKRP ) B, SHR—EELRE K 0TE
Fﬁﬂ'_\o



Create AAA Radius Server Group

Name* RADIUS-Group

Group Type RADIUS
MAC-Delimiter none
MAC-Filtering none
Dead-Time (mins) 5

Load Balance |‘.IJIT\

Source Interface VLAN ID 1 * B

Available Servers Assigned Sarvers

ISE-Iab

O Concel Apply to Device

HEHAED  AERE—EEE  LEMFENARSIBHE "o EAMKRSR BEP,
£ CLI £ :

<#root>

WLC-9800(config)# aaa group server radius

RADI US- G oup

WLC-9800(config-sg-radius)# server name

| SE-I ab

S ER3. B U EMRADIUSHI AREBFHEMAAAT M ERE S A 15 7%,
£ GUI k-
A A EGUIE H Lhttpsy/

Iwebui/#/aza

, BB T AAA Method List > Authentication B B M 2 37 — BB B 7% , W T EFT R,



Configuration = > Security* > AAA

+ AAA Wizard
Servers | Groups AdA Method List AAA Advanced
uthentication

Authorization
Group T
Accounting Name T Type T Type Group1 T Group2 Y Group3 T Groupd oTe
0 defaul login local WA WA MiA /A
a] :n"'d'”s'a“‘“"' login Iocal RADIUS-Group  N/A NIA NIA
1 10 w

Walk Me Through >

BE  BEREAARBREEZYEMRESER  SHE—EREHELRAE , BEURKREHA IR
&

Quick Setup: AAA Authentication

Method List Name*

Type* ogin v @

Group Type Al v | |B

Angilable Server Groups Assigned Servar Groups

rads r RADIUS-Group
Idap
1BCHCS+

D Cancel ]

FHEHAED , BRHAFENER. EErvyee "EABRAL | BEL—SHEINBRRSFFER S
FR Assigned Server Groupso 1R Group Typel{y , AIEE B LER &,

- MRLREFE THEBR, FEA T,  WILCEEAREFRAERIRESFERASN , RED
IRE A AR R4

- MRERE AR, FAEYRRERT TEERIA, BIR  WL.CREHHRARFMER
EEMHERIR.

- WMREE THEER, EAEYED "TERIA, FEE , AIWLCEHHARRAREERE
Big, YEEARRRAERTSIEM A LENE, NMRARFEEELES , AIERAERK



BRE  BEXEAETRFERELERESD.
£ CLI £ :
NRFLRAFEEAELHRAINEAERER , TEARARFEAREEAERE , BFEH

<#root>

WLC-9800(config)#aaa authentication login

r adi us- aut he- net hod

Tocal group

RADI US- G oup

MREFLEHARFAREEAERR , F

&
3

<#root>
WLC-9800(config)#aaa authentication login
r adi us- aut he- net hod

group

RADI US- G oup

==

MREFEHAMBEREEAERE , LEKBRAH MR EHELRE

&
ki

<#root>
WLC-9800(config)#aaa authentication login
radi us- aut he- net hod
group
RADI US- G oup

Tocal

HEUWRPIERESR , FECREEEAMEY  MALEAEEEISEMRR LEY , RtERSE—



{&:&18,
S EBRA. B EMRADIUSTIIREFEBVAAAR S 1T 5%,
£ GUI k-

FREEXARESIRESTESHRBEF TR, A #%cUl Page Configuration > Security > AAA , B E FaAA
Method List > Authorization B3, , RAREB I REFE , M TFEFTR.

Configuration = > Security~ > AAA

+ AdA Wizard
Servers | Groups AAA Method List AAA Advanced
Authentication
Add
Authorization
Name T Type T Group Type T Groupl T Group2 T Groupd T Groupd y
Accounting
0 defaunt axes local MiA MNiA MNIA MIA
n] ::.:.:D:mnn- Bxec leeal RADILIS-Group M MiA MiA
1 10 »

Walk Me Through >

RERERM

BRER THE REAFENRELSER  SEE —ERATHREL ZREEURNELARE,

Quick Setup: AAA Authorization

Methed List Name® radius-autho-method

Type* i -

Group Type local v

Authenticated D

Awsilable Server Groups Assigned Server Groups

rads RADIUS-Group
Idag
[3CACs+

o) Cancel Apply to Device




EUEEBEHAES  RURETENERE  BEER Bee , YEARSRIFT HHRES EZMEE
HYAE 2L B N o

£ CLI .k :

HRENBRESZE , BASEREUBRBABFEREEAE  AERBARFBEFHERE BERE
A&,

<#root>
WLC-9800(config)#aaa authorization exec

r adi us- aut ho- net hod

Tocal group

RADI US- G oup

SRS B HEDEEHTTPEE LK AR Telnet/SSHIIVTY 4R .

£ GUI E :
BYNEBFNEEAEZTARHTTPH/SH Telnet/SSHE A & E#E |, aAJEGUI WLCE ERIAAA

Advanced > AAA Interface https://

Iwebui/#/asa

(A EGUIWLCEHE LERE) , M TEFR :

Global Config -
B Apply

RADIUS Fallback

Authentication Authorization Accounting
Attribute List Name
Console None - B Mone > | B Nana v | B
Bevice VTY radius-authe -method [ ~] radius-autha-method B Nang B
Authentication : v = =
HTTP [ radius-authe -method «» |a | radius-autho-method » |l; None v B
AP Policy

Pagaword Policy




RARGUIH 3 ERTERICLI:

<#root>
WLC-9800(config)#ip http authentication aaa Togin-authentication

r adi us- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

r adi us- aut ho- net hod

Telnet/SSHE 3B FERICLI:

<#root>

WLC-9800(config)#1ine vty 0 15
WLC-9800(config-1ine)#login authentication

r adi us- aut he- net hod

WLC-9800(config-Tine)#authorization exec

r adi us- aut ho- net hod

IR EYHHTTPEEHTEXNE , REFEFRBHTTPAMHTTPSIRE, EMEBUT

WLC-9800(config)#no ip http server
WLC-9800(config)#no ip http secure-server
WLC-9800(config)#ip http server
WLC-9800(config)#ip http secure-server

ARADIUSELEISE
$HE1 HWLCE B BRADIUSHBIREE,

£ GUI .k :

A
Ap

AN
er)

Bl



EZEE—HPEANWLCES SISERRADIUSHMEKREERE | 558 B F Administration > Network
Ressources > Network Devices , $A1& BAEINetwork devicesB & , 1T BFfRo

= Cisco ISE I Administration - Network Resources ‘ Q @ o2
Network Davices Network Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences More
Noetwork Devices
Network Devices
Device Security Settings -
Selected 0 Total 1 %] =
Ly lmport 1 Export i Delete
L; Name - IP/Mask Profile Name Location Type Description
O WLG-9800 10.48.39.133/32 s Cisco (D All Locations All Device Types

EXNEEREE , BEMAAJZRE , ZRASRABTNEREERERE,



= Cisco ISE Administration - Network Resources Q @ B &

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences More
—
Matwork Devices
» New Network Device
Default Device

Network Devices

Device Security Settings

Name WLC-9800
Description

§ IPAddrels =B 10.48.39.133 [ 22 &
Device Profile 2 Cisco b
Model Name ~
Software Version ~

Network Device Group

Location All Locations ~  Set To Default
IPSEC Is IPSEC Device ~  Set To Default
Device Type All Device Types L Set To Defauli

I « RADIUS Authentication Settings |

RADIUS UDP Settings

Protocol RADIUS

I Shared Secrat e I Show

[[] Use Second Shared Secret

Second Shared
Secret

Show
CoA Part 1700 Set To Default
RADIUS DTLS Settings

] DTLS Required

Shared Secret radius/dtls

EFAET  RERREENSSE , WHEHIPhy, #ERADIUSEHRERE , WERERWLCEME
FA#IE —RADIUS# A %15,

S BIVREFZRLUREIFFT#,
£ GUI .k :

EEEEHEESEHE  EEE Haminuse 1 5SHEF AR B |, BB A BexeciR RAR. B—
FH , TFEEexeciBRAGREE , FE ko] LA Bl 5 o] 8 4K BIE 7 helpdeskuser 15 BV 5 AT #EAR Bl & T @)
FRESOEMNFERR  TUFEARERERER, TR T —5RElISE Gul Page Policy > Policy

Elements > Rwltsﬁﬁ'ﬁ‘ﬁﬁ? E"JAuthorization > Authorization Profiles , gﬂﬁggﬁlﬁo



= Cisco ISE

Dictionaries

Authentication

Authorization

Conditions

Results

Authorization Profiles

Downloadable ACLS

Profiling

Posture

Client Provisioning

EREFNREREER ,

Policy - Policy Elements

Standard Authorization Profiles

For Policy Export go te Administration > 5

O

o

0O 00O0O0Oo

0

Name
9800=-admin=priv
9800-helpdesk-priv

Black Wi Access

Cisco_|IP_Phones

Cisco_Temparal_Onboard

Cisco_WeabAuth

NSP_Onboard

Nen_Cisco_IP_Phones

UDN

DenyAce

yst

em > Backup & Res

Profile

& Cisco (7)
& Cisco (3)
& Cisco ()
& Cisco (D

&k Cisco

== Cisco
%= Cisco ()
&= Cisco (

&k Cisco (D)

re = Policy Export Page

Description

Selected 0 Total 11

Default profile used to block wireless devices. Ensure 1l

Default profile used for Cisco Phones,

Onboard the device with Cisco temporal agent

Default Profile used to redirect users to the CWA portal

Onboeard the device with Native Supplicant Provisioning

Default Profile used for Non Cisce Phones.

Default profile used for UDN.

Default Profile with access type as Access-Reject

AAEAAdREE , RRAEFERFHNREREEREER, BEREDER
RHEERR |, REXFRFIEIE Kaminusero



= Cisco ISE Palicy - Policy Elements Q @

Dictionaries Conditions Results

Authentication * Mew Authorization Profile

Authorization Profile
Authorization

Authorization Profiles * Mame
L 9800-admin-priv
Downloadable ACLS
Description
Profiling
* Access Type
Posture ACCESS_ACCEPT N
Client Provisioning 4 Network Davice Profile &% Cisco &

Service Template
Track Movement
Agentless Posture

Passive |dentity Tracking

> Common Tasks

~ Advanced Attributes Settings

Cisco:cisco-av-pair i - shell:priv-lvl=15 L

~ Attributes Details

Access Type = ACCESS_ACCEPT
cisco-aw-pair = shell:priv-ivi=15

m seangs

BEETSH TSR FREEBBNEMERE, Wk, ERT—ESBHFEINNES
1T Badminusere B2, Dhelpdeskuser B E BBV FF W RER B , HIt ABRE T —EREETE,

helpdeskuser I RBE TRBOUR LEBIULNTER , TRZEEshdlpriv-lvi=152 , LEHEF & F tl Ashel:priv-
vi=x , I FAPT TRV RT AT AR B B X, UL RBIF | A1,

FRIEISELEBUERAEME.

£ GUI .k :

|SEEFH %ﬁﬂﬁ@ﬂ’gﬁﬁﬁ %%ﬁﬁﬂEﬁEﬁAdminiardion > |dentity Management > Groups GUI Page , aﬁﬁﬁafxﬁ
EEWED,



= Cisco ISE Administration - Identity Management W : Q @ 2@ &

ldentities Groups External Identity Sources Identity Source Sequences Settings
"‘j;‘“““’"”“ User Identity Groups
= & Selected 0 Total 10 13 {5
8 Dpelete &y Impaert ot Export Al Y
i+ | Endpoint Identity Groups
» EI User Identity Groups Nama ~ Deacription
f_] 48 helpdesk-group This is the group containing all users with read-only privileges.
L:I 4R admin-group This is the group containing all users with administrator privileges.
a S OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group
a I GuestType_Weekly (defaul) Identity group mirroring the guest type
D & GuestType_Seciallegin (default) Identity group mirrering the guest type
[_] & GuestType_Dally (default) Identity group mirroring the guest type
|:| & GuestType_Contractor (default) Identity group mirroring the guest type
0 S GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
a 4 Employee Default Employee User Group

a &t ALL_ACCOUNTS (defa

Default ALL_ACCOUNTS (default) User Group

ERVHERAE  FER "HE Bl RASHFNERAESOERERE , MBI

= Cisco ISE Administration - Identity Management v : Q @ 8 &

Identities Groups External Identity Sources Identity Source Sequences Settings

¢ Mow User Identity Group
Identity Groups

=l Identity Group
=} &
* Name admin-group
b ! Endpoint Identity Groups
Description | THS i the group containing ol users with adrministrator privieges.

» 0 User Identity Groups

RMUFAEZIWAEANERE, B LA EEAEHE , Blamin-group Flhepdesk-groupo
SEBAEISELBIUFEAE,

£ GUI .t :

ISEf A HE R Users B H 2 3 Administration > Identity Management > Identities GUI Page , 2% BL B BB R T AR



o

= Cisco ISE
Identities Groups

Administration - Identity Management { Evaluation b ; Q @ 28 &

External Identity Sources Identity Source Sequences Settings

Users

Latest Manual Matwork Scan Res...

Network Access Users

H

Selected 0 Total 2

1

7 Change Status Ly Import oty Export fl Delete Y
Status Username -~ Dascription First Name Last Name Email Address User Identity Groups Admin
O B Enabled § adminuser admin=group
O B Enabled ¢ helpdeskus... helpdesk-group

BRNHEME , BEMAAJRBBRBFOEESECRAEEERE , MBAR.



= Cisco ISE Administration - Identity Management Q @ L @
ldentities Groups External Identity Sources Identity Source Sequences Settings
Usérs

1 Mew Network Access User
Latest Manual Metwork Scan Res...

~ Network Access User

|‘ Usernamea adminuser |

IS‘.:—nus Enabled ~ |

Account Name Alias

Email

~ Passwords
Password Type; Internal Users -

Password Lifetime

© With Expiration
Password will expire in 60 days

(O Mever Expires

Password Re-Enter Password

* Login Password <~ e Generate Password

Enable Password Generate Password

> User Information
» Account Options
» Account Disable Policy

~ User Groups

admin-group e 5] .

aEAERMER O IEAEEBNER  EEEAEEBNEBANREWLC LETRE. A
, RHEREAEMRE R, B, BEAEMEINHERE (EESBAFEY ) , WHEREXK
B FAUser Groups T HIi#EE,

B FRMmEREAE , Bladminuser Flhelpdeskusero
THESBREBEERES D,
EGUI E -

EERP , EHEERENISERRKMKEN 5 0 5FE R LA RREE™, TUREISE GUIETER
Policy > Policy Sets ( ZNEIFIR ) MARLLREESR. it , RALEHEETER,



Cisco ISE

Policy Sets— Default

Status  Policy Set Name Description

-
e,

S Dafault Default policy set

- Authentication Palicy (3)

Paolicy - Policy Sets

Conditions Allewed Protocols | Server Sequence  Hits

Default Network Access =

F Status  Rule Name Conditions Us Actions
Internal Endpoints
end_
) AR OR {‘é}
Wirelass_MAB Options
All_User_|D_Stores
Wired_802.1X
-] % OR [s]
Mirsless_BO2.1X Options {:}
All_User_ID_Stores
S Defaul {(:3:}

»  Options

SReREFERE,
£ GUI k-

EEAERBEBSMRERKER K FTEHHETRE , YAISEREREZEVHNREREER

( RFFER , AIRFFAIERA ) .

&GP, BAERAGRBEREEN P ( BIWLC IPAzHE ) EATIBIRE , XWRIFREAEPTBEE
ESERTFHFARER. Z—EEMNSTEZRRBEAENEAERBBRERE , RAEANT

plrp , BEEIAESEBERE.



= Cisco ISE Policy - Policy Sets &b Evaluation M ipeys Q @ L@ &

Policy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits
(&)
(] Default Dafault policy set Default Network Access &0 152

» Authentication Policy (3)

» Authorization Policy - Local Exceptions

~ Authorization Policy - Glebal Exceptions (2)

Results

(+) Status  Rule Name Conditions Profiles Security Groups Hits  Actions

Q

Network Access Device IP
B Address
EQUALS 10.48.39.133
[-] 9800 Helpdesk Users AND 9800-helpdesk-priv = e Select from list e 1 {@
Interaallser- |deﬁlil'yGfOup
Fb EQUALS User identity
Groups:helpdesk-group

Network Access Device P
0O Address
EQUALS 10.48.39.133
Q BE00 Admin Users AND 9800-admin=-priv e Select from list ' z 3@}
InternalUser-dentityGroup
M. EQUALS User Idantity
Groups:admin-group

» Autharization Policy (12)

TRSBRE , TAREWLCHBEIBGUIZR Telnet/SSHER T Aadminuser Mhelpdesk ( A E ) BB R
#Fo

EREETACACS+ WLC

S EB1. EETACACS A ARES.

EGULE:

B, FEWLC L E 3 Tacacs+{a] AR 88ISE. & FJ BA$EGUI WLC B E (AT #E hitps.//

/webui/#/aaa
R 77 E0) B9 1% 18 -~ Servers/Groups > TACACS+ > Servers(Tab) F 2B, , 2R E i Bl Configuration > Security > AAA |, BT BIFf Ko


https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,
https://%3CWLC-IP%3E/webui/#/aaa,

|+ [P Cisco Catalyst 9800-CL Wireless Controller

CIsco

Welcome admin 3 ﬁ A ﬂ m [ 7 I Q &= Feedback f’ [
Configuration - > Security - > AAA
+ AAA Wizard
Servers [ Groups AAA Method List ABA Advanced
Add
RADIUS
Server Groups
Name T Server Address T Pom T
LoAP [m} I1SE-1ab 10.48.39.134 49
1 10 -

Walk Me Through »

EEWLC EHBTACACSRIARER , B — T LEF UM S RIAdIZRE . ERRRBFTRINELHRE,

Create AAA Tacacs Server
Name*
Sarver Address® 10.48.39.134
Key Type Clear Text

Key*

Confirm Key*

Part

Sarver Timeout
(seconds)

D Cancel Apply to Device

ERHRERBRE  FRUARSFEE (TTLEISERRBBTE ) . HIPthit, HAER, €A
HY SR A B

HUWEHRESR , HARME

- AREERE (FEIE , ETHXHISERKBRBITE )
 {AlfRESIP bk
« WLCHMTACACS+HaAlfREs 2L A8



ALRERMEIH , SINARSBREBNCIRNE , BELSIBFRMTE , RE/XUENAR

axX fE o

£ CLI L :

<#root>

WLC-9800(config)#tacacs server

| SE-| ab
WLC-9800(config-server-tacacs)#address ipv4
10. 48. 39. 134
WLC-9800(config-server-tacacs)#key

Ci scol123

HER2 A TACACS+fa) AR 35 24 BR 2 7] AR 2548

EGUlE .

MELEZE ARG HERFNITACACS+HAIMREY , BEENMFTEELMARIHMEIE —ERKEEHE. A%, WCAEERRSFETHME
REEC BT ETRSHRBHESR, TACACS+RIEEHERENS 1+ IREIMCUIE EHE Servers/Groups > TACACS > Server
Groups ( I TNEIFTR ) WGUIEE EREBHHRE.

@ lule Cisco Catalyst 9800-CL Wireless Controller

\elcome admin # % A B & nhe o Q & Feedback  ,” (@
Configuration = > Security = > AAA
+ AAA Wizard
Servers [ Groups Ang Method List A Advanced
>
Ceeg]
>
RADIUS
Name T Serveri Saerver 2 Server 3
AP
Lt [m] TACACS-Group ISE-lab IR A

1 10

HRARBREY , ERR-THESR (WEATR ) PENAZER , SHE—EEERE,



Create AAA Tacacs Server Group

Name* TACACS-Group

Group Type TACACS

Awailable Sarvers Assigned Servars

ISE-lab

Apply to Device

EREHAES , RAEE—EE%E  WAMENARELDHE "I ERNFARSE BEFR.

£ CLI £ :

<#root>
WLC-9800(config)#aaa group server tacacs+
TACACS- G oup

WLC-9800(config-sg-tacacs+)#server name

| SE-1 ab

S ER3 E U IEMTACACS+A AREFAEMAM B R BRE B A 17 %o
EGULE:
A £ GUIE Mhttps://

Iwebui/#/aaa
, BEZEAAA Method List > AuthenticationZ 5|28 , ARBIURFZ S E , WTE TR



Clsco

dluln Cisco Catalyst 9800-CL Wireless Controller

Welcome admin # T A B & h @ 2 Q &= Feedback (W
gt 12 roar- QPSR
Configuration = » Security~ > AAA
+ Aan Wizard

Servers | Groups AAA Method List AAA Advanced

Authorization
Group T
Actounting Mame T Type T Type Group1 T Group2 Y Groupd T Groupd T
0 default lagin local NIA NIA MiA NIA
radius-authe- -
] e login local RADIUS-Group N/A MIA N/
tacacs-authe- " 1
O rethed login local TACACS-Group MiA M NIA

1 0 v

Walk Me Through »

BE K BEECEAAREEY SRS LR  SHE-—EREELRE , EURFESTRRORE,

Quick Setup: AAA Authentication
Method List Name*
Type*

Group Type @

Available Server Groups Assignad Servar Groups

radius TACACS=Group
Idap

LACACS+
RAMUS=Group

| o Cancel J Apply to Device

FEHEHEESD | BESENEE , #EType aslogin , 1§ £ — S E T KA FRRESHEE
Assigned Server GroupsiBEH, ¥R Group Typelif , ATEE B LERE.,

- MRERE THABR, FEA T,  WICEEAREFRERIRAFERAN , RED
IR E A AR AR 4E

- MRERE AR, FAEYRRERT TEERIAS, BIR  WL.CREHHRARSFMER
EERAERE.

- WMREE AR, EAEYED "TERIA, FEE , AIWLCEHHARSRAREERE



B, YEEARRRIAERTSIEMABLENE, NMRAKRF[EXELEER , AIERAERK
BE  AEXEAETRFERRBLENESD.

£ CLI £ :
NMRFLERBEERELA KA IERAERRK , TEAARSEREERERR

A

<#root>
WLC-9800(config)#aaa authentication login
t acacs- aut he- et hod

Tocal group

TACACS- G oup

MRFLEEHARFEREERERR , FEA -

<#root>
WLC-9800(config)#aaa authentication login
t acacs- aut he- met hod

group

TACACS- G oup

NRAFLEHARFEREFEAERE  LESBRAREAMKBFLHERE , BEM

<#root>
WLC-9800(config)#aaa authentication login
tacacs- aut he- et hod
group
TACACS- G oup

local



HEUWRPIERESR , RECREEEAMEY K MALEREERISEMRR L , HWERSE—@2
Ho

S BRA.3E 3] 15 MITACACS+{al AR 2 B 4B RYAAATR fexec 5 3o

EGUIE :

FREAEVEESRETESHBHUE, NHARTEGUIEEC Configuration > Security > AAA , EfnZE "TAAA Method List >
Authorizationy B , RAREURESZE , WTFER T

cl

B Uuthe Cisco Catalyst 9800-CL Wireless Controller

Welcome admin # % A & 'h o Q = Feedback ' (W
Configuration = > Security = > AAA

+ AAA Wizard

Servers | Groups Adn Method List Ad Advanced
—

Authentication

Add
T Group3 T Groupd T

Name T Type T Group Type Y Groupl T Group2
Accounting

0 defaun aXec lecal A MfA WA NIA
radius-autho-
e exec local RADIUS-Group N/A NIA N/A
tacacs-autho- anec ogal TACACS-Group  NJA NIA NIA
method

1 10 »

Walk Me Theough >

BRER THE REAFEHRESER  SHE —ERARHRES ZRERUMNERARE,

Quick Setup: AAA Authorization
Method List Name® tacacs-autho-method
Type*
Group Type

Authenticated

Avallable Server Groups Assigned Sarver Groups

radius ; TACACS-Group
Idap

1aCACs+
RADIUS-Group

D Cancel Apply to Device




EUEEBEHAES  RURETENER B "HAL FR  UEARLE-SHEHRES
EMER BB ERF

£ CLI £ :

<#root>
WLC-9800(config)#aaa authorization exec
t acacs- aut ho- net hod

Tocal group

TACACS- G oup

S5 HEDEMEHTTPE B AR AR Telnet/SSHVTY R o
£ GUI .k :
BVHBRENEES EZTARHTTPH/ZH Telnet/SSHE A EE#E , AJEGUI WLCEHEHMAAA

Advanced > AAA Interface https://

Iwebui/#/aza

(AAIEGUIWLCEE LERE , M TFEAR.

@ lule Cisco Catalyst 9800-CL Wireless Controller

CISco

.
¥

Welcome admin # T A '] Q ‘Q 9 C Q
Configuration = > Security~ > AAA

+ AAA Wizard

Servers | Groups Ans Method List AdA Advanced
Global Config

RADIUS Fallback

Authentication Authorization Accounting

Attribute List Mame )

Console None v | B MNone | B None v | B
Davice .

o VTY tacacs-authe-methody || 6 tacacs-autho-mathody | B Nang v B

Authentication

HTTP I 18cacs-authe-methocy | ] l tacacs-autho-methoc I [ #] MNane v B
AP Policy

Password Policy

£ CLI £ :
HAGUISERT :



<#root>
WLC-9800(config)#ip http authentication aaa Togin-authentication

t acacs- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

t acacs- aut ho- net hod

HMTelnet/SSHE B -

<tfroot>

WLC-9800(config)#1ine vty 0 15
WLC-9800(config-1ine)#login authentication

t acacs- aut he- net hod

WLC-9800(config-Tine)#authorization exec

t acacs- aut ho- net hod

o

_%Eo

WLC-9800(config)#no ip http server
WLC-9800(config)#no ip http secure-server
WLC-9800(config)#ip http server
WLC-9800(config)#ip http secure-server

TACACS+ ISEFL &
SEB1ASWLCHE B ATACACS+H AR EE,

£ GUI E :

AR, BEHHTTPEEHTENR , REFEFBMEBHTTPAIHTTPSERY . AEER

EFEL LEHHREANWLCES AISERRADIUSH AR EE |, 5558 5B 2 Administration > Network Resources >

Network



Devices , SRE&BIRANetwork devicesBE , 1 T BT R.

= Cisco ISE IAdminfstration-Network Resources| aQ @ 28 &

MNetwork Devices Network Device Groups Metwork Device Profiles External RADIUS Servaers RADIUS Server Sequences More

| Network Devices |
Network Devices

Device Security Settings

Selected 1 Total 1 25 {3
-+ Ade [0 Duplicate Ly Import %) Export @ Delete
L: Name “  IP/Mask Profile Name Location Type Description

WLC-3800 10.48.39.... 2k Cisco (D) All Locations All Device Types

EARRGIF , EARADIUSHAEEERTIE TWLC(FF2RELERADIUS ISE—HIHFER1, ) Witk , R
FEAEEENTEETACACSERE , EAEMREKERTETEFWLCY BEEAtRER |, B
ASERLLRE, ERFRERRERERE K WTEMT.

= Cisco ISE Administration - Network Resources Q @ @ &

Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences More

Network Devices General Settings

Default Device [ Enable KeyWrap

Device Security Settings
Key Encryption Key

Message
Authenticator Code
Kay

Key Input Format
O ASCll () HEXADECIMAL

~ TACACS Authentication Settings

| Shared Secret --eeeees Show

[_] Enable Single Connect Mode
© Legacy Cisco Device

(O TACACS Draft Compliance Single Connect Support

] ~ SMNMP Settings

] ~ Advanced TrustSec Settings

FRFHEER , A TTRBIEETACACS+ WLCE D H "TACACSEHMERERE My , MAEL
RE , WHEESRIFMANLATR,



S BR2 BE BB ADevice AdminZh &g,

MiEE : EEAISEERTACACSHAMREE , B4 ARAEREEEF IR TURELSFHFTRR

BEFFARE,
£ GUI .k :
ZHREETEHURER  HEALSEEEBADevice AdminZhgE , FeEMFE HISE/EATACACS+{ERES.

?EHHS ) %%:ﬁiﬁﬁﬁﬁE"J|SE§|§§§’I5%EE’9EEIE(ﬂT:EAdministrator>Deployment—FEI:iﬂ) ) %?ﬁ?ﬁ_?ﬁ%ﬁﬁﬁ
Fedt "EBY, R,



= Cisco ISE Administration - System W : Q @ 2@ &

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Deployment Deployment Nodes
= &
Selacted 0 Total 1 &
% Deployment | -
s PAN Failover
O Hostname ~  Personas Role(s) Services Node Status

0 Administration, Monitoring, Policy Service STANDALC... SESSION,PROFILER B

FRE BB ERE R |, iIEHPolicy Service# % T #YEnable Device Admin Servicei®1 , M1 NEIFT R

o



= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Deployment yrmian Nod £
Edit Node
Deployment
1L PAN Failover General Settings Profiling Configuration
Hastname L2 ]
FODN ise.cisco.com

10.48,39.134

Identity Services Engine (ISE)

Make Primary

Fole STANDALONE

~  Monitoring

Rale FRIMARY

DOther Monitoring Node

Policy Service

~  Enable Session Services

Include Node in Node Group  Mone

Enable Profiling Servce

|__] Enabie Trreat Centric NAG Service

*  Enable SXP Service

> pxGrid

Resst m

HER3EUTACACSEERER , LUREFF AT,

£ GUI .k :

EEEEEEVREFUE  FEEBaninuse 1 5SHFF AT RRA , BB Bl A FFehBexecR AR, B —
FH , TEEexecRRARSRE , Eik /L5 BT 7 R BIE helpdeskuser 15HY FF FI AR Bl A& T 1
{E)ﬂ%ﬁEEIEEEE’\JE‘FﬁIE%&EU ) ﬁﬂiﬁ)ﬁﬁ%ﬁﬂﬁ%%ﬁo ﬁﬁﬁéISE GU|EE(E£TWorkCenters> Device

Administration > Policy Elements) Bit. i Results > TACACS Profiles , ¥1T B P 7Ro



= Cisco ISE

lWork Centers - Device Administration

Overview Identities User ldentity Groups Ext Id Sources

Canditions - TACACS Profiles

Ligrary Conditions

Smart Conditions

Network Conditions

Rosults
Allowed Protocols

TACACS Command Sets

TACACS Profiles

BHEREFMMTACACS

WTRFRo

' [ ]

Name

Drefault Shell Profile

Deny All Shell Profile

105 Admin

105 Helpdesk

WLC ALL

WLC MONITOR

Network Resources Policy Elements Device Admin Policy Sets More
RowsiPage 6 ~ 1

Type Description

Shell Default Shell Profile

Shell Deny All Shell Profile

Shell Assigned to each user in the group admin-group

Shell Assigned to each user in the group helpdesk-group

wLC WLC ALL

WLC WLC MONITOR

Q @ B ¢

& Total Rows

RER , BEA "Addy &, WA EFRREERE AR E RER LR
REERERE, WREERESBRENEERRED , INREFF TR B Baminuse15) i , A5



= Cisco ISE Work Centers - Device Administration

Overview Identities User ldentity Groups Ext Id Sources Network Resources

» 105 Admin
TACACS Profile

Conditions

Network Conditions

Mame

Results 105 Admin

Allowed Protocols
TACACS Command Sets

i Description
TAGACS Profiles Assigned to each user in the group
admin-group

Task Attribute View Raw View
———

Common Tasks

commen Task TYP‘-}

Q @ ;& &

Policy Elements Device Admin Policy Sets Maore

v It F Y 15 ~  [Select 0 to 15)
A n Brivil 15 ~  [Select O ta 15)
55 Gon | L W
— ~
No Escape ~ [(Select true or false)

Custom Attributes

Type Name Value

~  Minutes (0-9999)

~ Minutes (0-9999)

HERBEREEZEFraprek. WRBRR—E , FERFFAEMRAFF AIEHRER.

HRAFEISELBIUFERER,
IERAEMEERADIUS ISE—
SRS EISELBUFERE,
IERAEMEERADIUS ISE—
SR EVRBEERKE,

£ GUI .k :

EIRY S BR3P ARV AR

B S BRAPRARIAEE,

HWRRADIUSHR , ERE—BHEYN , A5 0RENRERBNEELISELESR , WERTHIER
HIEHRERT AT, TACACSHEM BB EAREEERMENERZEN , W AREITE Ework Centers>

Device Administration > Device Admin Policy Sets GUI Page

WTRFRRo



= Cisco ISE Work Centers - Device Administration Q @ B @

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Paolicy Sets Reset Policyset Hitcounts
D Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits  Actions  View
- Network Access-Device IP Address
L SACS Authentication (=] AR i
) WLE TAGACS Authentication A oo ALS 10.45:39.123 Default Device Admin ) gf?} Y
(] Dafault Tacacs Default policy set Default Device Admin o o {Q}} >

ERVEBEEENE BEAL-MEPAIGERN THE B ERKERETERES
B, AFRINERG—EEB. LARAZENEELR AN HE/AREFFI(LE | oean
pevicendmin)o EMsack TR ERENTE  YEALGANNBERFEOEREEE ( ME A
)



= Cisco ISE Work Centers - Device Administration Q @ @ @

Overview ldentities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Policy Sets—|WLC TACACS Authentication Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[ -] WLE TACACS Authentication B Network Access Device IP Address EQUALS 10.48.38,133 Default Device Admin 7 1]

~ Authentication Poliey (1)

Status  Rule Name Gonditions Use Hits  Actions

All_User_|D_Stores Y

[ Default 0 \{i)}

Options

% Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

- Authorization Policy (3)

Rasults
Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
Q
L] Helpdesk users authorization A :;LT:{L;?_,I;::L::Z: ?q fou-.,L;MS vt AllowAllCommands A 105 Helpdesk 7] [ {é},
©  Adminusersoutmorzaon R eatserldentGroun EQUALS USeT o niiGommands 108 Admin g vt o &
[ Default DenyAllCommands \ Deny All Shell Profile K] [ c@}

ERBIPHISEREE "WLC TACACS Authentication iBiRIPtb i ZF R /RBHICI9800 WLC IPHE 1
HYEE Ko

EEENRBER K FERANECRE  RACRRETHEAENER, CREMERERA
- EFHEBAEZNER K SBRE —(@ZBamingop. CERAFMEGT(EBTERER
permit_all) I %0 BE 5 AI #E15(BIB E E MY 10s Admin TACACSELEER).

o 5B {EiRIE1E & B A E & BV #Hhelpdesk-group((B 18 T8 5% 3R Permit_all 10S Helpdek B ) B3, © 5T
iEnT , Y2 EFT#1(BBEZNTACACSEERER).

RIS EB%E |, ATAREWLCHIEBGUIS Telnet/SSHER 7 A adminuser Flhelpdesk(US) 5% E K B =& o

%S HE AR



MREHRADIUSA R TE IS EE RS E BIRADIUSE 4 |, RIS AEWLC E#1E -

radius-server attribute 6 on-for-login-auth

JEBWLC CLIEHWLC GUIZKCLI RADIUS/TACACS+EH (T FEHERR

EERHIHREWLC GUISICLINTACACS+IZEXREIRE , 55 8% Hidebug tacacstin T3 AR AR Im BE 42281 , I
HEERAZARBRRERE L,

flan , KIhB ARTHEFERE S 4 Kadminuser LB H o

<#root>
WLC-9800#

term nal nonitor

WLC-9800#

debug tacacs

TACACS access control debugging is on
WLC-9800#
Dec 8 11:38:34.684: TPLUS: Queuing AAA Authentication request 15465 for processing

Dec 8 11:38:34.684: TPLUS(00003C69) Togin timer started 1020 sec timeout
Dec 8 11:38:34.684: TPLUS: processing authentication start request id 15465
Dec 8 11:38:34.685: TPLUS: Authentication start packet created for 15465(adminuser)
Dec 8 11:38:34.685: TPLUS: Using server 10.48.39.134
Dec 8 11:38:34.685: TPLUS(00003C69)/0/NB_WAIT/7FD29013CA68: Started 5 sec timeout
Dec 8 11:38:34.687: TPLUS(00003C69)/0/NB_WAIT: socket event 2
Dec 8 11:38:34.688: TPLUS(00003C69)/0/NB_WAIT: wrote entire 45 bytes request
Dec 8 11:38:34.688: TPLUS(00003C69)/0/READ: socket event 1
Dec 8 11:38:34.688: TPLUS(00003C69)/0/READ: Would block while reading
Dec 8 11:38:34.701: TPLUS(00003C69)/0/READ: socket event 1
Dec 8 11:38:34.701: TPLUS(00003C69)/0/READ: read entire 12 header bytes (expect 15 bytes data)
Dec 8 11:38:34.701: TPLUS(00003C69)/0/READ: socket event 1
Dec 8 11:38:34.701: TPLUS(00003C69)/0/READ: read entire 27 bytes response
Dec 8 11:38:34.701: TPLUS(00003C69)/0/7FD29013CA68: Processing the reply packet
Dec 8 11:38:34.701: TPLUS: Received authen response status GET_PASSWORD (8)
Dec 8 11:38:38.156: TPLUS: Queuing AAA Authentication request 15465 for processing
Dec 8 11:38:38.156: TPLUS(00003C69) Togin timer started 1020 sec timeout
Dec 8 11:38:38.156: TPLUS: processing authentication continue request id 15465
Dec 8 11:38:38.156: TPLUS: Authentication continue packet generated for 15465
Dec 8 11:38:38.156: TPLUS(00003C69)/0/WRITE/7FD3796079D8: Started 5 sec timeout
Dec 8 11:38:38.156: TPLUS(00003C69)/0/WRITE: wrote entire 29 bytes request
Dec 8 11:38:38.183: TPLUS(00003C69)/0/READ: socket event 1
Dec 8 11:38:38.183: TPLUS(00003C69)/0/READ: read entire 12 header bytes (expect 6 bytes data)
Dec 8 11:38:38.183: TPLUS(00003C69)/0/READ: socket event 1
Dec 8 11:38:38.183: TPLUS(00003C69)/0/READ: read entire 18 bytes response
Dec 8 11:38:38.183: TPLUS(00003C69)/0/7FD3796079D8: Processing the reply packet
Dec 8 11:38:38.183: TPLUS: Received authen response status PASS (2)
8

Dec 11:38:38.184: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: adminuser] [Source: 10.61.80.151]
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TPLUS: Queuing AAA Authorization request 15465 for processing
TPLUS(00003C69) Togin timer started 1020 sec timeout

TPLUS: processing authorization request id 15465

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd*

TPLUS: Authorization request created for 15465(adminuser)

TPLUS: using previously set server 10.48.39.134 from group TACACS-Group
TPLUS(00003C69)/0/NB_WAIT/7FD3796079D8: Started 5 sec timeout
TPLUS(00003C69) /0/NB_WAIT: socket event 2

TPLUS(00003C69) /0/NB_WAIT: wrote entire 64 bytes request

TPLUS(00003C69) /0/READ:
TPLUS(00003C69) /0/READ:
TPLUS(00003C69) /0/READ:
TPLUS(00003C69) /0/READ:
TPLUS(00003C69) /0/READ:
TPLUS(00003C69) /0/READ:

socket event 1

Would bTock while reading

socket event 1

read entire 12 header bytes (expect 18 bytes data)
socket event 1

read entire 30 bytes response

TPLUS(00003C69)/0/7FD3796079D8: Processing the reply packet

TPLUS: Processed AV priv-1vl=15

TPLUS: received authorization response for 15465: PASS
%SYS-6-LOGOUT: User adminuser has exited tty session 7(10.61.80.151)
225:Socket I/0 cleanup message sent to TACACS

Proc:SOCKET IO CLEANUP EVENT
11:38:44.226: %HA_EM-6-L0OG: catchall: Togout

11:39:18.689: %SYS-6-LOGOUT: User admin has exited tty session 5(10.61.80.151)
11:39:18.690:Socket I/0 cleanup message sent to TACACS

Proc:SOCKET IO CLEANUP EVENT

WEL BFEFALLES , TACACS+ARERE E EFEAYASHE(BIAV priv-vi=15)o

#ITRADIUSERFE R , S REOMNEREWE | BERADIUSTHREMEE.

5 5 debug aaa authenticationFll debug saa authorization B FE R E A B ERBEARWLCIEE TH—HLEE,

EIBISE GUIHEBRWLC GUISKCLI TACACS+5h Bt &

& 58 H operations > TACACS > Live Logs , A] AR TACACS+ETEEIRIE24/NFANSEERES
?ERFE. ERFETACACS+ERERFMRB|NFMERT , FEAHELEHHEEBNDetailsi i,
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Live Logs

Logged Time

Dec 0B, 2022 06:51:46.1...

Dec 08, 2022 06:51:46.0..,

Dec 0B, 2022 06:38:38.2...

Dec 08, 2022 06:38:28.1..,

Dec 0B, 2022 06:34:54.0..

Dec 08, 2022 06:34:53.9...

Status

0 B O B

[« ]

Details

Q

a

Operations - TACACS

Identity

Identity

helpdeskuser

adminuser

adminusar

adminuser

adminuser

Authentication

Authorization

Authentication

Authorization

Authentication

Last Updated: Thu Dec 08 2022 12:57:09 GMT+0100 (Central European Standard Time)

RF® , RIhH S 45 & Fnepdesuser il T FT R

Refresh
MNevar

Authentication Policy

Authentication Policy

WLC TACACS Authentication »..,

WLC TACACS Authentication =,

WLC TACACS Authentication =...

Show
~ Latast 20 records

Authorization Poliey

Authorization Policy

WLC TACACS Authentication =...

WLG TACACS Authentication > ...

WLE TACACS Authentication »..

Q @ @ @

Within
Last 3 hours

Filter

Ise Node

Ise Node

28

ise

W

w

Records Shown: &
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Overview

Request Type

Authentication

Status

Pass

Session Kay

Message Text

Username

ize/459637517/243
Passed-Authentication: Authentication succeedead

helpdeskuser

Authentication Policy

Selected Autharization
Profile

WLC TACACS Authentication »=> Default

105 Helpdesk

Authentication Details

Generated Time

2022-12-08 06:51:46.077000 -05:00

Logged Time 2022-12-08 06:51:46.077

Epoch Time {sec) 1670500306

ISE Mode ise

Message Text Passed-Autk ion: Authentication su dad

Failure Reason

Resalution

Root Cause

Username

Network Device Name

Network Device IP

helpdeskuser
WLC-9800

10.48.39.133

Network Device Groups

Device Type

Location

Davice Port

Remote Address

EERTLLE R , 5 & Bhepdeskuser A% 2% 18 5% 55 R Bl &Y 177 Bhwic-os00 , BB RS & E B FwLC
TACACS Authentication > Defaulte Lt | 1R BlosHepdexk B D ELAS L ERAE , WA O IE T A& 51,

IPSECHIs IPSEC Device#Mo,Location#All Locations, Device
Typekall Device Types

Device TypeHAll Device Types

Location#All Locations

tys

10.61.80.151

Steps

13013
15049
15008
15048
15041
22072
15013
24210

24212
13045
13015
13014

15041
22072
15013
24210
24212
22037
15036
15048
15048
13015

Received TACACS+ Authentication START Request
Evaluating Pelicy Group

Evaluating Service Selection Policy

Queried PIP = Network Access,Device IP Addrass
Evaluating Identity Paolicy

Selected identity source sequence - All_User_ID_Stores
Selected ldentity Source - Internal Users

Looking up User in Internal Users IDStore

Found User in Intarnal Users IDStore

TACACS+ will use the password prompt from global
TACACS+ configuration

Returned TACACS+ Authentication Reply

Received TACACS+ Authentication CONTINUE Request |
T Step latency=3149ms)

Evaluating Identity Palicy

Selected identity source sequence - All_User_ID_Stores
Selected Identity Source = Internal Users

Looking up User in Internal Users IDStore

Found User in Internal Users IDStore

Authentication Passed

Evaluating Authorization Policy

Queried PIP = Network Access.UserName

Queried PIP - InternalUser.ldentityGroup

Returned TACACS+ Authentication Reply
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