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+ C9800 WLC
« Cisco 10S XEIE# #&FEhR16.10.1%17.3

ANFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERREHER (HEKR
) BAEREREE ., MRIEHEEREFT , FREARCERAEAES TRERNTE,

~ £E:Prime Infra 3.8/& X ##17.x 9800 WLC, MR EEH FHPrime Infra 3.8&£16.12
WLC , BIFEFim A @B R EPrimeERERB L,

T

AaxX ;B

BT EPimeERRIEAENE B, TEMEECatalyst 9800 R FIEZELANIE IS  CEEREAER
CLI. SNMP#INetconfzhEC9800, #$C9800FTIEEIPrimeBE MR ER: , T E 15 Etelnet/SSHEFE LA
KESNMP#HEFHE, A, PIERAILE AR ALEMIIEECI800 WLC, TIiEfEHASNMPHEIE
FEER K UXEEABAPNEFHEHNMEH. B2 , AT EPIREAPNIEFHHRITER , &
Ef# FNetconf, C9800 WLC EFEEZFKRBUANetconf , BEEE16.10.1 M A LEBCLIFEIERE
(16.11. 1512 HGUI ) ,

B A E
C9800FPrime E#E 5% i 2 BV B A R EIAVIE,

* Prime InfraP BT E Bt B M E AR EEIBSNMPHICLI#EE, EFAUDPE161,
« C9800 WLCA B HIEHE tiZREIBSNMPES, iEFEAUDPIE162,
- APHIEFimiB{TE R ARE R,

PrimeE# XM EIWLC: TCP#830 - Prime Infrafif f Ith #4532 0 fil B #E X B9800 A £ E ( FH
Netconf ) o

WLCE|PrimeE #4248 : TCP820828(if A A Cisco® 10S XE 16.10F116.11)520830 ( #@AR
Cisco I0S XE 16.12, 17 xFESRA ) .

N s NEREERENENES  heS5PE% — KKeepalive.

N o MEPime M ERICIS00 2 B A | SHRRERCE LS L BN,

Cat 9800 WLC EHISNMPv2#H &E

GUI:

*/F%Eé 1 gﬂﬁg Administration > SNMP > Slide to Enable SNMP.



htlis Cisco Catalyst 9800-CL Wireless Controller

SNMP

T ppe—
SNMP Made ENABLED . ®

= Dashboard

Community Strings

Monitoring

onfiguration

System Location

Administration .
Systern Contact

Troubles SNMP Traps

Available (82)

aga_server
adsline
alarms
am

auth-framework

¥ v v b @

Q Search

Enabled (0)

No Traps Available

*/Fﬁ Z.E_T Community Strings jﬁEﬁ—1R%$ﬂ%E&/EA&E¥% ﬁo

Community Strings

Community Name™ ‘

Access Mode | Read Only

CLI:

(config)#snmp-server community <snmpv2-community-name>
(optional) (config)# snmp-server Tocation <site-location>
(optional) (config)# snmp-server contact <contact-number>




Cat 9800 WLC EHYSNMPV3#HEE

GUI:

N 5 B17.1 Cisco 10S XERE , Web UlE A £ ABEVIERE, HESEFCLIBRRE
YLEEHR/EAV?)EFE%O

CLI:

B—T VausersW B A E, 122 authprivAl |, sHA 1 AESprotocals , WIBERZHE, MDs F DES3DES
ETEZEWHE , BECM{I29800F M —EiEE , ERCHTEHMBREY BETERLBTEERH,

V3 Users

User Name* SNMpUSET
Security Mode™ AuthPriv

Authentication Protocol SHA

Authentication
Password*

Privacy Protocol AES128

Privacy Password*

| Save & Apply to Device

N HE SNMPERERETERBVEETREL, RESNMPVEERE.

CLI:

(config)#snmp-server view primeview iso included
(config)#snmp-server group <v3-group-name> v3 auth write primeview
(config)#snmp-server user <v3username> <v3-group-name> v3 auth {md5 | sha} <AUTHPASSWORD> priv {3des |

9800#show snmp user

User name: Nico



Engine ID: 800000090300706D1535998C
storage-type: nonvolatile active
Authentication Protocol: SHA
Privacy Protocol: AES128

Group-name: SnmpAuthPrivGroup

Cat 9800 WLC _E By NetconfiH &€

GUI ( #816.11888% )

EHTZE Administration > HTTP/HTTPS/Netcont.

Administration ™ >

Management~ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration

HTTP Access

HTTP Port

HTTPS Access

HITPS Port

Personal ldentity
Verification

lEMAELED .]

80

[EI‘MBLED .]

443

[. DISABLED ]

HTTP Trust Point Configuration

Enable Trust Point

[. DISABLED ]

Netconf Yang Configuration

Status

SSH Port

CLI:

||EMABLED .|

830




(config)#netconf-yang

AN\ % - WR1ECI800 LA T aaa new-model , BIEEEHE -
(config)#aaa authorization exec default <local or radius/tacacs group>
(config)#aaa authentication login default <local or radius/tacacs group>

C9800 L HINetconf¥faaafi s & A MaaaiREexecEATERR T % ( BEEEBENR L ), IR
EASSHEZSESHMAGE |, A linevty i85 5, NetconfiBEATERF .

/N SEE Prime B2 BIS08001R 4B R L EEN  EEELRENaaaBB B ATER SN
aaafE#execTBiR 5% , WEEREWLC EEUE NetconflV 1B R THEE IS At B HERFE, W0
BPrime InfrastructureBE${E A NetconfE A , EASEEHE, EXRTUNRLFERANE
TACACS , 9800378 EIPrime B €k ACLIEEGF i, FLAUEAERELAESRS

, WS HIEE TACACS ( RIERIFZRE ) o

BLi& ( Prime Infrastructure 3.5 % E S R4S )

S BB 1. FElCatalyst 9800 WLC LEREM AR E B IPL L,
GULI:

gﬂﬁi Configuration > Interface: Wireless.

B . Cisco Catalyst 9800-CL Wireless Controller
16.10.1e

CiIsco

B interface [ Services

Logical AireOS Config Translator

E’ Dashboard Ethernet Application Visibility
Wireless Cloud Services

© Monitoring T Layer2 Custom Application

10x
\5\ . VLAN :
N Configuration Multicast

AL NetFlow
i\: Administration Radio Configurations Python Sandbox
z CleanAir QoS
>§E’ Troubleshooting High Throughput RA Throttle Policy

CLI:



# show wireless interface summary

SR 2HEESRISERAERBRLBAER,
GUI:

gﬂﬁi Administration > User Administration.

B . Cisco Catalyst 9800-CL Wireless Controller

CIsco

16.10.1& -

Welcome sudha A € e
[>-] Command Line Interface

Device

E5 Dashboard . DHCP Pools

=~ DNS » )
P - - = w F'ol
(<) Monitoring ol “

Licensing Admin MNone

Configuration

Admin None

Afh Management

[

{03 Administration Backup & Restore
s HTTP/HTTPS

Troubleshooting SNMP
Rolling AP Upgrade

Smart Call Home
Software Upgrade
| Time

User Administration

CLI:

# show run | inc username
# show run | inc enable

SR 3 BBEEEESNMPv2HEE F B HM/HSNMPV3IFER &,

GUI:



¥ ASNMPV2 |, 58 E M ZE Administration > SNMP > Community Strings.

Q S u ltems SNMP
SNMP Mode @
|ﬂ Dashboard
General Community Strings V3 Users
@ Monitoring — —
YL Configuration e
f:o:; Administration Community Name v Access Mode
snmp-v2-community Read Only
L 4 1 : v
HHSNMPV3 |, 5B ZE Administration > SNMP > V3 Users.
Q s h Menu ltems SNMP
SNMP Mode ®
= Dashboard
General Community Strings V3 Users Hosts
¢Z) Monitoring
+ Add
Z’m\j Administration User Name ~  Security Mode v Authentication Protocol v  Privacy Protocol
t v3username AuthPriv SHA AES128
Troubleshooting

CLI:

For SNMPv2 community strings
# show run | sec snmp

For SNMPv3 user
# show user

B8 4. 7EPrime Infrastructure GUI L , BT ZE configuration > Network: Network Devices , 18— T 5532 T HI

igﬁ + IEE Add Device.



asco  Prime Infrastructure

A  |Configuration / Network / Network Devices

Device Groups Device Groups

i All Devices

i e Admin State w
A Add Device

! ity Admin Status
: : Bulk Import

: All Devices

. ¥ Device Type

i » Switches and Hubs (; L Managed

f » Unified AP (; O Managed

l » Wireless Controller (; B Managed

i » Location (; (] Managed

I User Defined (i M Managed

BB 5.7F Add Device BEHHRE , B A 9800 L A A EEPrime B RE SR HER M B A MY /M Hipitb ik o

Add Device X
* General Parameters
* General
@® 1P Address Q|
(O DNS Name
* SNMP
License Level | Full vy @
°
Telnet/SSH . Credential Profile = —Select-- v 9
]
. ]
° Device Role | —Select— vy @
HTTP/MHTTPS
Add to Group | --Select- v | ©
Civic Location

m Verify Credentials Cancel



S 6.EME snvp BB IR sNMPv2 Read-Only and Read-Write Community Strings TEC9800 WLC EELE

Add Device X

* SNMP Parameters

* General Version | ¢ v
* SNMP Retries | 2
* SNMP v
* SNMP Timeout | 10 (Secs)
* * SNMP Port
o
Telnet/SSH . =
L ] .
. * Read Community sessnEEe 0
L ]
HTTR/HTTPS * Confirm Read Community sesasEsE ‘
Write Community | ,.eessss (7]

Civic Location

Confirm Write Community | _,.eesss

m Verify Credentials Cancel

SR 7. MREASNMPYS |, BIR TRHBE FIRE BWIRHSNMPVIFEAEER. B Auth-Type FHRLHE
B CH S RIE E R B B RE B BIFN privacy Type T PR EEEECI800 WLC LB E K INEE 5 Eo



Add Device

* General

* SNMP

Telnet/SSH

HTTP/HTTPS

Civic Location

* SNMP Parameters

Version

* Username
Mode

Auth. Type
Auth. Password
Privacy Type

Privacy Password

v3 v
* SNMP Retries | 2
* SNMP Timeout | 10 (Secs)
* SNMP Port | 161
AuthPriv v
HMAC-MD5 v
cessssssssssssssccscssss | O
CBC-DES v
————
m Verify Credentials Cancel

S B 8. B E TenessH B : AddDeviced , F2EPrivilege 15 Username (
Password ( Z ) SAKXEnable Password ( BXAZE ) o & — T Verify Credentials FERCLIFISNMP R
REETHE, REBREE Ad.

ATAEISEAERR ) .



Add Device

Telnet/SSH Parameters

* General Protocol
* SNMP v
— o
Telnet/SSH . Username
]
] Password
[ ]
HTTPMHTTPS Confirm Password
Enable Password
Civic Location
Confirm Enable Password

Telnet

* CLI Port

* Timeout

admin

23

60

(Secs)

* Note:Mot providing Telnet/SSH credentials may result in partial collection of inventory data.

BB AR A

S ER 1 BRF¥C9800 L B & 2 B A Netconf,

#show run | inc netconf
netconf-yang

Verify Credentials

Cancel

WMERE , FWA "Cat 9800 WLC EHNETCONF#EEE , —£fi,

HER 2 BT HECI800FIPrime kY& AIELR

#show telemetry internal connection
Telemetry connection

Address Port Transport State Profile

X.X.X.x 20828 cntp-tcp Active



~ FEoxxxx2PrimeEBEEREMNiptb it | 3 BARRESE BActive, MNMRARETR RActive , FFSZEMW
FEHERREE 2 o

FE179%F , HEFRABETRNG S :

9800-17-9-2#show telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description
0 10.48.39.25 25103 0 10.48.39.228 Active Connection up
9800-17-9-2#

S ER 3.7EPrime Infrastructure £ , Effi = Inventory > Network Devices > Device Type: Wireless Controller.

Davice Groups / Device Type / Wireless Controller

Cisco Catalyst 9800 Series Wireless Controllers Selecte
+v /S X Admin State ¥ Sync Groups & Sites ¥ Reboot ¥ Download W Configure w Export Device > Show | Quick
Reachability A A 1P Device Type AP Discova... Talemetry ... Software Var... Inventery Collection Timeas... Last Inventory Collection .
1...(F
. Il . - Cisco Catalyst 8800-80 ... ~ Gompleted Success 16.10.1 12-MAR-19 14:32:51 Completed

SER 4 BB EIPrime AR ERERNVFMER  FETUTHT

#show telemetry internal protocol cntp-tcp manager x.x.x.x 20828
Telemetry protocol manager stats:

Con str TOX.X.X.X:20828::
Sockfd : 79

Protocol ! cntp-tcp

State : CNDP_STATE_CONNECTED
Table 1id : 0

Wait Mask :

Connection Retries : 0

Send Retries : 0

Pending events : 0

Source 1ip : <9800_IP_ADD>
Bytes Sent : 1540271694
Msgs Sent : 1296530

Msgs Received : 0

HER 5 BMFERECIS00RERFTEMEUR EMETRA "ARL NEE,

#show telemetry ietf subscription configured



Telemetry subscription brief

ID Type State Filter type

68060586 Configured Valid transform-na
98468759 Configured Valid tdl-uri

520450489 Configured Valid
551293206 Configured Valid
657148953 Configured Valid
824003685 Configured Valid
996216912 Configured Valid

transform-na
transform-na
transform-na
transform-na
transform-na

1072751042 Configured Valid tdl-uri

1183166899 Configured Valid transform-na
1516559804 Configured Valid transform-na
1944559252 Configured Valid transform-na
2006694178 Configured Valid transform-na

5B65  TLURFTRIDRRITEMEAEN , A UERU T ARXRRFAETENTERTER

#show telemetry internal subscription { all | id } stats
Telemetry subscription stats:

Subscription ID Connection Info

Msgs Sent Msgs Drop Records Sent

865925973 X.X.X.x:20828:: 2 0 2
634673555 X.X.X.x:20828:: 0 0 0
538584704 X.X.X.x:20828:: 0 0 0
1649750869 X.X.X.x:20828:: 1 0 2
750608483 X.X.X.x:20828:: 10 0 10
129958638 X.X.X.x:20828:: 10 0 10
1050262948 X.X.X.x:20828:: 1369 0 1369
209286788 X.X.X.x:20828:: 15 0 15
1040991478 X.X.X.x:20828:: 0 0 0
1775678906 X.X.X.x:20828:: 2888 0 2889
1613608097 X.X.X.x:20828:: 6 0 6
1202853917 X.X.X.x:20828: 99 0 99
1331436193 X.X.X.x:20828: 743 0 743
1988797793 X.X.X.x:20828 0 0 0
1885346452 X.X.X.x:20828:: 0 0 0
163905892 X.X.X.x:20828:: 1668 0 1668
1252125139 X.X.X.x:20828:: 13764 0 13764
2078345366 X.X.X.x:20828:: 13764 0 13764
239168021 X.X.X.x:20828:: 1668 0 1668
373185515 X.X.X.x:20828:: 9012 0 9012
635732050 X.X.X.x:20828:: 7284 0 7284
1275999538 X.X.X.x:20828:: 1236 0 1236
825464779 X.X.X.x:20828:: 1225711 0 1225780
169050560 X.X.X.x:20828:: 0 0 0
229901535 X.X.X.x:20828:: 372 0 372
592451065 X.X.X.x:20828:: 8 0 8
2130768585 X.X.X.x:20828:: 0 0 0



g el
Prime &1 5% it FE Bk Br

- BEBREPrimeEBREN 2Pt NE, Prime Infrastructure T X BEEER , R EH

FE_EERE LERENER,

o EPrimeEBRERIFIEHWLCHIPH U X BERRE "HEFEEENMEL BIPHH, PrimeEMf

RBIPAIAE A AT REIR 2R L VAR E B E EE,

- MRERARBIE (RELMGig0/0 ) EITHR , AIWLCHAPEUERFFHFEEREETR , B

WLCHIMHEIIE AR BV E R T

- MREFIEAREEPrimeERRELS "THII

, \BAPETE( A0 , BITRERPrime B R

HE R LATE 3830 LIEARBIWLC |, {B IR HIZR £ 3820830 LIEFR EIPrime E#E FR .

HAEMSNMPREI B EER ERE , FB1EPrime Infrastructure lELL T HES -

cd /opt/CSCOlumos/Togs/
[root@prime-td] Togs]# ncs-0-0.log

Td1.Togs

HRER/MHBE  5LEREMBME

shell

cd /opt/CSCOTumos/coralinstances/coral2/coral/bin
./coral version 1

./coral status 1

./coral stats 1

MB—4IEE |, Ffprime coral logsE £l R UK EIE L A 5,

N B BEPIme R B HEITA R & 3 B Cisco 10S XEMRABE
ECoralfl’H, EMESHMET, , BRIDIRARSE | fim

, PrimeE 5% L o LA B £

:https://www.cisco.com/c/en/us/td/docs/net mamt/prime/infrastructure/3-

7/release/notes/bk Cisco Prime Infrastructure 3 7 0 Release Notes.html



/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-7/release/notes/bk_Cisco_Prime_Infrastructure_3_7_0_Release_Notes.html
/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-7/release/notes/bk_Cisco_Prime_Infrastructure_3_7_0_Release_Notes.html

HBR1.

cd /opt/CSCOTumos/coral/bin/
[root@prime-tdl bin]# ./coral attach 1
Attached to Coral instance 1 [pid=8511]
Coral-1#cd /tmp/rp/trace/

Coral-1#1s

Collect the “Prime_TDL_collector_RO-"* Tlogs

Coral-1# cd /tmp/rp/trace/
Coral-1# btdecode P* > coralbtlog.txt
Coral-1# cat coralbtlog.txt

ERLELT B &P EELHE

* {8t ES 1Y B Bt 2= 1E 2% 18 = 8] A /opt/CSCOlumos/cor alinstances/cor al 2/cor al/r un/Lstor agefhar ddisk
*  adettcd /opt/CSCOIlumos/cor alinstances/cor al2/cor al/run/1/stor age/har ddisk

adett cp coraltrace.txt /localdisk/defaultRepo

SR 2EBEREENX TR HCoral , EEEHRERFMKA debug.conf ER,
RABPRWE—IF :

echo "rp:0:0:tdlcold:-e BINOS_BTRACE_LEVEL=DEBUG;" > /harddisk/debug.conf

HE , EPrime 3.8k , AILMEAUT AR ERS N IBEF A EI Coral iRTE -

"sudo /opt/CSCOTumos/coralinstances/coral2/coral/bin/coral restart 1"

MREFRABTRER , AL ERELRERMBOIHEL IERRB T



sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral stop 1
sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral purge 1

sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral start 1

EXNRE M  ERMFIER, MREA "Exity , MULABFAMMEIR  RE

./coral/bin/coral restart 1

) JEE : f£Prime 3.8 , AJLAfEA sudo
/opt/CSCOlumos/coralinstances/coral2/coral/bin/coral restart 1. £ 283 7\ B 2 37 Bk 2h 3 34 AR
%

MREFEBBCoral HFHER , JEMER LT AR ECoral B F R

btdecode Prime_TDL_colTlector_*.bin

~ EE . BUACoralfVFARKBIE , KM BEEFHE Coral,

Catalyst 9800 WLC t #9 5¢ $ HF i

EE 1 Prime Infra#fix E|C9800 WLCHIYELE , AT LLUEITEEM/MER .

#config terminal

#event manager applet catchall
#event cli pattern ".*" sync no skip no
#action 1 syslog msg "$_cTli_msg"

REWLCHEL & A MR P B & RIET B
BERTREEICERBEWLC LEENMBEERNEINE, EREFCFEFAUTHTETREA :
WLC#term shell

WLC#function removeall() {
for id in “sh run | grep telemetry | cut -f4 -d' '°



do

conf t

no telemetry ietf subscription $id
exit

done

}
WLC#removeall

ERARKEE , BRTUATERE

# debug netconf-yang level debug

EERFE

WLC#show platform software trace level mdt-pubd chassis active RO | inc Debug
pubd Debug
WLC#show platform software trace level ndbman chassis active RO | inc Debug

ndbmand Debug

ERfREE L  FRTUTRE

show platform software trace message mdt-pubd chassis active RO

show platform software trace message ndbman chassis active RO

BEAPEFKETEID

¥ —T DB Query.Efiitohttps:/<Prime IP>/webacs/ncsDiag.do.

1Z4E « B ewlcsubscription EEFFOWNINGENTITYID , 1 "%Controller_IP,
CLASSNAME='UnifiedAp's

FEWLCLE :


https://%3cPrime_IP%3e/webacs/ncsDiag.do

EEFIRIDEEBEEN , Y Hentpet BB EREBES.

show tel int sub all stats

show telemetry internal protocol cntp-tcp connector counters drop
show telemetry internal protocol cntp-tcp connector counters queue
show telemetry internal protocol cntp-tcp connector counters rate
show telemetry internal protocol cntp-tcp connector counters sub-rate

show telemetry internal protocol cntp-tcp connector counters reset

~ = : 9800 WLCX B 17.6 2 HIHERIZTEI1000% |, 17.6 2B HERIFTR 22128 (A BRI
KRS HIDNARR /UM ] {8 FH BB 100)K I ET RS o

TEPIEB ZIDNAR L

C9800F REEI R EHPIFMIDNAR LEE, MRFTEEBBEIDNACELSBHREERMARLR  AIFRES
C9800%T 18 EIDNAR O Z B HEPrime B MR MIBR. £EPI 3.5MIBR/MIBRCI800/F , PITEEBEF
HIEZICOB00M AT AR EHAEER , FRERRKPFIMBFELERE. RBRMRE , ACI800
WLCE 3 K F R 8% 4 70 R & B AV RT B B8 T = M BR o

EREHRBRERE , FUTUATERE:

#show run | sec telemetry

EMBREEE , FEIT o B HER :

(config) # no telemetry ietf subscription <Subscription-Id>
Repeat this CLI to remove each of the subscription identifiers.

(config) # no telemetry transform <Transform-Name>
Repeat this CLI to remove each of the transform names

N = B EADNACHPrime S 0800124128 | MAPimeSE  DNACEGEA S M
e A,



ERFRAS | Prime Infrastructure IDNACES A] B WLCHE FHIB Z Vi RIFTER , LAER & [ R ES
ERFEE800, EItt , &8 %R ADNACHPrime R XS IEI800 |, IF BERMBETEAL
EIEE, FHit , #PIZIDNACKHEB L ABIAER , EAPrime B 5 HE B E 980012 I 25 5F

, DNACTEER 9800 BZ RIE R,
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