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« 9800 WLC Cisco |I0S® XEE# Z&FEhRv17.6.x
- B #ERKE5IZ(ISE) v3.0

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERKR (HER

) BAEREREE) . MRICHEEEFT | FRAREERAEES TeERE

BREMN

LEEREER T CWAER |, BRI LLEEEE B|AppleZ ENCWAERERRH :

G600 WLC

Client AP

DN5 Server 158

WLC Intercepts
TCP connection
and redirects
elient

If the Redirect
URL contains
ISE hostname,

the client must

resolve it via
DNS

=JL ==

axX AE

>
>
>
>
>
>

B8/
5{5%0

) This URL for connectivity
check wvaries depending on
the client 0S

5 Here a TLS/SSL session if

established between the
client and ISE. Client must
trust ISE certificate,
otherwise you will get
Certificate warning.



R E R
RADIUS 9800 WLC

ﬂ )\
= 000006
(30000,
N~

Client

9800 WLC HJ AAA #HRE

HER 1.88ISEMBRAFE HNFI9800 WLCE E .

38 B % Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add 368 ARADIUSTBREE T, , T BFF .



_ Conﬁguration' > Security' > AAA

+ AAA Wizard

Dashboard

@ Monitoring
o

Servers [ Groups AAA Method List AAA Advanced

RADIUS

Administration Servers Server Groups
TACACS+

Licensing Name Y Address
LDAP

Troubleshoo

WMRIERKETEERA TR Web BT ( UEAFE CoA WREMEA ) | B "CoA B, ERA.

Create AAA Radius Server X
Name* ISE-server Support for CoA (&)

Server Address* CoA Server Key Type Clear Text -
PAC Key 0O CoA Server Key (@)

Key Type Clear Text v Confirm CoA Server Key

Key* ® Automate Tester O

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count 0-100




AR ERFR17AXEESRAS | ERAEEBRADIUSHARSFtLEECOARREESH, FRAELAASHRERNESRE
(EISELTERBERTHE ) . ENEREEREECAEBHEAASHRTEANSER  IRLASBEENRADIUSHRESE B
B, 7ECiscolOSXE 17.3%F , Web UMEE R ECoASBHEN LA LS,

SR2EBURERERE,

B Z Configuration > Security > AAA > AAA Method List > Authorization > + Add , 21 T EIFf R



Authentication Authorization and Accounting

+ AAA Wizard

| AAA Method List | Servers / Groups
Configuration General
Authentication + Add
¢ Administration
’ Troubleshooting
default
Accounting

1

Quick Setup: AAA Authorization

w

Type

network

10

AAA Advanced

*

ems per page

v

Group Type

local

w

Groug

NIA

Method List Name* CWAauthz
Type* network v
Group Type group v
Fallback to local
Authenticated
Available Server Groups Assigned Server Groups
ldap R radius
tacacs+
i
B
&

HER3. (R ) BUSHANEE , WTEMAT.

3

l¢



+ AAA Wizard
= Dashboard

e AAA Method List Servers [ Groups
© Monitoring L

}21;\" Configuration General
2 Authentication wLE
) O ¢ Administration
: Authorization Name
? Troubleshooting
Q
Quick Setup: AAA Accounting x
Method List Name* CWAacct
Type* " identity .
Available Server Groups Assigned Server Groups
Idap | radius

3l

tacacs+

B

«

I<

= Apply to Device

% FE  mEAMERIEEID CSCvh03827 , #HREHRHIRADIUSIBRES 1T B #15# ( :EiBCisco IOSXECLIEE ) , Al
CWATERER. NBEBEYERNEAREEN, B2 , EBFEAcling-sation-id RADIUSE Y , BBEEH Y &R EEME
BEFIWHET, MIBUDPRIET 2 AN FHE R E98008IRADIUSHE R 3 X B#H,

B4 . (WE ) BUUERAAARBEARSSIDEBERKWUEIDEMERS K MREEETHRNISERFALKRST K ESFEER,

7 2 Configuration > Security > Wirdless AAA Policy , R%EREBTARAAAR R E L HRH,


https://tools.cisco.com/bugsearch/bug/CSCvh03827

_ Configuration~ > Security ~ > Wireless AAA Policy

Policy Name

|f::"\'| lonitorine
(<) Meonitoring

default-aaa-policy
1 10 «

Administration

Troubleshooting

BATLOUBRIZESSIDEARIE, FiE , IEEERIZESSID , W DESAP MACH I INBISSIDEEH .

Edit Wireless AAA Policy

Policy Name™ default-aaa-policy

Option 1 SSID v

Uption 2 Mot Configured v
Option 3 Mot Configured =
WLANEE E

SE% 1. I WLAN,

RIFEEER T Configuration > Tags & Profiles> WLANs> + Add I E B



_ Configuration~ > Tags & Profiles~ > WLANs

[ ]

! Dashboard

SER 2 i AWLAN—fRE A

Add WLAN x

General Security Advanced
PrOnKS s | owa-ssid Radio Policy @)
Ssip* ‘ cwa-ssid Show slot configuration
WLAN ID* ‘ 4
i 802.11b/
A —

S B 3. BT Security BEEIBEMENRZR ST E, HEEERT , EEE "MACBIE. FMAAARREEE (TEAAA Configuration 3§
PHLSER2REN),

Add WLAN x

General Security Advanced
Layer2 Layer3 AAA
- - Lobby Admin Access (]
Layer 2 Security Mode None v
Fast Transition Disabled
MAC Filtering
Over the DS O
OWE Transition Mode O
Reassociation Timeout 20
Authorization List* CWhAauthz vy | ®
CLI
#eonfig t

(config)#wlan cwarssid 4 cwa-ssid
(config-wlan)#mac-filtering CWAauthz
(config-wlan)#no security ft adaptive
(config-wlan)#no security wpa
(config-wlan)#no security wpa wpa2



(config-wlan)#no security wpawpa2 ciphers aes
(config-wlan)#no security wpa akm dot1x
(config-wlan)#no shutdown

FRAIGREEAERE

ERBEEERT , RTHEMUOREWFHBREEEACL), REME(QS). BENHER.

& Fif.
O EAERFERRERS , TR HNEREE,
GUI :

S B 1. FEPolicy Profile.

FIRERE)N , BALURERWLVLANS B

EffZConfiguration > Tags & Profiles> Policy 3t & & default-policy-profile REMFHEE .

Q Search Menu ltems p'D”CV Profile

= Dashboard

Policy Profile Mame

) Monitoring

voice

I default-policy-profile

1

10 L

w

Description

default policy profile



Edit Policy Profile a?

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* l default-policy-profile ‘ WLAN Switching Policy
Description [ defauilt policy profile \ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Flex NAT/PAT
CTS Policy
Inline Tagging (@)
SGACL Enforcement O
Default SGT 2-65519

HER 2. 2BVLAN,

B B|Access Policies B , # THLHREFZEBEVLANZBHFHEAVLAN-ID, BAERBFRERBERTE ACL,



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies QOS and AVC Mobility
RADIUS Profiling )
HTTP TLV Caching O
DHCP TLV Caching ()
WLAN Local Profiling
Global State of Device Disabled (&)
Classification
Local Subscriber Policy Name | v
VLAN
VLAN/VLAN Group | vLAN1416 v |

Multicast VLAN

[ Enter Multicast VLAN ‘

Advanced

WLAN ACL
PvaACL | Se elect v |
Pv6ACL | Se: elect v |
URL Filters
PreAuth | Se: fect v |
Post Auth | ° Lo

HER 3 MERMEEERUERISEES ( NFFAAATEE ) MIREER(CoA) (NACHKEE ) . B TEEMIEEIRFEES %,



Edit Policy Profile

A\ Disabling a Palicy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Pelicy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile (O

Session Timeout (sec) | 1800 Iélrriﬁ;i_r?; Al O

Idle Timeout (sec) 300 mDNS Service | default-mdns-ser... _
' ) Policy Clear

ldle Threshold (bytes) 0 |

Hotspot Server

Client Exclusion Timeout (sec) &0 .
User Defined (Private) Network

Guest LAN Session Timeout O

Status O
P

Lz Drop Unicast D

IPv4 DHCP Required O DNS Layer Security

DHCP Server IP Address .
DNS Layer | Mot Configured v
Security Clear

Show more >>> Parameter Map

Flex DHCP Option
AAA Policy ferRhs
Allow AAA Override o Redirect

NAC State WLAN Flex Policy
NAC Type | RADIUS .
- * VLAN Central Switching (J

Palicy Mame | default-aaa-policy % v | .

Split MAC ACL T -
Accounting List | CWhAacct v|@x

" Air Time Fairness Policies

WGE Parameters

2.4 GHz Policy r -
Broadcast Taggin O

g 5 GHz Paolicy f -

WGB VLAN (]

EoGRE Tunnel Profiles
Paolicy Proxy Settings

oo

IPV6 Proxy | None v

Tunnel Profile r v

CLI :



# config # wireless profile policy <policy-profile-name> # aaa-override
#nac

#vlan <vlan-id_or_vlan-name>

# accounting-list <acct-list>

# no shutdown

FRARIBRE

EREZEBR , B SSID BRI ERER, BB IHFNREUER , RFEA default-policy-tago

% AR BREBREES EEASWLAN IDARIF16 2 BNERISSIDEHMBFESRKREERR, R ERHEMBR. MREN
WLANMIDA17TREF R , BIELFEAERRRER,

GUI :

MEEE | FEM I Configuration > Tags & Profiles> Tags> Policy I in—E#TERE , MERT R

Configuration~ > Tags & Profiles~ > Tags

Policy Site RF AP

-+ Add
Policy Tag Name Y Description
() default-policy-tag default policy-tag

(O local-site-policy-tag

1 10 »

#& WLAN RRERERERENFAREE,



Add Policy Tag x

Name* ‘ cwa-policy-tag ‘

Description ‘ Enter Description ‘

Vv WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile Y
D cwa-ssid default-policy-profile
1 ' 10 « |items per page 1-10f1items

RLAN-POLICY Maps: 0

=| Apply to Device

CLI :

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>

R AZESE R
EREAEHEZEEEN AP,
GUI :

B ER BB —EAP , 55EM B Configuration > Wireless > Access Points > AP Name > General Tags , H#TFFEN D& , REE—T
Update & Apply to Device,



Edit AP

General Interfaces High Availability Inventory ICap Advanced Support Bundle
General Tags
REisms s L i ‘ A Changing Tags will cause the AP to momentarily lose

association with the Controller. Writing Tag Config to AP is

Location* ‘ default location ‘ not allowed while changing Tags.

Base Radio MAC ’ u L
Policy | cwa-policy-tag v 1

Ethernet MAC = = m :
Site | default-site-tag v J

Admin Status

, \ RF | default-rf-tag v |

AP Mode | Local v| . )
Write Tag Config to AP O @

QOperation Status Reaistered

% AR BER  BEAPLNRRIRER , ©EKREEIS00 WLCHIEEHE , WHE XMW1 D EREFHRMA

EEZBEAPYEHBEMNRBER , FBFEM 2 Configuration > Wireless > Wireless Setup > Advanced > Start Now.



STAMT NOW el

@

Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs




|Conﬁgurati0n' » Wireless Setup~ » Aduan(:edl Show Me How o

® Tag APs
| Start |

—/ Number of APg: 2
Selected Mumber of APs: 2

~——— Tags & Profiles
AP Y AP T Serial Y AP Y Admin Y Operaton ¥ Policy Y Site T RF

o I WLAN Profile = Name Model AP MAC Y Mumber Mode Status Status Tag Tag Tag
AlR- local- Rex- defa
[ ] | Palicy Profile = APIB1SI- =m = = Flex Disabled Registered site- _i“_ :
— E-K9 policy-tag  StE-t2g ri-ta
. a— AlR-
y, —— | Policy Tag @ | i= s il S 5l fnsbled  Registereg  CEfoults  defout- defo
policy=tag  site-tag rf-ta
E-K9
1 10 » |items per page 1=2of Z items ]
(1] | AP Join Profile =

#Bwhished Tag¥f 3% — T Save & Apply to Device(Z1BIF K)o

Tag APs x

Tags

Policy cwa-policy-tag v

Site v

RF v

Changing AP Tag(s) will cause associated AP(s) to rejoin and disrupt
connected client(s)

[ O Cancel ] =] Apply to Device

CLI :

# config t # ap <ethernet-mac-addr> # policy-tag <policy-tag-name> # end



EFEm ACL &

%8 1. B2 Configuration > Security > ACL >+ Add LABM#HHIACL,

RACLEEZE—BER , AEREHRERIPv4 Extended BB , UHKEERAEMARFS (WEFR) .

Add ACL Setup b

ACL Name* REDIRECT ACL Type IPvd Extended v
Rules
Sequence* 1 Action deny v
Source Type any v
Destination Type Host v Host Name* <ISE-ip>| (D This field is mandatory
Protocol ip v
Log DSCP Nane v
Sequence Source +  Source Destination ~ Destination Source -+ Destination
i Action P Wildcard P ‘Wildcard Protocol Port Port DSCP ~ lLog ~
0 0w

'O Cancel .

i

B Apply to Device

BEREERBRE ISEPSN HIHHRE , WIERL DNSHMAHMEREMRE, HLEFEEACLTRLLACL , MEEENACL , FER
WLERBSEACPU (EAFHERT ) NETE-—SRE (FIWEHED ) , ARBPLERESREEERTEL (EEEK) X

BREMEM,

ACLAEI TR ( EAHIH A EHYISE Pt #1£:10.48.39.28 ) :

Sequence

a
10
20
30
40

50

3E

CLI :

Action ~
deny

deny

deny

deny
permit

10

Source -~
P

any

10.48.39.28

any

any

any

v

Source
Wildcard

Destination  ~
P

10.48.39.28

any

any

any

any

Destination

Wildcard

Source

Protocol  ~ Port

udp eq domain

Destination

Port

eq domain

eq WWw

pscp ~

None

MNone

None

Meone

Mone

Log ~
Disabled
Disabled
Disabled
Disabled

Disabled

HREEBACL , BHdenyiRERBdenyEER ( FERBRE ) , HpermitiRER BpermitEEE. WLCRERERE
FEENRE (BRAERES0M443) .



ip access-list extended REDIRECT
deny ip any host <ISE-1P>

deny ip host<ISE-IP> any

deny udp any any eq domain

deny udp any eq domain any
permit tcp any any eq 80

% AR MEFEApermitip any anyfERACLM AR EARAIZERESOMEFAIE , WL.CESEEMQHTTPS, EBERTZEIN

,BREHXARHEACHRENKRKBUZBEFTR, ERCHESN —EHN  REERTEBECWAREWLCEFFER
T NREHATHTTPSHE , AIEEE—ERE , CTERNABTSRI/ZERN.

B LUBBIRIESGEACL |, 1R8I R 284433 ISEM BRES.

BRRAHTTPERHTTPSE#E [

WehBEEEMFREREWSRRBFFMAFHEERME  CEEMTRSOLEETEETEER. Hit , XARAHTTPAERENEME
BiEfE, SuLURZESEMA(ERIp htp serverin ©) , RRERWeLERERARMAHTTP (£ 5| B FE T &Y o S webauth-http-
enable),



AR EEEHTTPREREECAPWAPRES |, BlffFlexConnectA it X iath 2 Ak, AREWLCHITEETIHE , Akt
APTECAPWAPRZEREEHTTP(OE RS , WECAPWAPHERKREWLCEFH EMMNEE [HEE

MREHEHEERSBHTTPSURLEETEEM

, SR1&7E 5| BB T 18 A0 65 S intercept-hitps-enable , 18

HWLCCPUERE H ERINTESERESHEE .

<#froot>

parameter-map type webauth global
type webauth



intercept-https-enable

trustpoint xxxxx

BB BAEGUI L SITIIRME |, Y72 51 SRR FriE hweb Auth intercept HTTPS(Configuration > Security > Web Auth),

Configuration~ > Security~ > Web Auth Edit Web Auth Parameter

Maxirmum HTTP connections 100
Init=-State Timeout(secs) 120
Parameter Map Name
O global < Type webauth v
1 10 Virtual IPv4 Address
Trustpoint === 36lect === A

Virtual IPv6 Address

Web Auth intercept HTTPs O

Captive Bypass Portal D




AEERERT , AESEAHTTPRLREBEERERE , MEFEHTTPSEREM , RI4ZEIEFWeb Auth intercept
HTTPS; B2 , ARLERESWINCPUERER Rt FEZFEHILEE.

ISE #HAE

#% 9800 WLC #i8 = ISE

SER 1. FTB91 SE2 41|18 36 & fi F| Administration > Network Resources > Network Devices> Add , 21 BIFfRo



Q@ @ @

Administration - Network Resources

Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers More
I Network Devices .
ettt Devien Network Devices
Davice Security Settings Solected 0 Total 1 1% !_::‘
Ly Import Ty Export B Delete Al hT4
Name -~ IP/Mask Profile Name Location Type Description
a BEOO-WLE 10.48.38.86/. &% Cisco (1) All Locations Al Davice Types
SR2EEMKEKE,
CANREENERER, RBRANZRSH , YRRKERR, VERWLCHRMREEE,
EENIPUNHESEXRIEROWLCHE, ARBERT , EREENE , MW TEAR :
= CiscolSE Administration - Network Resources Q @ @
NAC Managers More

External RADIUS Servers RADIUS Server Sequences

Network D 5 Metwork Device Groups MNetwork Device Profiles

I Network Devices t ¥ nschyns-WLG

Default Device Network Devices

Davice Securlty Settings

Dascription

| P Addrass

¥ Deviee Profile
2k Cisco v @

Maodel Mame
w
Software Version
* Matwaork Davice Group

Loeation

All Locations W Set To Default

IPSEC ]
No w Set To Default

£ Dawica T 1
Myoce Type m
' All Device YPES W Set To Default

~  RADIUS Authentication Settings

prowcel  RADIUS

| * Shared Secret l Show

FRMBREEBEANFNET  F2HISEERIEHER | EEMKEE © |SE- B

EISELEBUFHFERE

S B 1. BB Z Administration > |dentity Management > Identities> Users> Add , 21 FEIFf R,


https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html

= Cisco ISE Administration - ldentity Management Q @ B8 &

Identities Groups External Identity Sources Identity Source Sequences Setlings

Network Access Users

Latest Manual Netwaork Scan Res...

Selected 0 Totsl0 3 &3
Status MName ~  Description First Mame  Last Name Emall Address User Identity Grou... Ad...
SR 2BAEH.
EARRHIF , thEREBRERBALL_ACCOUNTSHAE , BATLURIBEEHRITARE , WET.
= Cisco ISE |AE:."I‘linlij[I'FJ[I'.’]I‘I‘|:T|E5r‘tlt',-’ Management a & B @

Identities Groups External Identity Sources Identity Source Sequences Settings

» Mew Metwork Access User

Latest Manual Network Scan Res..

~ Metwork Access User

~ Passwords

nternal Users b

-------- Generate Password

Generate Password

> User Information
» Account Options

> Account Disable Policy

~ User Groups

ALL_ACCOUNTS (default) o

BUREREE

FHREESEREREBEEFRKSIE (MIMACHHLE, BE. FANWLANS ) PELAEFRNER. CANEERENSRE , flmER
B (VLAN), EEREEEACL), —EREMB(URLEFERNSS,

FOEE , ERIAM ISE RARF | Cisco Webauth RIEZREEE, WE  BUREEZXBERAUMEHNEFED ACL BB , FHEFAEE
WLC LEREMERE,

S B8 1.5 BPolicy > Policy Elements > Results > Authorization > Authorization Profiles, Zhi#addAZE M 18 B C K R R imEE
Cisco_WebauthFE 5% 4E R



= Cisco ISE Palicy - Policy Elements A » Q ® 98 @
Dictionaries Conditions
Authentication =) 8 5 7
Standard Authorization Profiles
Amthorirxtion - For Policy Export go to Administration > System > Backup & Restore > Pokcy Expont Page
I Authorization Profiles Selocted 0 Towl 11 [ &
Downloadable ACLS ~+ #dd Al W
) Name Profile ~  Description
Profiling P
D Blackhola_Wireless_Access % Cisco (.) Default profie used 1o blacklist wireless devices. Ensure that you config
Posture >
[m) Cisco_IP_Phanes s cisco (D) Defaull profile used for Cisco Phons.,
Cliant Provisioning
O Clsco_Temporal_Onboard as Clsce (7) Onboard the device with Cisco temporal agent
@& Cisco (.) Default Profile used to rediract users (o the CWA portal
SR2MAENEDEN. BRACLEBEIB00 WLCLEBHWACLEBHEE,
= CiscolSE Policy - Policy Elements & B v Q @ 8 @
Dictionaries Conditions Results

files » Cisco_WebAuth

Authentication ¥
Authorization Profile
Authorization v
I Authorizatlon Proflles Cisco_Webswth

Downleadanie ACLs

Default Profile used to redinect users to the OWA portal,

Praofiling 3 Access Type

S_ACC

Posturs > -
Matwaork Device Profile &% Clsco  ~ @

Client Provisioning ¢ Service Template

a

Track Movement

a

Ageniless Posture

Passive idantity Tracking [ (0)

~ Common Tasks

Cantralized Web Auth e acL REDIRECT o value Self-Registered Guest Portal (¢~

SLa‘uc. IB/Host name/FODN
RERFRA

SB1.XBREETEZEMRIJNBERNNES, EEVUKRIEE  FEMZEIPolicy > Policy Sets, IB— T EEHRE—ARBKENER
, R EInsertnew row 12, RER—THANECSTHEERRFRKE,

Policy Sets Reset Policyset Hitcounts

J

Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View

Datault policy sat Default Metwork Access <& 70




S B 2. BB Authentication policy. HAMABE R ( BEREHEMAB LRI ITHE )

TIf User not found. o

~ Authentication Palicy (3)

Status  Rule Name Conditions
=l
Wired_MAB

Wireless_MAB

S 3. —TSave AREEFEER.

RESNRETREWEER (MERERERE ) CREAZAFRNVER.

S 1 ER—KRIKEHT L, BIBAAuthentication Policy 3t FE B Authorziation Policy

Status Policy Set Name Description Conditions

] Default Default policy set

» Authentication Palicy {3)
» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

- Authorization Policy (13) |

, BBAOptions , A% BIECONTINUERIE , LRER

Use Hits Actions
nternal Endpoints

¥ Options
REJECT
COMTINUE
DROP

== —
, MEFTR.
Reset Palic t Hitc

Allowed Protocols | Server Sequence  Hits

Default Network Access X 70

HER 2. BILISERRA AL AWifi_Redirect to_Guest LogintIFRZV R AR , EEBERERMHTR. KEBNXBAFRE Renable,

Wi-
Fi_Redirect_to_Guest_Login

(] Wireless_MAB Hsco_WebAuth

Select from list 0

el

S 3R AETEWirdess MABIIREICWAEE R BH, BE , BALUREIEIN— L/ | ERERZBESSIDIEE, REBGRY
( BETEIWirdess MAB ) LABE/RConditions Studio. 1E R MBI INMEH , REBIBEE B Caled-Station- I DB A Radiusiil B, FHFEE

9 SSID B, ERAERKEHNNUsSETRE , WEBR.



Conditions Studio

Library Editor

o]

BYOD_is_Registered
AMD

Catalyst_Switch_Local_Web_Aut __
hentication

Compliance_Unknown_Devices

Compliant_Devices

MAGC_in_SAN

Set to 'Is not

[Fl wireless MAB

Radius-Called- Station-ID

Contains o cwa-ssid

NEW AND OR

Duplicate

CIOEE

SRARE  LBEE—REBEEFESHRA , BRTEGuest Flowfk#r , MEEFEREEPF LETSHRB R R LB EFH
& EREAWIfi Guest AccessiR B , AR BEFARIFER T B AL ERIMNISERE LRI, #E  SEAFREARTNEER

RRERBAL

Guest_Flow
‘ ] Wi-Fi_Guest_Access AND
Wireless_MAB
Wireless_MAB
Wi-
] ¥ AND

Radius-Called -Station-1D
CONTAINS cwa-ssid

Fi_Redirect_to_Guest_Login

HER 5. REFHRA,

BE—THRAEIBN Save -

f£FR FlexConnect Z<#% 3 #2 17 HU 2§

ST BOR B 8 3 PermitA ccesss it B E AR RV RA RE VB EE R 1,

Select from list 0 {{:}}

BREREHER Flexconnect AMIRIFENMAN WLAN S0 ? AN EHDARAAR. ER  EFEITEANSR , LERITKEED

ACLHEEFIAP,

R B Configuration > Tags & Profiles> Flex , A% ZZLNFlexBElBRER,

¥B—TAdd (WEFR).

R#E , BfRZEPolicy ACLEH,



Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

ACL Name Y Central Web Auth Y  URL Filter e

0 ‘ 10 w ‘ items per page No items to display

BESNEHREOACLEBLEBAPRWDRE, KEZERSREEBREAPRSFHACL (IEREA "deny, BRIRI1ECisco 10S XEH)
WLCERTR "B2EHE@MEILIP, ). BE , FAPL , Tdeny, BANERER. Hit , LEREA RS @APHIEF TEREE S
RBFAEFIRLELC. EATLUEBAP CLIFHshow ip access listiy T ITER T .

% AR EFexconnect R R G RF , ACLAARBIRMELZED (EAEXNTFA—ERFE )  RELFERRAMBACLAA
HEEMEREAN (HIW, RERISE) -

BI=T %R T Savel® , A% IR T Update and apply to the devicel#,

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
Patels
ACL Mame Y Central Web Auth F URL Filter oY ‘
- 10 v | Mems perpece — ACL Name* REDIRECT -
| Central Web Auth |
URL Filter -

BE

EfEEFREIWeDEHRBFRE  TEEEWLCLREAMEE  RARKNE—RERISERE (L EHEFREE) .

g

LA A LA T S B RERS B BT A RS

<#root>

# show run wlan # show run aaa # show aaa servers # show ap config genera # show ap name <ap-name> config general
# show ap tag summary



# show ap hame <AP-name> tag detall

# show wlan { summary |id |nme| all }

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>

LT AH R EFINWLCHEEHERBENS

<tfroot>

aaa new-mode !

aaa authorization network CWAauthz group radius aaa accounting identity CWAacct start-stop group radius ! aaa server radius dynamic-author client <ISE
mac-filtering CWAauthz

no security ft adaptive

no security wpa

no security wpa wpa2

no security wpawpa2 ciphers aes

no security wpa akm dot1x

no shutdown

ip http server (or "webauth-http-enable" under the parameter map)
ip http secure-server

bad 379

- BREFEFHEMRAEEERIPHEL,

s NMREFEAFZEBN , FEHRBUAERL ERAMEMIPAIU, $§12010.0.01, MREFEEER , AIEERE AR EEDNSHE
MR, BREEEBDHCPRAN B MONSRIIRES , I B Z A MRS AT AT EHE,

o WREETiphttpserver@n®s , AEEHTTPLETEER ( EH ) ERET. WHEBEEEMFEEBERWS HREMNFE
BEE  FEMHIEESOLFRETEERD., LALRESHBAERIphttp server®) , REEAWeRFERBHRA
HTTP (£ f 5| 8% FE T B i S webauth-http-enable).

« MREERFBEHTTPSURLESZEEEGLEER (ERYEN ) , FRESIBEHU T R2EHSintercept-https-enable :

<tfroot>

parameter-map type webauth global
type webauth



intercept-https-enable

trustpoi nt xXxxxx

FEWIEBGUIRERTEDR "Parameter Map :

Configuration~ > Security~ > Web Auth Edit Web Auth Parameter

Maxirmum HTTP connections 100
Init=-State Timeout(secs) 120
Parameter Map Name
D global < Type webauth v
L 10 v Virtual IPv4 Address
Trustpoint --- Select --- >

¢ Admir

Virtual IPv6 Address KKK

Licensing

Web Auth intercept HTTPs O

Captive Bypass Portal D

RADIUSHI RIS EMRIE X B8

Cisco Catalyst 9800F 5| #E 4R 122 4 25 1) AR 754878 A GigabitEthernet 0%, BIARAS17.6.112 |, FEiBILE X ERADIUS ( 23ECoA ) »

MREFARADIUSHIRIE | AIREREE !

<tfroot>

aaa server radius dynamic-author
client 10.48.39.28

vrf Mnt-intf
server-key ciscol23

interface G gabitEthernet0

vrf forwarding Mgnt-intf

i p address X.X.X.X X.X.X.X

1if using aaa group server:
aaa group server radius group-nane
server name ni col SE

ip vrf forwarding Mgnt-intf

i p radius source-interface G gabitEthernetO



g

EI!.!I
EI-ILI

WLC 9800 R K T EERIERTIEE, EMAMARE FinERABNER, BSNEARANEEFERTSE , LEETUESH
BARBAEHIHEREN B,

% &2 AR ERRTREENRIEX  BEURRERKN BFE.

A7 #159800 WLCTERR NSRRI IR IE |, 12 AT LUSBIBSSH/TelnetiEAR E19800 WLCHEHITA TS ER ( RIS SRERHRIIIAERF ) .

SR MEWLCE B , LAEE R LUG MR BB 3% 4 R AV o 8%,

<tfroot>

# show clock

SR2BBRAREENET , RWLCEFERIABRKAFRERRKAF. EETURERERRWETRRAMER (WRE ),

<#froot>

# show logging

SR IBMIBREMA T ERARARKMS

<tfroot>

# show debugging Cisco |0S XE Conditional Debug Configs: Conditional Debug Global State: Stop Cisco 10S XE Packet Tracing Configs: Packet Infrad

{aif
3

% AR MRBEFIHEAES  WERZEFMABIBAKRY (MACHELE, IPBIEE ) AERARBIEFCEIFRME. 3
WIMAFNE., Eiit , BREEF I DBARBRAE K.

SB A BRSBEIDRIEREEAR I maciti it 71 B R4 |, YESSFEmactts ik falways-on notice level BR 8t



<ffroot>

# show logging profile wirelessfilter { mac |ip} { <asaa.bbbb.cccc> | <ab.c.d>} to-file dways-on-<FILENAME.txt>

BUBEREREEPNAR  RAKERKRING TFTP MRS,

<#root>

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

A RRE T EhENR

MERKER EHEREEREEHEARYEBRFEPRENRE , ETUBARGEELER "BREFERADRA) BRE, It
BHEREEEFRS (LRAIAEAERmaclIlt ) EBNMEREAXRMEEERER. ®ERARGERE  FREHTUT
SR,

SR 5 BRARARERMS

<#froot>

# clear platform condition all

HER 6. REERNRIRE FIRMACH L BUA AR R

UTHSSRBERIEAIN MAC (it 30 248 (1800 B ) . EANRBHS I BRI INE 2085978494 ¥,

<tfroot>

# debug wireless mac <aaaa.bbbb.cccc> { monitor-time <seconds>}



% AE  ERRERZERFL , Y S @mact i iE Tdebug wireless mac<aaaa.bbbb.ccce> .

% AR BTEERGREFPEIRFREBNG L , RAMBEARTHERNREST , UEUERR.

SR, ERLEERNBERITR.

SREMRAEARIEENEZRRB I ER[E , AEFILHEH,

<tfroot>

# no debug wireless mac <aaaa.bbbb.cccc>

—BRBERKMNFILEEER , 0800 W.CEELEEUTEBNEAHRER -

ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log
SR MEMACHEBNRER, B S ratrace logERBIAN I FERS , AEEELERE LBERE L.

BE RA BHIERNERE,

<ffroot>

#dir bootflash: | inc ra_trace

e 1E RAB BB S\ AR R BRAS

<tfroot>

# copy bootflash: ra_trace MAC_aaaabbbbccce HHMM SS. XXX _timezone_DayWeek_Month_Day_year.log tftp://a.b.c.d/raFILENAME.txt

BTAR

<#froot>



# more bootflash: ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

EAFRFRME AN EFERE. ZFFTEHLRFARAETF R, RARMAR

fail
&

SR 10.MRBARRNDAHE , FRERIBEE
FE—SFHERE SRS AR FHRR B .

n

<#froot>

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-file ra-internal-<FILENAME>.txt

% AR ke SHHREMAERNATE BHRBINRE K mMBEREIFEKX, HECisco TACER , HHoMELRE,

BA LA & rainternal -FILENAMEtxt#EE R B A\ SRR ARES , REFREER FBETE L,

&1 RABRE S\ SRR AR AR

<tfroot>

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

BTRR .

<ffroot>

# more bootflash:ra-internal-<FILENAME>.txt

SR 11 BREEFR.

<tfroot>

# clear platform condition all

% AE  FRAEFREFHERIGEMERBR LS.



gl

MREMRBERTELTENNER | BHK LB BISEOperations > Live logsE E I EE & 17 B B/ RAVEERAEA

RSB TRRMRR (MRHBESE ) MISEEWH FIERADIUSE 1,

ETE#HG  mREEARERUFS Wit ISEEERT. ERAA  LEFIRTUILIDEIEERSSIDE B MEIAP MACH:

i, MREESIDEBE LR, ZRUAERS "3, Mk "FR, , BABEZHRA.

15048
Event 5400 Authentication failed
15048
Fallure Reason 15039 Rejected per authorization profile 15048
nreaa - . 15048
Authorization Profile with ACCESS_REJECT attribute was selected as a result of
Resolution the matching authorization rule. Check the appropriate Authorization paolicy rule- 15048
results.
15048
Root cause Selected Authorization Profile contains ACCESS_REJECT atiribute 15016
5
Username EB:36:17:1F:A1:62 poss

11003

QUuenad FIF -
Cueried PIP -
Queried PIP -
Queried PIP -
Queried PIP -
Queried PIP -

Hadius. NAS-Fort-1ype
MNetwork Access.UserName
IdentityGroup.Name (2 times)
EndPeints.LogicalProfile

AT Calie-Station-ID)

Network Access AuthenticationStatus

Selected Authorization Profile - DenyAccess

Rejected per authorization profile

Returned RADIUS Access-Reject



Other Attributes

ConfigVersionld

Device Port

DestinationPort

OriginalUserNamea
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
AcsSessionlD

UsaCase
SelectedAuthenticationldentityStores
IdentityPollcyMatchedRule
AuthorizationPolicyMatchedRule
EndPointMAC Address
ISEPolicySetName
IdentitySelectionMatchedRule
DTLSSupport

Network Device Profile

Location

Device Type

IPSEC

RADIUS Username
MAS-Idantifler

Device IP Address
CPMSessionlD

ClscoAVPair

140

58209

1812

AccessRequest

Radius

mn

1485

ed36171la162
bD62E505-3150-4215-aB0e-6753045bi56¢
false

nicolse26/356 9632611

Host Lookup

Internal Endpoints

MAB

Datault

EB-36-17-1F-A1-62

Default

MAB

Unkmown

Cisco

LocationdAll Locations

Device Typa#All Device Types
IPSEC#is IPSEC Device#MNo
EB:36:17:1F:A1:62

cwa-ssid

10.48.71.120
TB4T7300A000001 2DFC22TEF
00-27-e3-8{-33-al:cwa-ssid

service-type=Call Check,
audit-session-id=T84T300A0000012DFC22TEBF1,
method=makb,

client-lif-id=3003124185,

vian-id=1468,

Mersoinnoreid=rurn-eehd




Troubleshooting - *  Radiocactive Trace

Conditional Debug Global State: Stopped

B3 =3
MAC/IP Address Trace file
836.1711.a162 debugTrace_e836.171a162.0¢ & ==
1 10 &

EEEREAT , BELELEIACLEBRHET THE , BB BEISEREMNACLERBTLE , RBEWLCKRFRRB&ISEERN
ACL :

<#froot>

2019/09/04 12:00:06.507 {wncd_x_R0-0}{ 1} : [client-auth] [24264]: (ERR): MAC: e836.171f.a162 client authz result: FAILURE 2019/09/04 12:00:06.51



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



