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ANAHNERARBRIBATRENEERIRAE

- Catalyst 98004 #R 2 %l 8% R 5ll (Catalyst 9800-CL)
+ Cisco I0S® XEEm#&PEhR17.3.x
» Cisco ISE 3.0

AXHFNEARBBREERERREANKENREL. XHEAZNMERERRCER (R
) AARERRE . MREHMEEREFT , FEAREERAEAESTREXRNEE,

nXIE

RS

RADIUS 9800 WLC

00000
9. 00000,

=

Client

WLCEL &
9800 WLC EHIAAAR B

GUI :

S 1. E5RADIUSHIIRES. EMZ configuration > Security > AAA > Servers/ Groups > RADIUS > Servers > + Add 3t
& ARADIUSH RERE .-



Authentication Authorization and Accounting

& AAM Wizard

D Dashboard

Maonitoring

Configuration

RADILIS

1 Administration

ITroubleshooting TACACSs

1 MAD Moty Address
MREFTFERREAPRWeb B BHF (IEMEEREEN[COAINTLE] ) , FRABAHCANXZIE,

Create AAA Radius Server x

Name* ISE-keg Clear PAC Key
IPV4/IPv6 Server Address™ 172.16.0.11 Set New PAC Key
Shared Secret*

Confirm Shared Secret*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100

9 Cancel [ | Save & Apply to Device

HEB 2 #RADIUSIBREEE I ZIRADIUSIE. Ef1Z Configuration > Security > AAA > Servers/ Groups > RADIUS > Server Groups >
+Add. RIEEEER , YBBDZREEFEHRRIMN AR Assigned Servers.



Create AAA Radius Server Group

Mame® i :
Group Typs RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 1-1440
Available Servers Assigned Servers
|‘_'| |SE-kcg
|;|

"D Cancel [=] Save & Apply to Device

SE3EBUHBHEEE, EEE Configuration > Security > AAA > AAA Method List > Authentication > + Add.

Q Search Menu ltems Authentication Authorization and Accounting

+ AAA Wizard
=l Dashboard
@ Monitoring

. COnﬁQUI’EtiGn General

. + Add
Administration [ J

Anthnrizatinn MName

BALTEN :



Quick Setup: AAA Authentication

Method List Name?* list-name
T\:.':_je" dotlx v
Group Type group v

Fallback to loca

Available Server Groups Assigned Server Groups
radius ISE-grp-nams
Idap -
tacacs+ _

ISE-keg-grp -

D Cancel [=] Save & Apply to Device

CLI :

# config t # aaa new-model # radius server <radius-server-name> # address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813 # timeout 300 # retransn
# aaa server radius dynamic-author

# client <radius-server-ip> server-key <shared-key>

# aaa authentication dot1x <dot1x-list-name> group <radius-grp-name>

BRIAAA Dead-Server RIAYE = EIE

ERADIUSIRRER R , BRAUUBECRERA TALIVE,
#show aaa servers | s WNCD Platform State from WNCD (1) : current UP Platform State from WNCD (2) : cur
A LAFEWLCLEE & dead criteria, M deadtime , 4Bl 2 E#FE A ZERADIUSHEREZNIE R T

#radius-server dead-criteria time 5 tries 3 #radius-server deadtime 5

% R : dead criteria RARMRADIUSAREBRREAFERNEE, ©EE 1.8 (F) , ARTEHE LRHRADIUSHER
BUIAAH N EBIARBRETAERNER  FTAARKBNRRE, 2. —Eft83F , KARERADIUSARBHEBRS KK
Z A ARSI ERENERBRRE.

% AR deadtimelFEEFRFHBERBAFER  ARSFFRSFERENERE (UI2EREM ). —BIRMBH , #HH



% RARERRER/UP (ALIVE) , WEBHMEEMNWEFHABREEXNNET. NRRERBHUPRNEEHBRRKRSE , AR
Rdeadf®f , RIESE [ B 8 A P A0 1) BR 23 78 B AR B Ay deads

WLANE B & REE

GUI :

S 1EIWLAN, BEZTHRE, > HER, > "WLAN, > T+ 8, | WRFEREMRE.

Q Search Menu ltems WIRELESS NETWORKS

E‘" Dashboard

Mame w

“\! Monitoring

TN N o Y

SR 2BABRKREIHB/EA
General Security Advanced
Profile Name* | prof-name | Radio Policy Al v
ssID | ssid-name ‘ Broadcast SSID
WLAN ID* | 1 ‘

Status evagtep ()

=/ Save & Apply to Device

FRIEMIRT £HER , ARBEMENRE %, EARHF , WPA2 +802.1x,




Add WLAN x

-

General Security Advanced

Layer2 ayer3 AAAN

| ayer 2 Security Mode | WRA S WPAZ East Transition | Adaptive Enab... v

MAC Filtering Owver the DS v

Protected Management Frame Reassociation Timeout ‘ 20 |

PME Disabled v

WPA Parameters

WPA Palicy [] M

[= Save & Apply to Device
Add WLAN x

PMF | Disabled v
WPA Parameters
WPA Policy
WPA2 Policy v
WPAZ Encryption AES(CCMP128) v
COMP256
GCMP128
GCMP256
Auth Key Mgmt 802.1x v
=| Save & Apply to Device

SER 44 Security > AAA HEF |, #9800 WLC EAAAB B 0iRIBEILHENN B HRBRE S .



General Security Advanced
Layer2 Layer3
Authentication List | list-namg| vl

Local EAP Authentication

| = Save & Apply to Device

CLI :

# config t # wlan <profile-name> <wlan-id> <ssid-name> # security dot1x authentication-list <dot1x-list-name> # no shutdown

RAIGREEARE

ERMEBEERT  BULREEMEF iR BEIIMEVLAN , URHEMIRE ( MABRBZHEEACL]. RERE[QOS|. BEIIHE.
SRS ) .

BULEARRRREERER U NBYFRERER,
GUI :

SRIkE>-FENKEESR> KREEESR , BECHARRBREEEREIEZYNRERSR,

rch Menu ltems Policy Profile
: + Add
Dashboard -
: : g Policy Profile Name ~  Description
;} Monitoring
¥ voice
: Conﬁguration I default-policy-profile I default policy profile

1 10 »

Administration




BRI EECMA.

B, MREHEMMAPERFBER , FRAXBEEERCHARPRENETEORE.

Edit Policy Profile

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* | default-policy-profile ‘ WLAN Switching Policy

Description | default policy profile ‘ Central Switching v

Status Central Authentication v

Passive Client Central DHCP v/

Encrypted Traffic Analytics Central Association Enable vd
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

TEAccess PoliciesEEBFREZTENEE FiRIVLAN,



Edit Policy Profile

General Access Policies QO0S and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPva ACL ‘ v
RADIUS Profiling IPvE ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Policy Name ‘ v _
Pre Auth ‘ v |
VLAN ' :
Paost Auth ‘ v
VLAN/VLAN Group ‘ VLANZ602 vl ' '
Multicast VLAN ‘ Enter Multicast VILAN |

W RIBETEIEAccess-Accept like VLAND EL R B EISEREIB 4 |, 57 Advanced EEFRAAAAAEE -



Edit Policy Profile X

-

General Access Policies QOS-and AVC Mobility Advanced

WLAN Timeout Fabric Profile | -

Session Timeout (sec) | 1800 | gmbrella . | Mot Configured v |
L arameter Map : :

Idle Timeout (sec) ‘ 300 | mDNS Service | default-mdns-servict v |
- ) Policy

Clear

Idle Threshold (bytes) ‘ 0 |

WLAN Flex Policy

Client Exclusion Timeout (sec) N | 60 |

VLAN Central Switching
DHCP

Split MAC ACL : v

IPv4 DHCP Regquired v
Air Time Faimess Policies

DHCP Server IP Address

2.4 GHz Policy | =
aNo nore == b )
5 GHz Palicy | : -
AAA Policy )
Allow AAA Override _\/'
NAC State
Palicy Name default-aaa-policy x| v
i'j Update & Apply to Device
CLI :

# config # wireless profile policy <policy-profile-name>
# asa-override # central switching # description "<description>" # vlan <vlanlD-or-VLAN_name> # no shutdown

RARBERE

ERBRBANKESSIDERKEEERERE, BUTUEYHHNRRNRE  HEMA default-policy-tago

%4 JER © default-policy-tag® B BIAEWLAN IDATRA 116 Z M EMSSIDH MBI AR KM EBRR. EEEUDRMER. WRE
HWLANWIDAR17HES , AIF&EHE A default-policy-tage

GUI :

MBFEE | FEMFConfigugation > Tags & Profiles> Tags > Policy 3 in#T#Y B 5.



Q Search Menu ltems Manage Tags

Palicy Site RF AP
=] Dashboard : N -
& Morilon
£) Monitoring + Add
Conﬁgu ration Palicy Tag Name ~  Description

central-anchor

Administration

default-policy-tag default policy-tag

Troubleshooting 1 10 ¥

# WLAN S EREEZERENFARER,

Add Policy Tag X

Name* PolicyTagName I

Description Enter Description |

KX

WLAN Profile ~ Policy Profile v

0 10 v | items per page No items to disp

=] Save & Apply to Device




Add Policy Tag x

Name* l PolicyTagName ‘
Description ’ Enter Description \
+ Add
WLAN Profile ~  Policy Profile v
| 0 ) [ 10 » J tems per page No items to display

Map WLAN and Paolicy

WLAN Profile* ‘ prof-name - ‘ Policy Profile* default-policy-profile v

=| Save & Apply to Device

Add Policy Tag

MName* PolicyTaghName

Description Emter Description

WLAN Profile ~  Policy Profile w
[ ] prof-name default-palicy-profile

4 1 [ 10 »

| 2 Cancel

CLI :

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>

RAGERERE



ERRASBEFTEN AP,
GUI :

BEEB S BB —EAP , F5EMZE Configuration > Wireless > Access Points> AP Name > General Tags, 7 ELfARFEHBER , RER
— T Update & Apply to Device.

Edit AP x

General Interfaces High Availability Inventory Advanced
General Version
AP Mame* AP3802-02-WS Primary Software Version ke 2
Location* default location Predownloaded Status N/A
) Predownloaded Version N/A
Base Radio MAC 00:42:68:c6:41:20
Mext Retry Time MNSA
Ethernet MAC 00:42:68:a0:d0:22
' y Boot Version b
Admin Status Enabled v
- 105 Version 10.Giov.me
AP Mode Local v
Mini 10S Version 0.0.0.0
Operation Status Registered
Fabric Status Disabled IFGonig
Tags IP Address 172.16.0.207
T Static IP
Policy default-policy-tag v
Time Statistics
Site default-site-tag -
= [ Up Time Qdays 1 hrs
RF default-rf-tag - 17 miieE 24
205
Controller Associated Time 0 days 3 hrs
26 mins 41
S2cs
Controller Association Latency 8 days 21 hrs
50 mins 33
SBCS

D Cancel (51 Update & Apply to Device

% AR EIE EAPIWRRERRETRE , ©ASETRIEE0800 WLCHIBIE: , WHERRBRERMA,



ER—-RBEBR S EAZEAP, FFEMZE Configuration > Wireless Setup > Advanced > Start Now > Apply.



STAMT NOW el

@

Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_device_admin.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_segmentation.html#ID37
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#concept_9B49577E9B314CE79A6361771B5FCF19

# show ap tag summary // Tag information for AP'S

# show wlan { summary |id | name| all } // WLAN details

# show wireless tag policy detailed <policy-tag name> // Detailed information on given policy tag

# show wireless profile policy detailed <policy-profile name>// Detailed information on given palicy profile

SEBEAR

H o AREROERNARRY. BR , BiBMEAcdling-station-id RADIUSE 4+ , R B RIGEHREHEBEEFiHET,
K FEUDPIRIE T 2 F 1 5 5 9800RIRADIUSTE R Y 2 T B #EHI,



HWLCHEITHFEBERR

WLC 98001— K EBIRUEHENBE. E M RMRATA RE FimERARANER. BENBAMAESBERS , ABIUESHRE
BRREM R BRI B

EEURRERWAFE  BB%E , BANREE/NFRIER,

AT 1R129800 WLCTRRR IS MI IR ME , & 7T LUBEIBSSH/TelnetiEAREI9800 WLCH BT AT H R : ( MREEFELHIINAERF
) o

SR 1BEWLCE BIRRR] |, LUEET LB ML E 2 4 RV R 8%

# show clock

SR2BBRABEENET , RWLCEEFEI/NBRMRAFRERR B, DWLATRERERRBESMRMER (WF ),
# show logging

SRIBBFREMA T EARARMGM

# show debugging |OSXE Conditional Debug Configs: Conditional Debug Global State: Stop IOSXE Packet Tracing Configs: Packet Infra debugs: Ip Adc

% AR WRBRIBEARGE |, AIEREFAABIRBBGRYE (mactbit, ipithit % ) HERORBETCEDREARG . EgE
MBRNE, Rit , BRETEDAIARERIIB RS,

HER 4 BERAE M mactb it R RS BR3P AR | WERAS E macith 1t #9always-onif &IAR B BR ¥t -

# show logging profile wirelessfilter { mac |ip} { <aaaa.bbbb.cccc> | <ab.c.d>} to-file dways-on-<FILENAME.txt>

ZANETERBR VAR , WU ERERINBTFTPRRSS

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>



REAAENEREZBNENR

WMRKIER EEHEEREENERARYEBRFEPEENRE , ST ABARANEELER "EREEADRA)L BRE, It
BHEREIEERNS (LRHIBEAERmacl L ) ERNAMARBEXRMGEERRER. SEFUEBGUISCLIHTIHEE,

CLI :
ERARGAER  FRTUTSR

SR 5 R ARARRRMSE,

# clear platform condition all

SR 6. ARERNEREFIHRMACH U RUARE R,

HIE SRR ERR M mactInt RiE305 8 ( 1800% ) » BA SUREM I KB NZE 20859784947,

# debug wireless mac <aasa.bbbb.cccc> { monitor-time <seconds>}

% Mizt : FERRERZERAER , FH¥ESE MAC it #11T debug wireless mac <aaaa.bbbb.ccee> 5.

% AR ETEERBRERTEIFFREBNG L , RRAMARARBERIETEGUEURRE,

SR7ERCEERNBERTR.

SRSMREARIMENEZRBBEZMERBE , AEFELHER,

# no debug wireless mac <aaaa.bbbb.cccc>

EERRBERAERERELE  BOOWLCEELEAMER  SBUT

ra_trace MAC_aaaabbbbcccc HHMMSS. XX X_timezone_DayWeek_Month_Day_year.log



HRO. WE MACHIDERIMER. Earatracelog®@RFISEARER  NREEEES LETE L,

BT RA BHIERNERE:

# dir bootflash: | inc ra_trace

SIS RER B DA AR -

# copy bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS XXX _timezone DayWeek Month_Day_year.log tftp://a.b.c.d/ra-FILENAME.txt

N

# more bootflash:ra_trace MAC_aaaabbbbcccc HHMMSS. XX X_timezone_DayWeek_Month_Day_year.log

SR10.MRBARRNAHE  FRERTER  ERFEMRB AFNEFMARE. BMNE-THARBRCURELANBRFHAR
A&, LG EFTBRAEAETFiR,

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-filera-interna-<FILENAME>.txt

% AR TR HREMMAEERNATE BRRBINRE , MEBEIFFE K, FBEE Cisco TAC 1B HT L BB HE,

BT racinternal -FILENAME.txt ERFAHFRE , A HATERERRESE L,

S RER B EDAARES -

# copy bootflash:ra-internal-<FILENAME>.txt tftp://ab.c.d/ra-internal-<FILENAME>.txt

BTAR .

# more bootflash:ra-internal-<FILENAME>.txt

SR 1. BREEKRN.



# clear platform condition all

N i sRREBE TR AERR B,

GUI :

%88 1. 83 Troubleshooting > Radioactive Trace > + Add M5 E Bt T FEHEBRM B S IRMIMAC/IPH

Troubleshooting - »  Radicactive Trace

Conditional Debug Global State: Stopped

MACP Address T Trace file

o 10 »

ﬁﬁ 21’!‘5_1:5(61’1:0

SR ERME,

iﬁﬁ 4, E__Ff.‘?'-.u:o

SR S5 —T Generate 124t , BEZEWMAFNRRERERE , A%BIZ—T Apply to Device. In this example, the logs for the last 10
minutes are requested.

Enter time interval

Enable Internal Logs U

Generate logs for last | G 10 minutes

O 30 minutes
O 1 hour

() since last boet

O| 0-4204967205 seconds

SROMAFMBHTRIECHER L  RRE-T "TH, RAWETRE,



Troubleshooting - » Radioactive Trace

Conditional Debug Global State: Stopped

+ Start
m - / Last Run Result

MACG/IP Address ¥ Trace file + State Suceessful
(0  aasa.bbbb.ccce debugTrace_aaaa.bbbb.coce.txt | & | B Sa6/bomis
1 10 LS GEE DAa 1 -1 of 1 item MAC/IP Address aaaa.bbbb.coce
Start Time 08/24/2022 08:46:49
End Time 08/24/2022 08:47:00
Trace file debugTrace_aaaa.bbbb.ccce.txt E

1EISE L #E 1T PE HERBR

MRBIEFHESMRIFEE , B BEISEAREE LA B, B2 Operations> RADIUS> LiveLogs ¥ & Z| F A5 EHEREE,
EERHNEKE, SEFRNERS, B—TET Datals ERTHHASE , TUESESHMER , MBAHRTR

= Cisco ISE Operations - RADIUS A i Q @ 8 @&
Live Sessions

0 0 0 2 0

Within

Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

Rafrash
Never w  Latest 20 records w  Last 3 hours v
i) Refresh 5 Resst Repeat Counts T Expart Te " Filtar
Time Status Details Repea.. Identity Endpoint ID Endpoint.. Authentl.. Authoriz... Authoriz.. IP Address Netwo)
x \ ~ Identity Endpoint 1D Endpoint Pr  Authenticat Authorizatic  Authorizatic P Address  ~r Natwor
Aug 23, 2022 06:18:42.5... [ ] EI a userl 08:BE:AC:27:85:... Unknewn Policy_Set..  Policy_Set... PermitAce.. 10.14.96.112,...
9800-W

Aug 23, 2022 08:45:48.1... (-] a user] BC:D0: P4 206D
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