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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Mame* anchor-policy-profile | WLAN Switching Policy

Description | Enter Description | Central Switching v

Status Central Authentication v

Passive Client Central DHCP Y

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

EiEwmoniliyIBF £ | #IFER09800 WLCHI P it




Add Policy Profile

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANS to momentanily
disable and may resuit in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 1721605 3> &Y 1088.173.49 | Tertiary ... v €

= Save & Apply to Device

HER 4 AR MG EL B AR SR EE o FL AR BLL WL ANBR #5 /9 SA 3042 5 25 AH BA B AV AP Y SR RG AR ER AU Y WLANE
o

i~§E§Configuration > Tags & Profiles> Tagsﬂﬁﬁl‘[ —1¥ﬁ%~ﬁf§§ﬁﬁﬁ Eﬁﬁﬁ’g Rk

Edit Policy Tag x

Name™ | FT1 |
Description | Enter Description |
WLAN Profile + Policy Profile w
0 ‘ 10 - ‘ items per page Mo items to display

Map WLAN and Policy

WLAN Profile* | anchor-ssid vl

| Policy Profile* anchor-policy v
e —
=) v




Eﬁiggumate& Apply to Deviceﬂ%%aﬂfgﬁﬁ EUﬁmﬁ*%ﬁo

Edit Policy Tag x

Name* | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile v
anchor-ssid anchor-policy
1 | 10 « |items per page 1-10f1items

| upcats & Apply to Dvice

SER5 (BA ) BRBRERIKLAPERECRECRKEAXER,

EMECOnfiguration > Wireless > Access Points > AP name > General o



Edit AP

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location* | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

N EEBEEE | MBEAERBupes Ay o DeicHAPEB ST EN | MAPREF KB HBE
CAPWAP , At EA45E29800 WLC kR EREBE , ABIREXBEE .
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# config t

# wireless profile policy anchor-policy

# mobility anchor 10.88.173.105 priority 3
# no shutdown

# exit

# wireless tag policy PT1l

3%

wlan anchor-ssid policy anchor-policy
# exit

# ap aaaa.bbbb.dddd

# site-tag PT1
# exit

HER 6.2 AFI$HR0800 WLCIL 22 M i B R IR ERE, #RHEEGEEI/NE9800 WLC EERN AT
£ME.

gﬂﬁiConfiguration > Tags & Profiles> Policy > + Addo

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* | anchor-policy-profile | WLAN Switching Policy

Description | Enter Description | Central Switching v

Status Central Authentication v

Passive Client Central DHCP Y

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Save & Apply to Device
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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may resuit in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Ancher IP Anchor Priority
&Y 172605 =

&Y 1038817349 =

Anchors not assigned

= Save & Apply to Device

ECLIE :

Anchor 9800 WLC

config t

wireless profile policy <anchor-policy>
mobility anchor

vlan <VLAN-id_VLAN-name>

no shutdown

exit
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B fi7 Z configuration > Tags & Profiles> Policy > + Addo

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ ‘ anchor-policy ‘ WLAN Switching Policy

Description ‘ Enter Description ‘ Central Switching vy

Status Central Authentication v

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=/ Save & Apply to Device

BE EmoniliyR 51 H&K , IBFHEAiIreOS WLC, 9800 WLCHEEL L [R AIZR EE BBV SSIDREHE
EEBRERHR




Add Policy Profile %
General Access Policies QOS and AVC Advanced

Mobility Anchors

Expart Anchor

Static IP Maobility

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (0) Selected (1)
Anchor IP Anchor IP Anchor Priority
&J 1088.173.105 | Tertiary .. v €

No anchors available

= Save & Apply to Device

HER 4 A RBE LB AR SR EE o FL AR BLb WLANBR #5 /9 SA #0425 23 AH BA B AV AP Y SR G AR ER U Y WLANE
f&o

igif.fzmnfiguration > Tags & Profiles> Tagsﬂﬁ@ﬁ —EF R bﬁﬁﬁﬁ iﬁﬁﬂ’g?ﬁ: Lo

Edit Policy Tag x

MName* | PT1 |
Description | Enter Description |
WLAN Profile ~  Paolicy Profile w
] ‘ 10« ‘ items per page Mo items to display

Map WLAN and Policy

WLAMN Profile* | anchor-ssid v |

| Policy Profile* anchor—policy{ v
—
EE




Eﬁiggumate& Apply to Deviceﬂ%%aﬂfgﬁﬁ EUﬁmﬁ*%ﬁo

Edit Policy Tag x

Name* | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile v
anchor-ssid anchor-policy
1 | 10 « |items per page 1-10f1items

| upcats & Apply to Dvice

S5 (BR) BUERIBEAPTRICREEERKEEXILE.

EMECOnfiguration > Wireless > Access Points > AP name > General o



Edit AP

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location* | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0 |
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

% 3%‘ . %5$§ ) ﬂﬂ%i&?’fii&%umate& Apply to Dwiw&g‘jApgﬁﬂﬁEE& ) EUAPQE%?E&EJE@@
ECAPWAP , Rtk ©A$E29800 WLC kR LEEE | ARIMEE.,

ECLIL :

# config t



#

#

# no shutdown

# exit

# wireless tag policy PT1

# wlan anchor-ssid policy anchor-policy
# exit

# ap aaaa.bbbb.dddd
# site-tag PT1
# exit

S ER 6.4 AireOS WLCHL B A £ 2,

wireless profile policy anchor-policy
mobility anchor 10.88.173.105 priority 3

Z A F|AireOS I E T EWLANs> WLANso 1ZIBWLANTT AR ETE , LUEM B T HE & 368 #BMobility

Anchorse
vl I Il Il '
Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANs
I WLANs Current Filter: None [Change Filter] [Clear Filter]
WLANS

» Advanced
WLAN ID Type Profile Name WLAN SSID
1 WLAN 1
2 Remote LAN £ziouos?
3 WLAN G T - _
4 Remote LAN ==
2 WLAN anchor-ssid anchor-ssid

HELP  FEEDBACK

Create New $ Go

Admin Status Security Policies

Enabled
Enabled
Enabled
Disabled
Disabled

[WPAZ][Autn(PSK]]

None
Web-Passthrough
BO2.1X, MAC Filtering
[WPAZ][Auth(802.1X])]

Saye Configurat

-

Mobility Anchars

'gisgé



MONITOR WLANs CONTROLLER WIRELESS SECURITY

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

Mobility Anchor Create

Switch IP Address (Anchor) | local =
Priority 1 | 3%]
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority{default).

ECLIL :

> config wlan disable <wlan-id>
> config wlan mobility anchor add <wlan-id> <AireOS-WLC's-mgmt-interface>
> config wlan enable <wlan-id>

SAEBAiIreOS — %9800 WLC

#9800 B4 B MY AireOS Foreign



Foreign-AireOS
1~ Mobility Tunnel
. ( _ Anchor-ssid

Anchor-9800 WLC

@ Anchor-ssid

i

{5 F Aire OS i B4 Bt i 9800 71 &R

SBR 1. L EB9800 WLCHI## BhAireOS WLCZ A 1TEIBIE,
FSRUTRER : ECatalyst 9800 L FETEN L
TER2EMAWLC LRI FERSSID,

XENREHE

o REER

« MACIBRES

« PSK

* Dot1x

o /A EBWebBRFE (LWA)
« FRWebBAFE(CWA)

N 5:AIre0S WLCHI9800 WLCHBEE AR MBERR | 75 BIHE 8% % T,

HER 3.FA9800 WLC ( R E R ) WM RARERE,

38 8 = Configuration > Tags & Profiles > Policy > + Addo  FEFRI800 L HY R BIER EHE B BEEAiIreOS WLC EHIERE
EEBTEMEE , SRIELFEMR,
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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ | anchor-ssid ‘ WLAN Switching Policy

Description | Enter Description ‘ Central Switching v

Status enasiep ([ Central Authentication v

Passive Client Central DHCP Y

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Palicy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

1858 Z Mobility 3R 5| B E 30 B A Export Anchor IS 18 7R9800 WLC 2 fiE A 3% R BI R E 8 AV WLANKY #
$59800 WLC, EH\EBAiIreOS WLCHHE A & infEIA T #9800 WLCH: , EE BB EM &R
EREWLANB RN ER , Rt #R9800 WLCHIEZEFAMA#BWLANIRE | W BT hEFEALLA
BARMEEERABRERER,



Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority

g 172.16.0.5 >

g 10.88.173.48 ? Anchors not assigned

= Save & Apply to Device

N B BRABFIEALEREEREREKR S ABRHBORE.

ECLIE :

Anchor 9800 WLC

config t

wireless profile policy <anchor-policy>
mobility anchor

vlan <VLAN-id_VLAN-name>

no shutdown

exit

HOH W K KR K

S8 4 5 AireOS WLCHL & A 5126,

E AFAireOS I Efin ElwLANs > WLANso B BIWLANTT 7R B #Y 57 58 37 12 2 Mobility AnchorSo
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cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
F WLANs Current Filter: None [Change Filter] [Clear Filter] Create New §  Go
WLANS
¥ Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN & - = Enabled [WPAZ][Auth(PSK)] -]
2 Remote LAN L5000 === Enabled None a
3 WLAN T e — R R Enabled Web-Passthrough (-]
4 Remote LAN oo — Disabled B802.1%, MAC Filtering ~ ]
5 WLAN anchor-ssid anchor-ssid Disabled [WPAZ][Auth(802.1X]] Er
S02.110
Forelgn Maps
Service
Advertlsements
Hotspot 20

#$9800 WLCERTE A L SSIDAY $ &

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGE

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

‘ Mobility Anchor Create \

Switch IP Address (Anchor) | 10.88.173.105 # |
Priority 2 3%
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority({default).

ECLIE :

> config wlan disable <wlan-id>
> config wlan mobility anchor add <wlan-id> <9800 WLC's-mgmt-interface>
> config wlan enable <wlan-id>



AT LASE 38 L5 a5 SR AR B 5 P S0 BB/ B SSIDRY SR AR = im B B B M AR RE
1£9800 WLC LB& &

show run wlan

show wlan summary

show wireless client summary

show wireless mobility summary

show ap tag summary

show ap <ap-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>

show wireless profile policy detailed <policy-profile-name>

FHOH OH OH KR KR K H R

£AireOS WLC LBz

show client summary

show client detail <client-mac-addr>
show wlan summary

show wlan <wlan-id>

V V. V V

SE SRR

WLC 9800 Rtk T EETRVIEHIRE, EAIRARAAREE FinEREBWER, BESNENREHE
BIOREHERE , Y ARTESHRNMERGRERBRS4.

N oEE RIBERNAHE  CULUSHERYL ) BEEILR,

EERFS00 WLCEFERBER TREMNEBK , TJLUBIBSSH/TelnetiE#REZE9800 WLC , B E LT
TR, (BMRESEFEREINFER)

SR MELRFIROERRRE |, LUE AT DR MR 2 A R R,

# show clock



SR2BBERAREENETR , REHFHREFTEINBRFEAFTHRERK AR, ERTURERE
REETRAMER (WRE ),

# show Togging

SR SIMEBREMACRIPH IR TKIER L, BARBIRE, MRIRRBHBREERHE , NEHER
FEFWMACH L , RIRBBHEFREBE TLUBRIELEH.

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

FRAGCTERERBERTFIAR , RAKERERINE TFTP AR,

# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

RN EENEREZHER

R KIELR £ (always-on)REER B ERERZANEFARBEFMAEHENBHEERE | BT ARA K
AR HERRTDRARRK  ZRRAREERYE ( RFhAFFikmacitbit ) EEIRIFTAE
RREARRBIRE. ERARGHER  F2EUTIER,

HER 5. FER AR HER M

# clear platform condition all

HR 6. AEERVEIRE Fiwmacith it BUA FBE R4

LTt 2MREREMMN MAC (it 30 248 (1800 ¥ ) , BALRIBSILEEEIgMNE



2085978494 ¥,

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

N s rERRERsERSR , FR e ¥ {8 MAC k%447 debug wireless mac
<aaaa.bbbb.cccc> ¥

N B LETIRBEFLEFHIDNRY  RAFEASSEADES  HUBRE.

SR7TERLEELRNBEENTA.
SRBUMREFARBEENELRRFERB I EREE , AF LB,

# no debug wireless mac <aaaa.bbbb.cccc>

ERREBRSEEERNEFLE 0800 W.CEELEBUTEBN A ER

ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_ DayWeek_Month_Day_year.log

HER 9. WE MAC HIBEBIER. TLUSRARBIER T oo/ BAMREE A UNEREERE LR
R H

BWE RA EBRIERNERE:
# dir bootflash: | inc ra_trace

A ERER BN I A ARES

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.



BIAR

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

FRA0CMERARERNAARE , FREAIAFE Jf”’= R Eiﬁ%& BN EFARR. %
ERRHAEEF R , RAARCEAZHER HE%E*EF , M BB R %E#%HEE’J B &Mt

:gu

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

N s eeRHEEFARENATE DRESEANEY  TAEEA, BHECisco TACK
B 8h 4 45 L IRt

fff\—fLj\ﬂ%@;ﬂﬂr&internaI-FILENAME.txt9}~§Bﬁ|ﬂE%§ ) ﬁ%@%ﬁ%%tﬁﬁﬁiﬂﬂjo
HERER N SBRARES

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

BIAR

# more bootflash:ra-internal-<FILENAME>.txt

SR 1. BREEFRMS.

# clear platform condition all



N g ERAESEEBEFERRRMBAREE.

B AireOS WLC

A DUEAT A B R EE 12 AIreOS WLC EER T FinkVER.

> debug client <client-mac-add>
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