ERNEF D RFE EAR L Web & 175 &
B 8%

9800 WLC HJ AAA fHEE
WebAuth#A &8

WLAN #H#E
B A A




fE
AR MATEB00 WLCHISE LEMNB S HRBEER B WebS HRT,
AR

BREREBRMULT X5

« 9800fEARLANIZE HI25(WLC)#H A&

- BRERFEE(LAP)

 WAERE M E S EBWebfal AR 28 & 17 B 7% 51 Z (ISE),
. WAE%E ME B DHCPHADNS AR ES o

BRF T
AXHNEARBRIRA T R AERIRA

« 9800-40 WLC Cisco |IOS® XEfx4~17.18.4a , #APSP1MAPSP2
- B9 EBIRESIZ(ISE) , Mx4<3.2.0.542
o Cisco®PMIFI1721RFIWI-Fi 7= R | BRA<17.18.4.202

ANXHHWEARRBREEEREREANKEMEY. XHEAINTAERESREHER ( A R
) BVHERERRE) . MRIEHEIREFT | FRARECHEAETAESTRERNTE,

Web & 5%

WebBtE REIBREIIEE , RFFHEFEAEFIREE,

tbIhaE E ERHBFAMASSIDIVEE, Z2MhiFHlE  BEFHECHAEREESR , YAETUE
E2BT 2R EREER,

WebBa BN BN ERAFTIAERE (T ) BB AREREHMFIRIEHEFWLANSLA BRABES 7 BGT
i, BRBRNZEMTERIRE, SEEAEENBRK  FEXDETEORE  BFER
IEREIR R S 2 W 2 A SR G (AUP) = e ah R8BS



WebBREFEHNARRE—REZ  DACRSTHEAELRE , FLRAETTHEEAELAES
MREBEES , LAFLRRSFETES.

EHBWebEE K MSAZRMAUREHFEAONRE. AMEERAE !

« RitWebBRF(LWA) S EEAFEEZERWLCEFREQIAON S %, EFERMAL
WebAuth ACLEREWLCA# EEREM .,

o FRWebEFCWA):—BHEEAEEFEQNSZEZ , HPEHERQURLIMEFHFEQACLE
EFREEINEBRARES (HIMWISE ) £, WIFEBRADIUSEEEIWLC, EHRWebBEH , &
FEQURLMEFFE@ACLRMNAIEBRRES ( AITRADIUS ) EHFRAME, RADIUSHAR
BEEERINMEREE K ©28ESEERIWLC, ECWAF , WLCAEERWeb 5 751 %
BE , PRAWebMFREE—EFRE , YEFEPRGMHERE MRS , HIWISE, EFFHREE
CWA , 55 B F 7 Catalyst 9800 WLCHIISE L 58 & 7 R Web B & (CWA),

AR WebBRFE R , Web%i AT A AWLC LSRR RIAREE Lo 7E6E AN SREREMILWAR
, WLC EFEWeb&i AfBY5, EHBINEWebARERHILWAR , WebFIF RIS AR (H10

Cisco DNA Spaces ) £. BATFHMMTBER AT Webfm ARBEFHILWARSGI : £ Catalyst 9800
WLCELEDNAZ EH#EEMF.

TEWebBE S ZNREE :

Web Authentication

/ N\

Central Web Local Web
Authentication Authentication
External Authentication External Web Sarver

MizE : REFE9800 WLC LEBEBFEAWebEFHIWI-Fi 7 AP |, FHEREEEETHEBN
Cisco I0S XERRA |, #1a017.18.4a5 E S R A,


https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215423-dna-spaces-captive-portal-with-9800-cont.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215423-dna-spaces-captive-portal-with-9800-cont.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215423-dna-spaces-captive-portal-with-9800-cont.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215423-dna-spaces-captive-portal-with-9800-cont.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215423-dna-spaces-captive-portal-with-9800-cont.html
https://www.cisco.com/c/zh_tw/support/docs/wireless/dna-spaces/215423-dna-spaces-captive-portal-with-9800-cont.html

StrmERi

HHEERELETEORBFTERR

« Webauth: & A £ & & BN ZE.

- EE (USBEH ) : #IAUP,

« Authbypass: R Z A HKEENMACH 1 HETT F 1058 FE.
« WebEE : FAERB/BHNIZEZAUPHIES,

webauth authbypass = consen t webconsen t

banmer ||_1¥i||

O Accepl

: Don't Accept
Usernmame: banner|
© Accepl )

Usermamse:
Password: Don't Accep

Password:

RRAEh T 68 B E 1T 5 40 B 5 19 /0 18 5 47 B 58 7Y 7]

AR B HRENERE
S BRENRIBEVURMFELDAPHEARSE L. KNitF#EFEWLCHRADIUSHRES Lo

- RENE B (EAESBNER ) MEEWLCEH,

- LDAPEME : BIFMFELDAPRIERET, WLCELDAPRIREBREHNEREFRERLAE
iP ok

* RADIUSEME : BERMFHERADIUSEIHE R E. WLCEERADIUSHREEHERESH
EfEAENRE.

Z< #th\Web Bk 7%



EAWebBES , HFERAEFEERWLCEHE [ EIWebE AR,

Web# A BIL AT A AWLCH S EMERESE P, Mit—R , KbV 4SH A EHE @ URLF TE 7R
EMACLAENMRWLCLE ( FRWebB ARUMWMNE ) . ELWAF , EFEHEAEERIFE
WLANEF , WLCEREBREFEEAENER  WHENEOZERFEEAEETREN
WebE AfBILURL, SHEFEAEWMARE (FAESBNER ) K, WL.CEHEEUSRHE. WLCEFEH
LDAP{AIARES. RADIUSTAIRESHAMERIE (WLCEAE L EEHE ) RBEFEFERENT D, Y
MRADIUSTAMRES ( AASAARSET , MISE) , ETFETARGERE , ETARREHEETMNERK
FERE, MREEAEWebRERES ( Hl2Cisco DNA Spaces ) , BIRHEE RWeb# A @Y, £
LWAR , WLCEE—{EE:% , Web A O LB —EEBRE.

Z B R RLWARE AR -
RADIUS ._.f' _'\.H ;.-'—:" \.__l
P
| 9800 WLC
Web Server
N
LWAR B R h#E
LWABBR FREEFR IV EE E -

- FAFim:[mDHCPHIDNSRIREFEIAFE KR , BEREFHEFWLANKFE , Y ELERBWLCHIFES

« FEHEERIIRBME  EEFEFWLAN , TAFEFEAERERHAERER. EAHESE
FREBBEMHRE (EWMABTNERZH ) ZHEADHCPFIDNSERE,

« WLC:BEEBAPHIEFif,. WLCEEEHELURLAMTE RENACL, BEBXBEFFMEAEN
HTTPER , BEEERIHEFEAELEEITESHRENWebME (ZRAEH ). THER
BUAHFEEAEETEMRIT , WA ERET. LDAPEIRST S Aith E B EFEIXHBFE R

, MR EEREREN.

- BHORBARKES . FAFBUEZAERREERBWLCHERESR, BREFARSSRIERBH
EFEAENEE K URERENHEN , FEEHMWLC, RBHREN , AFEEAERER
SRR (BRI ARSERLEEIMANERFEMNIRE ), NREBHER , BIEERH



EERAESHREBRE
LWAR :

- BEEAEGEREEFIEWLANKAPE B3,

- SEMFEHAEBRIBDHCPIBRELAERIPH L,

 SEREAEFEHBEMAKIPEFEETInternetERRE, MREEREKE  ceERBERARS
BEFRE ; MREAndroidEE , ©2EHAndroidi@ i8S ; MR EWindowsEE , ©€
EHWindowsE#ZAIEMAFE,

- SFEFEAEFEDNSEHLERMAE MBI FIP#bit, DNSHERSERAYEIPH I EREN

- SEEAERREARMAFENIPHUEAHTTP GETHE,

- WLCEREBXIAL , FEAHTTP 200 OKMEHE[URLEBHEMERE.

- FEFEHERWLCERIPEXHTTPS GETHE , WLCEEAWeb A O#EITEFE,

« RIREERFEFEHEREWebFIFE A S HRBEE.

« Web A\DEFEARMNEIBEEAEENEREWLC (MREEANAIBWebAO )

- WLICEBAMERERJBFHEMAE , NERADIUSELDAPRIRESEXEH , UEIEER
BIERE ( REFE B Rwebconsentzwebauth ) .

- MRBJ|ERE , WLCEHIBEEAELETER , FHEEARUNMRE, MRBRHER , WLCE
MIBREAEBEF & o

- WLCHER ZIREHE @ EEWeb BB F 8 AN FHBURL,



Client AP 9800 WLC DHCP Server DNS Server

B (= &= - .

|A550ciation Request|

|Association Response|

DHCP Proces:

v

|DN5 query msftconnecttest.com

AJ

DNS response msftconnecttest.com IP address 199.191.50.184

|HTTP GET to received IP addre55|

Intercept!

HTTP 200 OK and redirect URL|

HTTPS GET to Wic virtual 18 g

Welcome to the Clsco Web-Authentication network

Cisto is pleased 1o prowde web-authentication rirastncture

|WLC sends web portal (login page)| for your Retark. Fisess logh

A

Accept AUP

1_’ RUN State

LWAR

{55 A SN SR B B8 1Y 2K 3t We b B 55



RADIUS \ i’—;

‘ 9200 WLC

(ooeco!

=

LWA-EARLWAM —TEHE , HPWebMIFFMEERURLNNAWLC £ , MERBREFEINIERET
( HIEISE ) £, WLCEHHURH I EB/AZRADIUSHRESBRBFEAER. HEEAERARE
B, WLCEHHRADIUSKHERRE , REBZERADIUSTEERIER | ¥R RADIUSH AREF W
RADIUSTFEUEZ/HER, AR , MRBELER , A EEAEEARUNME, NMRBEFIERE

, WLCEMIBREEERE,

LWA-EAR BB R #E



Client AP 9800 WLC DHCP Server DNS Server RADIUS Server
I

Association Request]

Association Response

BHCP Pro-:esa

v

[DNs query msftconnecttest.com]

|DNS response msftconnecttest.com IP address 199.191.50.184'

Lacal Web
Authentication
|HTTP GET to received IP add resﬂ
‘ Intercept!
‘ Welcome to the Clsco Web-Authentication network
JHTTPS GET to WLC virtual 1F] Gincs st s wes-tertc s ekascies
User Name
|\VLC d 5 = (I - _}l Password
L sends web portal (login page [
|Enters username and password|
WLC checks credentials y
against RADIUS
IRADIUS Access Requesd
External
RADIUS Access Accept/Reject] Authentication
[authenticates/Deletes client|
T
|

LWA-EAR

=L

AaxX ;B

Mg E &



RADIUS 9800 WLC

’E‘§4-

L—

ey
icnem

— —

PYRE : AR REEEMIE R E P RITHYERTE . Flexaith TIRAL B H AL EWeb & 3 ERF N ERE
BRE.

ZECLI LB EFEANI S GO RBH AR Web 5 1952 7%

Bt EAAAfR] i 25 7 fa] Ak 25 48

9800WLC> enable

9800WLC# configure terminal
9800WLC(config)#radius server RADIUS
9800WLC(config-radius-server)#address ipv4

auth-port 1812 acct-port 1813
9800WLC(config-radius-server)#key cisco
9800WLC(config-radius-server)#exit
9800WLC(config)#aaa group server radius RADIUSGROUP
9800WLC(config-sg-radius)#server name RADIUS

9800WLC(config-sg-radius)#end



e B A b 5 40 B 3 A 2 48

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#aaa new-model

9800WLC(config)#aaa authentication Togin LWA_AUTHENTICATION group RADIUSGROUP
9800WLC(config)#aaa authorization network LWA_AUTHORIZATION group RADIUSGROUP
9800WLC(config)#end

Configure Parameter Maps

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)# parameter-map type webauth global
9800WLC(config-params-parameter-map)#virtual-ip ipv4 192.0.2.1
9800WLC(config-params-parameter-map)#trustpoint

9800WLC(config-params-parameter-map)#end

FEWLANZ 25|

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wlan LWA_EA 1 LWA_EA
9800WLC(config-wlan)#no security wpa
9800WLC(config-wlan)#no security wpa wpa?2
9800WLC(config-wlan)#no security wpa wpa2 ciphers aes
9800WLC(config-wlan)#no security wpa akm dotlx
9800WLC(config-wlan)#security web-auth
9800WLC(config-wlan)#security web-auth authentication-1ist LWA_AUTHENTICATION
9800WLC(config-wlan)#security web-auth parameter-map global
9800WLC(config-wlan)#no shutdown

9800WLC(config-wlan)#end

BYERRBEEESR



9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless profile policy POLICY_PROFILE
9800WLC(config-wireless-policy)#vlan

9800WLC(config-wireless-policy)#no shutdown

9800WLC(config-wireless-policy)#end

BYRBERER

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless tag policy POLICY_TAG
9800WLC(config-policy-tag)#wlan LWA_EA policy POLICY_PROFILE
9800WLC(config-policy-tag)# end

AAPS B RIS IEE

9800WLC> enable
9800WLC# configure terminal
9800WLC(config)#ap

9800WLC(config-ap-tag)#policy-tag POLICY_TAG

9800WLC(config-ap-tag)#end

EHEISERTAREE , FREISERES T

EWebUI LB EE AN BB A b\Web B 10 B &



9800 WLC HYy AAA #HRE

HEBR1 8 ISER AR 2R %18 £/9800 WLCELE

E ¥ F Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add , R&R&# A
RADIUSTAIARZR &R , M TEIFR :

Create AAA Radius Server x

General RadSec )
Show Me How »

Name* RADIUS Support for CoA (&) ENABLED .

Server Address* 192.0.2.30 CoA Server Key Type Clear Text v

PAC Key 0 CoAServerkey @ | v

Key Type Clear Text v Confirm CoA Server Key rene]

Key* @ | e VRF (7
Confirm Key* | we- Automate Tester O

Auth Port 1812

Acct Port 1813

Server Timeout 1-1000

(seconds)

Retry Count 0-100

9800 WLC Y AAA #E&E

& ER2 #ERADIUSA AR EF4E .

E B F Configuration > Security > AAA > Servers/Groups > RADIUS > Servers Group > + Add , &
# ¥\ ARADIUSf fRZ[EFFEER :



Create AAA Radius Server Group b

Name* RADIUSGROUP ‘l
f l Show Me How »
Group Type RADIUS ‘
MAC-Delimiter none o w
MAC-Filtering | none v J
Dead-Time (mins) 5 ‘
Load Balance
IPv4 Source Interface . | v ‘ ®
IPv4 VRF v J
IPv6 Source Interface v ] @
IPV6 VRF ' v @
Available Servers Assigned Servers
pr—
a RADIUS a
e

v v

O Cancel (=] Apply to Device |

#THERADIUSfAIBR 2R 4H

SRR BV H ORI ERFE,

EE F Configuration > Security > AAA > AAA Method List > Authentication > + Add:



Quick Setup: AAA Authentication x

Method List Name* N UNAJ“HHENHCAHONH
Type* ' login vl
= = |
Group Type group v } (:)
Fallback to local EJ
Available Server Groups Assigned Server Groups
1
radius a RADIUSGROUP a _
Idap I
tacacs+
- S
= Apply to Device
=

BUSHBEREEE

SERA RN RELERE,

EE F Configuration > Security > AAA > AAA Method List > Authorization > + Add:



Quick Setup: AAA Authorization

Method List Name* | LWA_AUTHORIZATION |
Type* " network - " ®
Group Type group A | @
Fallback to local D
Authenticated D
Available Server Groups Assigned Server Groups
radius a RADIUSGROUP a —
Idap
tacacs+
v v
= Apply to Device
BUREREEE
WebAuth#H &

BV RmESI BHM, #ER Blwebauth, B IPvA 3t 4B 2 MR ERFEAMMLUE | FEEE GIPA
HER , RRHFE—EEER.

B ¥ = Configuration > Security > Web Auth > + Add=RiR1Z 5| SR



Configuration = » Security~ > Web Auth Edit Web Auth Parameter

General Advanced A

Parameter-map global Vintual IPv4 Address

Parameter Map Name Name

global 4 Banner Title Trustpoint

! 10 Virtual IPd
. Hostname
Banner Type @ Neone O Banner Text \eitzol IPE Adcess B
O File Name

Maximum HTTP 100 Wme_rt;;guth intercept
connections
Init-State 120 Enable HTTP server

Timeout(secs) TOFYYED: A

BT e
Captive Bypass Portal

Disable Success Window

Dizable Logout Window

Disable Cisco Logo

= Cancel
J

WebAuth#H &€

WLAN #R&E

S EBR1.EIWLAN,
BEE THERE, > "EERARERL > "WLAN, > T+ i, | IKRFEEZREMRE.

Add WLAN x

General Security Advanced
Profile Name* ‘ LWA_EA Radio Policy ®
SSID* ‘ LWA_EA Show slot configuration
6 GHz

WLAN ID* ‘ 1 Status o

Status enaslen [ 5 GHz
Status enaslen [
Sroadcast SSID

2.4 GHz
Wi-Fi 6E Compatibility 1/2 requirements met Status

802.11b/g | 802.11b/g v
Wi-Fi 7 Compatibility requirements met 3 bands enabled Policy —

EIJWLAN



S B2 BB ESecurity > Layer2 , fR# £ Layer 2 Security Mode Hi##ENone,

Add WLAN u
General Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 OWwWPA3 O Static WEP @ None

MAG Filtering O
OWE Transition Mode C]

Lobby Admin Access O

BIYWLANZ 24

S ER3 EE ESecurity > Layer3 , A% EWeb Policy L @&t 532 , £ Web Auth Parameter Map £
BIES| B , REEAuthentication List LiZ BB BN NBRFBEE.,

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

| —
Show Advanced Settings >>>
Web Policy
Web Auth Parameter Map global v B
Authentication List LWA_AUTHENTIC... v |EB

For Local Login Method List to work, please make sure the
configuration 'aaa authorization network default local' exists
on the device

EIYWLANERRBE



WLANBRFEWLAN list L

Configuration~ > Tags & Profiles - > WLANs

Selected WLANs : 0

(] SIatuI Name Y ID Y Ssib Y 2.4/5 GHz Security Y 6 GHz Security T
0O © LwaEa L Y | LWA_EA [epen)[Web Auth]
1 10 =
EEZEIWLAN

JRAIEREEERE

ERBEEERT , EULERESEEFimlIVLANSIR HAEE

BRI EARRRRRERE AR LTNRER,

Ka

B B RRIERER.

B ¥ Z Configuration > Tags & Profiles > Policy , A& B RN AR KRR EERNEIFE ER
=

IR ER T MM,

Add Policy Profile X

Y

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
Name™ POLICY_PROFILE WLAN Switching Policy
Description Enter Description Central Switching enaBLED [
Status ENABLED . Central Authentication ENABLED .
Passive Client (@ DisaBLED | Central DHCP
(@ oseeen ]

Encrypted Traffic Analytics . DISABLED

IP MAC Binding Flex NAT/PAT @ oiseeLeD



BB RBEEER

HER 2. :EE VLAN,

EEE "FIUREAL £8]

Add Policy Profile

RELTHARN

AEREH VLAN 25 , SRFE#A VLAN-ID,

‘

i
A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
hi
HTTP TLV Caching O B AGL .
DHCP TLV Caching ()
IPvE ACL v B
WLAN Local Profiling .
URL Filters O]
Global State of Device @
Classification Pre Auth * @
Local Subscriber Policy v B Past Auth v
Name
VLAN
VLAN/VLAN Group VLAMN1T432 x v |®

Multicast VLAN

ZZEVLAN

Enter Multicast VLAN

FERAZEHR , B L% SSID BHERBIERE
policy-tag.

NREE,

)o

EE+ Add:

v

= Apply to Device

g, BB HNERNES , A default-

BEEE THRE, > TEBNREE,) > "E8, > "RAL

, REFERR ( WEFR



Add Policy Tag X

Y
Name™* [ POLICY_TAG ‘
Description l Enter Description ‘
v WLAN-POLICY Maps : 0
D WLAN Profile Y  Policy Profile Y
No records available. :
M 4 » M ' 10 1 items per page 0 - 0 of O items
[RAEHAERE
#& SE Y WLAN R A E 45 B P AV SR BE R AE
Add Policy Tag X
-+ Add a
(O WLAN Profile Y  Policy Profile T
No records available. :

4 4 » ¥ 10 « | items per page 0 - 0 of 0 items

Map WLAN and Policy

WLAN Profile* |LWA_EA x v |@ Policy Profile* POLICY_PRO.. X ¥

RLAN-POLICY Maps : 0

RAIFEBAARE

R A&’

BERESEREFZEN AP,



EEENEBE—E AP, FEEE "1HE, > THEIR, > "FEH. > TAP 28, > T —RERK,
, RBE-T "ENAERAERE,

nfiguration~ » Wireless - » Edit AP L

General Interfaces High Availability Inventory Geolocation Cap Advanced Support Bundle
% All Access Points
General Tags
Total APs: 3
AP Name* CWa1721-LAB —

Changing Tags wil AP to momentarily

| cause the

association with tf g Tag Confi
Location* default location alke Tags
AP Name :
Base Radio MAC
CWa172I-LAB T Palicy POLICY_TAG v B
Ethernet MAC
C9130AXI-E-LAB sha S [l Site default-site-tag v B
MLD Base MaC @
AP28021-E-LAB aa Ll , RF default-rf-tag v B
. Admin Status ENABLED .]
N L
1 10 Write Tag Config to AP @
AP Mode Lecal -
Version
QOperation Status Registered
6 GHz Radios
Fabric Status Disabled Primary Software Version 17.18.4.202
. LED Settings . . ‘
5 GHz Radios Predownloaded Status NJA
LED State [EN!\BLED B
Predownloaded Version MNA
2.4 GHz Radios rightn vel 8
Brightness Le ki Mext Retry Time MN/A
Flash Settings ) —

Dual-Band Radios

O Cance 2 Update & Aoply to Device

R AR ER I

ISE #H7&

# 9800 WLC #i8 = ISE

SR EEE TEE, > TERER, > TEREE, (WEFTR).

X) Cisco ISE

Dashboard Administration

System Network Resources pxGrid Services

Met:




# 9800 WLC #i8 = ISE

HER2. 3 — T +Add,

Network Devices Network Device Groups Network Device Profiles External RAD

Network Devices
A — Network Devices

Device Security Settings

L Add L) Import Ty Export

MEEREE

HE WA REENMERTE, KERAE, RY , ATRBREERE, LERN WLC EiRi@Biss
K3

S ER3. 8 A 9800 WLCERE , i FTEFTTR. EWLCIRE AZE@RI[FEIRERZHRADIUSEER ., A%
& — T Submit.




Network Devices

MName | 93800-WLC |
Description

IP Address . *IP: 192.0.2.20 I 32
Device Profile & Cisco v o®
Model Mame v
Software Version W

Network Device Group

Location All Locations ~ Set To Default
IPSEC Is IPSEC Device ~ Set To Default
Device Type All Device Types v Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

IShared Secret = - I Show

9800 WLCERE

B84 B8 Z Administration > Network Resources > Network Devices , Bl Al & 2|{BK &K BEE,



Network Devices

O Name IP/Mask Profile Name Location

3 & Cisco All Locations

O 4 Cisco All Locations

O i & Cisco All Locations

)] WLGC 192.0.2.20/32 &k Cisco All Locations
WREEEE

¥ ISE LBV ERE

FTRIEMINEE-FHEE-50 :

%) Cisco ISE

Q) What page are you looking for?

Dashboard

Shortcuts

menu

Identity Management

Identities

ISEEE — 54

SEB2 BB T Users , I— T +Add,

Network Resources

MNetwork Devices

Selected 0 Total &

Type

All Device Types
All Device Types
All Device Types

All Device Types

Administration

pxGrid Services

Feed Service

Threat Centric NAC




= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
Users
Network Access Users

Latest Manual Network Scan Res...

+ Add < Change Status L) Import Iy Export ij Delete

Status Username ~  Description First Name Last Name Emi

MBERE

SRS MASNFEAENERAERBNHRE , REMHESUbmit,

sers List » Mew Network Access User

~ Network Access User

* Username guest

Status Enabled

Account Name Alias

Email

v Passwords

Password Type: Internal Users ~

Password Lifetime:

© With Expiration
Password will expire in 60 days

() Never Expires

Password Re-Enter Password

* Login Password =t Generate Password 0]

Enable Password Generate Password ®

% ISE PRV FERE



SR EMIEE>-FHEE-FO>EHE , BAUBIEAERE.

Network Access Users

Status Username Descripti... First Name Last Name Email Address User Identity Groups Admin
Enabled § guest
mESmEERERE
<r Ea—]
BARERERE

FRAREEARIBESH (10 MAC fullk, RERERAN WLAN £ ) ERERAFHNGER. HE
TRE#R [BIHAER (VLAN), FEURHIEE (ACL) RIE—EREMER (URL) EFERFRHERE.

UTSBERNAEYESENZERERE  LUSAFRENEMERIAOMY, BI2 , €50
B ISE WA , Cisco_Webauth RIEFZEREFE, WE , BuiREZEE MEREFHEND ACL &
B, FEFEEE WLC ERENEE,

$B1, BEZEPolicy > Policy Elements > Results,

X Cisco ISE Q What page are you looking for?

Dashboard

Context Visibility Operations i Administration

Recent Pages
Policy Sets Profiling
Network Devices

Posture Client Provisioning

Policy Elements

ISEZRHE — #R

S B2 Effn £ Authorization > Authorization Profiles. #—T T+Add., BN EERZERE,



= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Authentication >

Standard Authorization Profiles

Authorization e

For Policy Export go to Administration > System > Backup & Restore > Policy Export Pag

Authorization Profiles

Downloadable ACLs

MEREREER

SERIBIUREERERERLWA_EA_AUTHORIZATION, Bt FE4HE A4 E AAccess
Type=ACCESS_ACCEPT, #—T "Submity ,

Authorization Profiles Mew Authorization Profile

Authorization Profile

Name LWA_EA_AUTHORIZATION

Description

* Access Type
ACCESS_ACCEPT v

Network Device Profile & Cisco W

Service Template (]
Track Movement 0O ®
Agentless Posture O®

Passive Identity Tracking O ()

B RERER

S B4 Efn EPolicy > Policy Elements > Results > Authorization > Authorization Profiles , & 7] LA
BEREREER.



Dictionaries Conditions Results

Standard Authorization Profiles

Authentication >
For Policy Export go to Administi - System > Backup & Restore > Policy Export Page

Authorization e

Authorization Profiles

Downloadable ACLs

O Name Profile ‘

D 00-admin-priv & Cisco
Profiling >

D 9800-helpdeskuser-priv &= Cisco
Posture >

O \uthZ-Guest & Cisco (7}
Client Provisioning >

D thZ_Guest-Redirect &t Cisco

O hZ | w Cisco

O 5_ACCess a4t Cisco

D Cisco_IP_Phones &= Cisco

O ( ) yoral_Onboz 4% Cisco

O #k Cisco (7))

O I LWA_EA_AUTHORIZATION &5 Cisco (7

RERBERERBE
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SRR BE+R , BAKELWA EA POLICYHE ., & — T Conditionsll,

= Cisco

Policy Sets

D Status Policy Set Name

Description

Palicy - Policy Sets

Conditions

Allowed Protocols | Server Sequence

Select from list

$E#3 1 Dictionary £ i23ZNetwork Access, TEAttribute L& EUsername,

Hits Actions View

Conditions Studio

Library

olmlolnlelnnplalpn|leltlesls

B E

5G

Catalyst_Switch_Local_Web_Auth
entication

Switch_Local_Web_Authentication

Switch_Web_Authentication

Wired_B02.1X

Wired _MAB

Wireless_802.1X

EY

Editor

Network Access-UserName

Select attribute for condition

o

=

:n'o-f.-?l

Dictionary

Network Access W X

Metwork Access
MNetwork Access
MNetwork Access
Network Access
Network Access

Network Access

.E’-'w'.._

%)
m
(g
[

Attribute 1D
Attribute 1
Device |P Address

ISE Host Name
MNetworkDeviceMame

Protocol

UserName

Y] UserName

L

Info
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®

Network Access-UserName

QH0|ale PR ERECLOEF 1 Eqiials ;
w | | gues

Catalyst_Switch_Local_Web_Auth
antication NEW AND OR

Switch_Local_Web_Authentication
Switch_Web_Authentication
Wired_B02.1X

Wired_MAB

Wireless_802.1X

Wireless_Access

Wireless_MAB

ERERREIE

S BR5. 5B EPolicy > Policy Sets, EEZ2IKREEE L , 7 Allowed Protocols/Server Sequence?l
Fi&#E Default Network Access,

= Cisco ISE Policy « Policy Sets a @ @ 4
Policy Sets Reset Reset Policyset Hitcounts Save
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence I Hits  Actions View
(9]
-t
(] LW _EA_POLICY L Mewwork Access-UsarName EQUALS guest Select fram list 9 @ >
® Mew Policy Set 1 Allowed Protocols o _@} >

Default Network Access

e
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SR BEE "RRL > TRAK, . BEEEYNRBE LNEHEER.

LWA_EA_POLICY 1  Network Access-UserName EQUALS guest Default Metwork Access 40%

HB2 EE— "Policy sety B L , BBAuthorization Policy , Z1 FBFf’R. fEProfiles®|s | Mk
DenyAccessif #T#8LWA_EA_AUTHORIZATION, #&—TSavellfEEEH,

» Authentication Policy (1)
» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

~ Authorization Policy (1)

a
a_Temg i]
Status  Rule Name Conditions iecurity Groups Hits  Actions
&) DenyAccess
e,
I LWA_EA_AUTHORIZATION I
NSP_Onboard
v
Default Belect f Select from list ) {:D:}

kvl Parad
RIERE

BARED B E P i

B EERNER/EFE LEMBIWI-FifEEE , #FISSID LWA_EA , AR&iEEConnect,



& Wi-Fi &

Other people might be able to see info you
send over this network

[:] Connect automatically

- OcSach

)

wh Ofc8de

)

BRHEEF R

SR EH—ERERRE , HHPETEAEH. EFHEMQURLMVAURLIER |, B4 EEWA
UsernameflPassword =+ BEah MR . AAZIEIZESubmit,

Authentication Proxy Login Page X -+ y B 3 .

- ] G~ Jhttps//192.0.2.1/loginhtmi?redirect=http://detectpartal firefox.com/redirect @ sign in 9

Welcome to the Cisco Web-Authentication network
Cisco is pleased to provide web-authentication
infrastructure for your network. Please login,

User Name | guest

Password |aneanee

BEEFEQURLHNEAEE

MRBRER , SERSOREKIER :



+

Authentication Proxy Success Page X
@ Not Secure &2 O 192.02.1

Q

Authentication Successful !
You can now use all regular services over this network

DOMNE

TEmBERNEA B

N e RAMURLEWLCEM, ©aSWLCERIPAWindowsEEMRURLA B 58,

S ER3.BE E Operations > RADIUS > Live Logs, B UBRKEBEMBRENES

B MR R

Operations - F

Cisco

Live Logs Live Sessions
RADUS Drops
~

Misconfigured Network Devices
a)

Misconfigured Supplicants

Endpaint Profile  Authentication Policy

Time Status Detalls  Repeat.. Identity  Endgoint ID
[ ] a
-] Q
-] Q

Last Updated: Fri Sep 18 2026 11:00:54 GMT+0100 (Hora de verio da Eurapa Ocidental)

RadiusBl B B &

i)
SR RERE ERELE,

EARBRAR , B

Show WLAN Summary

<#root>
9800WL C#show wlan summary

Number of WLANs: 1
ID Profile Name SSID Status 2.4GHz/5GHz Security

Client Stopped Responding

Autharization Palicy

= O

@ signin 3

Uy

Authorization Profiles

®

mERENHE S5

Repeat Counter

IP Address

Records Shown: 3



1 LWA_EA LWA_EA UP [open], [ Wb Auth]

9800WLC#

show Wl an nane LWA_EA

WLAN Profile Name : LWA_EA

Identifier : 1

Description :

Network Name (SSID) : LWA_EA

Status : Enabled

Broadcast SSID : Enabled

Advertise-Apname : Disabled

Universal AP Admin : Disabled

...

Accounting list name :

802.1x authentication 1list name : Disabled
802.1x authorization 1list name : Disabled
Security

Web Based Aut hentication : Enabl ed

OWE Transition Mode : Disabled
Conditional Web Redirect : Disabled
Splash-Page Web Redirect : Disabled
Webauth On-mac-filter Failure : Disabled

Webaut h Aut henti cation List Nane : LWA_AUTHENTI CATI ON

Webaut h Aut hori zation List Nane : Disabl ed

Webaut h Paraneter Map : gl oba

...
Security-2.4GHz/5GHz

802.11 Authentication : Open System

Static WEP Keys : Disabled

W -Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed

OSEN : Disabled
PMF Support : Disabled



...

Band Select : Disabled
Load Balancing : Disabled
...

Show Parameter Map Configuration

9800WLC#show running-config | section parameter-map type webauth global
parameter-map type webauth global
type webauth

virtual-ip ipv4 192.0.2.1
trustpoint TP-self-signed-123456

Show AAA Information

<#froot>

9800WL C#show aaa method-lists authentication

authen queue=AAA_ML_AUTHEN_LOGIN

name=LWA_AUTHENTI CATI ON val i d=TRUE i d=BD000005 : st at e=ALI VE : SERVER_CROUP RADI USGROUP

authen queue=AAA_ML_AUTHEN_ENABLE
authen queue=AAA_ML_AUTHEN_PPP
authen queue=AAA_ML_AUTHEN_SGBP
¢...)

9800WL C#show aaa method-lists authorization

author queue=AAA_ML_AUTHOR_SHELL
author queue=AAA_ML_AUTHOR_NET

name=LWA_AUTHORI ZATI ON val i d=TRUE i d=90000006 : st at e=ALI VE : SERVER GROUP RADI USGROUP

author queue=AAA_ML_AUTHOR_CONN
author queue=AAA_ML_AUTHOR_IPMOBILE
author queue=AAA_ML_AUTHOR_RM

C...)

9800WL C#show aaa servers

RADIUS: id 2, priority 1, host 192.0.2.30, auth-port 1812, acct-port 1813, hostnanme RADI US



State: current UP, duration 8421s, previous duration Os

Dead: total time Os, count O

Platform State from SMD: current UP, duration 8421s, previous duration Os
SMD Platform Dead: total time Os, count O

Platform State from WNCD (0) : current UP

...
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/zh_tw/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/zh_tw/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc17

802.11E8Hk/ & 2B FE

[client-orch-sm] [17062]: ( & ) : MAC:08be.ac3f2 ¥ Z|E8H#, BSSID cc70.edcf.552f , WLAN LWA_EA , #&
11 AP 2ce3.8eb4,CW9172I-LAB

[client-orch-sm] [17062]: ( #5& ) : MAC:08be.ac3fE Y EIDot11E8EFER, BREERE , SSID:LWA_EA |, &
BEEL EHE =R : POLICY_PROFILE, AP&# : CW9172I-LAB , Ap Mactttiit : 2ce3.8eb4BSSID
MACO0000.0000.0000wlan ID:1RSSI:-49,SNR:46

[client-orch-state] [17062]: ( & ) : MAC:08be.ac3f& FimiRRBE# : S_CO_INIT -> S_CO_ASSOCIATING
[dot11-validate] [17062]: ( EFA ) : MAC:08be.ac3f Dot11 ieEi BIER/ X ERE, HEZENEXRER 7TRE
radio_type 2

[dot11-validate] [17062]: ( EF ) : MAC:08be.ac3f WiFi direct:Dot118&P2P IE, P2P IERETE,

[dot11] [17062]: ( & ) : MAC:08be.ac3f dot1 1{EiXFABEE, F Aresp_status_codeZE I BHEHE : 0
[dot11] [17062]: ( & ) : MAC:08be.ac3f Dot11ZhaEE Fbyte1 1, byte2:11

[dot11-frame] [17062]: ( EF ) : MAC:08be.ac3f WiFi direct: £ FiP2P |IEBBIE R ENE - WIfiEERKEE
®H

[dot11] [17062]: ( EFA ) : MAC:08be.ac3f dot1 1{EiXFABEME, EEEIXIEEBEE K EERES : 130
resp_status_code:0,DOT11_STATUS:DOT11_STATUS_SUCCESS

[dot11][17062]: ( & ) : MAC:08be.ac3fBABF 2. AID 1, )8i#E=1R , WGB=1& , 11r=1& , 11w=RIRE Bz
=&

[dot11][17062]: ( EFA ) : MAC:08be.ac3f DOT11;iREEE#: : S_DOT11_INIT -> S_DOT11_ASSOCIATED
[client-orch-sm] [17062]: ( #85& ) : MAC:08be.ac3f Station Dot11BE# X 2,

IPEERE :

[client-orch-state] [17062]: ( & ) : MAC:08be.ac3f& Fim ik REE i

: S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS

[client-iplearn] [17062]: ( & ) : MAC:08be.ac3f IP-learniRREE#: : S_IPLEARN_INIT ->
S_IPLEARN_IN_PROGRESS

[client-auth] [17062]: ( BFA ) : MAC:08be.ac3fE Fif & DB F N EiREE IR

. S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_L2_WEBAUTH_DONE

[client-iplearn] [17062]: ( & ) : MAC:08be.ac3f&EFikIPEE K Ih, A% : DHCP IP:10.14.32.109
[client-iplearn] [17062]: ( E& ) : MAC:08be.ac3f IP-learniR#E&E#: : S_IPLEARN_IN_PROGRESS ->
S_IPLEARN_COMPLETE

[client-orch-sm] [17062]: ( #8& ) : MAC:08be.ac3f Zlip learn&fE, 753% : IPLEARN_METHOD_DHCP

SEIEHMERE

[client-orch-sm] [17062]: ( #& ) : MAC:08be.ac3fiE% L3I G 7B, A= 0x0 , KIh
[client-orch-state] [17062]: ( & ) : MAC:08be.ac3f& FimiR REHE#: : S_CO_IP_LEARN_IN_PROGRESS ->
S_CO_L3_AUTH_IN_PROGRESS

[client-auth] [17062]: ( ¥ ) : MAC:08be.ac3f L3B B ECRE. LWA

[client-auth] [17062]: ( EF ) : MAC:08be.ac3f& Fifi &1 B E N HAREER

: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING

[webauth-httpd] [17062]: ( EFA ) : capwap_90000004[08be.ac3f][10.14.32.109] R LOGINR RERFFE ER
rcvd

[webauth-httpd] [17062]: ( EFA ) : capwap_90000004[08be.ac3f][ 10.14.32.109]HTTP GET&>
[webauth-httpd] [17062]: ( EFA ) : capwap_90000004[08be.ac3f][ 10.14.32.109]#&MGET , src
[10.14.32.109] dst [10.107.221.82] url [http://firefox detect portal/]

[webauth-httpd] [17062]: ( EZA ) : capwap_90000004[08be.ac3f][ 10.14.32.109]EHE R

. parse_requestiz[@]8

[webauth-io] [17062]: ( EFA ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56538/219 IOARKEFEL —
>EA

[webauth-io] [17062]: ( EFA ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56538/219 IOMEE A —



http://detectportal.firefox.com/canonical.html

>iE

[webauth-io] [17062]: ( & ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 IOAMEEFHT — >F&
Z)1

[webauth-io] [17062]: ( E&A ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218BHWEH , HE
ik

[webauth-httpd] [17062]: ( EZA ) : capwap_90000004[08be.ac3f][ 10.14.32.109]FERLOGINAR RERFHY
POST rcvd

SEIFHMBMEIRY , BEFHBEIIRUNME :

[auth-mgr] [17062]: ( B ) : [08be.ac3f:capwap_90000004]% Fi%08be.ac3fH B K FERELZBHE
[auth-mgr] [17062]: ( EFA ) : EUWFlattr auth-domain(954)#I[08be.ac3f:capwap_90000004] auth mgr attr
add/change notification

[auth-mgr] [17062]: ( B ) : [08be.ac3f:capwap_90000004]% sEwebauth#$ik&EHE "Runnings kA
Authc Success |

[auth-mgr] [17062]: ( & ) : [08be.ac3f:capwap_90000004] L FIARRER TIEFEE T, EcA TEEMIH
d

[auth-mgr] [17062]: ( EFA ) : EWEattr5 3% (757)89[08be.ac3f:capwap_90000004] auth mgr attr
add/change notification

[auth-mgr] [17062]: ( & ) : [08be.ac3f:capwap_90000004]5| B =EHAUTHZ_SUCCESS(11)
[auth-mgr] [17062]: ( E&A ) : [08be.ac3f:capwap_90000004] L T AREEHE "Authc Successy B A
Authz Success.

[webauth-acl] [17062]: ( &R ) : capwap_90000004[08be.ac3f][ 10.14.32.109]:@iBSVMFE A IPv4 &8
ACL , &% : IP-Adm-V4-LOGOUT-ACL , BB : 51, IIF-ID:0

[webauth-sess] [17062]: ( & ) : capwap_90000004[08be.ac3f][ 10.14.32.109]fF /Y 5| B MR : £Bk
[webauth-state] [17062]: ( E& ) : capwap_90000004[08be.ac3f][ 10.14.32.109]{F A 5| BL¥ AR : K
[webauth-state] [17062]: ( E&A ) : capwap_90000004[08be.ac3f][ 10.14.32.109]REEAUTHC_SUCCESS
-> AUTHZ

[webauth-page] [17062]: ( E&A ) : capwap_90000004[08be.ac3f][ 10.14.32.109]iE £ & X WebauthFIh &
[i1]

[webauth-io] [17062]: ( E&A ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 IOAREE & B8R FE
—>BA

[webauth-io] [17062]: ( & ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 IOREE A — >
END

[webauth-httpd] [17062]: ( EZA ) : capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218MERIO K i
HAEIRAEET | id [99000029]

[client-auth] [17062]: ( 5 ) : MAC:08be.ac3f L3E 3 ERE R 3. ACL:[]

[client-auth] [17062]: ( EF ) : MAC:08be.ac3f& Fifi &1 B E N HAREE R

: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUTH_DONE

[webauth-httpd] [17062]: ( &R ) : capwap_90000004[08be.ac3f][10.48.39.243]56538/21 9 BRIOEFEZ I
BEE#EF |, id [D7000028]

[errmsg] [17062]: ( & ) : %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE:R0/0:wncd: ¥/
BBEMACHEE , ﬁﬁﬁ%%ﬁﬂ%ﬁ ( 5h%E ) Edssid(LWA_EA)B#4 : 08be.ac3f

[aaa-attr-inf] [17062]: ( EFA ) : [ERAHEH : bsn-vlan-interface-name 0 "VLAN0039" ]
[aaa-attr-inf] [17062]: ( EFA ) : [FERAHB : timeout 0 1800(0x708)]
[aaa-attr-inf] [17062]: ( EFA ) : [FEFAMVEM : url-redirect-acl O "IP Adm-V4-LOGOUT-ACL" ]

[ewlc-gos-client] [1 7062] B ) : MAC:08be.ac3fEFixnQoSIEETMREBEERERN

[rog-proxy-capwap] [17062]: ( FAR ) : EEREFIKRUNARREE A : 08be.ac3f

[client-orch-state] [17062]: ( && ) : MAC:08be.ac3f& Fimik &8 #: : S_CO_L3_AUTH_IN_PROGRESS ->
S_CO_RUN
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